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CHHSIE Q15 =2 CPU AIEE
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show processes cpu B

show interfaces B2

show interfaces switching 2323

show interfaces stat 342

show ip nat translations 2423

show align &

show version HZ

show log &
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of MHE CHAE $+8stod SHIE STt AR

=2 HI2 show processes cpu BE E23IL|Ct.Cisco C|HIO|A M| A show processes cpu BH

| £240| /= &< Cisco CLI AnalyzerE At&3sto] HAHXQ EX| & =T MY E EAE =
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L E2HEHRF
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=2 CPU AIEE 24 siE
CPU AIREO0| =2 sS40 ofiH SH T Er7de|H
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= Hiolg{A QI Z2 Eot EXNZE Qla & MErLICH ol &3] |2 HIERZ 70| IUCHH
E-|° e 7tsH0o| s&LICH YEtMo 2 HMNA S0 HE FUIE M ZAu|2dio|Me B

A5t O] EX|o| Jd&TE &8t &= U&LICH Cisco Product Security Advisories and
NOtICGSO'"I_ 7H%& 7P%*o U= OB X L &A=l S Wdol CHEt HETF & E|o] A&
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L—||-'-|'.XM‘||°J LHE2 CtE 2 Tt AIR. 2B 2{&doi CHEF 1007t X| =3t CHEI Cisco ME
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. E': ige] debug B E{Q| HH undebug all EE = no debug all HHES AR EFLICE.
- Ciscoll ISE & show 2tRE{2| B CiE O] "of"Ql B2, CtZ1t Zo| F7I HE
AIEFEELICEH show BE S AFS EFLIC.
. CRE0f HMAE = QIELIT? Ol ZXE Y £ ULIR? THEO| "of"el B2 2tRE{Q| T
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https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12809-tuning.html
https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12809-tuning.html
https://cway.cisco.com/cli/
https://tools.cisco.com/security/center/publicationListing.x
https://tools.cisco.com/security/center/publicationListing.x
https://www.cisco.com/web/offer/worm/blasterworm_lp_hard.html?sid=124013_257
https://tools.cisco.com/security/center/publicationListing.x
https://tools.cisco.com/security/center/publicationListing.x
https://www.cisco.com/site/us/en/products/security/index.html
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scheduler allocate 3000 1000 &S AISHEFL|C}.

- BFRE{0| CPUMEEO| £2 SO0 R o e = s ZtH2 2 LIENS LI CHE 0] "of
"O| AR =y|Mo 2 show processes cpu & Had . =2 CPU A2 E0| QIE|HE0f o5 ghAist=X|
EE &Y Z2AMA0 oo YHSHEX| 0{FE EAELICH OJUNIX AZBIEE A85tD, X
S U IS 7IEL2 AJREE st EXME O RiAM|5| ZAMStE o 28t C|o[H
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show processes cpu BHZ AL85104 QIE{HE L= T2 MAZ QI3 CPU AAHSEO0| =2X| &2l
glct.
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IEHER QI 2 CPU AISE

AHMIEH LIS 2 QlE U
2 olsh wAE 4 Q= QIE{HEZ 2I5f CPU BHO
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Cisco 7600 Series 2t 2E{0l| A] NetFlow NDEE #4138 M 2 CPU

NetFlow7t EHH 70 CHall 7+ EEl B 2t*E T2 MM

Ot&l =+ &LICt

Jor

Eo| 4+¥E|E2 CPUAIRE0| &

NetFlow HHM 72 QI8 =2 CPU M%E B X|E sl Z25t24™ mis nde sender HHF1 58 A SHAIA|
2. SPOIIM NetFlow LHELHZ|7} =™ E|7| M2 ULICHHT 5 EE= HA 92| 7|272)).

ZEHAEZ QB 2 CPU AL B

0{&H Eiklléﬂ CPUE ELst=X| 2 QELICH Z2MAQ 2HEEl H "6"75'.'0._| ESoR QIS 2
10 @F HAIX|7F EAIEILICE [HEFAM show logging exec 1A CPU AFO|E & B
ot t"E.jE.J QFE Felshof gLct.

Ole{8t T2 H|20l 2 CPU BB S EoiE 4 ESEHH dobug RS A2E 4 2Ll
Debug HHE CPU AIZEE [ &2 w45] ol 2ol B
2 HHSHH ArSSte{™ ChE ™A =HS %-’—FT%HOF grlct,
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- HH 242 Melst ZE 24 cHA 2 g dst| AL siE 24 A4 E &2 7(CIHZ) A
6('HE) O|5t2 =FZF0{0F B LICE. 10gging destination [ severity-level ] configuration P22 AlSHL|CT.
Ofi 27 ChatTf ST B0l B AISHEIIE | SHOISHRH of BT #2 910 AIAIS. show

logging exec HHS AMELICEH

. BEH HEE AxlolH 22 BT 37|18 Sefok SLICH KM LISS of MHe Hx s
Al logging buffer global configuration P2 s ASLICT.
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https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html
/content/en/us/td/docs/ios/netflow/command/reference/nf_book/nf_02.html#wp1012734
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s2.html
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s2.html
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s2.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html

- ARP Input(ARP 2!24) - Troubleshooting High CPU Utilization due due to Processes(ZZA|A
of & =2 CPU AFS E 2X| 31Z2)2] ARP Input(ARP 123) MMQ|L|C},

- BGP 22 E{ - BGP £7lL{ F£= BGP 2tRE Z2MAZ Qe £2 CPU X siE EM2|
BGP 2tRE ZEMAE QIFt =2 CPU MMLCt.

- BGP Scanner(BGP £ 7lL4) - BGP A7lL{ &= BGP 2IE ZZMAZ QI =2 CPU
& EXMLl BGP A7HL] MM 2 Q1% &2 CPU

- EXEC—EXEC 2 7& EXEC Z2MA0M =2 CPU AFS E.

- HyBridge Input(HyBridge &23) - ATM QIE{H|O|AE A& 3= 2t RE{0M HyBridge &3 ==
MAZ Qla &M= =2 CPU AL E EXI8 sHZAF LICH.

- IP Input(IP 12) - |P I3 T2 MAZ Q5 =2 CPU AR E 2X &

- |IP_ SNMP(Simple Network Management Protocol) - IP SNMP(Simple Network Management
Protocol)&= =2 CPU AIE 2 RY&LICH

. LC ADJ Updater—Cisco 12000 Series Internet RouterQ| LC 1% 4| 0|E{ = Z M|A 0 A CPU
ANEZEO| £2 olfcs FAUULIN?

. TCP Timer(TCP E}O|H) - Troubleshooting High CPU Ultilization due to Processes(Z 2 M A2
RIet =2 CPU AEE =X sHZ) EM2| TCP Timer(TCP EFO|H) A4 ]L|Ct.

. TTY Background(TTY ¥IOEIRE) - ZZM|A0| [HE CPU AFR E £ 24 54
HOERE ML C

. 7t EXEC — EXEC 3 E & ZA5HAAI2. Exec & 7Ha Exec ZTEM AWM =& CPU AIE
=.

. Vtemplate Backgr(Vtemplate HiZd) - ZZ M| A0 [} E CPU AIRE =3 22X sl SAM2| 7+t
HES HiE ML,

- SSH Process(SSH Z 2 M|A) - SSH7} show tech EE= T2 7F 443t E|of /& LICH.

. Other processes(7|Et T2 M|A) - O & 2| Other Processes(7|El T2 AM|A) MM 2 HA
E QIEt =2 CPU AL E A sHE.

A

HO

MO TTY

HO

PCI %! FAST HIZ2| E2 0i? £2 ASEBE 2l

PCl & Fast HI2 2| £ S5 047 HZ 2|7 £F & 40| LEHXQI FAILICH PCI HIZEl= A4
ZEl PCl HAE 2|5l PRP HIRQIEE2| GT64260 ZAEZE {0 CHEr HI2 2| YA A0 AHREILICE. O]
HIZE2 = AlAEl ZHEEDQI CIE 85 79| LHE SAo| AISE2ZE &4 =2 ZJoZ HQlLc}

He2 27 Zest d2 22HAM E2 H2 22 SolLch 14 HZEElE st=9 o
IDB(Interface Descriptor Block) HIO|E T2 Z 0| AFE S8 MHEE M2 Lol HIE 2L o H
S| EEk HE YL 25| 0% E|0] QoD E HE 2|7t &G RS2 St =2 £&ZF02
FEAELICH et iE 22| E0Me o HEZ 2|7 £F8 o] "ot

%SNMP-4-HIGHCPU: [chars]2] [chars]oll CHEF Z 2 MA 7} [dec]lms &IA|Zk([dec)ms
|OS quantum)E Z 3} gtL|Ct. 23} [chars]

CPU 31 HAIX|E CtE1t Z &L

SNMP- 4- Hl GHCPU: Process exceeds 200nms threshold (200ns GCisco | OS quantum
for GET of rnon.19.16.0--result rnon.19.16.0

MZE syslog HA|X|(HIGHCPU) 7l 12.4(13)0 Cisco I0SH| F7HEIR&LICH Z2MATH CPUE
200ms O|4& X|& 722 HIGHCPU HIA|X|E E1 & LICH HIGHCPU MHIA|X|E EtE{o] Y& O]
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https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html#arp
https://www.cisco.com/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/107615-highcpu-bgp.html#process
https://www.cisco.com/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/107615-highcpu-bgp.html#scanner
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41100-highcpu-exec.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41160-highcpu-ip-input.html#ip_input
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/7270-ipsnmphighcpu.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html#tcp_timer
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html#tty
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html#vtemplate
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41180-highcpu-processes.html#other
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Ol HIAIX|= ol 2Ot BE2 CPU AlZFE AMESER|E CPUHOGE AFEsHX| BlE A& Aldste
ol ArEELICH U5 NMS/AE 22 ETE W M2 2 Sstx| e&LIct o] X Cisco 1 ID
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ClHto|A0l stESo] =5 E=0| MXIZ[X] 22 B2, C|HIO|AE S5l S0{2E ZE HS3tHE
EcfE2 AZEHo{of ol &= 3tz[o{ok BfLICE. CPUE o] ArSELICH MAE MEIF R:rL
AEHO| 2l ot 33 FHol= AmES o] 25 EHE ALK 2 X0l E&LICH o 2XIE s
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L E2 Ye of Clutol Ao st=flof 23

P =E
. o = H -
D2 AZEQ|0E S5 ¥E3E =AY E27t el

1 EHE/22M QE{Ho|ANM 253t M2 Edste 42 HEe A T2 MATF S
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Sl = QIEt 2 CPU AISE

2lojMEElE CPUZHBE2 40| /S Elo{4EsoF 3= B CPU
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CIH3I 2 Qs =2 CPU A2 E EXIE 6H 35t 2R EE S5t TCP S718H AR
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CHS B2 X0l cHer xtMEE HE & MSELICH

- show processes cpu
- show interfaces

« show interfaces switching
- show interfaces stat
« show ip nat translations

+ show align
» show version

- show log


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsl18139
/content/en/us/td/docs/ios/ipapp/command/reference/iap_i2.html#wp1086889

show HZ30] CH et X}MIEH LI € Cisco 10S Configuration Fundamentals Command Reference £
HZSAAR.

ChPE{0 M| A = glE B BX MRS PUCIL HLICh 8 ok o] M0 - &3
MO 2 £ TR LICH showlog syslog AtHOl 22 235H0F 5t= BFYLICH £ = U482
5&0[0{0F BLICE O] UNIX M A3 RIEE AH85L0{ CIO[EIE +822 FE AIS22 £+1E
RELICE HTTP 2= SNMPE AF85t04 CIOIE & +&E =X /JU&LI.

Ol show processes cpu % Ec'=>| % AI' % FJ L—I EI‘

CtS2 o sll] ol LICH. show processes cpu BES AlSHErL|CT.

CPU utilization for five seconds: X% Y% one mnute: Z% five mnutes: Wb
PID Runtine(ms) Invoked uSecs 5Sec 1M n 5Mn TTY Process

O] EoME sl Z=of cHal A ErL|c.

Ze  AH

X %2 5% S0to| WH & MRE (B + ZEMA)
Y %2 5% S0 QIE{HER QI8 TR AIE ST

z K12 S0to| WF & AR E2

W 5|2 58 SOl BT & M8E°

PID ZZMAID

HELY T2 MATFAFEEF CPU AlZHEIEIXE)

SEE ZERMAVIZEEE=S

e Zt &£ 9| CPU A|ZHOFO|Z 2 X)

5% Z|2 5% SOl A CPU AFEE

12 x|t 12 S0to| Btedd CPU AFR B2
m %2 58 S0to| A CPU AL &2

TTY 2 HNAE HMoiste B0l

ZZ2MA ZZMA O|F

ZZMNA pldol TCcPUAMEE =X-Y

2zte shE™ -WHo| ofLiEt XIS XMo 2 statst WE S LIEHACE [HEtM, o 2122| ZtE o] A4t
I F= O|=ict
= — .

to

KFAIEE LI 2 show commands reference quideE & = 5HAIA]

rr

I BHRET Of B TS AASHE SUS AW ~HOE S CPUARES AS

i = oF ElLICH. Cisco 7500 2HE{0l M VIP(Versatile Interface Processor) &!
RSP(Route/Switch Processor)= 41& CPU AA E 2 E 15t X| i &LICt 90~95%2| CPU At

S 20| XILted 2 2913 1iZ/o| Hitof 7Ht2 H2o|

OK

=& L.
OI show interfaces %E"o."ﬁ' AI‘%FJ LI EI'
O| B2 & QIEHO|AE & Ql5te= o AFSELICH

OI show interfaces switching %%"ﬁ' AI' %ﬂ' |—| EI'


/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s4.html
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s4.html
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s4.html
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s4.html
/content/en/us/td/docs/net_mgmt/prime/provisioning/7-1/developer/guide/CiscoPrimeProvisioning-7-1-DeveloperGuide/scripts.html?dtid=osscdc000283
/content/en/us/td/docs/net_mgmt/prime/provisioning/7-1/developer/guide/CiscoPrimeProvisioning-7-1-DeveloperGuide/scripts.html?dtid=osscdc000283
/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s1.html

Ol BE2 QEH 0|0 HEE £ E B2 & AYstE ol AHSELICH

CH= 2 Firepower Threat Defense show interfaces switching 88 @1E{TH| O] A 0] CHEF B4R

Rout er A#show interfaces switching

Et hernet 0
Throttl e count 0
Dr ops RP 0 SP 0
SPD Fl ushes Fast 0 SSE 0
SPD Aggr ess Fast 0
SPD Priority I nput s 0 Dr ops 0
Pr ot ocol Pat h Pkts In Chars In Pkts Qut Chars Qut
Q her Process 0 0 595 35700
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
I P Process 4 456 4 456
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
I PX Process 0 0 2 120
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
Trans. Bridge Process 0 0 0 0
Cache nisses 0
Fast 11 660 0 0
Aut on/ SSE 0 0 0 0
DEC MOP Process 0 0 10 770
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
ARP Process 1 60 2 120
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
CDP Process 200 63700 100 31183
Cache nisses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
Z2dof QIE{H|o|A0 THE DE Z2ESO| AQE FEI| YLD Z BIREE SstE EY
o] ERe &2 A &Helg = &Lt ol ZoM= &3 E=oi cis dEELICEH
1= o
- MelE izl ol2{3t A2 2t REE Fdts WAL & AL|E FHAlol| E=0] &
Z2MA S 2
AU&LICH
et gy & AAF A E=0] gls WA ULICE of g ol ChEh & B HZ(E= 38 - 7
AI_'" A 2|E fFof Wel CHE)o| ME[E LU EE £45 A2 il QIEHO|AMM & A
Mo = HIEEstE|X| 2= et 15 AQEELICH
LIg= nk /\-°rI7‘<IE Mz 15 ALER2 7|BMo R #45tE|o] &Lt
s 22, AEI2 29T Ee 24 A1 AL AR ZE2EMM E= AEI2 24
QE/SSE 7} 9= Cisco 7000 Series 2+ EH(ZZ Ats AT E= A2 A/EE) E= VIPY
7500 Series EtRE (24 2| E)0|MHEF AL E = U&LICH

OI show interfaces stat %%‘ﬁ AI'%FJ L—IEI'

O| BH2 o QoF HHTRILICE. show interfaces switching &= A~ LICH B QIE{H|O|A0] CHE ME



E2lLct

Rout er A#show interfaces stat

Et hernet 0
Swi tching path Pkts In Chars In Pkts Qut Chars CQut
Processor 52077 12245489 24646 3170041
Rout e cache 0 0 0 0
Di stributed cache 0 0 0 0
Tot al 52077 12245489 24646 3170041
O| &2 show interfaces stat HE S ZSHEDICI CI2H AFE 7ls5tn 7 HE AQE A=2of el Eet
P

OI show ip nat translations % Ec'=>| % AI' % ﬂ' L—I EI‘

Ol show ip nat translations Ol %‘%‘8 EI‘O E‘IO'"A‘I EE §|‘EI NAT(Network Address Translatlon) H=|§ % T
AEFLICH 2t 24 et CPU OIEfRIE S MAI5H 212E{0l & CPU A2 BOll 228 ELIC of
P B2 o HEto| 2t REH dsol Y& S O|F =+ U&LICH

CH= 2 Firepower Threat Defense show ip nat translations &S AF& & L|C}:

rout er #show ip nat translations
Pro | nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
--- 172.16.131. 1 10.10.10.1 --- ---

OI show align %%% AI'%?J.I—IEI'

0| 22 RISC(reduced instruction set computing) ZZAM|A 7|8t Z2SHZ 0| MHEH AFSE = U&L
Ct. Olz8t ESHE oM = CPUZF M2 2| 87| E= M7t HHEEIX| AL * &Lct

ge ME st

A
e

Ali gnment data for:
4500 Sof tware (C4500-DsS40-M, Version nis-aligned RELEASE SOFTWARE (fcl)
Conpi | ed Tue 31- Mar-98 15:05 by jdoe

Total Corrections 33911, Recorded 2, Reads 33911, Wites O

Initial Initial

Address Count Access Type Traceback

40025F4D 15561 16bit read 0x606F4A7C 0x601C78F8 0x6012FE94 0x600102C0
40025F72 18350 32bit read Ox606FB260 0x6013113C 0x600102C0 0x60010988

OI show version %Ec'a% AI'%FJ'—IEI'

2 CPU AIEE BXE ™35t
CHRE{2| 715 AlZto| 528t M

—

HH %E'.Ol M Cisco 10S Software H{Z1, Z&H
QL|ch H™ & x = o] Hof cist RAMIEH M

HL 72

OI show log %Eéq% AI'%EJ.I—IEI'

O| FH2 HHE 23 HAIX|S| LIS EAIRLICH
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Embedded Event ManagerE AF&35104 =2 CPU Z740| & M& I LIO|E{E RIS 22 £%E

QIS LICI. EEME ZEZMA AR E0] EHoH SNMP OIDE ELlE'I 15t 7L} CPU threshold 2323 9]
£ 2401 CHaH syslog HIAIX|E 2L|E{Rl5t0] EB|HE L|Ct Cl¥st show HHE EEM AT EIEES

E5 AE £+~ don, E2E ot A|AHI| XEE £ QlCt.
SNMP OIDE& AF&3t= EEM 23 ElE o
Ol ATEIEE Z2NA ABEO| & 85% S7+e M AIZMEL|CH

AtM|IEF LHE 2 How to Collect CPU Utilization on Cisco 10S Devices Using SNMPE E X5 AAIL.

event nmanager appl et high-cpu
|
event snnmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type next entry-op gt entry-val 85 poll-

interval 5 exit-tinme 500 nmaxrun 600
!

action 0.1 cli command "enabl e"
action 0.2 syslog nmsg "TAC - Capturing high cpu information to flash:"
action 0.3 cli command "term | ength 0"
action 1.1 cli comrand "show process cpu sorted | redirect flash:eemcpul.txt”
action 1.2 cli comrand "show interface | redirect flash:eeminterfacel.txt"
action 1.3 cli command "show interface stats | redirect flash:eemstatl.txt"
action 1.4 cli comrand "show ip traffic | redirect flash:eemtrafficl.txt"
action 4.1 syslog nmsg "TAC - Finished logging information to separate eemfiles in flash"
action 9.4 cli comand "end"
action 9.5 cli command "term default |ength"

1

1

end

CPU Threshold Notifications(CPU &A|Zt & &) HIA|IX|7} /e EEM A3 RIE of

EEMZ2} CPU threshold notifications 2323 | ZTE 2 EEM A3 ZEE ER|HE £ &LICt 0] ofof
Me 5% 74 Set A& E0[ 85% | S 71e i CPURISHINGTHRESHOLD syslog MIA|X| 7} A4
MELICE EEM A3 2 E £ syslog IHIAIII% Eg[Hstn ot A|AEIO| ot o] MEE HHE FE

S NEE 4+ UsLicH

0

process cpu threshold type total rising 85 interval 5
!
event nmanager appl et high-cpu
event syslog pattern "CPURI SI NGTHRESHOLD"
action 0.1 syslog msg "EEM H GH CPU detected. Witing info to flash:eemlog.txt"

action 0.2 cli command "enabl e"
action 0.3 cli conmand "term exec pronpt timestanp”
action 0.4 cli comand "termlen O"
action 1.1 cli conmand "show process cpu sorted | append flash:eemlog.txt"
action 1.2 cli conmand "show proc nem sorted | append flash: eem| og.txt"
action 1.3 cli conmand "show mem alloc total | append flash:eemlog.txt"
action 2.2 syslog nmsg "EEM Sel f-renoving applet fromconfiguration..."
action 2.5 cli conmmand "end"

1

end

CPU == AlE}/EX]

28 EEM A3 EE of

EEM2 CPU Z 20t U3 2 AZ/EX|5t= O AFS EIH CHYEt s
KMEH LB 2 QIE{EHER OISt =2 CPUAIEE EX| SHES ’E.E%H;Mlg.
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https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/15215-collect-cpu-util-snmp.html
/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
https://www.cisco.com/c/ko_kr/support/docs/routers/7500-series-routers/41120-highcpu-interrupts.html

event nanager applet H gh_CPU

event snnp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.4.1 get-type exact entry-op ge entry-val "75"
time 10 poll-interval 5
action 0.1 syslog nsg "CPU Utilization is high"
action 0.2 cli comrand "enabl e"
action 0.4 cli conmand "show version | append flash: CPU _Profile.txt"
action 0.4 cli conmand "show |l og | append flash: CPU Profile.txt"
action 0.5 cli conmand "show process cpu sorted | append flash: CPU Profile.txt"
action 0.6 cli conmand "show interfaces | append flash: CPU Profile.txt"
action 0.7 cli conmand "show region | append flash: CPU Profile.txt"
action 1.2 cli conmand "profile 4000FO00 42CO9FFFF 4"
action 1.3 cli command "profile start”
action 2.3 syslog nmsg "Entering TCLSH'
action 2.4 cli command "tcl sh"
action 2.5 cli command "after 240000"
action 2.6 cli command "exit"
action 2.9 syslog nmsg "Exiting TCLSH'
action 3.0 cli conmand "profile stop"
action 3.1 cli conmand "show profile terse | append flash: CPU Profile.txt"
action 3.2 cli command "clear profile"
action 3.3 cli command "unprofile all"
action 4.1 syslog nsg "Finished |ogging information to flash: CPU Profile.txt..."
action 4.2 cli conmmand "end"
HoIHeloio|H #=E& et UNIX 4 &3 BIE
o| FH0oME EtRE0IM F7|Mo = TI0|HE A st= ZHEHEr 23 E HEE
ageo| sale ohg S
(echo "show version") | telnet 192.168.1.1
23 oto| WAL 59l MollM AHEIH F2e Y MM E MEFUCH o2 o Y
57| @It ME AT ZIE QL|C} show version I show processes cpu 23 &3:

#!/ opt /| ocal / bi n/ bash

HEHH AU H R R
# Router's | P address

#

| P_ADDRESS=' 10. 200. 40. 53'

# Directory where the log files can be stored
#
Dl R=/var /1 og/ router

BT I R

if [ ! -e $DIR]
t hen

nkdir $DI R
fi

# Tag specification: mddhhmm
DATE="date +' %Pd' "

TI ME=" date +' %1 °
TAG=$DATES$TI ME

# Collect data fromthe router

exit-



(echo "foo";\

echo "bar";\

echo "termlen 0";\

echo "show version";\

echo "show processes cpu";\

echo "termlen 15";\

echo "show nmenory sunmmary”;\

echo "qg";\

sleep 30)|tel net $I P_ADDRESS > $DI R/ i nfo. $TAG 2>$DI R/ i nf 0. $TAG nsg

20 0| AJZENME=E H|YEHE 7} T EHEl D E O|o|E{7} Yt HIAE $Alo 2 MEEL|C}

5 i Aok 2o Tl 1P £42 LY CIMECIS KIYsio S £ i Hidole 2f
QEI= TAEIE AR F0| ZEE] ELICH 3 HHE ALSR} O|B, HIUEE SelUic B
%%Q§Hmmxaﬂmm?ﬂﬂ“7*F*Ewmkam%”m““mhﬂm§$wa9§§

HE[D "g" EXte ZEZEO olsiMEr & ELICH

CIO|IE7} H7|Mo 2 4= EIE|T show version A0 722l §40| QU=X| o{FE EAIELICEH o E
Eof, EA7} g4 E AlZHol| LIEILIEX| EYH Qo LIEFLHEX| iR E EAIELICH F71 B

o £E3E Lloliok ot= T2 oAt &£ 2 %*MOE AFERIEO FIHE £ JELICH U2 ™S
E £ 2 Hctlof ot 32 HM A 7[ztg sELICHE S 2Fol sleep BR).

=2 CPU ALEE A7} RbF LEEILIH 2821 7HX| 22 B2 5&0tCt Ol A RIEE Al™erLICt
J%X| gto™ 1580 3020tC A™dE = A&LICH A837| 28 ATREE
Jusr/bin/router-scriptef Z 2 T M LICH O3 ChF 580tct M™lSte{HCIs &2

Jetc/crontab I}&lof| F7 P%.* L|C}.

* *

*/5 * * [usr/bin/router-script
cron MEHE CHA| A|ZFRLICE /etc/crontab IS B e HEHO| Qi B CI30 20| A3 EE
E HEo|ZZNAZE ARMELICEH

while [ 1 ]; do ./router-script ; sleep 300; done &

o e

. Catalyst 2900XL/3500XL A} %|2| =2 CPU A2 B
s RE 7B AE
. Cisco 7| X|® QI CIREL



/content/en/us/obsolete/switches/cisco-catalyst-3500-xl-series-switches.html
https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12809-tuning.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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