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FlexConfig Object Name Description

Netflow Add Destination Creates and configures a NetFlow export destination
Netflow_Set Parameters Sets globla parameters for NetFlow export
Netflow_Delete_Destinations Deletes a NetFlow export destination

Netwflow Clear Parameters Restores Netflow export global default settings

CHS Ml 7FX| AP Hol ’IAE ZHA| 7t E|olEof| L ELICt
Text Object Name Description

Define the single NetFlow export destination’s interface, destination IP
address and UDP port number for NetFlow.

netflow_Destination

netwflow_Event_Types Define NetFlow events based on event type

Define values for active refresh-interval, delay flow-create and template
timeout-rate.

netflow_Parameters
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Edit Text Object

Name:
Description:
Variable Type Count
Multiple 3 =
1 DMZ

2 10.20.20.1
3 2055

211 netflow_Event_Types %! netflow_Parameters2| 7|27t0| AL ElLI|C}.
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Edit Extended Access List Object

Name

| how, export_aci |

Entries (3)

Sequence Action Source Source Port Destination Destination Port

1 @Elock 10.10.101 Any Any Any Vil |
2 @Block 172.16.0.20 Any 192.168.1.20 Any /s
3 Allow Any Any Any Any s u

Allow Overrides

3EH7|. FlexConfig 7HAIE T A8 LIC.

FlexConfig Objects(FlexConfig 7HAl)& +445t24™ Objects(7H&l]) > FlexConfig > FlexConfig

Objects(FlexConfig ZH&{)2 0|5 3t . Add FlexConfig Object(FlexConfig 7H®| =7} HE & Z 2|3t
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Insert Extended Access List Object Variable

Variable Name:
[ flow_export_acl \

Description:

Selected Object
flow_export_acl

)

Available Objects C
X

‘ Q_ Search
flow_export_acl

Hl Ze Q8% Ch2 AI|ado|M 2telg F71st1 o|™of Holst g
match access-list ZA1I|124|0|M 2telof| =& &hLct.
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class-map flow export_cl ass
mat ch access-list $flow export_acl
2t 2 | Save(ME)E S2IFLICH

($flow_export_acl.)E



Edit FlexConfig Object @
Name:
flow_export_class

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert - Deployment: Everytime Type: Append

class-map flow export class
match access-list Sflow export acl|

¥ Variables
Name Dimension Default Value Property ) Override Description
(Type:Name)
low_export_class SINGLE low_export_acl EXD_ACL:A...

.l\-“\ ne l-.: | m

ATHA|. Netflow CH&F T4

Netflow Destination2 43524 Objects(7HAll) > FlexConfig > FlexConfig Objects(FlexConfig 7H
#)2 0|55t NetflowRE ZE{ZELICH Netflow_Add_Destination A& S A& LICE.
Netflow_Add_Destination_Copy7} 4 4ElL|C}.

EtHOM et FeHAE EEELICH Ho|E 240 flow-export 2 S ME5H7| I M &
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Ol ool M= ZeiA 7t 2dx FA(TS FAl)of & UEL|ct

## destination: interface_naneif destination_ip udp_port

## event-types: any subset of {all, flowcreate, flowdenied, flowteardown, flow update}

flow
export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.
get (2)
policy-map gl obal _policy
cl ass flow export_class
#f oreach ( $event _type in $netflow Event _Types )
fl ow export event-type $event _type destinati on $netflow Destination.get(1)
#end

2t 2 £|™ Save(ME)E E=IFLICH



Edit FlexConfig Object (1]

Name:

| Netflow_Add Destination_Copy

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.

Insert » Deployment: Once v | Type: | Append v
fi# destination: interface nameif destlnatlo" _ip udp port
#4 event-types: any subset of {a‘l, low-create, flow-denied, flow-teardown, flow-update]}
flow-

tion.get (0)

policy-map global policy
class flow export class
#foreach (_$event__type in $netflow Event Types )
flow-export event-type $event type destination $netflow Destination.get (1)

#end

ariables
Name Dimension Default Value r;\?:::ime] Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM: false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...
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Palicy Assignments (1)

You have unsaved changes. Preview Config | m

Description

FlexConfigPolicy
" Selected Prepend FlexConfigs
Name

Enter Description
Available FlexConfig C FlexCanfig Object
u
X
aw
aw

netllow
~ User Defined
2 Metflow Add [ b
¥ Methow_Add_Destina
7 Metfiow_Delete_Destination_Copy
of Matflow_export_Copy
"B Methow_Set_Parameters_Copy
* Systam Dafined
"B Metfow_Add_Destination o7 Selected Append FlexConfigs
H Name Dascription
1 flow_axpont_class
Netflow_Add_Destination_Copy Create and configure a MetFlow export destination.
Set global pararmeters for NetFlow export, (=4

«f Netfiow_Clear_Parameters
o2 Metfiow_Delete_Destination
2
3 Netflow_Set_Parameters
How To
=015t 7| 9IsH 2~4EH Ao M ZALAH

[

AT SH EFTS HoY W ¢lo| 2E EFTS
A Ol El NetFlow 7HAME AHEE = A&LILCH
You have unsaved changes | Preview Config
Policy A

FlexConfigPolicy
"% Selected Prepend FlexConfigs
Name

Enter Description
Avallable FlexConfig C  [IREEEEEE RS
L
X
oW
Qw

netflow
* User Defined
"8 Netflow_Add_Destination_Copy

=7 Netflow_Delete_Destination_Cogpy
Description

Set global parameters for NetFlow expart.

 Netflow_export_Copy
<7 Selected Append FlexConfigs
Create and confgure a NetFlow export destination.

"8 Metfiow_Set_Parameters_Copy
" System Defined
«ff Metflow_Clear_Parameters u Name
Netflow_Set_Parameters
2 Netflow_add_Destination
7tsted® 1A oA 4712 &

o Metflow_Delete_Destination
1

B8 &

2t 1 NetFlow I{Z!0| M& &
Z7t5t04 & HRH Netflow Z



Edit Text Object @

Name:

Description:

Variable Type Count
Multiple 4 3

—

DMZ
10.20.20.1
2055

AW N

10.20.20.1

4THA[0d| M flow-export destination $netflow_Destination.get(0) $netflow_Destination.get(1)
$netflow_Destination.get(2) 74| 12|0|4M 2tRIS FItEHLC.

CHE ¥d=0il CiEt $netflow_Destination.get B8 TAEIEIL|Ct. O] ool =~ gf2 3RILCH ol @
EH 31 24

flow

export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.

get (2)

flow

export destination $netfl ow Destination.get(0) $netflow Destination.get(3) $netflow Destination.

get (2)

L & flow-export event-type $event_type destination $netflow_Destination.get(1) T3 2telofl & &
& B4 $netflow_Destination.get2 F7IgfLICt ol & ™ Ct3t Z&LCt

fl ow export event-
type $event _type destination $netflow Destination.get(1l) $netflow Destination.get(3)

ot2lf olOlx|ol EAE CHEz o] Hm|adolME ASELICH



Edit FlexConfig Object

Name:
Netflow_Add_Destination_Copy

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert » ‘ Deployment: | Once v | Type: | Append v

## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}
flow-

policy-map global policy
class flow export class
fiforeach ( Sevent_type in $Snetflow_Event Types )
flow-export event-

fend
¥ Variables
Name Dimension Default Value {Ffrr::sirl':ime] Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:... false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

Cancel
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Preview FlexConfig @

Select Device:
FTD-b

exit
INTERFACE_END

H#HitHFlex-config Appended CLI #H#
class-map flow_export_class
match access-list flow_export_acl

flow-export destination DMZ 10.20.20.1 2055
policy-map global_policy
class flow_export_class
flow-export event-type all destination 10.20.20.1

flow-export active refresh-interval 1
no flow-export delay flow-create 1
flow-export template timeout-rate 30

Close

ojo

SSH(Secure Shell)& &3l FTDO| @M A1 system support diagnostic-cli &2 AF& 35t C}
PP ML

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press '"Crl+a then d to detach.
Type help or '?' for a list of avail abl e commands.

firepower# show access-1ist flow export_acl

access-list flow export_acl; 3 elenents; name hash: Oxe30f ladf

access-list flow export_acl line 1 extended deny object-group ProxySG Ext endedACL_34359742097
obj ect 10.10.10.1 any (hitcnt=0) 0Ox8edff419

access-list flow export_acl line 1 extended deny ip host 10.10.10.1 any (hitcnt=0) 0x3d4f23a4
access-list flow export_acl line 2 extended deny object-group ProxySG Ext endedACL_34359742101
obj ect 172.16.0.20 object 192.168.1.20 (hitcnt=0) OxOec22ecf

access-list flow export_acl line 2 extended deny ip host 172.16.0.20 host 192.168.1.20
(hitcnt=0) 0Ox134aaeea

access-list flow export_acl line 3 extended pernmit object-group ProxySG Ext endedACL_30064776111
any any (hitcnt=0) 0x3726277e

access-list flow export_acl line 3 extended pernit ip any any (hitcnt=0) O0x759f5ecf

firepower# sh running-config class-map fl ow _export_cl ass
class-map fl ow export_cl ass
mat ch access-list flow export_acl

firepower# show runni ng-config policy-map
1

policy-map type inspect dns preset_dns_map
paraneters

message- | ength maxi mum client auto
message- | engt h maxi mum 512

no tcp-inspection




policy-map type inspect ip-options UM STATI C | P_OPTI ONS_MAP
paraneters

eool action allow

nop action allow

router-alert action allow

policy-map gl obal policy

cl ass inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect icnp

nspect icnp error

nspect i p-options UM STATI C_| P_OPTI ONS_MAP
nspect snnp

cl ass fl ow export_cl ass

fl ow export event-type all destination 10.20.20.1
class cl ass-default

set connection advanced-options UM STATI C_TCP_NAP

firepower# show running-config | include flow

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742097 obj ect
10. 10.10.1 any

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742101 obj ect
172.16. 0. 20 object 192.168.1.20

access-1ist flow export_acl extended pernit object-group ProxySG Ext endedACL_30064776111 any any
fl ow export destination DVZ 10.20.20.1 2055

class-map fl ow _export_cl ass

mat ch access-list flow export_acl

class fl ow export_cl ass

fl ow export event-type all destination 10.20.20.1
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