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RMON SNMP(Simple Network Management Protocol)2 fAISH @gio 2 HE {3 C|HIO|A QI
B O|A = ZEO| CiE SHE FHFLICH

RMON 7|52 Mo 2 LAN A (x| #E0M f&3HX|2 Cisco I0S® AZE Q0] EE|A 11.1

0|4 o| HAM|A EP% 1( {l: 2x00 Series)0l M AF & &= U&LICHEBHE S 27| {8l LAN ZH|(A:
S1E)0| HMAE = e 0Pt A 2HRE0| RMONS M3l oF 5l BT U&LICH
RMONOMME H7|MoZ SNMP H4E ME3Moz Z318 Lol ¢iaLIChC|HolAE 2Rt
MEE MEE I:+° RMON HIEQ/3 22| AEo|Mo| F7|Moz "= E|LC}.

. 7|2Mo2 BE AQX|= O|L-HES RIHFEE &, O|HE, 87 & 7|5 0| A x[0M
R A= LCHAQXIIAM Z|EF BE ME HEE 44l o|'E=|D=| NAM(Network Analysis Module)O|
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Cisco I0S AZEQ|0{E F%ﬁkm CLIOIM RMON ZE U O|HEE MdHE + A&LICt. ol MMt
Ct= MM M= eventTable & alarmTable0l| AFS E|= X1 SYEt O i c
o| #+E& HM3gLct

1.3.6.1.2.1.16.9.1
eventTable OBJECT- TYPE

SYNTAX SEQUENCE OF Event Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of events to be generated."
:={ event 1}

.1.3.6.1.2.1.16.3.1
alarmTable OBJECT- TYPE

SYNTAX SEQUENCE OF Al arnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of alarmentries."”
{ alarm1}
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HO

rmon eventindex [log] [trap eventCommunity] [description eventDescription] [owner eventOwner]

2 4

. event - RMON O|HIEE T gLICt

. eventindex - O|HIE 15 (1-65535)

_log - (MEH ALEH) O|HIE 7} A4St | RMON 218 AA8HL|CH

. trap eventCommunity —(4154 AtEh) O[HIE 7} Ehieh [ X|&E SNMP 717 LIE| Aol CH
3l SNMP ERZS Mg ghLct.

. AH o/HE MY —(MEH ALE) WORD EEE O|HIEOf CHEH M2 X|&&L|ct.

6. owner eventOwner - (ME AtE) O|HIE S| ARKIE X|HELICH
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http://www.cisco.com/en/US/docs/internetworking/technology/handbook/RMON.html

. log EE= trap 4% X3t X| &2 alarmTable object eventType(1.3.6.1.2.1.16.9.1.1.3) 0|
noneL 2 MX=EL|C}.

. 238 X o°|'||:|_=| eventTypeO| log2 MM ELIC}

. trap@t x| 5t™ eventTypeOl snmp-trap2 2 M EL|CH

- log®t trapg 2 F X|H3t™ eventTypeO| log-and-trap2 2 A& ElL|C}.

2 Yy 7E

rmon alarmindex alarmVariable alarminterval {absolute | BlE}} rising-threshold
alarmRisingThreshold [alarmRisingEventindex] falling-threshold alarmFallingThreshold
[alarmFallingEventindex] [owner alarmOwner]

TE d¥

.alarm - RMON ZE & A MELICH
. alarmindex—3 & '="|_<.>_(1-65535)
. alarmVariable - 2 L|E{ZE MIB Z44|(WORD)
. alarminterval - & 7+73(1-4294967295)
. absolute - Zt MEE ZH EHAESL|CH
.delta - HE 7to| HE} HIAEE =™ LICH
. rising-threshold - && &AH[gfE F & LICH
. alarmRisingThreshold - && 7|2t(-2147483648-2147483647)
9. alarmR/sngventlndex & AZEOl =OHE m Al™E O|HIE (MBS AHEN)(1-65535)
10. falling-threshold - =&t A2t S T A&tLICH.
11. alarmFallingThreshold - 5t 7|2} (-2147483648-2147483647)
12. alarmFallingEventindex - (2184 At&h) St2F A ZHol Z=otE i A= E O|HIE(1-65535)
13. 29X alarmOwner— (B4 ALgh) AEof Ciet AR XHE X ELICHWORD).
alarmVariable 2 Ct & WY & stLtE X[™ELICH

o ~NOoO O WDN -~

. Ho 2 FEE ™| T4 ASN.1(Abstract Syntax Notation One) 7HA| A|2X}(04:
1.3.6.1.1.2.2.1.10.1) =

. Ef0|€ &= 0|& Floi E|o|& 7H&l| HE L QUAEANE S04 & HEY QUAEIA O] CHSEH
ifinOctetsE X|%5t24H alarmVariable0i| ifEntry.10.12 AFEEfLICH
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!--- Enter these commands on one line each. rmon event 3 log trap public
description "Event to create log entry and SNMP notification"
owner "jdoe 171.68 118.100 2643"

rmon alarm 2 ifEntry.10.12 30 delta
rising-threshold 2400000 3 falling-threshold 1800000 3
owner "jdoe 71.68 118.100 2643"
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HES 258 FAZIH, AHA
ifinOctets(ifEntry.10.1)& 2 LIE{R&I5} 44¢
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snmp-server host 171.68.118.100 public
SNMP-server community public RO
rmon event 1 log trap public description "High ifInOctets" owner jdoe

!--- Enter this command on one line: rmon alarm 10 ifEntry.10.1 60 absolute
rising-threshold 90000 1 falling-threshold 85000 owner jdoe
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HE|H S 2AH|ZL2 85000 LICH O B2 NetView 22| AE|0]4404 A
Ct.

router.rtp.cisco.com

A RMON Rising Alarm

Byt es received exceeded
t hreshol d 90000;

VALUE=483123 (sanpl e TYPE=1; al arm i ndex=10)
ChE HEe ddstod =22 & G2 & o|HIEE SL L

. show rmon events - 2} 2E{2| RMON O[HIE Ef|0|E2| LI 2 EA|gL|Ct.0] WRojs Qe =
= 7[9=7}t gig Lt
Rout er #show rmon events

Event 12 is active, owned by nanager 1
Description is interface-errors
Event firing causes log and trap to comunity public, last fired 00:00: 00

12 mnager1 —O|HIE H|O|E0|| CHEF 157 QIEIAQILICE O] QIHIA = O|HIE MEHE o
2 E AlSt22 RMON OHIE E||o|Z0i Ho|El CHE O] &o| ARKE EAIRLICHDescription is
interface-errors—O|HE 0| 3 QEHO|A 2F 7t Er4FL|CtH - 2tE{7} O] O|HI
Eof CHall +8E ¢Elo] fELICH.RMONS| eventTyped| SHE & LICt community public -
SNMP EZig &8 42 0| 8%l EXYEE X|HE SNMP HFLIE|Z TS EL|ICHRMONS
eventCommunityoll SHE & LIC}. ast carded - O|HIE7} OFX|ZH o 2 MM El AlZHIL|CE,

- show rmon alarms - 2} 2E{2| RMON A& E|O|=2 2| L& 2 EA|IRFLICt o] BHol= @l E=
7|HE7t i&LICt,

Rout er #show rmon alarms

Alarm 2 is active, owned by manager1

Monitors ifEntry.1.1 every 30 seconds

Taking delta sanples, |ast value was O

Ri sing threshold is 15, assigned to event 12
Falling threshold is 0, assigned to event O
On startup enable rising or falling alarm

Alarn2  manager 10| —alarmTableOl| CHEH T} Q1= A= RMON2| alarmTableod| ‘H 2| El CH
CE HEIE 2922 EA6tD 0| O £ARAHE EAFLChitentry 1.1 - HERE SH Hy
©| OIDE ZUE{ZELICHRMONS| alarmVariable®!| 81 & LICH30—H|O|E{7F MERI=|T &
Azt &7t & XM35to cislf Hlw El= 7HE(Z=) LICHRMONZS| alarmintervaloll sHE & LICE -
MEASH B MEZStD A Bl E 2L Aldtete Y lLchRMONS
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alarmSampleTypeol| SiZ & LICt. - Otx|2f MEZ 7|7+ Seto| 8H 2 LICHRMONZS]
alarmValue0l| SiE & LICHR sing threshol d i s—AHZ 2= 74| O UAIZLLICHRMONZ]
alarmRising Thresholdol| SHE 8 LIC} assigned to event - && AZIS ZIHE I A ElE
EventEntry2| 1= A Q1L |[CH RMONZ] alarmR/sngventIndexol S & LICFal1ing threshol d
i s—MEZE SH 9| UAHZLYULICEH.RMONZS| alarmFallingThresholdol| 112 & LIC} Assi gned to
event () - ot= YAHZf0| mAHE H AHE E[= EventEntry2| RIHA 1L |CHRMONZ]
alarmFallingEventindex0l| 2 & LICt.on startup enable rising or falling alarm(AlZf Al )
_ o| oI-Eo| 7;.|° oz _n_;3|- 7—|o§ A—Ix-IEI [[H x—|.4\..=|- J\ oI'— 7c§'_'?'_.°=!L|E|'.R|\/ION9_|
alarmStartupAlarmoil sH& & L|C}.
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