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SAVE REQUEST

Requests in Postman are saved in collections (a group of requests),
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Auth|

Request description (Optional)
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POST * | httpsy10.197.224.82fapiffdm/latestfdm/itoken

Params Authorization Headers (9) Body ® Pre-request Script Tests Settings
none form-data wwww-formeurlencoded @ raw binary GraphQL  JS0OWN ~
1|1 |
2 “grant_type": “password",
3 "username”: “admin®,
4 "password”: “'ciscol23",
5 "scope™: H
6 "client_id": "=,
7 “client_secret®: "*
8 |¥ 1
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Body Cookies Headers (16) Test Results & Status: 2000K  Time: 610ms  Size: 1.52KB Save Response »
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1 {
2 "access_token™: "eylhbGci0idIUzIINLI9.
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3 "expires_in": 1808,
a4 "token_type": "Bearer",
5 "refresh_token": “eylhbGoi0ilIUzIINLIG,
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SAVE REQLIEST

Requests in Postman are saved in collections (a Broup of reguests),

Resguest msime

Gt Group Policy

Reguest desoription (Optianal)

LERLrIpESng Ui

Select a collection or folder 1o save 1o

Authorization(Z 8+ £04) Eiofl= 0|F 2| ZE GET/POST 2o CHall CtS &= 0| Z & x|ofof &
L|Ct.

R YR E2
E& 01 POST 232 A#stol we AN~ ES

GET 27%: https://<FTD Management IP>/api/fdm/latest/object/ravpngrouppolicies

» Get Group Policy E Comments o Examples 0 -

GET A hitpsa/i10,197.224.82/apifdmilatest/objectravpngrouppolicies m Save T

Params Authorization @ Headers (8) Body Pre-request Script Tests Settings

TYPE @ Heads up! These parameters hold sensitive data, To keep this data secure while working in a collaborative envirenment, we recommend using variables ®
B r Token b Ll
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Body Coockies Headers (17)  Test Results % Stows: 2000K  Time: 21Bms  Size: 472 KB Save Response -

Pretty  Raw  Preview  Visualize  JSON v mQ
1 f ®
2 “items': [

3 {

4 "wversion": "ijtc7iidSgloz",

5 "name": "DfltGrpPolicy”,

[ "banner”: null,

7 “dnsServerGroup”: null,

8 "defaultDomainName": null,

=] "gimultaneousLoginPerUser™: 3,

18 "maxConnectionTiseout": null,

11 "maxConnectionTimeAlertInterval™: 1,

12 "vpnldleTimeout": 30,

13 "wvpnldleTimeoutAlertInterval”: 1,

14 “ipvdlocalAddressPool”: 1,

15 "ipvblocalAddressPool": (],

16 "dhcpScope®: null,

17 "ipvdSplitTunnelSetting”: “TUNNEL_ALL",

18 "ipvBSplitTunnelSetting”: “TUMNEL_ALL",

19 "ipv4SplitTunne WWetworks": [1,

20 "ipvESplitTunne Metworks": [],

21 "splitDNSRequestPolicy™: “USE_SPLIT_TUNNEL_SETTING",

22 "splitDNSDomainList™: ™',

23 "scepForwardingUrl": null,

4 "periodicClientCertAuthenticationInterval®: 1,

25 "enableDTLS": false,

26 “enabledTLSCompression™: false,

27 "sslCompression™: "DISABLED",

28 "anahleSSl rekey": false, .

Body Cookies Headers (17)  Test Resuls @5 Status: 200 0K Time: 218ms  Size: 472 KB Save Response v

Pretty  Raw  Preview  Visualize BsoN v S m Q
59 4 r
1] "lc2t2sspzbfy?”,

Bl “name": “RA-VPN",

62 “banner': null,

63 “dnsServerGroup™: null,

64 “defaultDomainName”: null,

65 "simultaneousLoginPerUser": 3,

13 “maxConnectionTimeout™: null,

67 "maxConnectionTimeAlertInterval™: 1,
68 “vpnldleTimeout™: 38,

69 "vpnldleTiseoutAlertInterval™: 1,

78 "ipvdLocalAddressPool™: [],

71 “ipvblLocalAddressPool": [,

72 "dhepScope”: null,

73 “ipvdSplitTunnelSetting™: “TUNNEL_SPECIFIED",
74 "ipveSplitTunnelSetting™: "TUNNEL_ALL",
75 "ipwdSplitTunnelNetworks™: [

76 {

77 "version": "ne3zzudSspztm",

78 *'name’ plit-acl”,
79 “id": "71b85ceb-27ba-1leb-9282-a5abdafI088c",
ae “type': "networkobject"
81 }
82 1.
83 "ipveSplitTunnelNetworks": [,
a4 “splitONSRequestPolicy™: "USE_SPLIT_TUNNEL_SETTING",
85 “splitDNSDomainList" B
AR “seenForwardinallel™s anll. [
Body Cookies Headers (17)  Test Resuls €3 Status: 200K Time: 218 ms  Size: 472KB Save Response
Pretty  Raw  Preview  Visualize  JSON v o W Q
Loy “resTrLCTYIN IOVLANLD S NukL,
109 "clientFirewallPrivateNetworkRules": null,
118 “clientFirewallPublicNetworkRules": null,
111 "browserProxyType"s “NO_MODIFY",
112 "proxy":
113 "servertost™: null,
114 "port”: null,
115 “type”: “serverhostandport"
116 h
117 "proxyExceptions™: [1,
118 “enabledAnyConnectModules”: [1,
119 "isEnablePeriodicClientCertAuthentication”: false,

128 "74b60cBe=2Tba=-11eb=-9202-594cb5chaldf", ]

121 "type": "ravpngrouppolicy”,

122 "links": {

123 “self": “https://10.197.224.82/api/fdn/latest/object/ ravpngrouppolicies/74b60cBe-27ba-11eb-9202-594ch5chaldf"
124 ]

125 i

126 1.

127 "paging": {

128 "prev": [].I

129 "next": [1,

138 "limit": 18,

131 "offset": @,

132 “count"s 2,

133 "pages”: @

134 ¥ =
135 }
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SAVE REQUEST

Hequests in Fostrman are saved In collections (a group of reqguests),

Hequest name

Upload Profile

Request description (Opticnal)

"

LAESCrpEGTS SUDE=DT &

Select a collection or folder to save to:

Q

4 AnyLonnect Module

POST - hetpsa 10,197,224 E2apifdm/late st/actionsuploaddiskiile m Save ~

Params Authorization e Headers (10) Body ® Pre-request Script Tests Settings

none ® form-data e-anwaw-farm-urlencoded Faw binary GraphQL
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Text
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https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.04043

Body Cookies Headers (17) Test Results $  sStaus: 200K Time: 325ms  Size: 911 B Save Response

Preity  Raw  Preview  Visualize JSON + = mQ
1 g |
2 "wersion”: ﬂull.

3 — 89

4

3 3 p

[ "Lypi:" hlLuplwdsLaLJs "

7 *“Links®: {

) "si:U": "https://108.197.224.82/api/fdm/latest/actionfuploaddiskfile/69cc2046-2897-11eb-0202-b71d400c1c f2. asp™

9 }

0 Y 1

[e) A = | |. | |= i —I.O | v S = | i
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SAVE REQUEST

Requests in Postman are saved in collections (a group of requests)

1 more about creating collectio

Request name

AnyConnect F'rn::fite|

Request description (Optional)

Descriptions support Markdown

Select a collection or folder to save to

Q Sea | -
¢ Create Folder

1 AnyConnect Module

Cancel Save to AnyConnect Module

R https://<FDM |P>/api/fdm/latest/object/anyconnectclientprofiles

POST

Y 2=0i

|& lL|C}.
of| A B2 fileNameZ}t & x|5HoF EFLIC}.

Ol&
diskIl Y O|& Upload



anyConnectZ & |8 2= R HIO|Z0| EAIE ST 2=t L x|5H0F B LICH

© 54 = |. |O | i = il
T3 anyconnectZ2I0|HER[Z 2 El
¥ AnyConnect Profile B comments o Examples 0
POST - httpsyi10.197.224.82fapi/fdm/latest/object/anyconnectclientprofiles Send b Save | T
Params Authorization @ Headers (10) Body ® Pre-request Script Tests Settings
nonge form-data x-www-form-urlencoded @ raw binary GraphQL N T
1 {
2 “name: "AMP.asp";
3 PdiskFileName": "69cc2046-2897-11eb-9202-b71d409c1cf2. asp”,
4 [anyConnectModuleType™: "AMP_ENABLER",
5 ['type*: “anyconnectclientprofile®
6 1
SH = I QU 0| EA|EIL|CH2E M BHE 0|2
X

9| Body(2&)0ll= ClHFO|AN| FAIE &EH|7
|

|l Z2 el
DY RS oS BHolM Z2nids 18 F&of shelgishs of ASELIC,

0|l

Body Cookies Headers (17)  Test Results &
Pretty Raw Preview Visualize SON - = mQ
1§
2 ‘version™: “ciwogajhwvgxr”,
3 ‘name': “AMP.asp",
4 ‘md5Checksum™: "8697131026bdbaféatTell9leBabell2”,
5 ‘description: L,

& ‘diskFileName™: "69cc2@46-2897-11eb-9202-b71d492clcf2.asp”,
7 ‘anyConnectModuleType™: "AMP_ENABLER",
8 *id":

“eeff22c7-2898-11eb-9202-77e0b953 fcdd™ ,
9 1 "anyconnectclientprofile”,
18 v : {
11 "self": "https://10.197.224.82/api/fda/latest/obiect/anvconnectclientprofiles/eeff22¢7=-2898=-11eb=-9202-77eBb953 fcdd™

6EAH. PUT 2F2 Md35lo{ FCi0IHE T2l B! BES 7|E J& EHo| F7HgFLct.o| o|O|
Xlofl ZAIE CHE Save(?i-l’"‘)E EEILN =Y
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+ Client Profile and Module

PUT » | httpsi/i10.197.224.82/api/fdm/latest/object/ravpngrouppelicies/74b60c8e-27ba-11eb-9202-594cbScbaldf
Params Authaorization @ Headers (10} Body ® Pre-request Script Tests Settings
none D form-data @ xewww-form-urlencoded @ raw @ binary @ GraphQL  JSON =
14
2 "version": "lc2t2sspzbfy7”,
3 "name": "RA-VPN",
4 "banner": null,
5 "dnsServerGroup": null,
6 "defaultDomainMame”: null,
7 "simultaneousLoginPerlUser": 3,
8 "maxConnectionTimeout™: null,

9 "maxConnectionTimeAlertInterval™: 1,

10 "vpnldleTimeout": 30,

11 "vpnIdleTimeoutAlertInterval”: 1,

12 "ipvdlocalAddressPool™: [],

13 "ipwGlLocalAddressPool™: [1,

14 "dhcpScope™: null,

15 "ipwaSplitTunnelSetting”: "TUNNEL_SPECIFIED",
16 "ipwBSplitTunnelSetting™: "TUMNEL_ALL",

17 "ipvdSplitTunneNetworks": [

18

19 | “version": “ne3zzudSspztm”,

20

21 "id": "71b85ceb-27ba-1leb-9282-a5addafoe8Ec",
22 "type": "networkobject"

23 b

24 1.

25 "ipveSplitTunneNetworks": [],

26 "splitDNSRequestPolicy”: "USE_SPLIT_TUMNEL_SETTING",
27 "splitDNSDomainList" '

28 "scepForwardingUrl™: null,

29 "periodicClientCertAuthenticationInterval™: 1,
el "enableDTLS": false,

31 "enableDTLSCompression": false,

MR 5. mmesame e

+ Client Profile and Module

B comments o

Exi

B comments o

PUT *  hitps://10.197.224 B2/aplfidm/latest/object/ravpngrouppelicles/74b60cBe-27ba-11eb-0202-594chSchal df
Params Authorization @ Headers (10) Body ® Pre-request Script Tests Settings
¥ nong D form-data B xwww-form-urlencoded ® raw ¥ binary ® GraphQL  |SON +
- e —
44 "enableClientDPD": false,
45 "clientDPDInterval™: 3@,
46 "clientProfiles”: [
a7 {
48 "version": "c3wogaihvvgxr",
49 “nami “AMP.asp"”,
50 "id": “eeff22¢7-2898-11eb-9202-77e0b9537cd0",
51 “"anyconnectclientprofile™
52 }
53 1,
54 "keepInstallerOnClient™: false,
55 "vpnTrafficFilteraCl": null,
56 "enableRestrictVPNToVLAN": false,
57 "restrictVPNToVLANId": null,
58 "clientFirewallPrivateNetworkRules": null,
59 "clientFirewallPublicNetworkRules™: null,
(1] "browserProxyType™: "NO_MODIFY",
61 "proxy": {
62 "servertost”: null,
63 "port": null,
(7] "type": “serverhostandport™
65
66
67
68
69
T "type": “ravpngrouppolicy”,
71 "links": {
72 "self": “https://10.197.224.82/api/fdm/latest/object/ravpngrouppolicies/74b6@cBe-27ba-11eb-0202-594cbSchaldf"
73 }
74 ¥
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.71s Size: 275KB Save Response -

Body Cookies Headers (17) Test Results

Pretty Raw Preview Visualize jSON * = m Q
45 "clientDPDInterval™: 38,
46 "clientProfiles™: [
47 {
48 “version": “c3wogajhvvgxr”,
49 “name”: “"AMP.asp",
58 "id": "eeff22c7-2898-11eb-9282-77e8b953 fedd™,
51 “type": "anyconnectclientprofile”
52 e
a3 1,
54 "keepInstallerOnClient™: false,
55 "wpnTrafficFilterACL": null,
56 "enableRestrictVPNToOVLAN": false,
57 "restrictVPNToVLANIA™: null,
58 "glientFirewallPrivateNetworkRules": null,
59 "glientFirewallPublicNetworkRules®: null,
69 "browserProxyType™: “NO_MODIFY™,
31 “proxy”: {
62 "serverdost™: null,
B3 "port": null,
64 "type": "serverhostandport” -
65 }
66 "proxyExceptions”: [],
67 “snabledAnyConnectModules”: [
68 "'START_BEFORE_LOGIN",
69 "DART",
7% "'AMP_ENABLER"
71 1,
72 "isEnablePeriodicClientCertAuthentication": false.
23:0| EHAH0IME SBL 2ES L2 8 4 QJALICHESH SBLE Devices(CIHHO|A) >

Remote Access VPN(#Z AAIA VPN) > Group Policies(1 & Z2)> Edit Group Policy(
& ™ £=H) > Edit Group Policy(I & 2 %) > General(tt) > AnyConnect Client
Prof' Ie(AnyConnect SC0|HE T2 Q)o = 0|5 E M YE2EEE == U= anyconnect 22t
O|HE Z 2 U0 & 4dslsHoF & LICt.

77| FDME S3l ClHFo|A | T HEE HHIEELICHER 52 #HE Lol FAIE 2clo|[¢HE =
2O T E0| EAIEL|C].

Pending Changes

0 Last Deployment Completed Successfully
17 Nov 2020 07:42 AM. See Deployment History

Deployed Version (17 Nov 2020 07:42 AM) Pending Version @ Leceno

o AnyConnect Group Edited: RA-VPN

= enabledAnyConnectModules[0]: DART

- enabledAnyConnectModules[1]: AMP_ENABLER

- enabledAnyConnectModules[2]: START_BEFORE_LOGIN
clientProfiles:

- AMP. asp

© AnyConnect Client Profile Added: AMP.asp

= anyConnectModuleType: AMP_ENABLER
- md5Checksum: 8697131026bdbaf6a67ell91le8abel22

= diskFileName: 69cc2046-2897-11eb-9202-b71d409c1cf2
= name: AMP.asp

MORE ACTIONS w CANCEL DEPLOY NOW

7% 4Z £ FTD CLIO| 74 FAIE!




!--- RA VPN Configuration ---!

webvpn
enabl e out si de
anyconnect inmage di sk0:/anyconnpkgs/ anyconnect -wi n-4. 9. 00086- webdepl oy- k9. pkg 2
anyconnect profiles AMP.asp disk0:/anyconncprofs/AMP.asp
anyconnect profiles defaultClientProfile diskO:/anyconncprofs/defaultClientProfile.xml
anyconnect enabl e
tunnel -group-1ist enable

1--- Group Policy Configuration ---!
group-policy RA-VPN internal
group-policy RA-VPN attri butes
webvpn

anyconnect modules value ampenabler,dart,vpngina
anyconnect profiles value AMP.asp type ampenabler

Cte& &lRLic
FTDOI 4380z eizdstict

Settings(Ad&) > VPN> Message History(HIA|X| 7| )2 0|S35tod C2 2 E DEol| CHEt A58 &
2E golghict

"Sﬂ Cisco AnyConnect Secure Mobility Client — X
ty

AnyConnect Secure Mobility Client

CISCO
Status Overview Virtual Private Network (VPN)
VPN Preferences Statistics Route Details Firewall Message History
15-11-2020 ~
21:49:41 Contacting 10.197.224.90.
Network 21:49:52 User credentials entered.

21:49:52 Please respond to banner.

. 21:49:54 User accepted banner.

Web Security 21:49:54 Establishing VPN session...

21:49:55 AnyConnect Downloader is performing update checks...
21:49:55 |Checking for profile updates...

System Scan 21:49:57 |Downloading AMP Enabler Service Profile - 100%

21:49:57 |Checking for product updates...

. . 21:49:58 |Downloading AnyConnect DART 4.9.00086 - 100%
Roamlng SECUFIWr 21:45:58 |Downloading AnyConnect SBL 4.9.00086 - 100%

21:49:59 Dowﬂ% AnyConnect AMP Enabler 4.9.00086 - 100%
21:50:00 I customization tes...

21:50:00 Performing any reguired updates...

21:50:11 The AnyConnect Downloader updates have been completed.

21:50:16 Establishing VPN session...

=X st
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