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B2 CHA M[eF RO 5™
RTC7} Q= S&

RTC 74| 2{0|M

PE 711|718 0|M

RR Z11|72{|0|4d

RTCSo| St

PE

0| 2 Mol M= PE(Provider Edge) ct
H

of CHEt VPNv4 2 VPNvE HSFALS| meto| e #t x4
TECE FAE|E HFHLIEO CH L

2 Ef
EECTY

SE OIS Mof =Ho| 54

MPLS(Multiprotocol Label Switching) VPNZ &35 LH5 iBGP(Border Gateway Protocol) I|0{ &=
RR(Route Reflector)2 ZE VPN4 /= VPNG HFALE PE BHRE{ 2 MEELICHPE 22 E+“

VPN 2t E! 2 ZQ[Z/(VRF)S 72X of= VPN4/6 S AS AFA|EHLICE Ol RRO| PE 2HRE
ol VPN4/6 YFALE T&ste SE0|H, E236HK| E’IQL—lEP.Ol" RR & PES| XMEZ| 53 FH|o|1
CHI = ' HILICE

-

RTC(Route Target Constraint)2| 29 RRE #¥3t= VPN4/6 5 AR PEO| M&FLICEH
'Wanted'= PE7} £ HFALE 7tX{2= VRFE 7HX|1 M%% QIDIE*L—IEL

RFC 4684+= RTCE X|&gL|Ct.VPNv4 2! VPNve Z50i CiEt M2 TAF rtfilterE S5H K|
EL|C}.

RT(Route Target) ZE{&! ’SEE PE ZtE{2| 2 E VRFOIM VPN RT 7} K27 SE0|M 7t XS
LICHPE Bt E{E O] HE{R HEE FAZ rtfilter®| BGP YH|0|EZ RRO| M&&fL|Ct. o] ZHE{&
ME £ = RT HEH 42 MP_REACH_NLRI 2 MP_UNREACH_NLRI &4 9| NLRI(Network Layer
Reachability Information)0ll A Q13 & E L—|EF

4 BGP I|0{= O NLRIZ »lag H_f& 5tal O] EE O} RHI2EE ™E m|ofof MX[ELICh =
BGP I|o{E O] LEIE AR35lod AT RT7} QEX| o420l 2} 01 VPNv4/6 MFALE F&E



x| 2EELct

RTC7t & &3t2{™ & BGP 1|0{7} E—'|=— RTCE X|&lofF &LICH &, RR PE7} X|45HoF &FLICH
L 52 & (incremental)0| 2 -’F Ao Z ZE RR 2 PE BHRE{7F SAl0f 0|2 X|HE
J*'szt AELICHRTCE UERI0AM 2S5 = U2 Y PE 2tREE Ol XI5t LIHK]
£ X|tK| &t &LICHOIE X|HEHE EP—?—E-IOHA-I RTCE o|O| #M3tE|of QI&LICt o= 0| X|H
5tX| ot = EtRE{0M = Z 17t o[t Zo| A& 35tMH, Ol= RTC7t iS22 ot RHH2E ZE 0|
eigLct.

BOF eapabiby sxchange EIpATINY 1N T2 (R TFI
OPEN message for vprivd For vpnus
AF RTFilar axchangs m-mcH-HLm
2 g AF RTFilter Rttt Tange an e Target
] 11 (5]
PE1installs DefautRT RR installs RT fiker RT:4:1 RRT 1: 2 tar
filler ior RR PE1 implicitly cemying amythingelse)
g e ) PE semds all Hs wpnwdis
AF vpnvd's prefies exchang prafizes to RR -

RR sends only RED mnd
green [not bee) vpovd 6
prefixes o FE1

RTC7} i S&

RR2 2 E VPN4/6 HFAIE PEO| MEELICHPEE RT2| 7K 277} gl &= APA|ELICH.C|
1 BGP UOI|O|E= AK|El HFALE EAIRLICH'THS O|F 2 QleH 'DENIE
LIE|7} X[ E|X] ef&LICH'7H MSELICH

VPNv4 SLIFHAE S| of= CtSF Z&L|Ct.

BGP(4): 10.100.1.3 rcvd UPDATE w att: nexthop 10.100.1.1, origin i, |ocalpref 100
metric 0, originator 10.100.1.1, clusterlist 10.100.1.3, merged path 65003,

AS PATH , extended comunity RT:1:2

BGP(4): 10.100.1.3 rcvd 1:2:10.100.1.6/32, |abel 27 -- DEN ED due to: extended
conmunity not supported;

VPNv6 SLIFHAE Q| of|&= CtST Z&LICH.

BGP(5): 10.100.1.3 rcvd UPDATE w attr: nexthop ::FFFF:10.100.1.1, origin i,
| ocal pref 100, nmetric 0O, originator 10.100.1.1, clusterlist 10.100.1.3,
nmerged path 65003, AS PATH , extended comunity RT: 1:2



BGP(5): 10.100.1.3 rcvd [1:2]2001:10: 100: 1:: 6/ 128,

ext ended community not supported;

RTC Z4I|gj0|M

PE 7iz|aaio|M

vrf definition green
rd 1:2
route-target export

route-target inport
!

L o
NN

address-famly ipv4d
exit-address-famly
!
vrf definition red
rd 1:1
route-target export

route-target inport
!

Ll o
e

address-famly ipv4
exit-address-famly
!

address-famly ipv6
exit-address-famly

router bgp 1

bgp | og- nei ghbor - changes

nei ghbor 10.100.1.3 rempte-as 1

nei ghbor 10.100. 1. 3 updat e- sour ce LoopbackO
nei ghbor 10.100.1.4 rempte-as 1

nei ghbor 10. 100. 1. 4 updat e- source LoopbackO
!

address-fam |y vpnv4

nei ghbor 10.100.1.3 activate

nei ghbor 10.100. 1.3 send-comunity both

nei ghbor 10.100.1.4 activate

nei ghbor 10.100. 1.4 send-comunity both
exit-address-famly

!

address-fam |y rtfilter unicast

nei ghbor 10.100.1.3 activate

nei ghbor 10.100. 1. 3 send-comunity extended
exit-address-famly

!

address-fam |y ipv4 vrf green

nei ghbor 10.1.6.6 renote-as 65003

nei ghbor 10.1.6.6 activate

nei ghbor 10.1.6.6 send-conmunity both
exit-address-famly

!

address-famly ipv4d vrf red

nei ghbor 10.1.5.5 renote-as 65001

nei ghbor 10.1.5.5 activate

nei ghbor 10.1.5.5 send-conmunity both

| abel

23 --

DENI ED due to:



exit-address-famly

RR Zx|1gi o]

router bgp 1
bgp | og- nei ghbor - changes
nei ghbor 10.100.1.1 renote-as 1
nei ghbor 10.100. 1.1 update-source LoopbackO
nei ghbor 10.100.1.2 renpte-as 1
nei ghbor 10.100. 1. 2 updat e-sour ce LoopbackO
]
address-fam |y vpnv4
nei ghbor 10.100.1.1 activate
nei ghbor 10.100.1.1 send-comunity both
nei ghbor 10.100.1.1 route-reflector-client
nei ghbor 10.100.1.2 activate
nei ghbor 10.100. 1.2 send-comunity both
2
y

PR R e

nei ghbor 10. 100. route-reflector-client
exi t-address-fanmil
!

address-fam |y rtfilter unicast

nei ghbor 10.100.1.1 activate

nei ghbor 10.100.1.1 send-comunity both
nei ghbor 10.100.1.1 route-reflector-client
nei ghbor 10.100.1.1 default-originate
exit-address-famly

RTCO| &t

BGP I|o{2/0| MM ™ Z|o{&= rifilterol CHE 7|52 mEHEFLICHVPNV4 2! VPNV62| ZB2).

RR1# show bgp rtfilter unicast all neighbors 10.100.1.1
BGP nei ghbor is 10.100.1.1, renmote AS 1, internal link
BGP version 4, renote router ID 10.100.1.1
BGP state = Established, up for 00:14:28
Last read 00: 00: 01, last wite 00:00:56, hold tinme is 180,
keepalive interval is 60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and recei ved(new)
Four-octets ASN Capability: advertised and received
Address famly | Pv4 Unicast: received
Address famly VPNv4 Unicast: advertised and received
Address famly VPNv6 Unicast: advertised and received
Address family RT Filter: advertised and received
Enhanced Refresh Capability: advertised and received
Mul ti sessi on Capability:
Stateful sw tchover support enabled: NO for session 1
Message statistics:
InQ depth is 0
QutQ depth is 0O

Sent Revd
Opens: 1 1



Noti ficati ons: 0 0

Updat es: 6 7
Keepal i ves: 17 18
Rout e Refresh: 0 0
Tot al : 24 30

Default mninmumtinme between advertisenent runs is 0 seconds

For address family: VPNv4 Uni cast

Session: 10.100.1.1

BGP tabl e version 65, neighbor version 65/0

Cut put queue size : O

| ndex 19, Advertise bit 1

Rout e- Refl ector d i ent

19 updat e- group menber

RT Filter activate

Conmunity attribute sent to this neighbor

Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled
Sent Revd

For address fam ly: VPNv6 Uni cast

Session: 10.100.1.1

BGP tabl e version 5, neighbor version 5/0
Cut put queue size : O

I ndex 3, Advertise bit 1

Rout e- Refl ector d i ent

3 updat e- group nenber

RT Filter activate

Conmunity attribute sent to this neighbor
Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled

For address family: RT Filter

Session: 10.100.1.1

BGP tabl e version 52, neighbor version 52/0
Cut put queue size : O

| ndex 13, Advertise bit O

Rout e- Refl ector d i ent

13 updat e- group menber

NEXT_HOP is always this router for eBGP paths
Conmunity attribute sent to this neighbor
Default information originate, default sent

Sl ow peer detection is disabled

Sl ow peer split-update-group dynamc is disabled

Sent Revd
Prefix activity:
Prefixes Current: 1 2 (Consunes 160 bytes)
Prefixes Total : 1 2
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 2
Used as mul ti path: n/ a 0
Qut bound | nbound
Local Policy Denied Prefixes: — -------- = -------
Bestpath from i BGP peer: 2 n/ a
Tot al : 2 0

Nurmber of NLRIs in the update sent: nax 1, mn O
Last detected as dynanic sl ow peer: never

Dynam ¢ sl ow peer recovered: never

Refresh Epoch: 1



Last Sent Refresh Start-of-rib: never
Last Sent Refresh End-of-rib: never

Last Received Refresh Start-of-rib: never
Last Received Refresh End-of-rib: never

Address tracking is enabl ed,

Sent Revd

Refresh activity:
Refresh Start-of-RI B 0 0
Ref resh End-of - RI B 0 0

Connections established 16; dropped 15

Last

Transport (tcp) path-ntu-discovery is enabl ed
G aceful -Restart is disabled

PE

reset 00:14: 28, due to Peer closed the session of session 1

the RIB does have a route to 10.100.1.1

debug bgp all

BGP: 10.100.1.3 active rcvd OPEN w optional paraneter type 2 (Capability) len 6
BGP: 10.100.1.3 active OPEN has CAPABI LI TY code: 1, length 4

BGP: 10.100.1.3 active OPEN has MP_EXT CAP for afi/safi: 1/132

BGP: 10.100. 1.3 accept RTC SAFI

PE1# show bgp rtfilter unicast rt 1l:1

BGP routing table entry for 1:2:1:1, version 3
Paths: (1 available, best #1)
Advertised to update-groups:
13
Refresh Epoch 1
Local

AF

PE1

0.0.0.0 from0.0.0.0 (10.100.1.1)

Oigin I GP, local pref 100, weight 32768, valid, sourced, |ocal, best

RT generation: inport
rx pathid: 0, tx pathid: 0xO0

rtfilter= =8t UCIOIE I &S AFSELICH

# show bgp rtfilter unicast all update-group 13

BGP version 4 update-group 13, internal, Address Famly: RT Filter
BGP Update version : 12/0, nessages O

Ex
To
Fo

Up
Nu

M

tended-community attribute sent to this neighbor
pol ogy: gl obal, highest version: 12, tail marker: 12
rmat state: Current working (OK, last not in list)

Refresh bl ocked (not in list, last not in list)
date nessages formatted 1, replicated 1, current 0, refresh O,
nmber of NLRIs in the update sent: max 2, mn O
nimum ti me between advertisenent runs is 0 seconds

Has 1 nmenber:

1
PE

0.100.1.3
O M E'H RTFilter = Q1

limt 1000

PE1# show bgp rtfilter unicast all neighbors 10.100.1.3 advertised-routes
BGP table version is 8, local router IDis 10.100.1.1
Status codes: s suppressed, d danped, h history, * valid, > best,

r RIB-failure, S Stale, mnmultipath, b backup-path,

i - internal,
f RT-Filter,



X best-external, a additional-path, c RIB-conpressed,

Oigin codes: i - IGP, e - EGP, ? - inconplete
RPKI validation codes: V valid, | invalid, N Not found
Net wor k Next Hop Metric LocPrf Wight Path
*> 1:2:1:1 0.0.0.0 32768 i
*> 1:2:1:2 0.0.0.0 32768 i

Total nunber of prefixes 2

Route Target Membership Prefix2| 13 &2 Autonomous System Number(XtS A|AE H3$)0| A
2 4H}O|E, Route Target(ZE CH&) 2| Z< 8HIO|EILICE Ol= & 7 RFLIE| SELICE 22
ool A rtfilter 45 AF "1:2:1:1"2 C}S 20| C|ZEELICEH

A2 RS AlAR HS LT
= 2% HRFLUE| §4o 8 & 52 REULICH10%I)(RFC 4360 & X).
- 1:12 Z 2 chah AFA Ut
RR2 7|2 ZE{ZE PE(RR-client)2 & ELIC ol MAof 2t RRO| 2 E VPNv4 ZZE AIS
5t7| 2L}

BGP(10): (base) 10.100.1.1 send UPDATE (fornat) 0:0:0:0, next 10.100. 1.3,
netric 0, path Local

PEE= 7|2 rt ZE{E = Al5tT MX(|ELICHHE S04, RRO| 2E XS HESELICH
(CIH1 bgp rtfilter RLIFHAE AC|0|E)

BGP(10): 10.100.1.3 rcvd UPDATE w attr: nexthop 10.100.1.3, origin i,
| ocal pref 100, netric O, community no-export

BGP(10): 10.100.1.3 rcvd 0:0:0:0

BGP(4): Default RT filter installed for 10.100.1.3

RR2 PE10{| A rtfilter® 4= 4Al5t 1 M&|gfLcH,
(CIH2 bgp rtfilter FLIFHAE °*E4I0IE)

BGP(10): 10.100.1.1 rcvd UPDATE w attr: nexthop 10.100.1.1, origin i,
| ocal pref 100, nmetric O

BGP(10): 10.100.1.1 rcvd 1:2:1:1

BGP(4): 1:2:1:1 RT filter installed for 10.100.1.1

BG&P: installing rt filter on 10.100.1.1

BGP: add installed RT filter 1:2:1:1 for 10.100.1.1

BGP(10): 10.100.1.1 rcvd 1:2:1:2

BGP(4): 1:2:1:2 RT filter installed for 10.100.1.1

BGP(4): 1:2:1:2 Initiating an increnental table walk for 10.100.1.1
BG&P: installing rt filter on 10.100.1.1

BGP: add installed RT filter 1:2:1:2 for 10.100.1.1

RRO{IAM == &l1E HEE &gt

RR1# show bgp vpnv4 unicast all neighbors 10.100.1.1 received rtfilters
Address famly: VPNv4 Unicast

Extended community filter has: 2 entries with default filtering disabled
Increnmental refresh wal k node

Status codes: * valid, S Stale > installed

Rout e- Target CQut bound Filter
*> Ext ended Community RT: 1:2
*> Extended Community RT:1:1

PEE EE RT7} & E RT ZEE MX|5IX| A &LICHPEZF RRUIM 7|& rt ZE{E 415104
PE7}I B E VPNv4/v6 MEALE MESELICH



PE1# show bgp vpnv4 unicast all neighbors 10.100.1.3 received rtfilters
Address famly: VPNv4 Uni cast
Ext ended conmunity filter has: 1 entries with default filtering enabl ed
Incremental refresh wal k node

7|12 RT ZEE M dst2{™ AF rtfilter OF2H01| "neighbor x.x.x default-originate"& 438 L|C}.

RR 2202 E Z[o13 RRO| KIS 22 Y JEL|C
RR

router bgp 1

address-fam |y rtfilter unicast

nei ghbor 10.100.1.1 activate

nei ghbor 10.100. 1.1 send-comunity both
nei ghbor 10.100.1.1 route-reflector-client
nei ghbor 10.100.1.1 default-originate
exit-address-fanly

A2 M2 13| &2l

MRT 7M27|7F ML HLF RT 7HK42 7|17F HIHEIH =AZ VPNv4/60] CHal PEOIAM RRE 24
2 MZ D Eo| ME&EILICE

M VRF7I 1 E4E|H PEE RRE G2 M2 TS ™S ELICH

RTC7}

BMEE &£ A2 I5 RR2 25 VPNv4/6 S5 AFE PEO| M&5HK| et&LICHRT ZE{O
2 ME gt

& e

0P>

e e

. 7|& R 2! EXM - Cisco Systems
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