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. Cisco 6400 LAC(airelle nrp3)

. Cisco 7204 LNS(EAE 0O|E EE)
. Cisco 677

Cisco 6400 LAC(airelle_nrp3)

Bui | di ng configuration..

Current configuration : 125008 bytes
|
I Last configuration change at 02:11:30 UTC Mon Jun 18
2001

I NVRAM config | ast updated at 00:43:51 UTC Mon Jun 18
2001

!

version 12.1

no service single-slot-rel oad-enabl e

service tinmestanps debug dateti ne nsec

service timestanps | og uptine

no service password-encryption

|

host nane arielle_nrp3

|

boot systemtftp c6400r-g4p5-ne. 121-5. DC1 172.17.247. 195
logging rate-limt console 10 except errors

aaa new nodel

aaa authentication |ogin default none

aaa authentication login tty enable

aaa aut hentication ppp ayman group radi us

aaa nas port extended

enabl e password ww

|

user nane aynman@ai r o. com password O aynan




redundancy
mai n- cpu
aut o-sync standard
no secondary consol e enabl e
i p subnet-zero
ip cef
no ip finger
no i p domai n-1 ookup
|
!
vpdn enabl e
no vpdn | oggi ng
vpdn search-order domain
|
!
ssg enabl e
ssg default-network 10.200.56.0 255.255.255.0
ssg service-password ci sco
ssg radi us- hel per auth-port 1645 acct-port 1646
ssg radi us-hel per key cisco
ssg next-hop downl oad nxthoptbl cisco
ssg bind direction downlink Virtual - Tenpl at e66
ssg service-search-order renote |oca
|
!
i nterface Loopback3
i p address 200.200.200.1 255. 255. 255. 252
|
!
i nterface ATMD/ 0/ 0. 61 point-to-point
description LAC L2TP connection to lor
i p address 14. 14.14.6 255. 255. 255. 252
pvc 61/61
br oadcast
encapsul ati on aal 5snap
|
|
!
i nterface ATMD/ 0/ 0.5555 nul ti point
pvc 66/ 66
encapsul ati on aal 5mux ppp Virtual - Tenpl at e66
|
|
1
interface Ethernet0/0/1
no i p address
|
interface Ethernet0/0/0
i p address 3.0.0.2 255.255.255.0
no i p nroute-cache
shut down
tag-switching ip
|
interface FastEthernet0/0/0
i p address 10.200.56.6 255.255.255.0
no i p nroute-cache
hal f - dupl ex
|
1
interface Virtual - Tenpl at e66
i p unnunbered Loopback3
peer default ip address pool aynan

ppp authentication pap ayman
!




|
router eigrp 5

network 14.14.14.4 0.0.0.3

no aut o- sunmary

no ei grp | og-nei ghbor-changes
|
ip local pool ayman 212.93.193. 114 212.93.193. 126
ip route 10.0.0.0 255.255.255.0 212.93.193.114

|
radi us-server host 10.200.56.16 auth-port 1645 acct-port
1646

radi us-server retransmt 3

radi us-server attribute 25 nas-port format d

radi us-server attribute nas-port format d

radi us-server key cisco

|
1
line con O

exec-timeout 0 O

| ogin authentication tty
transport input none
line aux O

line vty 0 4
exec-timeout 0 O
password ww

| ogin authentication tty
|
end

Cisco 7204 LNS(ZAE O|& &)

Bui | di ng configuration..

Current configuration : 6769 bytes
|
version 12.2

no service single-slot-rel oad-enabl e

service tinmestanps debug datetinme nsec |ocaltinme show
ti mezone

service timestanps |og datetime |ocaltinme showtinmezone
no service password-encryption

|

host nane i or

|

boot system flash ¢7200-is-nz.122-1.bin

| oggi ng buffered 16384 debuggi ng

logging rate-linmt console 10 except errors

aaa new node

aaa authentication login default none

aaa authentication login tty enable

aaa aut hentication ppp ayman | ocal

aaa nas port extended

enabl e password 7 03134C

|

user nane ayman@ai ro. com password O aynan

clock tinmezone GVI+1 1

cl ock sumrer-tinme PDT recurring

i p subnet-zero

no i p source-route

ip cef

!

!

no ip finger




ip tcp wi ndow size 8192

ip ftp usernane tftp

ip ftp password 7 061118

ip host rund 172.17.247.195

i p host PAGENT- SECURI TY-V3 57.63.30.76 95.26.0.0
!

vpdn enabl e
no vpdn | oggi ng
vpdn search-order domain
|
vpdn-group 1
accept-dialin

protocol |2tp

virtual -tenpl ate 24
term nat e-from host nanme nap
| ocal name cairo
| 2t p tunnel password 7 052827261363
|
!
i nterface Loopbackl
i p address 212.93.194.5 255. 255. 255, 252
|
i nterface Loopback2
i p address 15.15.15.5 255. 255. 255. 252
|
!
i nterface FastEthernet0/0
i p address 10.200.56.2 255.255.255.0
i p ospf network point-to-nultipoint
no i p nroute-cache
| oad-interval 60
dupl ex hal f
no cdp enabl e
|
interface ATM2/0
no i p nroute-cache
atmpvc 1 0 5 gsaa
atmpvc 2 0 16 ilm
no atmilm-keepalive

i nterface ATM2/0. 61 poi nt-to-point
description L2TP tunnel |ink
i p address 14. 14.14.5 255. 255. 255. 252
pvc 61/61

br oadcast

encapsul ati on aal 5snap
|
1
i nterface ATM2/ 0. 5555 mnul ti poi nt
pvc 55/55

encapsul ati on aal 5mux ppp Virtual - Tenpl at e24
|
|
1
interface Virtual - Tenpl at e24
i p unnunbered Loopbackl




peer default ip address pool SSG L2TP
ppp authentication pap ayman

|
!
router eigrp 5
network 14.14.14.4
network 15.15.15.4
no aut o- sunmary
no ei grp | og-nei ghbor-changes

|

1

ip route 212.93.193.112 255. 255. 255. 252 14.14.14.6

ip local pool SSG L2TP 212.93.197.114 212.93.197. 126
radi us-server host 10.200.56.16 auth-port 1645 acct-port
1646

radi us-server retransmt 3

radi us-server attribute 25 nas-port format d

radi us-server attribute nas-port format d

radi us-server key cisco

radi us-server vsa send accounting

radi us-server vsa send authentication

|

|

|

|

0.0.0.3
0.0.0.3

line con O

exec-timeout 0 O
password 7 010411

| ogin authentication tty
transport input none
line aux O

password 7 021113

line vty 0 4
exec-timeout 0 O
password 7 010411

| ogin authentication tty
line vty 5 15

|

end
!

M ZAZ|ag|o|ME F345H7| ™o Cisco 6772 7|2 ZAn|ag|o|Me 2 R{AdHGHoF gfLict. 7|2 A
I8 0|ME S5tE{™ set nvram erase BHE AISELICH|E EM CIS1F Z&LICH

cbos#set nvram erase
Erasi ng runni ng configuration.
You nust use "wite" for changes to be permanent.

cbos#write
NVRAM wri tten.

cbos#reboot

Cisco 677 Cisco CBOS(Broadband Operating System)0ilA{ DHCP AMH{ 7|s& &3st5tH 0| 0|
pOOlO" | £20| RIS 2 MAME|T OFA 3 7F 255.255.255.021 10.0.0.0 MEYO| & EILICH 7|&

2O 2 Cisco 677 Ethernet IE{H| O|A 9] IP F£40i= 10.0.0.1 L7 EHE|H "pooIO"% 24
LAN 20| E/PCO] CH3H 10.0.0.2~10.0.0.254 Zto| IP A E CHE &= U&LICH

Cisco 677




!--- This configuration must be done !--- after NVRAM

| ogi n hi sham set ppp wan0-0 passward hi sham set dhcp
server enabled set nat enabled set int wan0-0 cl ose set
int wan0-0 vpi 1 set int wan0-0 vci 60 set int wanO-0
open wite reboot

has been erased. set ppp wani pcp 0.0.0.0 set ppp wan0-0

RADIUS Z 21}

CH= RADIUS(Remote Dial-In User Service) T2 I} 2

- HANSK VIS Z2E

. MHA O 0|5 T2 El

. MHA JE A ZZ2Z

. cairo.com MH|A T 2T

. Next Hop Ef|0|E 9| Z 2}

HAANER 7§ Z2E

root @anonbal | [/ opt/csecure/CLI]ViewProfile -p 9900 -u
hi sham

User Profile Information

user = hi shanm{

profile_id = 119

profile_cycle = 11

menber = ayman

radi us=SSG- 6400 {

check_itens= {

2=hi sham

}
reply_attributes= {
6=2

7=1

9, 250="GIr avel | i ng"
}

}

}

MHA I8 0|5 T2 X

root @anonbal | [/ opt/csecure/CLI]ViewProfile -p 9900 -u
Travel ling

User Profile Information
user = Travel | ing{
profile_id = 165
profile_cycle = 3

nmenber = Services

radi us=SSG 6400 {
check_itenms= {

2=ci sco

}

reply_attributes= {

6=5

9, 250="1 M ddl e East"

9, 250="CCi ti es"

}

}

Kb 2 MH[A0f AR E LT



| —

MHA OB Al Z2Y

User Profile Information
user = Cities{
profile_id = 167
profile_cycle = 3

menber = Services

radi us=SSG- 6400 {
check_items= {

2=ci sco

}
reply_attributes= {
6=5

9, 250="1 Cai r o"

9, 250="Ncai r o. conf
}
}
}

cairo.com AMH|A T2 &

root @anonbal | [/ opt/csecure/CLI]ViewProfile -p 9900 -u
cai ro.com

User Profile Information

user = cairo.conf

profile_id = 144

profile_cycle = 17

nmenber = Services

radi us=SSG- 6400 {

check_itens= {

2=ci sco

}
reply_attributes= {

6=5

9, 1="vpdn: tunnel -i d=nap"

9, 1="vpdn: | 2t p- t unnel - passwor d=CAl RO'
9, 1="vpdn: tunnel -t ype=| 2t p"

9, 1="vpdn: i p- addr esses=15. 15. 15. 5"

9, 251="Ccai r o. cont'

9, 251="R15. 15. 15. 4; 255. 255. 255. 252"
9, 251="TT"

9, 251="1 Egypti an Capital"

9, 251="Ccai ro. com key"

}

}

}

Next Hop El|O|E2| Z21}¢

root @anonbal | [/ opt/csecure/CLI]ViewProfile -p 9900 -u
nxt hopt bl

User Profile Information
user = nxthopt bl {
profile_id = 168
profile_cycle = 2

menber = Services

r adi us=SSG- 6400 {
check_itens= {

2=ci sco

}

reply_attributes= {




53="Ccai ro. com key; 14. 14. 14. 5"
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- NAP(Network Access Provider)= 0| 23 Cisco 6400 NRP10{M AMH|A CHE HEQIE

SFEA OlA
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. 2174 Z2}0|ME T} 7 MH|A CHA HIEQITE pingE + ei&LICH

PPPoA M|410| A|EHEl £ sSD 2a20| AAE|7| Fol| o= Al 3ok BrL7?

OI-J

2 E SSG BHOo| Y& IR MH[A0i CHEF CHS hop EIOIE0]| §SXMo 2 CI2EEERIE

x| =elstof °*|—|ELshow ssg binding B & A& LICt.

arielle_nrp3# show ssg binding
cai ro.com key -> 14.14.14.5 (NHT)

arielle_nrp3# show ssg next-hop

Next hop table | oaded from profile nxthoptbl:
cai ro.com key -> 14.14.14.5

End of next hop table.
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arielle_nrp3# show ssg direction

Vi rtual - Tenpl at e66: Downl i nk

!--- You can verify this by enabling debug ssg ctrl-events after the !--- renpte user tries to
initiate its PPPOA session to access the NRP.

Jun 18 02:13:12.791: SSG CTL-EVN: Handling PPP | ogon for user hi sham
Jun 18 02:13:12.791: SSG CTL-EVN: Locate/create SSG sub-bl ock fronf for Virtual - Access3.
Jun 18 02:13:12.791: SSG CTL- EVN: Checking for old Host Qbject in the sub-bl ock.
Jun 18 02:13:12.791: SSG CTL-EVN. SSG pppterm NO extra data for PPP | ogon
Jun 18 02:13:12.791: SSG CTL- EVN: Aut henticating user hisham for PPP | ogon.
Jun 18 02:13:12.799: SSG CTL-EVN: Creating Host Object for the PPP user hisham
Jun 18 02:13:12.799: SSG CTL-EVN. Set Host Mac Address .
Jun 18 02:13:12.799: SSG CTL-EVN. ** attr->type = 6
Jun 18 02:13:12.799: SSG CTL-EVN. ATTR_LOOP =1
Jun 18 02:13:12.799: SSG CTL-EVN. ** attr->type = 7
Jun 18 02:13:12.799: SSG CTL-EVN. ATTR_LOOP = 2
Jun 18 02:13:12.799: SSG CTL-EVN. ATTR_LOOP = 3
Jun 18 02:13:12.799: SSG CTL-EVN. ATTR_LOOP = 4
Jun 18 02:13:12.799: SSG CTL-EVN: PPP | ogon for user hishamis accepted.
The link is Virtual - Access3
Jun 18 02:13:12.799: SSG CTL-EVN:. Bind the Host Cbject to Virtual - Access3.
!-—-- Downlink binding success. Jun 18 02:13:12.867: SSG CTL-EVN. I PCP is up. Locate SSG sub-
bl ock from Virtual - Access3. Jun 18 02: 13:12.871: SSG CTL-EVN: Locate Host Cbject fromthe sub-

bl ock. Jun 18 02:13:12.871: SSG CTL-EVN: Set Host |P 212.93.193.114. !--- Host object is
created. Jun 18 02:13:12. 879: SSG CTL- EVN: Host Mac Address | ookup failed Jun 18 02:13: 12. 879:
SSG CTL- EVN: Activate the Host Cbject. Link=Virtual -Access3 !--- Host object is active. Jun 18

02:13:12.879: SSG CTL- EVN: ##### ssg_| 2tp_i p_up: 03:49: 01: 9%.I NEPROTO 5- UPDOMN: Li ne protocol on
Interface Virtual - Access3, changed state to up

ZEt0|AFETE SSD MO CHEF HTTP M4 AlEE [ A+ XtE SSD M 232 & H 0|X|E

£ & A&LICH

#1: UNIX A = root@crazyball[/export/home/ssd251/ssd]startSSD.shE A3 5+04 SSD AMH
2 AlEfsHoF g Lct,

SSD SSO 7|s& EllAE3t2{H o{EH| aioF BILI7t?

1. dashboard.conf I} 20l A OH7H4(REAUTHENTICATE=0ff)& FMgLICt 7|22
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NRP1 &2

arielle_nrp3# show debugging

SSG

SSG dat a path packets debugging is on
SSG control path events debugging is on
SSG control path packets debugging is on
SSG packets debugging is on

Radi us protocol debugging is on

Just before the SSD | ogon, the output of these debugs are :

Jun 18 23: 30: 08. 414:
SSG- DATA: CEF- SSGSubBIl ock=0( ATO/ 0/ 0. 61: 0. 0. 0. 0->0. 0. 0. 0)
Jun 18 23:30: 09. 530:

SSG- DATA: CEF- FI B_FLAG_RECEI VE=1( Vi 3: 212. 93. 193. 114->10. 200. 56. 6)

Jun 18 23:30:11. 142:
SSG- DATA: CEF- SSGSubBIl ock=0( ATO/ 0/ 0. 61: 0. 0. 0. 0->0. 0. 0. 0)
Jun 18 23:30: 11. 494:

SSG- DATA: CEF- FI B_FLAG_RECEI VE=1( Vi 3: 212. 93. 193. 114->10. 200. 56. 6)

Jun 18 23:30:12. 482:

SSG- DATA: CEF- FI B_FLAG_RECEI VE=1( Vi 3: 212. 93. 193. 114->10. 200. 56. 6)

Jun 18 23:30:13. 310:
SSG- DATA: CEF- SSGSubBIl ock=0( ATO/ 0/ 0. 61: 0. 0. 0. 0->0. 0. 0. 0)
Jun 18 23:30: 14. 462:

Jun 18 23:39:39.610: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39. 638:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39: 39. 638:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39: 39. 642: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39. 642:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39: 39. 646: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39. 674:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39:39.678:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39:39.678: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39. 682:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39: 39. 686:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10.
Jun 18 23:39: 39.686: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39.698: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39: 39. 742: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39:39.926: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39:39.926: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39:39.926: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 18 23:39:39.926: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:

Jun 19 00:39:17.477: RADIUS: Initial Transmt id 18 10.
Access- Request, len 58
Jun 19 00: 39: 17.477:
Jun 19 00: 39:17.477:

Attribute 4 6 D45DC301
Attribute 61 6 00000000
Jun 19 00: 39:17.477: Attribute 1 8 68697368

Jun 19 00: 39:17.477: Attribute 2 18 31BOCDC2
Jun 19 00:39:17.481: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ O:
Jun 19 00:39:17.481: RADI US: Received fromid 18 10. 200.
Access- Accept, len 70
Jun 19 00: 39:17. 481:
Jun 19 00: 39:17. 481:
Jun 19 00: 39:17. 481:

Attribute 6 6 00000002
Attribute 7 6 00000001

0.0.

200.

200.
0.0.

200.
0.0.

200.

200.
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Jun 19 00:39:17.481: Attribute 26 18 00000009FAQCA742
Jun 19 00: 39:17.481: RADI US: saved authorization data for user 61E73934 at
61E72A58

Jun 19 00:39:17.481: SSG CTL-EVN: Creating Host Object for host
212.93.193. 114.

Jun 19 00: 39:17.489: SSG CTL-EVN: Set Host Mac Address .

Jun 19 00:39:17.489: SSG CTL-EVN. ** attr->type = 6

Jun 19 00:39:17.489: SSG CTL-EVN. ATTR LOOP =1

Jun 19 00:39:17.489: SSG CTL-EVN. ** attr->type = 7

Jun 19 00:39:17.493: SSG CTL-EVN. ATTR_LOOP = 2

Jun 19 00:39:17.493: SSG CTL-EVN. ATTR_LOOP = 3

Jun 19 00:39:17.493: SSG CTL-EVN. ATTR_LOOP = 4

Jun 19 00:39:17.493: SSG CTL- EVN: Account |ogon is accepted
(212.93.193. 114, hi sham).

arielle_nrp3# show ssg host 212.93.193.114

------------------------ Host Obj ect Content -----------------------

Activated: TRUE

Interface: Virtual - Access3

User Nane: hi sham

Host | P: 212.93.193.114

Msg | P: 10.200.56.40 (9902)

Host DNS IP: 0.0.0.0

Maxi mum Sessi on Tineout: O seconds

Host ldle Tinmeout: 0 seconds

Class Attr: NONE

User | ogged on since: 01:54:33.000 UTC Tue Jun 19 2001

User last activity at: 01:54:33.000 UTC Tue Jun 19 2001

Default Service: NONE

DNS Def ault Service: NONE

Active Services: NONE

!I--- No Services are active yet. AutoService: NONE Subscribed Services: The foll ow ng output
also results fromthe debug commands that are turned on before the SSD | ogon. Jun 19

02: 06: 39. 529: SSG DATA: CEF- FI B_FLAG RECEI VE=1( Vi 3: 212. 93. 193. 114- >10. 200. 56. 6) Jun 19

02: 06: 40. 789: SSG DATA: CEF- Mul ti cast Dest =1( ATO/ 0/ 0. 61: 14. 14. 14. 5- >224. 0. 0. 10) Jun 19

02: 06: 41. 581: SSG DATA: CEF- FI B_FLAG RECEI VE=1( Vi 3: 212. 93. 193. 114- >10. 200. 56. 6) Jun 19

02: 06: 42. 509: SSG DATA: CEF- FI B_FLAG RECEI VE=1( Vi 3: 212. 93. 193. 114- >10. 200. 56. 6) Jun 19

02: 06: 43. 313: SSG DATA: CEF- UP- Def aul t Net wor k=1( Vi 3: 212. 93. 193. 114- >10. 200. 56. 40) Jun 19

02: 06: 43. 313: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ 0: 0. 0. 0. 0->0. 0. 0.0) Jun 19 02: 06: 43. 349: SSG
DATA: CEF- UP- Def aul t Net wor k=1( Vi 3: 212. 93. 193. 114- >10. 200. 56. 40) Jun 19 02: 06: 43. 353:
arielle_nrp3# show ssg host 212.93.193.114

------------------------ Host Obj ect Content -----------------------

Activated: TRUE

Interface: Virtual - Access3

User Nane: hi sham

Host | P: 212.93.193.114

Msg | P: 10.200. 56.40 (9902)

! --- Message server IP & port adddress, and TCP port used. !--- This is configured in the
dashboard.conf file. Host DNS | P: 0.0.0.0 Mxi num Session Tineout: O seconds Host 1dle Tineout:
0 seconds Class Attr: NONE User |ogged on since: 01:54:33.000 UTC Tue Jun 19 2001 User | ast
activity at: 01:54:33.000 UTC Tue Jun 19 2001 Default Service: NONE DNS Default Service: NONE
Active Services: NONE AutoService: NONE Subscribed Services: arielle_nrp3#
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ariell e_nrp3# show debugging

SSG:

SSG dat a path packets debugging is on
SSG control path events debugging is on
SSG control path packets debugging is on
SSG packets debugging is on

VPN:

L2X protocol events debugging is on
L2X data packets debugging is on

L2X control packets debugging is on
L2TP dat a sequenci ng debugging i s on
Radi us protocol debugging is on

Jun 19 02: 34:48. 121:

SSG- DATA: CEF- FI B_FLAG_RECEI VE=1(Vi 3: 212. 93. 193. 114- >10. 200. 56. 6)

Jun 19 02: 34:48. 157:

SSG- DATA: CEF- FI B_FLAG_RECEI VE=1(Vi 3: 212. 93. 193. 114- >10. 200. 56. 6)

Jun 19 02: 34: 49. 681:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10. 200. 56. 40)

Jun 19 02: 34:49. 685: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ 0: 0. 0. 0. 0- >0. 0. 0. 0)
Jun 19 02:34:49.717:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10. 200. 56. 40)

Jun 19 02: 34:49. 725:

SSG- DATA: CEF- UP- Def aul t Net wor k=1(Vi 3: 212. 93. 193. 114- >10. 200. 56. 40)

Jun 19 02: 34:49. 725: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ 0: 0. 0. 0. 0- >0. 0. 0. 0)
Jun 19 02:34:49.777: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ 0: 0. 0. 0. 0- >0. 0. 0. 0)
Jun 19 02: 34:49.777: SSG CTL- PAK: Recei ved Packet:

sl P=10. 200. 56. 40 sPort=37638 dl P=10. 200. 56. 6 dPort =1645

Jun 19 02:34:49.777: header: code=1, id=19, |en=102,

aut h=3F53BB3F2939DAA1E5D9435792491CD3

Jun 19 02:34:49.777: attr: type=1, |en=17, val =ayman@airo.com
Jun 19 02:34:49.777: attr: type=2, 1en=18, val =(89)(C4)/}(BB)(8F)
Jun 19 02:34:49.777: attr: type=6, |en=6, val =(00)(00)(00)(02)
Jun 19 02:34:49.777: attr: type=26, |en=23,

Jun 19 02:34:49.777: SSG CTL- EVN. Downl oadi ng service profile for service
cairo.com

Jun 19 02: 34:49.777: RADI US: ustruct sharecount=1

Jun 19 02:34:49.777: RADIUS: Initial Transmt id 73 10.200.56.16: 1645,
Access- Request, len 67

Jun 19 02: 34:49.777: Attribute 4 6 D45DC301
Jun 19 02:34:49.777: Attribute 61 6 00000000
Jun 19 02:34:49.777: Attribute 1 11 63616972
Jun 19 02:34:49.777: Attribute 2 18 51CF64B7
Jun 19 02:34:49.777: Attribute 6 6 00000005

Jun 19 02: 34:49.785: SSG DATA: CEF- SSGSubBI ock=0( Fa0/ 0/ 0: 0. 0. 0. 0->0. 0. 0. 0)
Jun 19 02: 34:49.785: RADIUS: Received fromid 73 10.200.56. 16: 1645,
Access- Accept, len 275

Jun 19 02: 34:49. 785: Attribute 6 6 00000005

Jun 19 02: 34:49. 785: Attribute 26 27 0000000901157670
Jun 19 02: 34:49. 785: Attribute 26 40 0000000901227670
Jun 19 02: 34:49. 785: Attribute 26 30 0000000901187670
Jun 19 02: 34:49. 785: Attribute 26 37 00000009011F7670

Jun 19 02:34:49.789: SSG CTL- EVN: ##### ssg_| 2t p_di sc_cause: termCause=1026
Jun 19 02:34:49.789: SSG CTL-EVN: ssg_| 2tp_disc_routine:

Jun 19 02:34:49.801: SSG CTL-EVN: Checki ng service node.

Jun 19 02:34:49.801: SSG CTL-EVN: Servi ceLogon: Enqueue request of service
cairo.com

arielle_nrp3# show ssg host 212.93.193.114



------------------------ Host Obj ect Content -----------------------
Activated: TRUE

Interface: Virtual - Access3

User Nanme: hi sham

Host | P: 212.93.193.114

Msg | P: 10.200.56.40 (9902)

Host DNS IP. 0.0.0.0

Maxi mum Sessi on Tineout: O seconds

Host 1dle Tinmeout: 0 seconds

Class Attr: NONE

User | ogged on since: 01:54:33.000 UTC Tue Jun 19 2001

User last activity at: 02:34:49.000 UTC Tue Jun 19 2001

Def ault Service: NONE

DNS Default Service: NONE

Active Services: cairo.com

!--- A service is active. AutoService: NONE Subscribed Services: arielle_nrp3# show ssg service
cairo.com

Upl i nk | DB:

Nane: cairo.com

Type: TUNNEL

Mode: CONCURRENT

Service Session Tinmeout: 0 seconds
Service Idle Tineout: 0 seconds

Aut henti cation Type: CHAP

Next Hop Gat eway Key: cairo.com key
DNS Server(s):

Tunnel 1 d: nap

Tunnel Passwor d: CAI RO

HomeGat eway Addresses: 15.15.15.5

I ncl uded Network Segments:

15. 15. 15. 4/ 255. 255. 255. 252

Excl uded Network Segnents:

Connecti onCount 1

Ful | User Nanme not used

Domai n List: cairo.com

Active Connections:

1 : Real | P=212. 93. 197. 114, Subscri ber=212.93.193. 114
------------------------ End of Servicelnfo Content ----------------

2|o| £240{|AM ReallP= MH|A HE | 30iA Argxr hishamOof MZ&H IP FALICH 7R EHE
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arielle_nrp3# show ssg connection 212.93.193.114 cairo.com

------------------------ ConnectionObject Content -----------mmommommnonn

User Nane: ayman@airo. com Oaner

Host: 212.93.193. 114 Associ ated Service: cairo.com Connection State: 0 (UP) Connection
Started since: 02:34:51.000 UTC Tue Jun 19 2001 User last activity at: 02:34:51. 000
UTC Tue Jun 19 2001 Connection Real |P: 212.93.197.114 L2TP VIDB: Virtual - Access4
L2TP Session Key: 0 Connection Traffic Statistics: Input Bytes = 0 (H = 0), I|nput
packets = 0 Qutput Bytes = 0 (H = 0), OQutput packets =0

LNS &2

ior# show debugging VPN

L2X protocol events debugging is on
L2X data packets debugging is on
L2X control packets debugging is on
L2TP dat a sequenci ng debugging is on
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