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ATM {Dialer1)

(E} 10.92.1.182 IP Address Negotiated

DSL

Cisco i
1700/2600/3600 EISSE; nlf: rl]l]
w/ADSL WIC
i |
| |
PPPoE

T4

PPPoE= VPDN(virtual private dial-up network) @& 2 Z Cisco ADSL WICOH| A& L|Ct HHX] Of
et BHEES Fg5HoF gLICt.

& 11: MTU(Maximum Transmission Unit)2| 3.7|& #4Z335H= Widol cidt RhAMIEt LI& 2 PPPoE Ct
O|€QI AN MTU F7| EX sHAES FHESHAAIL.

Ol EMolME Chg T EE AFSELICH

. Cisco ADSL WIC
. Cisco 6400

Cisco ADSL WIC

vpdn enabl e
no vpdn | oggi ng
!
vpdn- group pppoe
request-dialin
!--- You are the PPPoE client that asks to establish a

session !--- with the aggregation unit (6400 NRP). These
VPDN commands !--- are not needed with Cisco IOS
Software Release 12.2(13)T !--- or later. protocol pppoe
| I--- Internal Ethernet network. ! interface
FastEthernet0 i p address 10.92.1.182 255.255.255.0 ip
nat inside !--- DSL interface. ! interface ATMD no ip
address no atmil m -keepalive bundl e-enabl e ds

oper ati ng-nmode auto hol d-queue 224 in !/--- All defaults.

! --- PPPOE runs on top of AAL5SNAP. However, the !---
encap aalS5snap commmnd i s not used.
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i nterface ATMD. 1 poi nt-to-point
pvc 1/1
pppoe-client dial-pool -nunber 1
!-—-- pvc 1/1 is an example value that must be changed to

match !--- the value used by the ISP. ! !--- The PPPoOE
client code ties into a dialer interface upon !--- which
a virtual-access interface is cloned. ! interface
Dialerl ip address negotiated ip ntu 1492 !--- Ethernet
MTU default = 1500 (1492 + PPPoE headers = 1500) ip nhat
out si de encapsul ation ppp dialer pool 1 !--- Ties to the

ATM interface. ppp authentication chap callin ppp chap
host nane <usernanme> ppp chap password <password> ! /---
The ISP instructs you about the type of authentication

!--- to use. !--- To change from PPP Challenge Handshake
Authentication !--- Protocol (CHAP) to PPP Password
Authentication Protocol !--- (PAP), replace these three
lines: !--- ppp authentication chap callin !--- ppp chap
hostname

|--- ppp chap password

l--- with these two lines: !--- ppp
authentication pap callin !--- ppp pap sent-username

I--- For NAT, overload on the Dialerl
interface and add a !--- default route out, because the
dialer |IP address can !--- change

ip nat inside source list 1 interface Dialerl overload
ip classless

iproute 0.0.0.0 0.0.0.0 dialer1

no ip http server

|

access-list 1 permt 10.92.1.0 0.0.0.255

!--- For NAT. !

Cisco 6400

Ci sco 6400 ***
| ocal ppp user
!--- You can also use aaa.

user nane <user nane> password <password>

! --- Begin with the VPDN commands. Notice that you bind
the !--- PPPoOE here to a virtual-template, instead of on
the ATM !--- interface. You can not (at this time) use
more than one !--- virtual-template (or VPDN group) for
PPPOE beginning with !--- the VPDN commands. vpdn enabl e
no vpdn |l ogging ! vpdn-group pppoe accept-dialin /---
PPPOE server mode. protocol pppoe virtual-tenplate 1 ! !
interface ATMJ)/0/0 no ip address no atmil m -keepalive

hol d- queue 500 in !--- The binding to the virtual-
template interface is !--- configured in the VPDN group.
I interface ATM)/ 0/0.182 point-to-point pvc 1/82
encapsul ati on aal 5snap !--- This needs the command on
the server side. protocol pppoe ! ! !--- Virtual-

template is used instead of dialer interface. !




interface Virtual - Tenpl atel i p unnunbered Loopbackl10 ip
nmu 1492 peer default ip address pool ippool ppp

authentication chap ! ! interface Loopbackl0 ip address
8.8.8.1 255.255.255.0 ! ip local pool ippool 9.9.9.1
9.9.9.5

CtSS &QlgrL|Ct.

23&H o] 8ol Chall ALE 7hsEE &l HAtIt gl&LIch

= -—
=4 a4
of Mo M= HI|TFO|ME BRI ST & olaL|ch

Output Interpreter -TL(%EE.J D8k ) (OIT) = S show BHE X|HELICHOITE AHE 504
show BHE £39| 2MZ FLCt.

11 debug B-EES ALE5t7| Tol| I B0l et S2 HEES HESAMA.

PPPoE &2}0|HE C|Ha

Cisco ADSL WIC EE£= Cisco 64000{| A1 PPPoE 22}0|¢1EE C|HAUSIE{H T2 EZ AEBHE 117
SHOF EfLICH.olEHo M EBHEREE AIRE &= U&LCH
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—
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[e]]}

1. DSL 22/H Bllojof:3[Mo| MHZ Z S5t T UEX|

show interface atm0
ATMD is up, line protocol is up
Hardware is PQUI CC SAR (with Al catel ADSL Mdul e)

show dsl interface atm0
!--- Look for "Showtime” in the first few lines. ATU-R (DS) ATU-C (US) Mdem Status:
Showtime (DMTDSL_SHOWTIME)

2. ATM H/E:ATM QIE{H O|A 7} & &2l A< debug atm packet BE2 A& 5t0{ ISPOHA =
AME[= 20| JUeX| %.*O._|°.=.*LIEF..’§I"'. lTH;)\Ol MElkls g4 HEo ol BESZE Li7te= T
Ol ZAIZ|X| et&LICH 4 ATM I{Z!0| AAL5SSNAPRIE LIEHHE S8 3, SAP, CTL &
OUI ZEE AF835t0{ 0|2t RALE £33 =Qlaf{of g LC.

debug atm packet

03:21:32: ATMO(I):

VCD: 0x2 VPI: 0x1 VCl:0x1 Type: 0xO SAP: AAAA CTL: 03 QUI : 0080C2 TYPE: 0007 Lengt h: 0x30
03:21:32: 0000 0050 7359 35B7 0001 96A4 84AC 8864 1100 0001 OOOE C021 09AB 000C 0235
03:21:32: 279F 0000 0000

03:21: 32

3. O|H4! Blojof: M| ol =B l2 AALSSNAP miZ!oi R!&LICHdebug Ethernet packet &
HOo| eia Lt aeqL PPPoE Z 2|2 2™ 25 VPDN C|HHZ(Cisco 10S Software &2
A 12.2(13)T O|4& PPPoE C|HZ)2 s=&atof FLICIE T2 PPPoE Z 2|l o|HA =&
ol ChS F 7HX| ol R S stLt7F =& Elo] Q)& LICH0x8863 Ethertype = PPPoE
ANlo{ I Z!(PPPoE M| %{2])0x8864 Ethertype = PPPoE Ci|O|E{ Z{Z}(PPP m{Z! Z &St 7} x|
S 2 PPPoEX F 7He| MM0| QICt= JILICHVPDN L2TP R MM 21 PPPoE A4
2! PPP M|AQILICHPPPoEE Ad%i6t7| 2I5H PPPoE MM A% EHA|IQF PPP MM A% EHA|7}
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U&LICLERolE YLtxoZ PPP S & B2 PPPoE S & EHAH|I7| X ?:. ElLICt.PPPOE A
™ A0l A= PPPoE Z210|21E & MH{(MAC F4)E AlEstn MM IDE g §LICt o
Zio| Rt 2 E|™M Ut PPP M2 CtE2 PPP 441t OFEI7LX|R2 %*é;'gh—ll:r CIHZEsEdH
VPDN PPPoE C|tH(Cisco I0S Software & 2|4 12.2(13)T 0|&& PPPoE CIHH)E A& 5t
04 PPPoE 4 A7t 833 =X| = lgLct.

#debug vpdn pppoe-events (debug pppoe events)
06: 17:58: Sending PADI: vc=1/1

!--- A broadcast Ethernet frame (in this case encapsulated in ATM) !--- requests a PPPOE
server, “Are there any PPPoOE servers out there?” 06:18:00: PPPOE: we've got our pado and
the pado tinmer went off !--- This is a unicast reply from a PPPoE server !--- (very similar
to a DHCP offer). 06:18:00: OUT PADR from PPPOE tunnel !--- This is a unicast reply that
accepts the offer. 06:18:00: |IN PADS from PPPoE tunnel !--- This is a confirmation and

completes the establishment.
PPP M2 CIE PPP AIZtoll M A|ZHEFLICHPPPOE M440] A% E|™ show vpdn H&(Cisco
|OS Software Release 12.2(13)T 0|4 show pppe AlM)2 Algi5lod AEHE &QIgtL|Ct

# show vpdn (show pppoe session)
9%No active L2TP tunnels
9%No active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPOE Tunnel Information
Session count: 1

PPPOE Session Information
SID RemMAC LocMAC Intf VASt OIntf vC
1 0050.7359.35b7 0001.96a4.84ac Vil UP ATO 11

show vpdn session all(show pppoe session all) @& & Sd = = WEE 7S LICH.

show vpdn session all (show pppoe session all)
%o active L2TP tunnels
%o active L2F tunnels

PPPOE Session Information Total tunnels 1 sessions 1

session id: 1
local MAC address: 0001.96a4.84ac, remote MAC address: 0050.7359.35b7
virtual access interface: Vil, outgoing interface: ATO0, vc: 1/1

1656 packets sent, 1655 received, 24516 bytes sent, 24486 received

7|Et debug EZ:debug vpdn pppoe-data(C|EH1 pppoe ElO|E{)debug vpdn pppoe-errors(C|
1 pppoe 2%/ )debug vpdn pppoe-packets(CIEH1 pppoe I{Z!)

. PPP H|&:PPPoE M|M0| M-k PPP ClHH 1= CHE PPP 7ol CHaH S YELIc S et
debug ppp B4 2! debug ppp 21& BHO| AFSELICLME E3LICLET: 0

AE 0|2 "client1"LICH 2474 Cisco 64002] O|E2 "nrp-b"LIC}.

06:36:03: Vil PPP: Treating connection as a call out

06:36:03: Vil PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad]
06:36:03: Vil PPP: No renote authentication for call-out
06:36:03: Vil LCP: O CONFREQ [Closed] id 1 len 10

06: 36: 03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:03: Vil LCP: | CONFACK [REQsent] id 1 len 10

06: 36: 03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:05: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)

06: 36: 05: Vil LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: O CONFACK [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)
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LCP: State is Open
PPP: Phase i s AUTHENTI CATI NG by the peer

CHAP: Using alternate hostnane clientl
CHAP: Usernanme nrp-b not found

CHAP: Using default password

CHAP: O RESPONSE id 9 len 28 from"client
CHAP: | SUCCESS id 9 len 4

PPP: Phase is FORWARDI NG [0 sess, 1 |oad]
PPP: Phase i s AUTHENTI CATING [0 sess, 1 |
PPP: Phase is UP [0 sess, 1 |oad]

I PCP: O CONFREQ [Closed] id 1 len 10

| PCP: Address 0.0.0.0 (0x030600000000)
CDPCP: O CONFREQ [Closed] id 1 len 4

| PCP: | CONFREQ [ REQsent] id 1 len 10

| PCP: Address 8.8.8.1 (0x030608080801)
| PCP: Address 8.8.8.1 (0x030608080801)
| PCP: Address 9.9.9.2 (0x030609090902)
| PCP: O CONFREQ [ACKsent] id 2 len 10

| PCP: Address 9.9.9.2 (0x030609090902)

LCP: | PROTREJ [Open] id 3 len 10 protoco
CDPCP: State is O osed

I PCP: | CONFACK [ACKsent] id 2 len 10

| PCP: Address 9.9.9.2 (0x030609090902)
| PCP: State is Open

T G N N Y Y Y YN N YN N N N Y N Y S
P RPRRPRRPRRPRPRPRRPRRPRRPRREPRPRRPRRPRPRREPRPRRRERERESR

1 IPCP: Install route to 8.8.8.1
%_1 NEPROTO- 5- UPDOMN:  Li ne protocol on

Interface Virtual - Accessl, changed state to up

PPPoE MH C|HH1
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.CISCO DSLAM°| 7"° show dsl mterface %‘%‘% aldg
2. ATM #|&:Cisco 6400 =01 A debug atm packet BHES
3l Cisco 64002 & A3l &rL|Ct.

debug atm packet interface atm 0/0/0.182 vc 1/82

LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)

[0 sess,
CHAP: | CHALLENGE id 9 len 26 from "nrp-b"

1"

oad]

1 | oad]

| CDPCP (0x820701010004)

IPCP: Install negotiated IP interface address 9.9.9.2

=41 ATM THZ!0| AALSSNAPRIE LIEIHLHE S8 /8, SAP, CTL
O|ot FAtEt E232 = QlsHoF & LICtH
4d04h: ATMD/ 0/ 0. 182(1):

VCD: 0x3 VPI

15t24™ Cisco ADSL WIC(ZEH0|ME)H| A8 &= WAt SUFt
=i Jo)

2l5tioF BfLICH.

A& DSLOA & Qlsok gfL|ct

&LICHSd PvCod i

:0x1 VCl: 0x52 Type:0x900 SAP:AAAA CTL:03 OUI:0080C2 TYPE:0007 Length: 0x30

4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 OOOE C021 OA2E 000C 65E3
15E5 0000 0000

4d04h:
#o: mfZlo| XMElEl=

640001 M AL 35t04 PPPoE Mg A= &= U&Lct
# debug vpdn pppoe-events (debug pppoe events)
IN PADI from PPPoE tunnel

4d04h:

4d04h: ouT PADO from PPPOE tunnel

4d04h:

IN PADR from PPPOE tunnel

YA ME ol BB2Z L7k mZ!0| EAIE[X| ef&LICH

3. O|H4! B4|0]04:Cisco ADSL WICOH|M AFE E|= S8 VPDN show @& 2! C|B{1E Cisco



4d04h: PPPoE. Create session
4d04h: PPPoE: VPN session created.

4d04h: out pADS from PPPoE tunnel

# show vpdn
%o active L2TP tunnels
%o active L2F tunnels

PPPOE Tunnel and Session Information Total tunnels 1 sessions 1
PPPOE Tunnel Information
Session count: 1

PPPOE Session Information
SID RemMAC LocMAC Intf VASt OIntf vC
1 0001.96a4.84ac 0050.7359.35b7 Vi4 UP AT0/0/0 1 82

# show vpdn session all

nrp- b# show vpdn session all
%o active L2TP tunnels
%o active L2F tunnels

PPPOE Session Information Total tunnels 1 sessions 1

session id: 1

local MAC address: 0050.7359.35b7, remote MAC address: 0001.96a4.84ac

virtual access interface: Vi4, outgoing interface: AT0/0/0, vc: 1/82
30 packets sent, 28 received, 422 bytes sent, 395 received

7|Et debug EZ:debug vpdn pppoe-data(C|EH1 pppoe ElO|E{)debug vpdn pppoe-errors(C|
1 pppoe 2%/ )debug vpdn pppoe-packets(CIEH1 pppoe I{Z!)

. PPP H|&:CH& 2 Cisco ADSL WICS| 0|F C|i#{10dl 81 5t= Cisco 64002| PPP C|H &
2Lt

debug ppp negotiation and debug ppp authentication

4d04h: Vi 2 PPP: Treating connection as a dedicated |ine

4d04h: Vi 2 PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad]
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 len 15

4d04h: Vi2 LCP: Aut hProt o CHAP (0x0305C22305)
4d04h: Vi2 LCP: Magi cNunber 0x65F62814 (0x050665F62814)
4d04h: Vi2 LCP: | CONFREQ [ REQsent] id 1 len 10
4d04h: Vi 2 LCP: Magi cNunber 0x03144FF9 (0x050603144FF9)
4d04h: Vi2 LCP: O CONFACK [ REQsent] id 1 len 10
4d04h: Vi 2 LCP: Magi cNunber 0x03144FF9 (0x050603144FF9)

4d04h: Vi3 LCP: | ECHOREQ [Open] id 60 len 8 magi c OxA60C0000
4d04h: Vi3 LCP: O ECHOREP [Open] id 60 | en 8 magi c 0x51A0BEF6
4d04h: Vi 2 LCP: TIMeout: State ACKsent

4d04h: Vi2 LCP: O CONFREQ [ACKsent] id 2 len 15

4d04h: Vi2 LCP: Aut hProt o CHAP (0x0305C22305)
4d04h: Vi2 LCP: Magi cNunmber Ox65F62814 (0x050665F62814)
4d04h: Vi2 LCP: | CONFACK [ACKsent] id 2 len 15
4d04h: Vi2 LCP: Aut hProt o CHAP (0x0305C22305)
4d04h: Vi2 LCP: Magi cNunmber Ox65F62814 (0x050665F62814)

4d04h: Vi2 LCP: State is Open

4d04h: Vi 2 PPP: Phase is AUTHENTI CATING by this end [0 sess, 1 |oad]
4d04h: Vi2 CHAP: O CHALLENGE id 10 len 26 from "nrp-b"

4d04h: Vi2 CHAP: | RESPONSE id 10 Ilen 28 from"client1"

4d04h: Vi 2 PPP: Phase is FORWARDI NG [0 sess, 1 |oad]

4d04h: Vi 2 PPP: Phase is AUTHENTI CATING [0 sess, 1 |oad]



4d04h: Vi2 CHAP: O SUCCESS id 10 len 4
4d04h: Vi 2 PPP: Phase is UP [0 sess, 1 |oad]
4d04h: Vi2 IPCP: O CONFREQ [Closed] id 1 len 10

4d04h: Vi 2 | PCP: Address 8.8.8.1 (0x030608080801)
4d04h: Vi2 I PCP: | CONFREQ [REQsent] id 1 len 10
4d04h: Vi 2 | PCP: Address 0.0.0.0 (0x030600000000)

4d04h: Vi 2 | PCP: Pool returned 9.9.9.2

4d04h: Vi2 I PCP: O CONFNAK [ REQsent] id 1 len 10

4d04h: Vi 2 | PCP: Address 9.9.9.2 (0x030609090902)

4d04h: Vi 2 CDPCP: | CONFREQ [Not negotiated] id 1 len 4

4d04h: Vi 2 LCP: O PROTREJ [Open] id 3 len 10 protocol CDPCP (0x820701010004)
4d04h: Vi2 IPCP: | CONFACK [REQsent] id 1 len 10

4d04h: Vi 2 | PCP: Address 8.8.8.1 (0x030608080801)
4d04h: Vi2 IPCP: | CONFREQ [ACKrcvd] id 2 len 10
4d04h: Vi 2 | PCP: Address 9.9.9.2 (0x030609090902)
4d04h: Vi 2 I PCP: O CONFACK [ACKrcvd] id 2 len 10
4d04h: Vi 2 | PCP: Address 9.9.9.2 (0x030609090902)

4d04h: Vi2 IPCP: State is Open

4d04h: Vi2 IPCP: Install route to 9.9.9.2

4d04h: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface
Vi rtual - Access2, changed state to up

#ed HE

. LRE(Long Reach Ethernet) ! xDSL(Digital Subscriber Line) 7|& X|#
. LRE 3! xDSL A& x|¥
. 7|& X|®¥ 8! XM - Cisco Systems
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