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Private Network Public Network
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PC EOQ ATMO

192.168.0.1 Y Intemet

Cisco 827

Weh Server
192.168.0.5

&%

Cisco 827

Current Configuration:

1

version 12.1

service tinmestanps debug uptinme

service tinmestanps | og uptine

1

host nane 827

!

i p subnet-zero

no i p domai n-1 ookup

1

bridge irb

!

interface EthernetO

i p address 192.168. 0. 254 255. 255. 255.0

ip nat inside

!--- This is the inside local IP address and it is a
private IP address. ! interface ATMD no ip address no
atmilm-keepalive pvc 0/35 encapsul ati on aal 5snap
bundl e-enabl e dsl operating-node auto bridge-group 1 !
interface BVI1 ip address 171.68.1.1 255.255. 255. 240 ip
nat outside

!--- This is the inside global IP address. !--- This 1is
your public IP address and it is provided to you by your
ISP. | ip nat inside source list 1 interface BVI1l
overload

!--- This statement makes the router perform PAT for all
the !--- End Stations behind the Ethernet interface that
uses !--- private IP addresses defined in access 1list
#1. ip nat inside source static tcp 192.168.0.5 80
171.68.1.1 80 extendable

!--- This statement performs the static address
translation for the Web server. !--- With this
statement, users that try to reach 171.68.1.1 port 80

Internet
Usear



(www) are !--- automatically redirected to 192.168.0.5
port 80 (www). In this case !--- it is the Web server.
ip classless ip route 0.0.0.0 0.0.0.0 171.68.1.254 !---
IP address 171.68.1.254 is the next hop IP address, also
!--- called the default gateway. !--- Your ISP can tell
you what IP address to configure as the next hop
address. | access-list 1 permit 192.168.0.0 0.0.0.255
!--— This access list defines the private network !---
that is network address translated. bridge 1 protoco
ieee bridge 1 route ip ! end

CtSS &QlgrL|Ct.
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FAL|Ct 192.168.0. 5t el =4 S7Ho] e F40|0 O||_:_.|I-Ilo§ 2t e = gLt
Inside < 2 Q|F HERI 0| LIEILIE R ZAE, & 2 MHHO| IP FAQLICH O] FAE QIH

S0l M & MEHol| HM[AsHEdE AFSREOI A el FALICH

Outside 1 ocal 2 LHE HIEXF0i LIEILIE 2T | .
Qe &LICH 2L HRAM EIREE £ Ue T4 SZHol 2 ElLICH

ZE B35 80(HTTP)O| U= FA 171.68.1.12 192.168.0.5 TE 802 2 HHStx|1 7 HiCHo| B
= OFREERIQILICH THEbA 2 M7 ARG 1P FAR AFE WIEZ0] Qs BRI QB A
RHE 2 AHE B & 4 Qlaoh

NAT 2X| sHZ 2ol CHEF REAMIEH LHE 2 NAT 2fd =2l 3! 7|2 NAT EX siAS B ARSHAAIR.
827#

827#show ip nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal CQut si de gl obal

tcp 171.68.1.1:80 192. 168.0.5: 80 --- ---

tcp 171.68.1.1:80 192. 168.0.5: 80 198. 133.219. 1: 11000 198.133.219. 1: 11000
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827#term mon

827#debug ip nat detailed

I P NAT detail ed debugging is on

827#

03:29:49: NAT: creating portlist proto 6 globaladdr 171.68.1.1

03:29:49: NAT: Allocated Port for 192.168.0.5 -> 171.68.1.1: wanted 80 got 80
03:29:49: NAT: o: tcp (198.133.219.1, 11000) -> (171.68.1.1, 80) [0]

<... snipped ...>
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