Cisco 10S ZEHZ 0| M Errdisable ZE &E} S

|:||_'|7=' K-I_I?I_
Errdisable2 AtSdt= ZHE
Errdisable
Errdisable®| 7|5
Errdisable®] $49Q!
Z E 7} Errdisable £EQIX| &0l
Errdisable 4E§O| O|R &HOI(E & HAIX|. AlAEI 23 3! show errdisabled recovery Z42d)

Errdisable #Ej0IM ZE 5
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0| 2M0MHE errdisable AE{E M5, O] AEH0IM STH5HE WS MG, errdisabled =
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ol 2 Aol cet S 2740] g&Lict.
MNBEle 71d 24

O] X2l 0 & BHEC{H %‘Q gt Eo| M Hm|aalo| Mol X[ Tl 2702 Cisco Catalyst 4500/6500
Series A X|(Ee 55 29x)7F EFLICH A-?—le'— Cisco 10S® SoftwareE A3l oF 5t
Zt A2 X|ol= EtherChanneI 2l PortFastE X|¥st= 5 71| 14 o|H4!! ZE 7} Qlo{oF gFL|C},

Ol EMel = 54 # 2382 ClHO|AE EOi= A EER&LICEH o] EM0 ALSE 2 E ClHt
OlAE Z7|EHE(7|2) dulacolMez AR ERELICH X HELZI 5SS 52 49 2E
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x| LE7J} error disable & E &, LE 7} errdisable A E S 2T Cisco 7|= X|&0|| 2o|5t= T ZH

O| At U&LICE o248 242 error disable7t 2t O|RQt ZEE O{EH Y22 S3g £

b

AA EHH
A= K| SR LT

&1 err-disabled Z E AFEJE= show interfaces interface_number status @& 2| £240i| &

AlELCE

0

O

Errdisable2 At dt=
errdisable 7|S2 CH21t Z2 Catalyst Switcho| A X[ EL|C}.
« Cisco I0S Software& A& 35l= Catalyst Switch:

- 2900XL/3500XL


https://www.cisco.com/warp/customer/687/Directory/DirTAC.shtml
https://www.cisco.com/warp/customer/687/Directory/DirTAC.shtml
https://www.cisco.com/warp/customer/687/Directory/DirTAC.shtml

- 2940/2950/2960/2970

- 3550/3560/3560-E/3750/3750-E

- 3650/3850

- 4500/4503/4506/4507/4510/4500-X
- 6500/6503/6504/6506/6509

- 9200/9300/9400/9500

&of et chELICH o]l 2 MolME Cisco 10S

errdisableO| 3|z WAI2 AZEQ|o{ ZEH
|2 errdisable0]| £35| 82 SLICI.

=
SoftwareE Aldsl= A%

]

Errdisable

Errdisablel| 7|5

AuaefoldoM ZETH Ed dEfZ EAEX|E £2]|X[2] _/.\_E -‘HIOWP ZEOM F 42
ZXtH AT EQol= Y ZEE SEFLICE &, ZEO M Lls 2F Ef 20l 2% 2
S AMA AZESo{olM ZEE RAIS2 2 HIEE3tet AL

ZE7} error disablez|™ AHA A SR LT 0| ZEO|ME EEiE
EZE LED7| F8Mo 2 *""‘Eloi ! 2 show interfaces ™
disabledz = AlglLict. CHS 2 error disable & EHO| ZE T} A%
o{EH EAIEE=XIE _‘?'_04’“_ of| M| LIt

O| & E|7HLE =X L& LICH.
% AAsIH ZE EEf} err-
9| CLI(command line interface)|

catbknative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gid/1 err-disabled 100 full 1000 1000BaseSX
= 2F MEfZ Qe QIE{HO|ATL HIEHSHEl B9 Z2£0 AlA” 20{M 0|2t FAFEH HIAIX]
£ 3tolst £ ola |r}
== T AAE .

%SPANTREE-SP-2-BLOCK_BPDUGUARD:

Received BPDU on port GigabitEthernet4/1 with BPDU Guard enabled. Disabling port.
%PM-SP-4-ERR_DISABLE:

bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state

O| oMl HIAIX|= EAE ZE7J} BPDU(bridge protocol data unit)& 45t < EAELICH A
M HAIR|E 2F AElQ| o|sof e Ea2F&IL|CH.
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St FEHUAE MUS| Hoote ol Amsy| HEof Yot @ F §elo| ELct.
LANO| M= HHO|&E A0t S=2 Yo Z = U&LICH O|HHA'2| CSMA(carrier sense
multiple access) SECE QI S=0| 2ZF 0| EEEHE Zt6tX| o= & stZ FE A0 A
EE2 XAE0| 34AFQ|L|C}
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QIE{m| 0| A7} errdisable & Ei7F &l= ClloflE 0424 7HX| O|R 7t Q&LICH ol & ST OIS &
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« PAgP(Port Aggregation Protocol) & &

 L2TP(Layer 2 Tunneling Protocol) 7t =

rot

- DHCP 25 % & A|



= 7ol

- &2 El GBIC/SFP(Small Form-Factor Pluggable) 2=

-+ ARP(Address Resolution Protocol) Z4At

« QIZI2I M
~ Z1: Error-disable B X|E= 7|2Xo 2 0|z{st ZE O|]RZE EMSEILICH. error disable Zf K|
£ H|&A3}5t24 ™ no errdisable detect cause WHE AIE5H A A|2. show errdisable detect
HZL error-disable ZH K| AEHE FE A|EFLICT

Z E 7} Errdisable AEfQIX| £ QI

HY S ASMSIH L E T} error-disable 4 EQIX| & QlE 4~ Ql&L|CH

cat6knative#show interfaces gigabitethernet 4/1 status

!--- Refer to show interfaces status for more information on the command.
Port Name Status Vlan Duplex Speed Type
Gi4/1 Connected 100 full 1000 1000BaseSX

Cl22 SYUst LEJ} error-disable AEN7} E of| &JL|Ct.

cat6knative#show interfaces gigabitethernet 4/1 status

!--- Refer to show interfaces status for more information on the command.
Port Name Status Vlan Duplex Speed Type
Gi4/1 err-disabled 100 full 1000 1000BaseSX

HIg &3t) SEiQl B2, ZEQ pAE ™H m{'d9| LED7t

S

X E 7} error disabled(2 &
Mo =2 MYELICH

4N mk
ot f

Errdisable &fEi2| O|& & Q& HIAIX], A|IAR] 21 3! show errdisabled recovery

I:I=|E'.=|)

[=]

ZEE error disable §EiE MHE F AQX|= ZEE H|E Y58 O|RE dHS=E HAIXIE
2&0] MEELICEH o] MMo| oMol ZETJ| HIEMESIE O|RE EoiFE ME HAIX|ZF 274 L
o RU&Lct

- XEJ} HIZEEEE 0| & stLt= PortFast BPDU 7t= 7|5 WHE &lLICH

« CI2 H|2H3} 0|K]E EtherChannel ZAI|a 80| 2/ 2 L|Ct.


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/show1.html#wp1589615
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/show1.html#wp1589615
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%SPANTREE-SP-2-BLOCK_BPDUGUARD:
Received BPDU on port GigabitEthernet4/1 with BPDU Guard enabled. Disabling port.

%PM-SP-4-ERR_DISABLE:
bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state

%SPANTREE-2-CHNMISCFG: STP Toop - channel 11/1-2 is disabled in vlan 1

errdisable recoveryE & 43} 8t 42 show errdisable recovery W2 Al&35}104 errdisable 4 Ef Q]
Ol E =elg += A&Lct. of 1 CHS ot Z &L

me
mm
rD

catb6knative#show errdisable recovery

ErrDisable Reason Timer Status
udld Enabled
bpduguard Enabled
security-violatio Enabled
channel-misconfig Enabled
pagp-flap Enabled
dtp-flap Enabled
Tink-flap Enabled
12ptguard Enabled
psecure-violation Enabled
gbic-invalid Enabled
dhcp-rate-Timit Enabled
mac-Tlimit Enabled
unicast-flood Enabled
arp-inspection Enabled

Timer interval: 300 seconds
Interfaces that can be enabled at the next timeout:

Interface Errdisable reason Time left(sec)

Fa2/4 bpduguard 273

Errdisable & Ef0IM ZE S+

O| MM M= EZE7} error disable & EfRIX| of= it SHAMS oM E Sl &dE T, ZTET}
error disable & Ej7} £|&= CHE O 0 CHHM T ZHEFS| Olok7 |3l E 7 & LICt errdisable 4 EH0{| A
ZEE S5t HX 22 EXME medstn =4Het & XEE EMI g2M55HAA. 28 X
E siZst7| Mol ZEE CHA| #4436t ZE T CHA| error-disable & E{7F EILIC}.
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QIx|of mhet EetELcH S= % Feste ole ode] 7Hx| #elo] AU&LICH o MMoM= 7He o
Moz =of == e & E 7KIE HYELICH

« EtherChannel ZAI|180|MH 2 F

EtherChannelO| 2 Sote{E 22dEl ZEO| m|agyo[440] L&t Elo{oF &LICH &, ZE
VLAN, EE3 ZE, &5 FEHA S -'|:- Sdalfok grLict AQ(X[ LH2 9‘|JLIILE1|0|*=| At
ol AidS 48 M HFE & ElLIC}. EtherChannelO| 8t A 2|x|ofle A |
T CHE AQx|ols FHEIX| ©f herChanneIO| TR i 2 Fol AL E XLE

7t 20 EB| Z2 M40 o) & LIt EtherChannel2| on ZE&= ' Tof
CHE S1 Pdst7| flsi PAgP T % H&otx| h&LICh CHE ol Md-ectn 7hE gL
c}. £+ 0] IRIOATE CHE ASIX|0] CHE EtherChannel@ 74x| 851 siE ZEE s
X o2 e 2 EZ 74 ELICH CHE AQ|X|E EtherChannel2 74X| &2 MEHZ 1E 7‘35
S0, EtherChannelO| 7{Z! A2|x|2| STP(Spanning Tree Protocol)= FZ 7 &-4FCtT
ZHEHLICH. TR AR AEfO| ZE T} errdisable AtEA7F EILIC

o
I-IJ

H'-IOI-J
-I>rr||-|I

ol iAlolME R It ZXIZlo| ZETJL HIE S E|R&LICH show etherchannel summary &
20| £240]|= Number of channel-groups in use’t 0QE EA|ELI|CH #HE ZTE S SILIE E
M MEf7} err-disableddS & £ A& LICEH

%SPANTREE-2-CHNL_MISCFG: Detected loop due to etherchannel misconfiguration of Gi4/1

cat6knative#show etherchannel summary
I--- Refer to show etherchannel for more information on the command.
Flags: D - down P - 1in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

u - unsuitable for bundling
Number of channel-groups in use: 0

Number of aggregators: 0

Group Port-channel Protocol Ports

—————— e e e ittt Lttt

O] AR|%|0IMH ZE 7} errdisable A E}7} T 7| 201 EtherChannel O] SHA| T[R4 & LIC}.

cat6knative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gi4/1 err-disabled 100 full 1000 1000BaseSX


https://www.cisco.com/en/US/products/index.html#wp1022501

M7t FCIRIX| metst7| 25 2 F HIAIXRIE 2RIt MAIL. HIAIXIE &3l EtherChannelof|
ALY EB| R HMAMSS & = UsLIct o] MMoi| M dHE W™, & ClHto|A(O|
Aol AQXNHME on ZEE AI25101 52 2 EtherChannel2 7o (HH2f X6t x| o
2), 12 E CtE C|Hto|A (O] BRol= CHE AR[X|)0 M= EtherChannel2 7X| 22 B2
O EXI7I g = U&LICH o|2{8t &2 fdst= 8 7H A WH2 HEE FBoM 25

Mo BES Bl Aoz AR o EEE ChAl B 8stats 2ol Tei 250
2E Aol SOIsHE ZRE 22 A2 B B Mol SOI5HR| STiEtE @

catb6knative(config-terminal)#interface gigabitethernet 4/1
catbknative(config-if)#channel-group 3 mode desirable non-silent

. FEHA EUX|

UHtMo 2 REHA EUR|= S FEYAE MUS| XIS HYSHA| RE mf e MeLct S
8t LAN M|IO™ME0| M CFHE C|HtO|A T MEE ZJ0| @2 W7k x| Z|Ct2qof ot st FEHA Cldt
o|AQt EHEl, EF FEA C|HO|AE= CHE ClHIO|AO] A QIO MEE 50| U2 motct ME

LIC o[248t M& 0| ot FEA C|HIO|AT} ME 5t SO YlstH st= FEHA ClHIO[A
EOIESEER MU SHEE=2 %%(AE Azt O|F)ER ZtFELICH E REHA SRS TE
2 of|&stX| 257 Eo| AXE 22 TS o Stohs A2 QAR RELICH Z2 HIZ

Ol FE2 st FEHAMME H40|X|E E FEHANME Q0| otHLICH =2 SE2 HO|
FASHE AR ZEE YHIM o2 REMA EUX| BA7t /ISS LIEFRLICH 70|18 &FBo| X
E7 SUst £t FEHAZ MHYE|0] UEX| & QIS AIL. show interfaces interface_number
HHE AE35to 4 Catalyst Switch ZE 9| & Esar FEHALE & & U&LICEH CDP(Cisco Discovery

| =
Protocol) 2| %| Al HHAE Z E T} error disable AEf0]| & 0]7] 7.‘_‘|01| FEHA EUXIE FIE = U

XIS =2 ’d(autopolarity) 7|s Z2 NICS| MHOZ Q5 FEHA ELUX| EM7I UM == U&
LICH O AMALRH o] MHE SHASHAAIL. B HIE{O| NICE 048 7H AFE SO|T NICH| 25 &
Ust EXM7F U Aoz HOo|H, MZYUA YAIOIENM BElA —EE &0l AR 52 EE}

O|H7} =&l EEIO|HRIX| FHQlstMA|2.

=2 =0 Ydst= 7|E Bel2 o3 Z&aLch

- EFNIC(HI| oM EXe 22/ 2 =7
- EF 70|

A

F 7l 7lolE MaHE
- BPDU ZE 7t

PortFast& At 5t= ZE &= 2= AH|O|M(0d: I AE|O|M EE= AMEH)0i|BF 188 oF StH Am'E
EZ| BPDUE d4st= ClHFO[A(O: 29| X[, HEIX| & E2|X|)oll= @i AH= ¢ Eluict ATid
E 2| PortFast 2! Am{cl EE|BPDU 7t=7} €43lE ZEOM A1ld EE|BPDUE $=AI5tE &
2, Ax|E ”XHx FxE 4t x|5t7| Qs ZEE errdisable 2 =0{ SLIC}. PortFastE AL %[0l
[ ZEJI 22 FZE e =+ oictD 7PEELICt. 2t PortFast= siiE ZEOf CHEt =
7| 20d EE| HAAE 7"L-I 1, o|2 2ls & Al = AH|O|Me| AlZh =7 HX|ELICH HE

2|3 &2|XlE= PortFastE 4l 6+7+| T345H0F EFLICt. PortFast7t & 43stEl ZE0|AM BPDU 7IEE



A8 B2 LANOM RZE LX|E = A&LICH
BPDU 7= 7|5 &€ dHEsts W'HdE 2oiELICt Ol oXME M= O|R = error
o
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Bte= 20| &7| & Lch.
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cat6knative(config-if)#spanning-tree bpduguard enable
!--- Refer to spanning-tree bpduguard for more information on the command.

O| of|M|of M= Catalyst 6509 Switch7t CHE A 2{%|(6509)0 @12 E[0{ RU&LICH 6500 A2|%x|= 7|
=2 20d E2| ™S +9%+04 BPDUE 2%&0CH M&EHLICH 6509 2 2|%k| ZEOf PortFast7} &
H3stE B2 BPDU 7tE 7|82 0| ZEo| £0{2= BPDUZ} J=X| Z Al LICH BPDU7F ZE o
E0{2™ &, 2= C|HtO|A T} OP'—I ClHtO|A T e ZEO|M HX|E[MHBPDU 7|s2 A21'd EZ|
2| 7}% 12 9 x|5t7| 8 ZE Z error disable 4EJ2 BHSLLC}.

catb6knative(config-if)#spanning-tree portfast enable

I--- Refer to spanning-tree portfast (interface configuration mode) !--- for more information on the co

Warning: Spantree port fast start can only be enabled on ports connected
to a single host. Connecting hubs, concentrators, switches, bridges, etc. to
a fast start port can cause temporary spanning tree loops.

%PM-SP-4-ERR_DISABLE: bpduguard error detected on Gi4/1, putting Gi4/1 in err-disable state.

O| MIAIX|= PortFast &4 ZEO|M AQIX|7t BPDUE +=4IF 1 0|2 Qs X E G412 SEIS
S LIEFRLCH

cat6knative#show interfaces gigabitethernet 4/1 status

Port Name Status Vlan Duplex Speed Type
Gid/1 err-disabled 100 full 1000 1000BaseSX

L EO|2Z PortFast 7|s0| A lo{of &L|C}t 40| &2 E 0|
PortFast7t & &3 [} AL{X|7} EPE A 2|R|0] AGERR7| HE ULICH PortFastE = éEﬂOl
Mol A4 E ZEO|2F A EICtE ™ME 7IUstMAIR.

cat6knative(config-if)#spanning-tree portfast disable

+ UDLD


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/snmp_vtp.html#wp1065041
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25sg/command/reference/snmp_vtp.html#wp1162940

UDLD ZEEEZ2

M7 E= el ol AH o= (ol: 7F Eln2l 5 70|£3)E Sl AZE
EIHPOI/\OHA-I 7lolz2l 221™ 2 £

of E2/M Hm|adolME HLIEZ st HY Y B3 RFE &
| guich B 2137} ZX|Z/H UDLDE siY ZEE S25tT AFE X0 0|8 Ll
o EHes 23 Alld 2 SE2X SLE H[RH o2 ENE Yo 4 ALt

N &7 UDLDE QIF ClHIO|A ZHol ZRE 2 WZlg WEHELICH 299 £ ClHlojAL
2% UDLDE Xx|2stm Zt = Eof UDLD7} A5t £|o{oF gfL|Ct. 2/3 9| 8t ZEof Bt
UDLDE & /d3t8t 49 UDLDZ & = C|HFO|A T} errdisable A ER7} & +=E QU
&Lt

UDLDO]| CHaH 7t El 2t A% ZE= UDLD T2EZE W8 MEFLCH ol WZld= ZE
C|HIO|A(EE= ZE D)2} i iEOHH UDLDO| EA|Z|= WIO|H CIHFO|A(EEE ZE ID)7}
ZEE|of U&LICH HOIH ZE= XHA| CIHIO|A, 2= CHE ZBoM $AlElE TZIo X E
ID(U|2)E Erelatiof g L|Ct ZETJF AFA| ClHEO|A EE= YU AlZH S¢F E0{2+= UDLD THZ!
O|ZE IDE &QlE = i B 89 2acs Y&l Ho2 ZtFE LU et 2 ZE
7t HIZAEStE| D ChS ot RAFSE HIAIX|7F &0 £24E LCH

PM-SP-4-ERR_DISABLE: udld error detected on Gi4/1, putting Gi4/1 in err-disable state.

UDLD 24, 74 2! H2doi| CH st REAISH LHE 2 Catalyst 6500 Release 12.2SXF and
Rebuilds Software Configuration Guide EAME E X 5HAAIL.

FIAEH T

213 Z2 QIE{m|o|AL 51t SEHO| XSO 2 HIEEIS —IDIE Lict QIE{H O|AE=

10%0f 53| HH E ™ errdisable & E{7} ELICH 33 30| EH=Ql §ele =T 710

E FEHA 2UR| E£&= 2 GBIC(Gigabit Interface Converter) 9F ot Z2 tilojof 1 EX
A 23 Mo MEE HAIX| E2 2& HAIXGMH ZE & 0[|]7t LI /U=

%PM-4-ERR_DISABLE: 1ink-flap error detected on Gi4/1, putting Gi4/1 in err-disable state
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catbknative#show errdisable flap-values
I--- Refer to show errdisable flap-values for more information on the command.

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30

Tink-flap 5 10


https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/udld.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.1_11_ax/command/reference/cli2.html#wp3051959

=
o o=

|

-

keepalive %! 0| keepaliveE & e L EZ CIA| E0t7tH F Lt QR 71 dhAligHL T A2

Xz 7182Mo 2 D E QIE{H 0|A 0| A keepaliveE TS EILICH CIHFO|A T THZIE AA CIE]
HO|AZ CtA| EB{Ed += =0, ol 21d EE|7t RIFEX]| 2 HELFo| =2[H
Tt AS M E& LT LICH &4 CIEH O|AE &8 keepalive S 415t AL
£ QEm0|AE H|E H3ELICHerrdisable). CH& HIA|X|= keepalive T{Z! 0| keepaliveE 7
S8t ZER CHA| E0t2L7| 2ol g LCh.

%PM-4-ERR_DISABLE: loopback error detected on Gi4/1l, putting Gi4/1 in err-disable state

7|2* 2 2 keepalive= Cisco |I0S Software 2 2|A 12.1EA 7|8t AT EQo{o| 2 E QIEH|
O|A 0| M H&EILICE Cisco 10S Software & 2|A 12.2SE 7|8 AT EQ|0{ & 1 O|& BT
M 7|22 2 keepalive= ItO|HH 2! 433 QIE{H|O|A0M ME K| E&LICH REAISH LY
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ZE Hot gt

ZEO|QlTela ERfEIE MEHST| s SHoE S&E 17H MAC AL 87H XE Hot
2 A8 = JU&LICH EBEE N5 7| el ZEo| EEfEHE MEHEE & E MAC F
A2 NEHE 4 QELICH 2o 2lHto| erAiEh [ AQ|X| ZEE error disable A E{7 E|E =
TstE{H Che BHEE A™stAAR

cat6knative(config-if)#switchport port-security violation shutdown


http://tools.cisco.com/RPF/register/register.do

Hot ZEofM 2O MAC F49| 2Ich TH40f ZetT QA EBfTIO] A4 MAC
FAT} AEE Hob MAC F40 CHE Ze

Eo| #MHE[HL EE&E B
Hol T Eof WM ASE= 3L

s L2pt 7IE

20|04 2 PDU7I QIHIRE O|X| ALIX|C| E{O|d ZE &= HAMA ZEO| FIQUSHH, AQ|x|
7} 174 PDU-CHA MAC FAE & 22{Zl Cisco M8 HE|FHAE F4(01-00-0c-cd-cd-d0) 2
Ho{&5LICH 802.1 Q E{H3 0| &dstEl A< mfZlol= 0|5 ek XI'JELICH QF Efa=
I HEZ EfT0|T LHE Ej2= 124 VLAN Ej2LICH F o A %= LHE Ef2E F A
St0 SQUE HEZ VLANS| 2E E-ET T E IZe MESHLICH ol RHIRE 20| of K|
A QX7 2HIE Bl0|012 Z2EZE L MAC T4 HEE S50, SUS HEZ VLANS|
TEEY XZE = HMHA TEO| TS MY FLICH 2t 3lolo 2 PDUE ICHE FX|
E|HM MH[A-ZBZX QIZEE S5 12 HIERZ | CHE Zof MEE LICH
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Switch(config)#interface gigabitethernet 0/7
12protocol-tunnel {cdp | vtp | stp}

OIE{H|O|A = errdisabled &EN7} ElIL|C}. Bll0jo{ 2 E{ 20| & MstEl HMA LTE FE B
ZEZFE Y&stE PDUE et MAC T4 Z8h7t it e 2 Y
HdEZEJ SEELICHE ZEE Z2EZ0| s +HE B2 A =E&5ie dRUE 3
FELUC XEE 85292 CHA| #dstE = U&LICHshutdown, no shutdown E&E A|HA
Al™). EE= errdisable recovery7t 5t E 42 XI™E AlZh 2tZ0] X|LHE 20| RHA| = E
L|Ct
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errdisable & EHO|A{ QIE{H|O|AE =T 35t24™ errdisable recovery cause I2ptguard BE 2 At
8501 ZEE CtA| &85 gLIct o] HWHEE 2llojo 2 2|C &= 2LF M S7 HFHLIES
TA5HE ol AASELICH J22{™ QE{H O|A 7L HIE AHSHE! 4 EHOM BloiLt CHA| ZFYE Al
& = QELCt Azt ZHHE MME = Q&LICH Errdisable ST & 72O 2 H|E H3E

{ U&LICH EM3E B2 7|8 Alzh 2H242 300 lLc.
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- B2EISFP A 0|8

Catalyst 3560 2! Catalyst 3750 A 2|X|& ¢1Z23t1 SFP Interconnect 7|0|E2 AISE M
E = %PHY-4-SFP_NOT_SUPPORTED 25 M|A|X|2} & 7A errdisable & E{7} EILICEH

Cisco Catalyst 3560 SFP Interconnect 7{ 0|2 (CAB-SFP-50CM=)2 Catalyst 3560 Series
Switch ZHoll &2 H|& 2| point-to-point 7|7HH|E O|C{4! A4S M B ErLICH 50cm(AE|D|E])



0|22 SFP EHIAIHO| CHOte 2 M B2 HE|oM SFP X EE &3l Catalyst 3560 Series
AQX|E MF HAZAELICH 2 E Cisco Catalyst 3560 Series Switch= SFP Interconnect 70|
=2 K|HELIc

Catalyst 3560 Switch7} Catalyst 3750 == 7Bt R 2| Catalyst Switch 22 0i| Q1ZE F<
0l = CAB-SFP-50CM= 7[0|E & Al S¢& # oigLich & AQ|%|Z CAB-SFP-50CM= 70|
CHAl & CIHFO|A O SFP(GLC-T)7F Y= 72| ZI0|ER A4 E 4= &L

« 802.1X £ 0t gt

DOT1X-SP-5-SECURITY_VIOLATION: Security violation on interface GigabitEthernet4/8,
New MAC address 0080.ad00.c2e4 is seen on the interface in Single host mode
%PM-SP-4-ERR_DISABLE: security-violation error detected on Gi4/8, putting Gi4/8 in err-disable stz

o| HIAIX|= RIHE ClE{H|O|A LS| ZET}
THIOIAOHA-I ZXR el M EAEE EOF ¢
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U SAE PEZE TMHEIUSE LIEFHLICH QI
o 2 A 2|ELICt. ZEJ} error disable 2 Ef7} &

=
> fa
>
m
2

e AER ZEOf AZz[0f JEX| HelsHHAIR. 1P E & IP & F{of
123l oF st B2 ST switchportoll Multidomain Authentication ZEE& T A5 A A|2.

« MDA(Multidomain authentication) 2EE AMEE 4%, IP Z 2 IP & Fof U= BHY ZAE
7} 802.1 X, MAB(MAC authentication bypass) EE £ (EAE ME) Y 7|'='F ClEE S5l oy
2 B E £ &LICH 0] Z2 Multidomain C|O|E{2t 24 0I2t= 5 72 IZIHI lg a5t

, ZEG = 70| MAC FEALH {2 ELICH AQ|x|E OIO|E{ VLANO| SAEE F1, 24
VLAN01| IPEE2 & = A0, olFA otH F 717t SLSH AR ZEO U= JAAEH 2L
Ct. CllO|E{ VLAN 22 215 L AAA ME{0l|M %= A1 VSA(vendor-specific attribute)0l| A &

2 = YU&Lch

L

o KFAMIEH LH2 2 Catalyst 4500 Series Switch Software Configuration Guide, 12.2(50)SG2|
Multidomain Authentication Mode MM & X5 AA|L.

Errdisable ZE CIA| 445}

|'|01| errdisable recoveryE 745t X| 2 FR0ll= 22 =M E siEe Folz ZET| H&E H|
JSHEILICH 0| B0l ZEE 52 CHA| 243t5l ok %.*L—IEP. ZEESTSORCIAl &Y
2404 42 =l QIE{H| 0| A 0f shutdown EZ& 1t no shutdown QIE{H O|A R E H2EE xteCH=
FAAIQ.

Jo

10 g >
o

0% ok 0z

errdisable recovery B2 AFE 5T X|HE AlZH £0
g MENE £ Q& LICH show errdisable recovery &
disable recovery & Ei& E A& L|C}.

2 CHA| &
Z7dof CH

cat6knative#show errdisable recovery ErrDisable Reason Timer Status
udld Disabled bpduguard Disabled security-violation Disabled channel-misconfig Disabled pagp-
flap Disabled dtp-flap Disabled link-flap Disabled 12ptguard Disabled psecure-violed gbic-invalid
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Disabled dhcp-rate-limit Disabled mac-limit Disabled unicast-flood Disabled arp-inspection
Disabled Tired Timer interval: 300% Ct& AlZt A&t M & d8teh = U= QUEH O|A:

o 7|1= AlZhAE 242 300 0|0, 7|2 Mo 2 Azt M 7|52 BIEEstE|o] /(&
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 catbknative#errdisable recovery cause ? all enable timer to recover from arp-inspection arp
inspection error disable state bpduguard E}O|H enable timer to recover from BPDU Guard
error disable state channel-misconfig timer to recover from channel misconfig disable state
dhcp-rate-limit E}O|H enable timer to recover from dhcp-rate-limit error disable state dtp-flap
enable timer to recover from invalid GBIC error disable state 12ptguard enable timer to
recover from I2protocol-tunnel error disable state link-flap timer enable timer to recover from
link-flap error disable state mac-limit state pagp-flap enable timer to recover from pagp-error
disable state psecure-violation state enable timer to recover from psecure violation state -
violation 802.1x 2[gtol| A = 75t7| Y&t EtO|H & A3t disable state udldoi| M 5 75t7| 2|t



0| 0 X0l H= BPDU 7tHE errdisable recovery &=

cat6knative(Config)#errdisable

=i

HEol M ST 57

EtO|H & 433} error disable state unicast-flood FLIFHAE Z8{E disable
2{Et EtO|H M3}

g Astate uhy

=

- £ 2oiELCh

rr

S5 2 218l bpduguard g A4

O] HHO| 8 7|52 errdisable recoveryE & &3t5t™ L E 7} error disable &4 Ef7} E &
HtZ1Q1 Ol 7 7F EAIEICHE MLICH O] fA[ofM= BPDU 7H= 7[S0[ 470 ZE & 2747t &
ZE o|lfdE & &= U&LICH

cat6knative#show errdisable recovery ErrDisable Reason Timer Status
---- udld Disabled bpduguard Enabled security-violation Disabled channel-misconfig Disabled
pagp-flap Disabled dtp-flap Disabled link-flap Disabled |12ptguard Disabled psed psecure-
violation Disabled gbic-invalid dhcp-rate-limit Disabled mac-limit Disabled unicast-flood
Disabled arp-inspection Disable arp-inspection Timer interval: 300 CHS A|Zh A|EHoi| M
gster = = QIE{H| 0| A: Interface Errdisable Reason Time left(sec)

AN - L—

Fa2/4 bpduguard 290
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errdisable recovery 71 & StLt7t E3HE|H T R ZE = 300% F0f ChA| #48
Euch 7|22L(300%)2 Ctg WHS Al¥siol HEE = U&LICH

cat6knative(Config)#errdisable == 7FZ timer_interval_in_seconds

CtF od|Xof| M= errdisable recovery 7tZ3& 300X 0| A 400X £ BHZEF LICY.
cat6knative(Config)#errdisable ST 7t73 400
= QIgL|Ct.
show version - 22| x|0]| AL E AZEQ0] HHE EAIEFLICH.
show interface interface interface_number status - 2 2|x| ZE Q| TR & EfE E AIELICEH
show errdisable detect - errdisable A|Zt =1t 7|5 2| #A MHEE EAlStD, ZET}F #HXY

error disabled & E{jQ| Z< 11 O|fE EA|ELICE.
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show interface status err-disabled - 0{F 2Z Z E 7} errdisabled & E{0i| Q/=X| E A& L|Ct.

show etherchannel summary - EtherChannel Q| $1xH &E{E FE A|ELIC}H

show errdisable recovery - errdisable & Ef0i| M QIE{H[O|A T} B ML E|= AlZtE EAIRLICH
show errdisable detect - errdisable 2E{Q| O|RE EA|EfLICE
switchport =X & sHZA5H= Yol CHEF AHAIEH LIS 2 AR ZE 2! QIE{H0|A FXA| HA

2 HZTSAAL.
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