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<#froot>

Swi t ch_Cat OS> (enabl e)
set vlan primary_vlan_id

pvl an-type primary nane prinmary_vlan

l--- Note: This comand nust be on one line.

VTP advertisenents transnmitting tenporarily stopped
and will resume after the conmand finishes
VI an 100 configuration successful

Cisco 10S Software

<#root>
Switch_I0S(config)#

vlan primary_vlan_id
Switch_I0S(config-vlan)#
private-vlan primry
Switch_I0S(config-vlan)#
nane primary-vl an
Switch_I0S(config-vlan)#

exit

2. 42|E VLAN E= VLANS HMEfLct

CatOS

<ttroot>

Swi t ch_Cat OS> (enabl e)

F
|



set vlan secondary_vlan_id
pvl an-type isol ated nane isol ated_pvl an

l--- Note: This command nust be on one |ine.

VTP advertisements transmitting tenporarily stopped
and will resune after the conmand fi ni shes.
VI an 101 configuration successful

» Cisco |IOS Software

<#root>
Switch_I0S(config)#

vl an secondary_vlan_id
Switch_I0S(config-vlan)#
private-vlan isol ated
Switch_I0S(config-vlan)#
name i sol ated_pvl an
Switch_I0S(config-vlan)#

exit

3. Z4EIE! VLAN/VLANEZ 7|2 VLANO HielggfL|ct,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
set pvlan primary_vlan_id secondary_vlan_id

VI an 101 configuration successful
Successful ly set association between 100 and 101.

» Cisco |IOS Software

<#root>
Switch_IOS(config)#

vlan prinmary_vlan_id



Switch_I0S(config-vlan)#
private-vl an associ ati on secondary_vlan_id
Switch_I0S(config-vlan)#

exit

4. T2tO[H! VLAN Am|ag|o|Mde &elstLct
« CatOS
<#root>

Swi t ch_Cat OS> (enabl e)

show pvl an

100 101 i sol at ed

* Cisco IOS Software

<#root>
Switch_IOS#
show vl an private-vlan

Primary Secondary Type Ports

100 101 isolated

PVLANO| ZE &5
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<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan primary_vlan_id secondary_vlan_id nod/ port

I--- Note: This command nust be on one |ine.

Successfully set the following ports to Private Vlan 100, 101: 2/20

Cisco | OS Software

<#root>

Switch_IOS(config)#

interface gigabitEthernet nod/port

Switch_I0S(config-if)#

swi tchport private-vlan host
primary_vlan_id secondary_vl an_id

I--- Note: This command must be on one Tline.

Switch_I0S(config-if)#

swi tchport node private-vlan host



Switch_I0S(config-if)#

exit

ALQ|x| & stLto|A ZE2EO|AFOIA ZEE FAFLICEH

CatOS

<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan mapping primary_vlan_id secondary_vlan_id nod/port

I--- Note: This command nust be on one |ine.

Successfully set nmappi ng between 100 and 101 on 3/26
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of gfLct.

Cisco 10S Software

<#froot>



Switch_I0S(config)#

interface interface_type nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan
mapping primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tline.

Switch_I0S(config-if)#

swi tchport node private-vlan prom scuous

Switch_I0S(config-if)#

end
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P34 Zu|agolMd

| no shutdown BHE S 2 QIE{H 0|A & M35}
| VLANO| VLAN H|O|E{H|O|A 0| A=X| =2l
ZAmasolM olAlE VLANNVTP Z|& XS HZESHAAL
:ﬂ%%g EZ VLANS 7|2 VLAND} Oj& 8Lt
<#root>

Switch_I OS(config)#

interface vlan primary_vlan_id

Switch_|I OS(config-if)#

private-vlan mappi ng secondary_vl an_|i st

Switch_|I OS(config-if)#


https://www.cisco.com/c/en/us/tech/lan-switching/virtual-lans-vlan-trunking-protocol-vlans-vtp/index.html
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HES 48t £ EX VLAN S82 £H5l{of 5t B2 add = remove 7| EE A8 8L CL.

<#root>

Switch_|I OS(config-if)#

private-vlan mappi ng add secondary_vl an_li st

or
Switch_|I OS(config-if)#

private-vlan mappi ng renove secondary_vlan_|i st



1 MSFC7t Z & El Catalyst 6500/6000 A 2| %|2] B2 +I{HIO|X AT M Bt RE ATISZO| ZE(Of: ZE 15/1 EE&
16/1)7F ZZ0O[AF0{AQIK| = QlgfL|ct

<#root>

cat6000> (enable)

set pvlan mapping prinmary_vlan secondary_vlan 15/ 1



Successfully set mapping between 100 and 101 on 15/1

H& show pvlan mapping HE S al&sto] DHE S & QlgtLct.

<#root>

cat6000> (enable)

show pvl an nmappi ng

Port Primary Secondary

A x4
=o

Ol ZEMolME Che d8E AL &Lt

Access | ayer(Catalyst 4003: CatOS)

2 0{(Catalyst 4006: Cisco |OS Software)

Access_Layer(Catalyst 4003: CatOS)

<ttroot>




Access_Layer> (enable)
show config

This command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

!--- Output suppressed.

#system

set system name Access_lLayer
1

#frame distribution method

set port channel all distribution mac both
I

#vitp

set vtp domain Cisco

set vtp mode transparent

set vlan 1 name default type ethernet mtu 1500 said 100001 state active

set vlan 100 name primary_for_101 type ethernet pvlan-type primary mtu 1500
said 100100 state active

I--- This 1is the primary VLAN 100.
!I--- Note: This command must be on one line.

set vlan 101 name isolated_under_100 type ethernet pvlan-type isolated mtu
1500 said 100101 state active

I--- This is the isolated VLAN 101.
!I--- Note: This command must be on one Tline.

set vlan 1002 name fddi-default type fddi mtu 1500 said 101002 state active
!--- Output suppressed.

#module 1 : O-port Switching Supervisor
I

#module 2 : 24-port 10/100/1000 Ethernet
set pvlan 100 101 2/20

!I--- Port 2/20 is the PVLAN host port in primary VLAN 100, isolated
I--- VLAN 101.

set trunk 2/3 desirable dotlq 1-1005

set trunk 2/4 desirable dotlq 1-1005

set trunk 2/20 off dotlg 1-1005

!I--- Trunking is automatically disabled on PVLAN host ports.
set spantree portfast 2/20 enable

!I--- PortFast is automatically enabled on PVLAN host ports.

set spantree portvlancost 2/1 cost 3




!--- Output suppressed.

set spantree portvlancost 2/24 cost 3
set port channel 2/20 mode off

!I--- Port channeling is automatically disabled on PVLAN !--- host ports.

set port channel 2/3-4 mode desirable silent
1

#module 3 : 34-port 10/100/1000 Ethernet
end

3 0{(Catalyst 4006: Cisco 10S Software)

<#root>
Core#
show runni ng-config

Building configuration...

!--- Output suppressed.

|

hostname Core

|

vtp domain Cisco

vtp mode transparent

!--- VTP mode is transparent, as PVLANs require.

ip subnet-zero

!

vlan 2-4,6,10-11,20-22,26,28

!

vlan 100

name primary_for_101
private-vlan primary
private-vlan association 101

!

vlan 101

name isolated_under_100
private-vlan isolated

|

interface Port-channell

!I--- This is the port channel for interface GigabitEthernet3/1
!--- and interface GigabitEthernet3/2.

switchport

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

|

interface GigabitEthernetl/1
!




interface GigabitEthernetl/2
|

interface GigabitEthernet3/1
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/2
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/3
!

!I--- There is an omission of the interface configuration
!I--- that you do not use.

interface GigabitEthernet3/26

swi tchport private-vlan mapping 100 101
swi tchport node private-vlan prom scuous
!--- Designate the port as promiscuous for PVLAN 101.

!I--- There is an omission of the interface configuration
!I--- that you do not use.

[

!--- Output suppressed.

interface Vlan25

!I--- This is the connection to the Internet.
ip address 10.25.1.1 255.255.255.0

I

%nterface V1an100

I--- This 1is the Layer 3 interface for the primary VLAN.

ip address 10.1.1.1 255.255.255.0
private-vlan mapping 101

!I-—-- Map VLAN 101 to the VLAN interface of the primary VLAN (100).
!--- Ingress traffic for devices in isolated VLAN 101 routes
I--- via interface VLAN 100.
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show pvlan - PVLAN Z1Z|8[0[M2
E7t EAZl=X| &lguct

EAELICE A2 VLANTH 7|2 VLANO| M2 ALl

T2 EARLICH

show pvlan mapping - ZZ0O|AF0{A TEO| 7Tz oD} &7H PVLAN O

Cisco |0S Software

show vlan private-vlian - 218!

AH ZHHE A| =I-|’||_-_|.

= oL =

show interface/portswitchport - QIE{I| O] A

show interfaces private-vlan mapping - 7-438t PVLAN OH
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<#root>
Access_Layer> (enable)
show pvl an
Primary Secondary Secondary-Type Ports
100 101 isolated 2/20
Core#
show vl an private-vl an
Primary Secondary Type Ports
100 101 isolated Gi3/26
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<#root>

Core#

show i nterface gigabitEthernet

VLANO| 100 2 1012 LIEALICE

3/ 26 switchport



Name: Gi3/26
Switchport: Enabled
Administrative Mode: private-Vlan promiscuous

Oper ational Mde: private-vlan proni scuous

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative Private VLAN Host Association: none

Admi ni strative Private VLAN Prom scuous Mappi ng: 100
(primary_for_101) 101 (i sol ated_under_100)

Private VLAN Trunk Native VLAN: none

Administrative Private VLAN Trunk Encapsulation: dotlq
Administrative Private VLAN Trunk Normal VLANs: none
Administrative Private VLAN Trunk Private VLANs: none

Qperational Private VLANs:
100 (primary_for_101) 101 (isol ated_under_100)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

= ClHO|A BF S5 7|2 VLANO| /e 2 Z ClHIo|A = S8 Meulof Qlo{ok &HL|Ct.

<#root>



host_port#

show arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a390.fc80 ARPA FastEthernet0/24

I--- The Address Resolution Protocol (ARP) table on the client indicates
I--- that no MAC addresses other than the client addresses are known.

host_port#

ping 10.1.1. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/4 ms

!I--- The ping is successful. The first ping fails while the
I--- device attempts to map via ARP for the peer MAC address.

host_port#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a2390.fc80 ARPA  FastEthernet0/24
Internet 10.1.1.254 0 0060. 834f . 66f0 ARPA Fast Et her net 0/ 24

I--- There is now a new MAC address entry for the peer.
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AE ZE 7Hoi ICMPpingS AlZfgfLct.

0l oflofl Al host_port_2(10.1.1.99)= > host_port(10.1.1.100)E pingZLIC}. Of ping2 AlugrL|ct 2L} C}

ZEOM ZE20/AF0{A ZEZO| ping2 04716| HZEtLCH.

<#froot>

host_port_2#

ping 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

I--- The ping between host ports fails, which is desirable.

host_port_2#

ping 10.1.1. 254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:
MR

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

!--- The ping to the promiscuous port still succeeds.

host_port_2#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface

Internet 10.1.1.99 - 0005.7428.1c40 ARPA  Vlanl



Internet 10.1.1.254 2 0060.834f.66f0 ARPA  Vlanl

!I--- The ARP table includes only an entry for this port and
!--- the promiscuous port.
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1 Cisco |0S Software Release 12.2(173)SX 0| &} ZIE|A 0| ME WS-X6548-RJ-45, WS-X6548-R3-21 & WS-X6524-100FX -
MM Ol AQ|Zl &0l 122 E Agto| M E|X| gt&L|Ct
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PVLAN ZI|Z220|M S0 CtS HAIX| & stLt7t gt

Cannot add a private vlan mapping to a port with another Private port in

the same ASIC.
Failed to set mapping between <vlan> and <vlan> on <mod/port>



Port with another Promiscuous port in the same ASIC cannot be made
Private port.
Failed to add ports to association.
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<#root>

cat6000> (enable)

set pvlan mapping primary_vlan secondary_vlan 15/ 1

Successfully set mapping between 100 and 101 on 15/1
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<#root>

Router(config)#

no arp 10.1.3.30

IP ARP:Deleting Sticky ARP entry 10.1.3.30
Router(config)#

arp 10. 1. 3.30 0000. 5403. 2356 ar pa

IP ARP:Overwriting Sticky ARP entry 10.1.3.30, hw:00d0.bb09.266e by
hw:0000.5403.2356
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