MB{ol A HEEtsE QI A X2l
AIE X7} BEEESE OB A &[]

Microsoft Windows HIO|E|E M ZE8| 7 E

a2 M

AnyConnect 0|F
Microsoft Windows Z|& £IZ Xt AnyConnect NAM
st
IP Bjlojofo| eI HES]
RADIUSO| EHi5t
EAP-TLSO| EHis
EAP-TLS ZEjiTMHE 20l

EAP-TLS Tl JMECE F 7|2 Z|o{M=FH

RADIUS £ 4 Framed-MTU

EAP ZeJHE S &3 miol AAA M 3 ML} S3
ISE
Microsoft NPS(H|E 2/ 3 F2H MH)

AnyConnect
Microsoft Windows H[O|E|E M ZB|H E

0| E Mol ME EAP(Extensible Authentication Protocol) M4 € O|5Het . EAME HZsHE Yol
CHoH AHEFLICH

HiZ3 A
O O 1
Ol EMel MM Chg HHo| x| HRUE Y22 A EE[i&LIC

EAP-TLS(Extensible Authentication Protocol-Transport Layer Security) MA40 CHEH A Q!

S ME Htete [ AAA(Authentication, Authorization, and Accounting) MH{2| S%f

« EAP-TLS M|Mof CHEt 2EI0|ME QUBSME Bt & M M &2l H EL| SX

« Microsoft Windows Native Supplicant2} Cisco AnyConnect NAM(Network Access
Manager)2 25 At&35t= B2 &5 284

« IP, RADIUS, EAP-TLSQ| EtHS} 9l LE Q|3 HMA ClHtol|A0 of5 - El= 2lo{MEE



Z2AMA
« RADIUS Framed-Maximum Transmission Unit (MTU) S
« AAA MEH7t EAP-TLS TiZlo| EHHE & e o] S &

A7 A

QT AE

Chs Aol Chet X|Alg ERstn e RS LICH
EAP X EAP-TLS Z2EZ

Cisco ISE(Identity Services Engine) 74
Cisco Catalyst A2|x|2| CLI Z1x|22i[0|M

Ol 2 0laH3t7| IaHAt= EAP X EAP-TLSOH CHEH OI3H7H TR BrLICH
ME{ol| A gheteh QIS M & el

=

AAA MH{(ACS(Access Control Server) & ISE)= &4 MH{ Hello & M 215 A7} Z & El EAP-
TLS mZ!o| M| ®|QlS ghetghLct.

438 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done

TN Lo B b LR TETTE o Coo Y Ll e B p i L = b B S S i s L

= Secure Sockets Layer
b TLSvl Record Layer: Handshake Protocol: Server Hello
= TLSv1 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Yersion: TLS 1.0 (0x0301)
Length: 2239
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2235
Certificates Length: 2232
= Certificates (2232 bytes)
Certificate Length: 1363
¢ Certificate (id-at-commonName=Llise.example.com)
Certificate Length: B63

+ Certificate (id-at-commonName=win2812, dc=example,dc=com)

ISE ID 2158 M(CN(Common Name)=lise.example.com)7t CN=win2012,dc=example,dc=com0| A
B8t CA(Certificate Authority)2t 74 BHeHElLICH S22 ACSSt ISE ZF 0| A SLELCY.

MERE7E ghere 215 M A 2l



Microsoft Windows H|O|E|E M &2| 71 E

EAP-TLSE Al235t7| I8l F+E! Microsoft Windows 7 7|2 AMHXR= "Eh QIS A MEH'S Al
SH7HLE AF2SHX| &t Ecto|E QB Mol MA| & Qle ™MESHR| &L|Ct.

Ol S5t SEH0IHE ABM7} Mu Q1B Mot CHE CATHE #M2N)oll Ol MBE ZLolE wavst
L{CH.

0| 0= O|™ A3 Bl4Foi LI Server Hello 2! Certificate2t 212 ZdQlL|C}.

O| AlLt2I20 M CAE FA| 0|& CN=win2012,dc=example,dc=come A} 235101 ISE QIS ME M
HerLict.

2Lt Microsoft M&E A0 AX|E AHE X 215 M= CHE CA, CN=CA,C=PL,S=Cisco CA,L=Cisco
CA, O=Cisco CA0{l o|&}f MHEEILIC}.

Certificate @
General | Details | Certification Path
Shaow: | <Al = -

Field Value i
B'u'ersinn V3

|:|Serial number 00 fe9c3d6lel 31cdd8 =
BSignamrE algorithm shalRSA

Bﬂignamre hash algorithm shal B

CA, PL, Cisco CA, Cisco CA, Ci...

B'u'alid from Saturday, September 13, 201...

=] valid to Sunday, September 13, 2015 ...
I-_rli:h thiert Win7 Bl Maz Krakbmw Ciern -
CN =CA
C=PL
&5 = Cisco CA

L = Cisco CA

0 = Cisco CA

[tk 2t A Microsoft Windows 18 At= Z20(E QIS ME R SEELICH MESt=
CA(CN=CA,S=PL,S=Cisco CA, L=Cisco CA, O=Cisco CA)= Zx|0o{ QK| et&LICH.



Lenglh: 481
Type: TLS EAP (EAP-TLS) (13}
E EAP-TLS F'|ﬂ-‘|.: Breg
b |3 EAP-TLS Frageents (1549 byles): #439{1482), «441{477)]
= Secure Sockels Layer
= TLSwl Record Layer: Handshake Protocel: EMuliiple Handshake Hessages
Cantenl Type! Handshales (22)
Versiom: TLS 1.8 (B6x@®E1)
Lemgth: 1895
= Handshake Profocol: Certificale
Hardshake Type: Certificate (11]
Lemgth: 1111
Certilicates Lemgih: 1188
* Certificates (1108 byltes)
Certificate Length: 1186

Coartificate [(id-at-{ oancrdlanechlin?, Ld-at-ceamir yHawe=l , [d-al-slatelaPray ifd eRane=NaF . jid-at-ladal il yNane=Kr il el | Bd-al -argen kFal orManeal iwial

Olz{8 8= 22 QIsH AAA MH7t 2EI0IE QIEME HABE M EX7H L lE = U&LICt O
of| = Microsoft Windows 7 SP1 ProfessionalZl Z210| Q/&L|C}.

£FM

A QB M & el2 ACS L ISEQ| QIB M XE A0l Mx|ELICHZ2E CA X 39l CA MY 2210
AE QIBM).

ABM REY HA EXl= ACS E& ISEXIM &7 B X|E = U&LICH AMZE = gz 2B Mo
CHet HE7F EA|Z|D ISEZt OS2 2T &L

12514 EAP-TLS failed SSL/TLS handshake because of an unknown CA in the client
certificates chain

AEXtol CHEr Q1B M R 54 HAAF BAle €A ZXIZIX| gf&LCH YR o2 AAA MEHE "2l=
IZQIEJ}I EAP MME STEHetof 2EHsrL|Ct.

m Shaow Live Sessions w Add or Remove Calumns * Q. Refrash o Reset Repeat Counts

o LStatus o identity Endpointip *  Event !
Al | | |l | Il
2014-09-13 22:29:50... @ a win? 00:50:BE: 11:ED 31 Endpoint abandoned EAP session and started new
20014-09-13 22:29:45... o win? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:2%:40... € a Wwin? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:29:35... & a Wins O0:50:Ee L 1:ED: 3] Endpoint abandoned EAP session and started new
=
AnyConnect O|&
AnyConnect NAMO{|= O| AM[&t0| ei&LICt. S8t AlLt2[20M ZE2H0|HE 2B Mol HA| Al

£ HZELICHSHE CAZF HAZE).



FIF CRFCTLT T IRty 1Z008F UFITSf: FEITI900 . S IJTEPeOr]
= Sadiire Sockats L-’l!'l'.ll
* TL%¥1 Record Layer: Mandshake Protetal: Certificate
Content Type: Handshake [22)
Werslon: TLS 1.0 {Oz05b1)
Lengih: 1978
= Handshake Protocols Certificate
Handshake Type: Certificate (11K
Lengih: 1974
Cortificates Length: 1971
= Cortiflcates (1971 bytes)
Certificate Lemgih: 110%
b Certiflcate [id-at.connondlansshl ind, id-ats countrgblanesil , id-at s taleOo row indcellamesfar  Ld-als Lo dllt'l'-l.’l‘h*“. A emman L2l lonilenesC 150 o)
Certificate Length: 8BGO
Coertificate [id-al-¢onnordlanesCl, id-at-countryltmesPL, Id-at-statedrPoov indelanesd isco CA, id-at-local ityNane=Cisce CA, id-at-orgen et lonianesC isco

Microsoft Windows 7|2 &1& X2t AnyConnect NAM

£ MH|A7I 25 2 S3M AnyConnect NAMO| @M% o 2 MEE[L|C}

NAM MH|A 7} A E|X| ot= B0 £ Microsoft Windows APIOAM 36t 10 EAP Izl HME St
2 £ Microsoft Windows H|O|E|E M £2| 74 Eof EX|7F e = U &LICt.

CHE2 Jegh Aol o Juch.

Ct2 B2 AF235104 Microsoft Windows0ll A F212 & A5 8tL|Ct.

*

C:\netsh ras set tracing * enable

ZX(c:\windows\trace\svchost_RASTLS.LOG)0i| = CHZ 0| E A|EILICH.

<{froot>

[2916] 09-14 21:29:11:254: >> Received Request (Code: 1) packet: Id: 55, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[2916] 09-14 21:29:11:254: << Sending Response (Code: 2) packet: Id: 55, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L

[1804] 09-14 21:29:11:301: >> Received Request (Code: 1) packet: Id: 56, Length:
1012, Type: 13, TLS blob Tength: 2342. Flags: LM

[1804] 09-14 21:29:11:301: << Sending Response (Code: 2) packet: Id: 56, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:348: >> Received Request (Code: 1) packet: Id: 57, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[1804] 09-14 21:29:11:348: << Sending Response (Code: 2) packet: Id: 57, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: >> Received Request (Code: 1) packet: Id: 58, Length:
344, Type: 13, TLS blob Tlength: 0. Flags:

[1804] 09-14 21:29:11:363: << Sending Response (Code: 2) packet: Id: 58, Length:
1492, Type: 13, TLS blob Tength: 1819. Flags: LM

[3084] 09-14 21:31:11:203: >> Received Request (Code: 1) packet: Id: 122, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[3084] 09-14 21:31:11:218: << Sending Response (Code: 2) packet: Id: 122, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L



[3420] 09-14 21:31:11:249: >> Received Request (Code: 1) packet: Id: 123, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[3420] 09-14 21:31:11:249: << Sending Response (Code: 2) packet: Id: 123, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 124, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[3420] 09-14 21:31:11:281: << Sending Response (Code: 2) packet: Id: 124, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 125, Length:
344, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:296: <<

Sendi ng Response (Code: 2)
packet: Id: 125, Length:
1492

, Type: 13,

TLS blob I ength: 1819. Flags: LM

OFX|2F ZHZ!2 Microsoft Windows HIOIE|E M E2| H E7} M& El 22I0|HE 215 M (EAP 37|
1492 EAP-TLS &7} 1) QILIct. StEZE H T Wireshark= s NS EAISHK| b &LCt

Protocol| Length| Info

.m&iﬁégﬁaﬁgé:mfHEﬁEI¥gmmmmmmmmmmmm_mmmmmmmmmmmm_mmmmmmmmmmmm_mmmmm

a2|n o] miZl2 AXZE MEEIX| &LICt Orx|e T2 EAP-TLS MY M 215 A 2| M| i
IZplaHEQL|C}.

Microsoft Windows APIE % 3 3l= AnyConnect NAM ZE0i| A AFE E|R&LICH.
[tk 2F A Microsoft Windows WIO|E|E M E2| 71 E2F &7H AnyConnectE AF& 5t= A0 E&LICH

AnyConnect AMH|AE AFEE M= Microsoft Windows 7|8 &I Xt7t ofLIZF NAM(802.1x AMH|A
LB 4R)E AH85te [ol E&LICH

CHESt

Z 3= oied Bllojo{oll M e &~ &Lt

- IP
+ RADIUS AVP(Attribute Value Pairs)



« EAP-TLS
Cisco I0S® AQ|x|= O KIs™QL|CH EAP 2! EAP-TLS EAl2 0|aHE £ l&Lct

A Q| x|= TLS

=}
E{d =g = iX|2F EAPoL(Extensible Authentication Protocol over LAN) EE &=
RADIUSOHA-I Z=ste M EAP

DjZlo| Bt 2| al RfZAE S HEEL|ct
EAP Z2EZ2 Z2|OHESIE X|H5HX| St &LICH CHS2 RFC 3748(EAP) 2| LS 2lL|Ct.
"Zef IHESH= EAP AHA| Lo M X EIX| eb&LICH 2Lt 7HE EAP W2 0|8 XIHE = U

EAP-TLS7F 1248t of L ICk. CF
Ct.

0jo

2 RFC 5216(EAP-TLS), dlM 2.1 5(Zei2HESH | UL QL]
"EAP-TLS IZ|0{7} M HIE MIE 2} &7 EAP-Request I{Z! S 4= 415 EAP-Type=EAP-TLSO| T O
O|E{7} Q1= EAP-Response 2 S aloF & LIC}.

Ol ZEiOHE ACKS| U S TLICH EAP M= CHE ZefaHEE ™ME6t7| ol EAP SH
£ s Mg W7 K| 7|cteqok gruct”

—_

t2{H

ol

Obx|2k 22 AAA AMBO| IR 28t EAl2 7|&3iCt CHE EAP Z1HEE ™S
X ACKE 7|CtEdoF gtLict SAHEt #2l0| M ZE2| 7 Eofl AFS ELCh,

"EAP I|0{= CHE Z2iOHEE MEst7| ™ol EAP 2™ S +4IE W7 K| 7|cheqoF grct.”
IP Zl|ofo{e| Z2faIHES}

Z {2 HE St = NAD(Network Access Device) 2t AAA AH{(TIE 22 AL& E|= IP/UDP/RADIUS)
Zhof 2t g aieh o= Q& LT,

O| &€ 2 NAD(Cisco I0S Switch)7} 2IE{H|0|A 2| MTUELH 2 EAP HO|ZEE& Z&fdt=
RADIUS REE M&ste{m & mf grghct.

RADIUS 1514 Access-Requesti(l) (id=118, 1=1819) [Unreassembled Packet]

18 18.62.71.148 10.62.97.48 IPwv4 381 Fragmented IP protocol (proto=UDP 17, off=1480, I0=9657)
11 18.62.97. 48 10.62.71. 148 RADIUS 162 Access-Challenge(11) (id=118, 1=12a8)

12 18.62.71.148  10.62.97.40 RADIUS 1514 Access-Requestil) (id=119, 1=1675) [Unreassembled Packet]
13 10.62.71.140  10.62.97.40 IPv4 237 Fragmented IP protocol (protosUDP 17, off=1480, ID=09&658)
14 18.62.97.40 10.62.71.148 RADIUS 221 hccess-Challenge {11} (id=119, 1=179)

15 18.62.71.148  18.62.97.40 RADIUS 361 Access-Request(l) (id=128, 1=319)

16 18.62.97.48 18. 62, F1. 148 HADIUS 434 hecess-Accept(2) (id=128, 1=392)

Frame 9: 1514 bytes on wire (12112 bits), 1482 bytes captured (11856 bits)
Ethernet IT, Src: Cisco 18:f6:cB (90:23:04:18:f6:cB), Dst: Vmware 9c:3f:ed (00:50:56:9c:3f; ed)
Internet Protocol Version 4, Src: 10.62,71.148 (10.62.71.1408), Dst: 10.62.97.48 (10.62.97.40)
User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
Radius Protocol

Code: Access-Request (1)

Packet identifier: Ox76 (118)

Length: 1819

q T v w =||=

CHE £ 9| Cisco 10S HA

12 SE35| XI5X0|X| 20 EAPo
st AAA AHE &5t EC I

) LS E
M CIE{H|Oo|A S| MTUO]| XEHE &= = RADIUS T{Z!of



AAA ME{7} O RIS ™ QULICHEHS AMol| MAIE Zdx{E).
RADIUS S| EHTHS}
O0|7d2 AXM|Z o{H SR/ 9| EHHSI T of'=lL|Ct RFC 286501 (20 B RADIUS E42 =|C|

253HI0|E 9| OI|O|E{ & 7+E == U&LICHIEIM EAP HO|ZE = &4 0{2{ EAP-Message
RADIUS EMo 2 M&EEL|CT

410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

aaaaaaa

T T TN T N I T e T e T

Length: 1132
Authenticator: 31b820ff299ca5af90c659464123F791
IThis is a response to a request in frame 3]
[Time from request: 0,0805952000 seconds]
= Attribute Value Pairs
P AVP: 1=74 t=State(24): 333743504d53657373696f6e49443d304130313030304330. ..
» AVP: 1=255 t=EAP-Message(79) Segment[1]
b AVP: 1=255 t=EAP-Message(79) Segment[2]
P AVP: 1=255 t=EAP-Message(79) Segment[3]

- AVP: 1=255 t=EAP-Message(79) Last Segment[4]
[Length: 253]
EAP fragment
~ Extensible Authentication Protocol
Code: Request (1)
Id: 176

Length: 1812

Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: Oxc@

EAP-TLS Length: 2342
b [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer

0|2{8t EAP-Message £ 442 CA| Z8HT| T Wiresharkoll 2|5l 8l A4 E|LICH"Last Segment" & 442
M4 EAP IHZ!o| HO|2 =& LIEHH).

EAP I§Z/9| Length 3= 1,0120|H, 0|8 ™&5t24H 47H2] RADIUS AVP7F ZQ 8hL|ct.
EAP-TLSC| EHHS}
St AT BIAM CHS S &QIE 4 QlaLct

« EAP mZ! Zo|= 1,012]L|Ct
« EAP-TLS Z0|E 2,342]L]LC}.

Ol & B EAP-TLS ZHi1HEO|H AHEAE o BI2 W 7[CHE S LIEFLICE. Ol= EAP-
TLS ECHOE AAME E2 &2l £+ &Lt



Length: 1012
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0xcO

1... .... = Length Included: True
.1.. .... = More Fragments: True
.0, .... = 5tart: False

EAP-TLS Length: 2342

olz{st ZF ol BHHst= ChSollM 7He RbF 2L cH

» AAA ME{7t 2 RADIUS A4 -RIX|. o] M= T M Qlo] SSL(Secure Sockets
Layer) Mt Q1Z Mot 871 EAP @3S MetshL|c}.

- RADIUS 2|4 2% NADO 2|8t M&, A #Qle| SSL 22+0IME QIF A} & EAP S
Te M #rch

EAP-TLS Zeia™HE &l

mlo
|l

M MHE CHE RE EAP-TLS ZEIMEE O ZEiIHET} MSE|7| Tofl & Qlz|ofof #L

Ct.
ofl (A& XFeF NAD 7| EAPoL Ol CHEH mHZ! ZH%):

No. |Protocol|Length|info

G Response, TLS EAP (EAP-TLS)

b Frame 9: 68 byles on wire (488 bils), 60 byles caplured (488 bils)
b Ethernet IT, Src: GoodWayD 1l:ed:31 {(08:58:b6:11:ed:3¥1), Dst: Mearest (B1:B0:c2:00:08:03)
= ga2, 1% Authenticatiom
VYersion: 802, 1X-2018 [3)
Type: EAP Packet {0}
Length: &
= Extensible Authenticalion Prolocol
Code: Response {2}
Id: 176
Length: &
fypet TLS EAP (EAP-TLS) (13]
b EAP-TLS Flags: Dx@n




EAPoL ZBi|& & AAA MEHHE MEH QIS AE BHeterLIch

KM'- EAP-TLS ZEiIHE(THZ! 8)2 MSE LIC.
|_ c,|.||:|- .u.EHj_D-llz(uHal 9) o él-[__||:|.
KKH EAP-TLS ZEiZHEE NAD(uH?I 10)01| 2|sf HEE LY.
A= sie ZefaHEE ! 11)E s lFLct
AR EAP-TLS Z2f2HE = NAD(THZ! 12)0 o|al| MEELICH.
iXt= O|E £018 ZEe It glon, ChHal T2l 130 M A|EE|= E810|1E QB MHE HS

[ ]
ol
_=

> 40>
Ox'rE Oi rc Oi On

362 Server Hello, Certificate, Certificate Request, Server Hello Done

b Frame 12: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits)
» Ethernet II, Src: Cisco el:d8:11 (d4:a0:2a:el:d8:11), Dst: Nearest (01:80:c2:00:00:03)
= 802.1X Authentication
Yersion: B862.1X-2010 (3)
Type: EAP Packet (0)
Length: 344
= Extensible Authentication Protocol
Code: Request (1)
Id: 178

Length: 344
Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: 0x00

+ [3 EAP-TLS Fragments (2342 bytes): #8(1002), #10(1002), #12(338)]
= Secure Sockets Layer
b TLSv1 Record Layer: Handshake Protocol: Server Hello
v TLSv1 Record Layer: Handshake Protocol: Certificate
b TLSv1l Record Layer: Handshake Protocol: Multiple Handshake Messages

WiresharkOl| A mZ! 8, 10, 12€ clo{MESt 4 =fele = U&L|Ct.

EAP ZEfOHEO| 37|= 1,002, 1,002 2! 3380|H, O|= EAP-TLS HIA|X|e| & 3 7|E 23422 7}
MZLCt

2E Z)IHE|M & EAP-TLS HIAIX| Z0|7F S XIELICH RADIUS THZ(NADH AAA A 2t
& Hesit 29 O/f Ho1g 4 slaLic



410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

510.62.71.140 10.62.97.40 RADIUS 361 Access-Request(l) (id=116, 1=319)
6 10.62.97.40 16.62.71, 140 RADIUS 1176 Access-Challenge(11) (id=116, 1=1128)
710.62.71.140 10.62.97.40 RADIUS 361 Access-Request(1l) (id=117, 1=319)
8 10.62.97.40 16.62.71.140 RADIUS 502 Access-Challenge(11l) (id=117, 1=460)

[Length: 253]
EAP fragment
= Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1012
Type: TLS EAP (EAP-TLS) (13)
» EAP-TL5 Flags: 0xc0
EAP-TLS Length: 2342
* [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
» Secure Sockets Layer

RADIUS IHZ! 4, 6, 82 0|24t 37H2| EAP-TLS Z2{OHEE MEELICL XS F 222 QM=
L|C}.

Wireshark= EAP-TLS Z2H1HEO CHEt HE S MZE 4 QU&LICHI 7 1,002 + 1,002 + 338 =
2,342).

0| AlL}2|22} | Al= £ & LICE Cisco I0S AL X|E EAP-TLS ZEjlOMHE 37|82 4488 2o
7t Qi&LICE.

CHE 3 7|2 CHA| o EE EAP-TLS Z 1™

AAA MBH{od| CiEt NAD MTU7Z} 9,000HO|E(HE Z )0l AAA A7t HE ZHUS X5t
QIE{H|O|AE AL 3l0{ HAE BRI ofEH ZlEX| Mzts] EAA2.

CHSLE o] Uit AIRHE MTUTH 150091 1Gbit 213 8 AFR 5104 HZELIC

olg{8t AlLFE|20{|A Cisco I0S AL|%x|= EAP-TLS "H|CHAE!" oM E 2| 2! Z|o{MER|E £&5t1
EAP-TLS ZglOHE 37|18 wddsL|c}.

CHS 2 AAA MEH(SSL ME 15 M)0ollA 21 CH 2 EAP HIAIX]| 2] of &ILCH.

1. AAA MB{E SSL ME{ CIE M2t &7 EAP-TLS HIAIX|E ELHof EfLICH 1Y EAP IZlo| &
37|& 3,0002/LICt RADIUS Access-Challenge/UDP/IPHIA ZH& S El £ 0T 04715] AAA
M QlE{H| 0| A MTUECH Z&L|CH B IP IiZ!2 12 RADIUS EAP-Message S431} &7
MSELICH IP EE= EAP-TLS Z2{2HES 7| &L,

2. Cisco I0S A& x|= O|HEr WZ!lE £=4I5tT AM=35t11 EAPoLE Safl AKX A|
EAPE HELU{jof stctm ZA™EL|Ct. EAPoL% IO HESIE X|eHR| Ao 2 AQRIE
o

EAP-TLS ZElOHESIE £alsHof gfL|C}.

3. Cisco 10S 2 2|x|= &IHXH(1,500)& st QBT 0|A L MTUN RHE = U= & M)



7. OFX|2F EAP-TLS ZEjaHE = AQ| %[0 o8 MEEIL|CH.
O| AlLtE2|20MHE CHE € Eo{ELICt

 O{E A2 A= NAD7F EAP-TLS ZEi1HE
« NADE O|H3 ZR|laHEE M4/4 Q18 &l

AAA MEHSI MTUZ 52 M ME =S X|ets B3 & Sall o

ZE MER CHe M=
ICH( & C}S Cisco 10S AQ|X[= EAP IHZIS AAA
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