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O] EMol & Hm 220 M= AAA(Authentication, Authorization, and Accounting) AE{0| A g+
5t 802.1x M40l 248 El ACL(Access Control List)oll & ELICH

DACL, AtEAHE ACL & EE{ ID ACL Zte| H|m 7t E AIELICE
EESH ACL MEHE 2 7|8 ACLT rEEl 7K Fof AbErof CHa A efLict
ClHIO|A F=XolM= S £ 2 B0l §52 FIHELICH

« DHCP &5+¥g &dll M =2 stagLIch
« ARP(Address Resolution Protocol) 22 &l M &3 2 & & LICHARP THZ!0f| A & &K}
MAC F4& I 2R IP FA 2{7]).

0| 7|5 & ARP AAlZt 1T 3 X|2F DAI(Dynamic ARP Inspection)@t S35t X| F&L|CH.

Ol 7|52 7IEMo 2 #Ystr(o] UM HIFEEE & gi&LICh ARP A5 EO[2t DT 5tK|E
"debug arp snooping"S & 4ds}3t —?— = ClHHaol EAIE|X| f&LCt

ARP A5E2 7|EXMez gdstr(o] (ISMH HIF g2t st HLE Mo{g + &L

ClHlolA %2 ARP Q%o CHEt SEol eig m &
Eloj22| Zt 3AEO| CYEt Z2HE 30%0iCH HS).

a1

2 mMHELICH7 |2 o2 ClhholA £ 5

ip dhcp excluded-address 192.168.0.1 192.168.0.240
ip dhcp pool POOL
network 192.168.0.0 255.255.255.0
!
ip dhcp snooping vlan 1
ip dhcp snooping
ip device tracking
!
interface Vlanl
ip address 192.168.0.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.48.66.1
!
interface FastEthernet0/1
description PC

<{froot>



BSNS-3560-1#

show i p dhcp binding

IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 02:31 AM Automatic

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

192.168.0.241 0050.5699.4eal FastEthernet0/1 ACTIVE

71 12.2.3304 M CIHHZ, IP & x| &2 DHCP Snooping®| 2|3l C[0|E

DHCP 2 +&2 HiQIT Eflolgg M SLct.

<tfroot>
BSNS-3560-1#

show debuggi ng

DHCP Snooping packet debugging is on

DHCP Snooping event debugging is on

DHCP server packet debugging is on.

DHCP server event debugging is on.

track:
IP device-tracking redundancy events debugging is on
IP device-tracking cache entry Creation debugging is on
IP device-tracking cache entry Destroy debugging is on
IP device-tracking cache events debugging is on

02:30:57: DHCP_SNOOPING: checking expired snoop binding entries

02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to V11 for pak. Was Fa0/1
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface

(FastEthernet0/1)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST, i nput
interface: Fa0O/1, MAC da: 001f.27e6.cfc0, MAC sa: 0050.5699.4eal, |P da: 192.168.0.2
I P sa: 192.168.0.241, DHCP ci addr:

192.168.0.241, DHCP yiaddr: 0.0.0.0,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:



DHCP_SNOOPI NG add relay information option

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 CID in vlan-mod-port format

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 RID in MAC address format

02:31:12: DHCP_SNOOPING: binary dump of relay info option, length: 20 data&colon;

0x52 0x12 Ox1 Ox6 Ox0 Ox4 Ox0 Ox1 Ox1 Ox3 Ox2 O0x8 0x0 Ox6 Ox0 Ox1F 0x27 OxE6 OxCF 0x80

02:31:12: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: 001lF.27E6.CFCO,
packet is flooded to ingress VLAN: (1)

02:31:12: DHCP_SNOOPING_SW: bridge packet send packet to cpu port: Vlanl.

02:31:12:

DHCPD: DHCPREQUEST received fromclient 0100.5056. 994e. al

02:31:12:

DHCPD: Sendi ng DHCPACK to client 0100.5056.994e. al (192. 168. 0. 241)

02:31:12: DHCPD: unicasting BOOTREPLY to client 0050.5699.4eal (192.168.0.241).
02:31:12: DHCP_SNOOPING: received new DHCP packet from input interface (Vlanl)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPACK

, input interface:

V11, MAC da: 0050.5699.4eal, MAC sa: 001f.27e6.cfcO, IP da: 192.168.0.241,
IP sa: 192.168.0.2, DHCP ciaddr: 192.168.0.241, DHCP yiaddr: 192.168.0.241,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add bi nding on port FastEthernet0/1

02:31:12: DHCP_SNOOPING: added entry to table (index 189)
02:31:12: DHCP_SNOOPING: dump binding entry: Mac=00:50:56:99:4E:A1 Ip=192.168.0.241
Lease=86400 1d Type=dhcp-snooping Vlan=1 If=FastEthernet0/1

DHCP BHIZ0] HlOJEf# 0] A0 £7}E|E4 ClHOlA 52 913t ¢8I0 E2IHFLIC

<#root>
02:31:12:

sw_host _track-ev: host _track _notification: Add event for host 0050.5699. 4eal
192.168.0.241 on interface FastEthernet0/1

02:31:12: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241

on interface FastEthernet0/1

02:31:12: sw_host_track-ev:MSG = 2

02:31:12: DHCP_SNOOPING_SW no entry found for 0050.5699.4eal 0.0.0.1 FastEthernet0/1
02:31:12:

DHCP_SNOOPI NG_SW host tracki ng not found for update add dynam c
(192.168.0.241, 0.0.0.0, 0050.5699.4eal) vlian 1

02:31:12: DHCP_SNOOPING: direct forward dhcp reply to output port: FastEthernetO/1.
02:31:12:



sw_host _tr

ack-ev: Add event:

0050. 5699. 4eal,

192. 168. 0. 241,

Fast Et hernet 0/ 1

02:31:12: sw_host_track-obj_create:0050.5699.4eal1(192.168.0.241) Cache entry created

02:31:12:

sw_host _track-ev: Activating host 0050.5699. 4eal,

interface FastEthernet0/1

192.168. 0. 241 on

02:31:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

ARP Z2HE= 7|2™Mo 2 30&0tCH HM&E L.

<tfroot>

02:41:12:
02:41:12:

Send Host

02:41:12:
02:41:42:
02:41:42:

Send Host

02:41:42:
02:42:12:
02:42:12:

Send Host

02:42:12:
02:42:42:
02:42:42:

sw_host _tr

02:42:42:

30,
0.
G,
=1V
S,
Gl

GF ~i O un Ix o

sw_host_track-ev:
sw_host_track-ev:

probe (0)

sw_host_track-ev:
sw_host_track-ev:
sw_host_track-ev:

probe (1)

sw_host_track-ev:
sw_host_track-ev:
sw_host_track-ev:

probe (2)

sw_host_track-ev:

ack- obj _destroy: 0050. 5699. 4eal(192. 168. 0.

0050.
0050.

0050.
0050.
0050.

0050.
0050.
0050.

0050.
sw_host_track-ev:0050.

5699.
5699.

5699.
5699.
5699.

5699.
5699.
5699.

5699.
5699.

4eal Stopping
4eal:

4eal Starting
4eal Stopping
4eal:

4eal Starting
4eal Stopping
4eal:

4eal Starting
4eal Stopping

sw_host_track-ev:0050.5699.4eal Stopping

0110700 Cisco e cf;

a3

0111260 vmware 29 :d4eal

0235090 Cisco_es:cf:

a3

235250 vmware_99:421al

0230090 Cisco_eq:cf:

[ZE}

0220250 vmware_S9%9:ia:al

Viwdre 99 42 a1
Cisco_es Cf 183
Wware_ 99480 a1
Cisco_eq:cf 183
Ymware_S9ier gl
Cisco_sd:cf 1 83

cache

cache
cache

cache
cache

cache
cache

241):

cache

ARP
BHF
ARP
ARP
ARP
ARAF

timer

timer: 30
timer

timer: 30
timer

timer: 30
timer

Cache entr

timer

seconds

seconds

seconds

y del eted

60 who has 1%2.168.0.2417 Tell 0.0.0.0
47 192,168, 0,241 15 at 00:50;:56:98; 4@5al
60 who has 192.16B8.0.2417 Tell 0.0.0.0
42 192,168, 0,241 15 at 00:50:56:99: 42231
60 who has 192.168.0.2417 Tell 0.0,0,.0
47 1692 168, 0,241 9= at 00:50:56: 99 48141

&=0| ClHholA %% Bl0l20 M MHE/o{E S DHCP HHIT! &

<tfroot>

BSNS-3560-

1#

S2 a2 |fX[Euch



show i p device tracking all

IP Device Tracking = Enabled

BSNS-3560-1+#

show i p dhcp binding

IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 03:06 AM Automatic

ARP SEO| UX|EF C|HtO|A FXH E=0| MHEH EX 7F 2hdghL|ct

Ol HaE M 12.2.330] /= W22 LIEFLIH BT 12.2.55 E£= 15.x 2 Z E9||0{0{= LtEILEX]

Est2 ZE(MMA ZE) 2 13 ZE(ALQR| ZE QI2)2 AMeElE ) & J+X| xto|& 0| Ql&Lct.

<tfroot>
BSNS-3560-1#

show debuggi ng

ARP:

ARP packet debugging is on
Arp Snoop:

Arp Snooping debugging is on

03:43:36: sw_host_track-ev:0050.5699.4eal Stopping cache timer

03:43:36: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
03:43:36:

IP ARP: sent req src 0.0.0.0 001f. 27e6. cf 83,

dst 192.168. 0. 241 0050.5699. 4eal FastEthernet0/1

03:43:36: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
03:43:36: IP ARP: rcvd rep src 192.168.0.241 0050.5699.4eal, dst 0.0.0.0 Vlanl
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BH7 12.2.5504| CHEL IP C|H}O[A

A 12200 e &74T BB S AH8stod EdEHELict

<#root>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:

Fa0/ 1

BSNS-3560-1#

ip device tracking interface fa0O/48

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
10.48.67.87 000c.2978.825d 1006 FastEthernet0/48 ACTIVE
10.48.67.31 020a.dada.dada 1006 FastEthernet0/48 ACTIVE
10.48.66.245 acf2.c5ed.8171 1006 FastEthernet0/48 ACTIVE
192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE
10.48.66.193 000c.2997.4cal 1006 FastEthernet0/48 ACTIVE
10.48.66.186 0050.5699.3431 1006 FastEthernet0/48 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

Fa0/ 1, Fa0O/ 48

B 12.2.559| IP C|H}O|A F£X - 1™ |P o



ol ofollAE PC7t 1% IP T4 2 PAEINSLICH CIHIE ARP SE(MSG=2)2 &2 £ Clbtol
= & 20| YC|o|EEE HoiEL|C}

[ [ — R W

<#froot>

01:03:16: sw_host_track-ev:0050.5699.4eal Stopping cache timer
01:03:16: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
01:03:16: sw_host_track-ev:host_track_notification: Add event for host 0050.5699.4eal,
192.168.0.241 on interface FastEthernet0/1, vlan 1
01:03:16: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
01:03:16: sw_host_track-ev:

M5G = 2

01:03:16: sw_host_track-ev:Add event: 0050.5699.4eal, 192.168.0.241, FastEthernet0/1
01:03:16: sw_host_track-ev:

0050. 5699. 4eal: Cache entry refreshed

01:03:16: sw_host_track-ev:Activating host 0050.5699.4eal, 192.168.0.241 on
interface FastEthernet0/1
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

2t PCol 2 E ARP Q30| M= C|HO|A £ EH|O|S(ARP IfZ! Q| & AIXF MAC =4 &l 2hAl
X IP F4)2 Yolo|EgtLC)

= 15.x0] CH&t IP C|H}O|A =X

802.1x& DACLL Z2 LR 7|52 LAN Lite HHO|M X|HEIX| et & LICHCisco Feature
NavigatorOfl A &4 %HF% MEE EAIStE A2 otE).

b

ZEQo

%1 15.x04| A

T 12.201M 54T B E AE + UL ofFH 5047t %ﬂ%L—IEP i
£ I )7t €-g=tELC

= 7|z 802.1x7F EA48HEl QlE{H 0| A0f CHsH AR IPDT(P & %|

"

<#root>
bsns-3750-5#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE



Total number interfaces enabled: 2
Enabled interfaces:

G1/0/1, G1/0/2

bsns-3750-5#

show run int g1/0/3

Building configuration...

Current configuration : 38 bytes
!

interface GigabitEthernetl/0/3

bsns-3750-5(config)#

int g1/0/3

bsns-3750-5(config-if)#

swi tchport node access

bsns-3750-5(config-if)#

aut hentication port-control auto

bsns-3750-5(config-if)#

do show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30
IP Device Tracking Probe Delay Interval

=0

MAC Address Vlan Interface

192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1

Total number 1interfaces enabled: 3
Enabled interfaces:
Gil/0/1, Gil/0/2,

G 1/0/3

ZEO0|M 802.1x Z1x|1tllo|ME NHEH £ IPDTE Sl T E

ZE MEi7} "'DOWN"'Y = oo 2 ST L E oA IP
access" & "authentication port-control auto"7} &

z|cH QIE{molA F

4

PRI AMEH2 1022 dEE

ACTIVE
ACTIVE

ol A|7HE L}

x| 0| &3t z|24™ "switchport mode



<ffroot>

bsns-3750-5(config-if)#

i p device tracking maxi mum

?

<1-10> Maximum devices

Cisco I0OS-XE®E IP & x| £X

u]

=, k=1

Cisco 10S H{& 15.x2} H|m %2 [ Cisco IOS-XE 3.32| S%t0| HZA A& LCt.

M 1220 £74T BF2 O 0|4 AL E|X| & X|BF OfA| o] 277+ Bret L.

<#froot>

38

50-1#

no ip device tracking int gl/0/48

% Command accepted but obsolete, unreleased or unsupported; see documentation.

Cisco IOS-XE0|M= 2 & IE{H 0|A(802.1x7F T+ E|X|
o| gdsHELct.

<tfroot>

38

50-1#

show i p device tracking all

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0
MAC Address
Source

GigabitEthernetl/0/48 30

10.

10.

10.

10.

IP Address
State

.48.39.29
ACTIVE
.48.39.28
ACTIVE
48.76.117
ACTIVE
48.39.21
ACTIVE
48.39.16
ACTIVE
76.191.24
ACTIVE

ARP

ARP

ARP

ARP

ARP

7
ARP

000c.29bd.

0016.9dca.

0021.a0ff.

00c0.9f87.

0050.5699.

0024.9769.

3cfa

e4a7

5540

7471

1093

58cf

Vlan

20

ot
LS

2 QlE{m|o|A k)0 CHsH ClHfO|A

Interface Probe-Timeout

GigabitEthernetl/0/48
GigabitEthernetl/0/48
GigabitEthernetl/0/48
GigabitEthernetl/0/48

GigabitEthernetl/0/48

30

30

30

30

30



192.168.99.4 d48c.b52f.4ale 99  GigabitEthernetl/0/12 30
INACTIVE ARP

10.48.39.13 000c.296e.8dbc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.15 0050.5699.128d 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.9 0012.da20.8c00 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.8 6c20.560e.1b64 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.11 000c.29e9.db25 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.5 0014.f15f.f7ca 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.4 000c.2972.57bc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.7 5475.d029.74cf 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.108 001c.58de.9340 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.1 0006.f62a.c4a3 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.3 0050.5699.1bee 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.84 0015.58c5.e8b7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.56 0015.fal3.9a40 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.59 0050.5699.1bf4 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.58 000c.2957.c7ad 1 GigabitEthernetl/0/48 30
ACTIVE ARP

Total number interfaces enabled: 57

Enabled interfaces:
Gii/o/1, Gi1i/o/2, Gii/o/3, Gil/o0/4, Gi1/0/5, Gil/0/6, Gil/0/7,
Gii/o/8, Gi1/o/9, Gii/o/10, Gil/0/11, Gil/0/12, Gil/0/13, Gil/0/14,
Gii/o/15, Gi1/o/16, Gili/o/17, Gil/0/18, Gil1l/0/19, Gil/0/20, Gil/0/21,
Gi1/0/22, Gi1/0/23, Gil1/0/24, Gil/0/25, Gil/0/26, Gil/0/27, Gil/0/28,
Gi1i/o0/29, Gii/o/30, Gil/0/31, Gil/0/32, Gil/0/33, Gil/0/34, Gil/0/35,
Gii/o/36, Gi1/0/37, Gil/0/38, Gil/0/39, Gil/0/40, Gil/0/41, Gil/0/42,
Gil/0/43, Gil/0/44, Gil/0/45, Gil/0/46, Gil/0/47,

G 1/ 0/ 48,

Gil/1/1,
Gi1/1/2, Gi1/1/3, Gil/1/4, Tel/1/1, Tel/1l/2, Tel/1/3, Tel/1l/4
3850-1#$

3850-1#sh run 1int

gl/ 0/ 48

Building configuration...

Current configuration : 39 bytes
|

interface GigabitEthernetl/0/48
end

3850-1(config-if)#



i p device tracking nmaxi mum

?
<0-65535> Maximum devices (0 means disabled)

I'I
.

ZEY x|Cf AEE|of CiEF X[Ho| gi&LIChH 02 HIF d3HEE 20|

ok
-~

& 12.2.558 802.1x 2! DACLE A28 IP CI|HIO|A X

802.1x7t DACLE TF'dE B ClHto|A 9| IP FAE X< 7| 2l6 ClHIO|A& X &= 0| AHSEL
Ct.

CHS oolMs 8oz 7 E POl CHsll 2 Sst= ClHIO|A FXE 2o FLCH

<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 0. 244

0050.5699.4eal 2 FastEthernet0/1 ACTIVE
Total number interfaces enabled: 1

Enabled interfaces:
Fa0/1

O|= "permit icmp any any" DACLZ 75 El 802.1x MM lL|C}.

<#froot>
BSNS-3560-1#

sh authentication sessions interface fa0/1

Interface: FastEthernet0/1
MAC Address: 0050.5699.4eal

| P Address: 192.168.0. 244

User-Name: cisco
Status: Authz Success



Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 2

ACS ACL

XACSACLX-

P- DACL- 516¢c2694

Session timeout: N/A
IdTe timeout: N/A
Common Session ID: 0A3042A900000008008900C5
Acct Session ID: 0x0000000D
Handle: 0x19000008

Runnable methods Tist:

Method State
dotlx Authc Success
<#root>

BSNS-3560-1#

show epm sessi on sunmary

EPM Session Information

Total sessions seen so far : 1

Total active sessions 1
Interface IP Address MAC Address
FastEthernet0/1 192.168.0.244 0050.5699.4eal

MEE ACLO| EA|FELICE

<tfroot>
BSNS-3560-1#

show i p access-lists

Extended IP access Tist Auth-Default-ACL

Audit Session Id:

0A3042A900000008008900C5

10 permit udp any range bootps 65347 any range bootpc 65348

20 permit udp any any range bootps 65347
30 deny ip any any (8 matches)

Extended | P access |ist xACSACLx-|P-DACL-516¢c2694 (per-user)

10 permit icmp any any (6 matches)



EE Bt fa0/1 QIE{H|0|A 0| ACLE S EfLICH.

<{froot>
BSNS-3560-1#

show i p access-lists interface fa0/1

permit icmp any any

7|122t2 dot1x ACLO|X| 2t

<tfroot>

BSNS-3560-1#

show ip interface fa0O/1

FastEthernet0/1 is up, line protocol is up
Inbound access 1list is Auth-Default-ACL

ACLO| A= "any"E 192.168.0.244E At&3Hof & LICt O|= @15 ZE Alof CHal| O|et Z 0| &S5t
| 2

X|8F 802.1x DACL src "any"2e| Z< PC2| B X|&l IP2 AKX

Q& ZE A|o| A ACS2| Hell ACL &tLZF FHAIZ|0] show ip access-list BEOZ EA|L|D, E
HM(EHIPE AE35HE AF2XIE) ACLO| show ip access-list interface fa0/1 22 2 QIE{H 0| A0
MEELICE ae{L} auth-proxy= CIHIO|A IP =X E AFESHK| E&LCEH

IP A7t SHI2A B XIZ|X| et o of EAH| ELI7H? ClHo|A& FXE HIE gE

T
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<#root>
BSNS-3560-1#

show aut hentication sessions interface fa0O/1

Interface: FastEthernet0/1
MAC Address: 0050.5699.4eal

| P Address: Unknown

User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both



Authorized By: Authentication Server
Vlan Policy: 2

ACS ACL: xACSACLx-| P- DACL-516c2694

Session timeout: N/A
IdTe timeout: N/A
Common Session ID: 0A3042A9000000000000C775
Acct Session ID: 0x00000001
Handle: 0xB0000000

Runnable methods Tist:
Method State
dotlx Authc Success

[t IP FAE HEE|X| §f X[ DACLE2 Hl& HEFELICH

<{froot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (4 matches)

Extended IP access list

XACSACLX- | P- DACL- 516¢2694 ( per-user)

10 permit icmp any any

Ol ALFEI0ll A= 802.1x01l CHEH CIHFO|A Z=%{0| TR 3K Xy
EO| P ZAE 0|2 2T RADIUS HMA 230 AFRE £ 9 EPE ZelLich. S44 80| AT &

radius-server attribute 8 include-in-access-req
MMA 27 LU ACSHM ECH ME2SHE Het 04 F32 HMHE = JU&Lch

00:17:44: RADIUS(00000001): Send Access-Request to 10.48.66.185:1645 id 1645/27, len 257
00:17:44: RADIUS: authenticator F8 17 06 CE C1 85 E8 E8 - CB 5B 57 96 6C 07 CE CA

00:17:44: RADIUS: User-Name [1] 7 "cisco"
00:17:44: RADIUS: Service-Type [6] 6 Framed [2]
00:17:44: RADIUS: Framed-IP-Address [8] 6 192.168.0.244



proxy2t S UstH & SELICE.

2 HF ACL2 show ip access-list BZ(AAAL| FHA|El 2ENH 2 2296t 2 £ UX|TH show ip
access-list interface fa0/1 B& F 0= src "any"7} EAE Q| A A |P FAEZE CHAIE LICHIP C[HIO|
A FHZ Solff dEdd).

st LE(g1/0/1)2] 37| L PC, 3750X2] AZE Qo] A 15.0.2SE204| CHEF of A|Q]LC}.

<#root>

bsns- 3750- 5#sh aut henticati on sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address:

0007. 5032. 6941

IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VO CE

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy:

100

ACS ACL:

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001012B680D23
Acct Session ID: 0x0000017B
Handle: 0x99000102

Runnable methods Tist:
Method State
dotlx Failed over



mab

Aut hc Success

Interface:
MAC Address:

0050. 5699. 4eal

IP Address:

192.168. 2. 200

User-Name:

ci sco
Status:
Domain:

DATA

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

20

ACS ACL:

GigabitEthernetl/0/1

Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method State

N/A

N/A
COA80001000001BD336EC4D6
0x000002F9

0OxF80001BE

dot 1x Aut hc Success

mab Not run

M3t 7|= MAB(MAC Authentication Bypass)E & aff

ol

—

ST/ PCE dot1xE A2
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LICH ©3t 7|2t



PC 25 St ACLE AFSELICEH

<{froot>

bsns-3750-5#

show i p access-lists XACSACLx-1P-PERM T_ALL_TRAFFI C-51134bb2

Extended IP access 1list XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (

per-user

)
10

pernmt ip any any

oLt QIE{H| Ol A Bllol M & Rlst B AATL CIHIO[AS| IP FAE CHAEIJA&LICH

IP C|HIO|A £XM2 HAZ EE|H3IH, Ol HAEX| wig

o
—
2R HECH EM =8).

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit ip
host 192. 168. 2. 200

any (5 matches)
permit ip

host 192. 168. 10. 12

any

<tfroot>

bsns-3750-5#

sh mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

T A&GLICHACLL| @15 MM 2 Ct



20 0050.5699.4eal

STATIC

Gil/0/1
100 0007.5032.6941

STATIC

Gil/0/1

Jm

H ACL

oo

=2
=

DACLS| AA "any"7t K| SAE IP FAZ CHAIEILIM? S =

Eof Mo{x F 7H2| M4d0o]

P C|H}O|A FXO|M SAEQ|IP TAE o}

= Z0Th(M ZE2| H E F 7H).

MA0| 5tLHE QI B &4 "any"E WAE HR7IL Gi& U

042 MM0| UE ZF2 EXTE LIEILIH, ZE HMoO|

= 7-|o ol_L_IL_||:|. 0| A|I__|-E|OO'||AﬁI_ OE—=||— %FE_QJ 7c=>|sl>‘ O:PF_‘|%| "any"%!L’lE'I.'

BHEo|ME CIELICEH o2
T ACLO| &4 E™MHELICE

g ACLE EH

JeqLt 3560X & 3750X HIT 15.0(2)SEL| B
21010F BfLICH.

<#root>
bsns-3750-5(config)#

int gl/0/1

bsns-3750-5(config-if)#

aut hentication control-direction ?

both Control traffic in BOTH directions
in Control inbound traffic only

bsns-3750-5(config-if)#

aut hentication control -direction both

RIBE|7| Mol EBEE ZEE EF= ZEMAM EL =

I

AER 7}

b

S0, ™ 15.0(2)EX2| 2960XH M= ZEE ©

5t 7| shedT Z[4 27H2] MM0|

1SLICH "in" REQ| AR E



cHZ0| ZEOM A™HRIE TS EJRXE MHKIM ZEZ S K| A% E & UELICHWAKE

on LAN 7|50 R8& =+ UI).

JBE AQIRIE "SI $EHOREACLE MBELICH OfHl BEE ABFEXIE ERK e
LIC}.

<ttroot>

bsns-3750-5#

sh ip access-lists interface g1/0/1 out

bsns-3750-5#

sh ip access-lists interface g1/0/1 in

permit ip host 192.168.2.200 any
permit ip host 192.168.10.12 any

%, 7|2Me2 QE F ACL2 ZEof g EcHE(UE) ol MELIH 2E ECfEH2 ZEM HHE
EHLCHEE 2).
A 15.x2| 802.1x & ALEAHE ACLE &8t IP ClH}O|A =75

EE Bt cisco av & "ipinacl" & "ip:outacl"tl M THE E|l= AHEXHE ACLE MAEE == U&LICH
_I

O| ol Zx|z2flo|Me o|H Amzei ol RAFSHRIE o|HolE H3t7|of
PCOIM AFE At ACLE ALSELICH PCol ISE Z2 W2 CtZot Z&LCt

DACLE A&t

¥ Attributes Details

Access Type = ACCESS ACCEPT
Tunnel-Private-Group-D = 1:20

Tunnel-Type=1:13

Tunnel-Medium-Type=1:6

cisco-av-pair = ip:inacl#l=permit icmp any any log
cisco-av-pair = ip:outacl#l=permit icmp any any

H&t7]0i DACLO| Ot & M k|oq U&LICE.

<#root>



bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0007.5032.6941
IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VO CE

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 100
ACS ACL:

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000568431143D8
Acct Session ID: 0x000006D2
Handle: 0x84000569

Runnable methods Tist:
Method State
dotlx Failed over
mab Authc Success

bsns-3750-5#

sh ip access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bbh2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (per-user)
10

pernmit ip any any

J3jLt 5B ZEO| PCE AHSAHE ACLE AHSELICH

<tfroot>

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address:

192. 168. 2. 200



User-Name: cisco
Status: Authz Success
Domain:

DATA

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Per-User ACL: pernit icnp any any | og

Session timeout: N/A
IdTe timeout: N/A
Common Session ID: COA80001000005674311400B
Acct Session ID: 0x000006D1
Handle: 0x9D000568

gig1/0/1 ZEO|M S El= WAS &elstedH OS2 e

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tlog
permit ip host 192.168.10.12 any

S2 AEXHE ACLAIM 7HX2 Z0|H(log 7I1HE & Z) & HM| & =2 DACLOIA 7HAq
LICE.

ro »

»Y IE
© =
o

P £ 1P F40f CHEH IP ClHO[A =X ol ofsf ZHE S ELICE.

mn
O

A& XM ACL2 debug epm all B Z &0IE &~ Ql&LIC.

<#root>
Apr 12 02:30:13.489: EPM_SESS_EVENT:

I P Per-User ACE: permt icnp any any |og received

Apr 12 02:30:13.489: EPM_SESS_EVENT:Recieved string

G gabi t Et her net 1/ 0/ 1#1 P#7844C6C

Apr 12 02:30:13.489: EPM_SESS_EVENT:Add ACE [permit icmp any any log] to ACL



[GigabitEthernetl/0/1#IP#7844C6(]

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [ip access-Tist extended
GigabitEthernetl/0/1#IP#7844C6C] command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [permit icmp any any log]
command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [end] command through
parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:

Noti fying PD regarding Policy (NAVMED ACL)
application on the interface G gabitEthernet1/0/1

1

ol

EE 8t show ip access-lists WHE &

<#root>
bsns-3750-5#

show i p access-lists

Extended IP access 1list GigabitEthernetl/0/1#IP#7844C6C (per-user)
10 permit icmp any any log

ipoutacl SA12 OE&LITH B 15x0I M 2815 MFEIRLICH 40| £ AERIX|2H A9
xlol A sliE S48 M- /x2lsx| ghaLich

DACLZt H|w e | &+ 0|

Cisco 1 ID CSCut2570201 MHE Zdx{H ALKt ACL2 DACL CHEA| &S LICH.

He| &= ("permit ip any any")1t B 7HO| AKX ZEO| @1ZAE DACLE IP CIHIO|A XS
MEtstX| fnE SHIEA & SE = A &Lt

any" @14 CHAIEIX] etomf 2 E E2fTo| 51 ELICH T2iLt ALS R EFSI ACLE| ZS IP Clut
Ol& 7512 BAsHoF BHLIC

HIZ M 3tE[0] 11 "permitip any any any" & 51 5tLtO| AMEXIDE Q= A2 2 E EcH=l0| RHE
=|L|c}
= .

n

3 IETF S filter-id [11]2 AF2 & 4= UALICH AAA AHE AQ|xl0f 2Z 2 HO|El ACL 0|5
2 Htetgtoict ISE Z 2o 2 O 20 22 = A&Lich


https://tools.cisco.com/bugsearch/bug/CSCut25702

v Common Tasks
[ pAcL Name

WLAM TaglD 1 Edit Tag | IDMame| 20

L] voice Domain Permission
L] web Authentication

L] Auto Smart Port

Filter-ID | Filter-ACL | in
Y (bl £ Le)S x|IGslof FLICH 0|F ¢l SEE 522 F7tsl{of &L

v Advanced Attributes Settings

Radius:FilterID = |Filter-ACL out

O7 O ClH 3o CHS0| EAIELCH

<#root>

debug epm al |

Apr 12 23:41:05.170: EPM_SESS_EVENT:Filter-Id :

Filter-ACL received

Apr 12 23:41:05.170: EPM_SESS_EVENT:Notifying PD regarding Policy (NAMED ACL)
application on the interface GigabitEthernetl/0/1

sie ACL2 25 E Mol CHai Mz EAIELICH

<#root>
bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200



User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

Filter-1d:

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method State
dotlx

Aut hc Success
mab Not run

Filter-ACL

cisco

Authz Success

DATA

Should Secure
Unsecure

multi-auth

both

Authentication Server
20

N/A

N/A
COA800010000059E47B77481
0x00000733

0x5E00059F

12|11 ACLO| IE{H|o|A0f HFCIE | T

<#froot>

bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tlog
permit tcp host 192.168.2.200 any log

O] ACL2 St CIEm|o|A0|M CHE ROl ACLI HEE = U&
x| ZEO0| ISEOA DACLE 7tX = CHE 4™ X} "permit ip any any" & 7+X|1 RICHH CHZ

= A&LIch

<tfroot>

bsns-3750-5#

show i p access-lists interface gl1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog
permit ip host 192.168.10.12 any

LICH o|& E04, &

mr 4o



IP CIHFO|A ZR{2 ZF AA(ARKH O CHaH AA IPS RHEHAIEHLIC
HELIH? (AFSKHE ACLE) AKX AFS E|X| b & LICt
IP C|HFO|A =X - 7|24f & 28 Ata|

|A0| AR o{iH 7|50 MHE IPDTE AIE5tE{H HXA{ CIS CLI HHES AL 3504

<#root>
(config)#

i p device tracking

2 E|A 15.2(1)E 0|40 A= ip device tracking @& 0| I 0|4 ER3HX| ot&LICt IPDTE 0| 7S
o o|ESt= 7Is0lAM EMstete dRoE &5t ELct

IPDTE &M3lstE 7I50| 1™ IPDT7H HIZAEHEILICE. "no ip device tracking(ip CIHFO|A &
X oF B HAE2 MEE|X| t&LICH EY 7|S0= IPDTE E4sh/HIEHEE &= Qe HEEO]
A& LICH

IPDTE & 4 3}5tH0| A "Dupllcate IP Address(IP & £X|)" EXME 7|d3HoF grL|ch. KFAISH LY
22 "ZE P FA0.0.0.0" 27 HAIX| 22X HZES & XSHAAL.

t= 20| E&LCH

ol

EH3 ZEO|MIPDTE HIE 3

<tfroot>
(config-if)#

no ip device tracking

O|% Cisco I0SO| M= CHE EElL|Ct.

i

<tfroot>
(config-if)#

i p device tracking maxi mum 0

"Duplicate IP Address(5= IP £4)" 2XME 2 X|5t2{H HMA ZEO|AM IPDTE &35t ARP
Z2HE X|AHst= Aol E&LICH


http://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3

<#root>
(config-if)#

i p device tracking probe delay 10

H{7& 15.x01 CH3F QIE{TH 0| A ACL RHEHA

CIE{H|0|A ACLO| A= 2l
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2
ofn
o
r
[ul

<ffroot>

interface GigabitEthernetl/0/2
description windows7
switchport mode access

ip access-group testl in

authentication order mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

end

bsns-3750-5#

show i p access-lists testl

Extended IP access Tist testl
10 permit tcp any any log-input

2L Q1B 0| AEZ 50 AAA AEHol A BHEHEI ACLOY o|8H CHA| 7| =(XH X&) ElLICHDACL,
ip:inacl EEE filtered@IX| 048 = A #IS).

e ACL(test1)2 ECHE S AEE = UX|BHYEIHMo 2 7Y 2E0 M 518 F) 215 Fole o
olg EM7F E|x| ¥ &LCh.

AAA MEH{O{M o ACLE EHEHE|X| of= B0 QEH 0|A ACLE FHo{AA 1 MA| AMA HEt
£ MS&rct.

TCAM(Ternary Content Addressable Memory)2 ACLO| QIE{H| 0| A 2|l of M 047 5| Hi 1= |0
AUSE LIEILIEZ oF7F @3l 9| AK|7t Q& LICH.

Ct2e 3750X2| HA 15.2.29| of| lL|C}.

<ffroot>
bsns-3750-6#

show pl atform acl portlabels interface gl1/0/2



Port based ACL: (asic 1)

Input Label: 5 Op Select Index: 255
Interface(s): Gil/0/2
Access Group:

testl

, 4 VMRs
Ip Portal: 0 VMRs
IP Source Guard: 0 VMRs
LPIP: 0 VMRs
AUTH: 0 VMRs
C3PLACL: 0 VMRs
MAC Access Group: (none), 0 VMRs

O| Y2 = MM =Fo0| ot QEm|o|A & 0Bt R EELICH F 7HX| F7F HE(SE ACL M3)=
CHEolM FEE &+ A&LICH

<#froot>

bsns-3750-6#

show i p access-lists interface g1/0/2

permt ip host 192.168.1.203 any

Extended IP access Tlist

testl

10 permit icnp host x.X.X.x host n.n.n.n

|3l "permit ip any any" DACLO| gF&tE|H "any"= C|HIO|A =7

o

F B 52 QEmo|lA ACLS| Zt0|H ZE M QIS (HEF Fod Mol HSELICH

OLHEI LM 5 ACL2 (EEE0 et CHE) A K|0] /L &LICE Ol= 3750X 2| T 15.2.204| A &f

5, 20l Mol B2 £ MM 25 MBELICH HIX{ DACLE M=st T S WA QIE{H 0|4 ACLE
Metgtic

k2t M B AR "deny ip any any any"& F7}518 DACLO|M QIE{H O|A ACLS 1243HX| f&LICtH



QUHIR{o 2 DACLO|E HA|X HE7I elem 1 0|F0i= 2IE{H0|A ACLO| =L}

3750X0{| A H{T1 15.0.22| S&F2 S5 X|Bt sh ip access- Ilst interface H@2 O 0|4 QIE{HO|A
ACLE EAISHK| t&LICH2E{Lt DACLO| HA|X HE I} s & QIE{H 0|A ACLT 1ZAE).

802.1x0{ AFEE|E= 7|8 ACL

7|2 ACLOlE = 7tX| R0l J&LICH

« auth-default-ACL-OPEN - 7H& 2 =0i AR ElL|C}.
« auth-default-ACL - &8l M| A0 A2 EL|C.

ZEJ} QB E|X| ot2 MENY [ auth-default-ACL ! auth-default-ACL-OPENO| 25 At ElL|Ct
718 Mo 2 EHEl HMATE AR EILICE

%, 018 ™ol = auth-default-ACLOMIM 3 &35t ECiElE XMelst ZE Eci=lo| ArM|E LI
O|= 7| 3t DHCP EcHZl 0| T8t £040i| H335t7| Mol 3{SELICE.
IP FA7I Y 5|10 CIR2REZE8 DACLE SHIEZAH ME8E = l&LICt.

e ACL2 Atse =z Ydk|H Amaso[MoMd &&=+ gi&Lch

<#root>
bsns-3750-5#

sh run | i Auth-Default

bsns-3750-5#

sh ip access-lists Auth-Default-ACL

Extended IP access list

Aut h- Def aul t - ACL

10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (12 matches)
30 deny 1ip any any

A ._'“‘KH 215 (215 A Mt Fo B A Ato|)ofl CHslf SXM o= M= obx|ef MMo| M7HE = |
{

Auth-Default-ACL2 DHCP EcHZ/0F §{&&fLICH 2150| 435t A DACLO| CIREZEE|H HE
MlAdof| MgEL|C



5 E £ open auth-default-ACL-OPEN2 2 #4735l Auth-Default-ACL-OPENO| L}EIL}H O] 2E
7t AFE E|0H Auth-Default-ACLZ H&fs| S Ut WAlo2 arEgFLCH

<#froot>

bsns-3750-5(config)#int g1/0/2
bsns-3750-5(config-if)#authentication open

bsns-3750-5#

show i p access-lists

Extended IP access list

Aut h- Def aul t - ACL- OPEN

10 permit ip any any

F ACLE 5 MEX X8 + UXRIEH HI|aefolMHoll= EAIEX]| &LICH

<#root>
bsns-3750-5(config)#

ip access-list extended Auth-Default-ACL

bsns-3750-5(config-ext-nacl)#permit udp any any

bsns-3750-5#

sh ip access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (16 matches)
30 deny ip any any
40 permit udp any any

bsns-3750-5#

sh run | i Auth-Def

bsns-3750-5#

W R2E

O™ MMOM= ACL(Z 2o R ¥7| ZE0i| AFSE|l= ACL Z&)2| S&of CHal| MHERH&LIC.
¥7| 2Eo| &2 g1 Z&Lct



« MMO| QIBE|X| of2 AEIY I (7]& auth-default-ACL-OPENO]| [} 2}) 2 E ECHEIE §&
st|Ch
- OI&/HEt £094 F0l(PXE(Encryption Appliance Model E) £ & A|LI2[0f M8 E&= EEA'”
A7 AIiE F("'ER YHWE ZE"Ehs ALE(20] AE) M40| SRl K| EL*E’ A EHRILICE.
. HWOl o] EHEof CHEt Mt Fo{ JEHZE O|S5tEH ACLO| 1ZE[T & §iml DACLO| At
El ChS 9IE{H 0|A ACLO| AFSELCE.
. EP Q15 &= ChE THIQlel B o4 MM0| SAof 0424 HEfZ Qg &+ U&LIch ™

CH2 ZF M|Mof| M2 CFE ACL 30| M=),

LS

CIE{H 0|4 ACLO| E40l 7S

SHE&9| B9 DACLE SHI=2H MEstedH QB W 0|A ACLO| E QL.

MH

0424 6500/4500

CHH2 2 QIE{m|0|A ACLO| 8= 4500 sup2 12.2.53SG62| of| IL|C}.

<ffroot>
brisk#

show run int g2/3

|

interface GigabitEthernet2/3
switchport mode access

switchport voice vlan 10
authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

O ChE 3A4E7 Q15 E = DACLO| CH2 2= ElL|CH MEE|X| otarnd Mt Fo47p AlmfgfL|ch

<#root>
*Apr 25 04:38:05.239: RADIUS: Received from id 1645/19 10.48.66.74:1645,

Access- Accept,

Ten 209

*Apr 25 04:38:05.239: RADIUS: authenticator 35 8E 59 E4 D5 CF 8F 9A -
EE 1C FC 5A 9F 67 99 B2

*Apr 25 04:38:05.239: RADIUS: User-Name [1] 41

#ACSACL#- | P- PERM T_ALL_TRAFFI C-51ef 7db1

*Apr 25 04:38:05.239: RADIUS: State [24] 40
*Apr 25 04:38:05.239: RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A 30 61



[ReauthSession:0a]
*Apr 25 04:38:05.239:
[30424a000EF50F53]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
[CACS:0a30424a000]
*Apr 25 04:38:05.239:
[EF50F535A6693:1s]
*Apr 25 04:38:05.239:
[e2/180269538/128]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:

[ G e/Y9ra\]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:

i p:inacl #l=permt

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:

ip any any

33 30
35 41
Class
43 41
45 46
65 32

36 35

34

36

43

35

2F

35

32 34 61 30 30
36 39 33

[25]
53 3A 30 61 33
30 46 35 33 35
31 38 30 32 36

33

Message-Authenticato[80]
AF 47 E2 20 65 2F 59 39

Vendor, Cisco
Cisco AVpair

[26]
(1]

30 45 46 35 30

[ 5A6693]
54
30 34 32 34 61

41 36 36 39 33

39 35 33 38 2F
[ 6553]
18

72 9A 61 5C C5

36

30

*Apr 25 04:38:05.239: RADIUS(00000000): Received from id 1645/19

*Apr 25 04:38:05.247:

EPM SESS ERR Failed to apply ACL to interface

*Apr 25 04:38:05.247: EPM_API:In function epm_send_message_to_client
*Apr 25 04:38:05.247: EPM_SESS_EVENT:Sending response message to process

AUTH POLICY Framework

247: EPM_SESS_EVENT:Returning feature config
247: EPM_API:In function epm_acl_feature_free
247: EPM_API:In function epm_policy_aaa_response
247: EPM_FSM_EVENT:Event epm_ip_wait_event state changed from
ip-wait
247: EPM_API:In function epm_session_action_ip_wait
247: EPM_API:In function epm_send_ipwait_message_to_client

*Apr 25 04:38:
*Apr 25 04:38:
*Apr 25 04:38:
*Apr 25 04:38:
policy-apply
*Apr 25 04:38:
*Apr 25 04:38:05.
*Apr 25 04:38:05.
for type DOT1X

*Apr 25 04:38:05.

05.
05.
05.
05.
to

05.

247:

247:

YAUTHMGR- 5- FAI L:

46 35 33

30 30 30

3A 69 73

31 32 38

8B ED F5

EPM_SESS_ERR:NULL feature 1list for client ctx 1B2694B0

(0007.5032.6941) on Interface G 2/3
Audi t Sessi onl D 0A304345000000060012C050

brisk#

show aut henti cati on sessions

Interface
Gi2/3

Aut hz Fail ed

MAC Address
0007.5032.6941 mab

Method

0A304345000000060012C050

QlIE{m|O|A ACLO| F7t=l &

Domain
VOICE

Aut hori zation failed for client

Status

Session ID



<ffroot>
brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (63 matches)

brisk#sh run int g2/3

!

interface GigabitEthernet2/3
switchport mode access
switchport voice vlan 10

ip access-group all in

authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

ol

o|x gl

—

2047} &35 DACLO| HIE2 A M=/L|C}.

o
rot

<#root>
brisk#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID

Gi2/3 0007.5032.6941 mab VOICE

Aut hz Success

0A30434500000008001A2CE4

S A2 "authentication open"0l| & E|X| et &LICH DACLE &

IE{m0|A ACLO| HREhLCt

4500/65002| DACL

4500/650001 A DACL acl_snoop DACLZ} &7A| 4 ELICt. 4500 sup2 12.2.53SG6(X3} +

PC)2| of| 7+ 047 |ofl EAIEILICE. S%44(10) & ClIOIE{(100) VLANO]

<ffroot>

= g4
=

9| ACLO| A &LLL.



brisk#

show i p access-lists

Extended IP access 1list

acl _snoop_G 2/3_10

10 permit ip host

192. 168. 2. 200

any
20 deny ip any any
Extended IP access Tist

acl _snoop_G 2/3_100

10 permit ip host

192.168. 10. 12

any
20 deny ip any any

IPDTOll 2HIE &=50| Y222 ACLS T )& LI}

<#froot>
brisk#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 10. 12
0007.5032.6941
100
GigabitEthernet2/3 ACTIVE
192. 168. 2. 200
000c.29d7.0617
10

GigabitEthernet2/3 ACTIVE



AUSE MMM FA

<#root>
brisk#
show aut hentication sessions int g2/3
GigabitEthernet2/3
000c.29d7.0617

Interface:
MAC Address:
IP Address:
00-0C-29-D7-06-17

User-Name:
Authz Success

Status:
VOICE
multi-auth

both
Authentication Server

192. 168. 2. 200

Domain:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3043450000003003258E0C
Acct Session ID: 0x00000034
Handle: 0x54000030

Runnable methods Tist:
Method State
Authc Success

mab
dotlx Not run
Interface: GigabitEthernet2/3
MAC Address: 0007.5032.6941
IP Address:

00-07-50-32-69-41

192. 168. 10. 12
Authz Success

User-Name:
Status:
Domain: DATA

Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3043450000002E031D1DB8
0x00000032
0x4A00002E

Acct Session ID:
Handle:

Runnable methods Tist:
Method State
Authc Success

mab
dotlx

Not run



O| EtAIOM PCet ™3| 25 ICMP o 2ol SE5HX|EH QIE{H|O|A ACL2 CHETH 242 7[sEH A
Sehuct

<#froot>

brisk#show ip access-1lists interface g2/3
permit ip host

192.168. 10. 12

any

off 177 2? DACL2 T™8}7((192.168.10.12)0fl CHEHAM B F A7 HELICH PCOHIME @ E
2 CO| OIE{m| 0| A ACLO| AFRElL|LC},

<#root>
interface GigabitEthernet2/3

ip access-group all 1in
authentication open

brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (73 matches)

29F5tH, acl_snoops PCo 5t7| ZF0f CHaH A4 E|X|2F DACLE T&t7 [0l CHaHA{2h ghethel
LIcH 2k siE ACLO| QIE{m[o|A0f HEQIEE e 2 F AL

802.1x2| MAC =4 ArEH

802.1x 215 0| A|EtE|Ed MAC =4 = 04715 DYNAMICS ZE EA|Z|X|BH sHE miZlod CHEt ZHede
DROPQIL|C}.

<#root>
bsns-3750-5#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007. 5032. 6941

dotlx UNKNOWN



Runni ng

COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007.5032. 6941 DYNAM C Dr op

Total Mac Addresses for this criterion: 1

Cl&0| H335tH MAC =47t 1™
<tfroot>

bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain
Gil/0/1

0007.5032. 6941
mab VOICE
Aut hz Success

COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

100

0007. 5032. 6941 STATIC G1/0/1

Status

O| £|7 ZTE B35 7} N ZE/L|C}.

Session ID
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» show tech
« show authentication session interface <xx> detail
+ show mac address-table interface <xx>

EEet SPAN ZE miZ! & A ChE CIHAE +Eot= W0l FE&LICHL

« C|H{21 radius verbose

« epmall C|H

- ZE QB CIHO

« BF dotix C|HH

Q& 7ls ClH <yy> 25
aaa @& C|HH

aaa ™&t £0{ C|H

F2

—
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