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aaa authentication login default group radius local
aaa authentication dotlx default group radius

aaa authorization network default group radius
dotlx system-auth-control

interface Ethernet0/0

switchport access vlan 666

switchport mode access

ip device tracking maximum 10

duplex auto

authentication event fail action next-method
authentication order dotlx mab
authentication port-control auto

dotlx pae authenticator

end

radius-server host 192.168.10.152 auth-port 1645 acct-port 1646 key cisco
&M &£H|

EAP-TLS2| B2 &IHRIe Q& MHH Z50i Q& M7I E2ELICH 0] 0= OpenSSLOY| A 24445t
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openssl genrsa -des3 -out ca.key 1024
openssl req -new -key ca.key -out ca.csr
cp ca.key ca.key.org
openssl rsa -in ca.key.org -out ca.key
openssl x509 -reqg -days 365 -in ca.csr -signkey ca.key -out ca.crt
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2. Ml 7He| ALSRF Q1B M L ST CAMIM AHEEH ACSE QB AE MMErLICH
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EE= s 24Ut

openssl genrsa -des3 -out server.key 1024
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openssl req -new -key server.key -out server.csr

cp server.key server.key.org
openssl rsa -in server.key.org -out server.key

openssl x509 -reqg -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial
-out server.crt -days 365

openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt

712l 7|= server. key ool Qe 2B ME server.crt IO Q& LICH pkes12 BT 0]
server.pfx I+of & LlEP
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ldapsearch -h 192.168.10.101 -D "CN=Administrator,CN=Users,DC=cisco-test,DC=co
Adminpass -b "DC=cisco-test,DC=com"

test2o| Zut= CtSaF Z &L ct.

# test2, Users, cisco-test.com

dn: CN=test2,CN=Users,DC=cisco-test,DC=com

userCertificate:: MIICuDCCAiGgAWIBAgIJAP6cPWHhMc2yMAOGCSgGSIb3DQEBBQUAMFYXCZAJ
BgNVBAYTA1BMMQwwCgYDVQQIDANNYXoxDzANBgNVBACMB1dhcnNhdzEMMAOGA1UECgwDVEFDMQwwC
gYDVQQLDANSQUMxDDAKBGNVBAMMA1RBQzAeFw0xMzAzMDYxM] UzMj daFw0xNDAZMDYxM] UzMj daMF
oxCzAJBgNVBAYTA1BMMQOswCQYDVQQIDAJQTDEPMAOGA1UEBwWwGS3Jha293MQ4wDAYDVQQKDAVDaXN
JbzENMASGA1UECWWEQ2 9y ZTEOMAWGA1UEAWWEFAGVzdDIwgZ8wDQYJKoZ IhvcNAQEBBQADGYOAMIGT
AOGBAMFQZywrGTQKL+LeI190vNavCFSG2zt2HGs8gGPrf/h304IIvU+nN6aZPdkTdsjiuCeav8HYD
aRznaK1LURt1PeGtH1cTgcGZ1IMwIGptimzG+h234GmPU59k4XSVQixARCDpMH8IBRIZOSWQLXe+kR
17ZpXC444eKOh6wO/ +yWbdbAgMBAAG]T gYkwgYYwCwYDVROPBAQDAGTWMHCGALUAJQRWMGAGCCSGAQU
FBwWMBBggrBgEFBQCcDAgYKKwYBBAGCNwWODBAYLKwYBBAGCNwODBAEGCCsGAQUFBWMBBggrBgEFBQQgC
FQYKKwYBBAGCNwODAQYKKwYBBAGCNxXQCAQYJKwYBBAGCNXUGBggrBgEFBQCcDAjANBgkghkiGIwOBA
QUFAAOBgQCUXwAgCcYJLNmM6gEDTWmM /OWmTFjPyAS5KSDB76yVaZwrllch7eZiNSmCtH7Pn+VILagf9o
tiF15ttk9KX6tIvbeEC4X/mMQVgAB3HUJHS5sL1In/k2H10XCXKEMgMGrtsZrA64tMCcCeZRoxfA094n
PulwF4nkcnulx0O/B7x+LpcjxjhQ==
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Metwark Access Manzger | Metworks
§¢:§ Chent Palcy
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Connection Ty
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User Credentials
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Remember Forever
Remember while User iz Logged On

@ hever Remember

Certificate Sources Remember Smart Card Pin

Remember Forever

@ Smart Card or 05 cerbificates
1 Remember whie User is Logged On

~) Smart Card certificates only
@ Mever Remember

4. xml I} 2 c:\Users\All Users\Cisco\Cisco AnyConnect Secure Mobility Client\Network

Access Manager\system\configuration.xmIS 2 & & L|Ct.
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Description: |

Authentication Method List
Cerlificale Authenticalion Profile
Carificate Based I:.rt profila 2 Salect I

[] Password Based

Additional Atiribate Retrieval Search List
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ts = Authorization and Permissions > Network Access » Authorization Profies > Edit
EERL gt

juGeneral ]| Common Tasks;

ACLS
. Policy Elements Downloadable ACL Name: NotinUse |+ |

S Filter-ID ACL: NotinUse |
: i Proxy ACL: NotinUse  ~|

Voice VLAN

Parmission to Join: ‘Motin Use |‘FI

VLAN

WVLAN IDIMame: Statie |v| # Value [2
Reauthentication

Reauthentication Timer; Matin Use Ivl

Maintain Connectivity during
Reauthentication;

Qos
Input Policy Map: [Motin Use | - I
Output Policy Map: ‘MNotinUse | w |

802.1X-REV
LinkSec Security Policy: Motin Use Ivl
URL Redirect

Whean a URL is defined for Redirect an ACL must also be defingd

LRL for Redirect: Motin Use I'l'l
URL Redirect ACL:; [NotinUse [+ |

& = Requirad fields

T Users dentity Stores

oo Filter: [ | matchin =l PEE ~

LTIy Lerodps

Internal [dentity Siores 1 Friendhy Name < Explration Issued To Issued By Deseription
g O Tac 0811 1611.2013  TAC TAG

fIcate ALthoniles
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Cisco AnyConnect
Cisce AnyConnect Secure Mobility Client
Choose certificate for the connection my configured
802, 1x profile:
test3@ @ v
test3m Verify your netwark connection.
e — .
Itestl@ -
sEED E?: I
Mo Metwaork Connectivity
Expiration Date: 2014-03-06 12:549: 24 UTC
Serial Number: FEQC3D6 IE131CDE3 ! Network:
Authenticating

my configured 802.1x profile

test2 Q1S ME AI25IH RADIUS EMT} &7 M3 ST gt&Lct.

00:02:51: $DOT1X-5-SUCCESS: Authentication successful for client
(0800.277f.5f64) on Interface Et0/0

00:02:51: $AUTHMGR-7-RESULT: Authentication result 'success' from 'dotlx’'
for client (0800.277f£.5f64) on Interface Et0/0

switch#

00:02:51: $EPM-6-POLICY_REQ: IP=0.0.0.0| MAC=0800.277f.5£64]|



AUDITSESID=COA80A0A00000001000215F0| AUTHTYPE=DOT1X |
EVENT=APPLY

switch#show authentication sessions interface e0/0
Interface: Ethernet0/0
MAC Address: 0800.277f£.5f64
IP Address: Unknown
User-Name: test2
Status: Authz Success
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 2
Session timeout: N/A
Idle timeout: N/A
Common Session ID: CO0A80A0A00000001000215F0
Acct Session ID: 0x00000005
Handle: 0xE8000002

Runnable methods list:
Method State
dotlx Authc Succes

VLAN 27 S EE|{&LICE ACSe| MEt 204 L 21 (04: Advanced Access Control List 2= &Y
et 204 ElO|H)ol| CHE RADIUS EME F7IE £ &LCh

ACSe| 21 & ChE3 Z &L



12813 Extracted TLS Certificate\erify message.
12804 Extracted TLS Finished message.
12801 Prepared TLS ChangeCipherSpec message.
12802 Prepared TLS Finished message.
12816 TLS handshake succeeded.
12509 EAP-TLS full handshake finished successfully
12505 Prepared EAP-Request with another EAP-TLS challenge
11006 Returned RADIUS Access-Challenge
11001 Received RADIUS Access-Request
11018 RADIUS is re-using an existing session
12504 Extracted EAP-Response containing EAP-TLS challenge-response
juati . i
15006 Matched Default Rule
24432 Looking up user in Active Directory - test2
24416 User's Groups retrieval from Active Directory succeeded
24469 The user certificate was retrieved from Active Directory successfully.
22054 Binary comparison of certificates succeeded.
22037 Authentication Passed
22023 Proceed to attribute retrieval
22038 Skipping the next IDStore for attribute retrieval because it is the one we authenticated against
22016 |dentity sequence completed iterating the IDStores
Evaluating Group Mapping Policy
12506 EAP-TLS authentication succeeded
11503 Prepared EAP-Success
i . B i
15042 Mo rule was matched
Evaluating Authorization Pelicy
15004 Matched rule
15016 Selected Authorization Profile - vian2
22065 Max sessions policy passed

22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

22X =

ACsofl & Alzt 43

7t

olr

8t @7/ - ACS Active Directory2| LIE 27



12504 Extracted EAP-Response containing EAP-TLS challenge-response
12571 ACS will continue to CRL verification if it is configured for specific CA
12571 ACS will continue to CRL verification if it is configured for specific CA
12811 Extracted TLS Certificate message containing client certificate.
12812 Extracted TLS ClientkeyExchange message.

12813 Extracted TLS CertificateVerify message.

12804 Extracted TLS Finished message.

12801 Prepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeeded.

12508 EAP-TLS full handshake finished successfully

12505 Prepared EAP-Request with another EAP-TLS challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12504 Extracted EAP-Response containing EAP-TLS challenge-response
Evaluating Identity Paolicy

150068 Matched Default Rule

24432 Looking up user in Active Directory - testl

24416 User's Groups retrieval from Active Directory succeeded

24463 Internal error in the ACS Active Directory

22059 The advanced option that is configured for process failure is used.

22062 The 'Drop' advanced option is configured in case of a failed authentication request.

AD DColl A& X HilE & &M glg
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12571 ACS wall continua to CRL verfication if it 15 cenfigured for spacific CA

12811 Extracted TLS Certificate message containing client certifcate.

12812 Extracted TLS ClientKeyExchange message.

12813 Extracted TLS Certificatevenfy message.

12808 Extracted TLS Finished message.

12801 Frepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeedad.

12508 EAP-TLS full handshzke finished successfully

12505 Preparsd EAP-Request with ancther EAR-TLS challenge

11006 Feitumed FADIUS Access-Challenge

11001 Received RADILS Access-Request

L1018 BADIUS 15 re-using an existing session

12504 Extracted EAP-Respoense containing EAP-TLS challenge-response

Ewvaluating Idenzity Pelicy

15006 Matched Dafzult Ruls

24437 Looking up user in Active Directory - test?

24416 User's Groups retrieval from Active Directory succeeded

24100 Some of the expected attributes are not found on the subject record. The default waluss, i configured, will be used for these sttrbutes
#4468 Failed to retrieve the user certificate frem Active Directory.

22048 Binary comparison of certificates failed

22057 The advanced option that is configurad for a failed authentication requast is used,
22061 The 'Beject' advanced option is configured in case of a failed authentication regquest,
12507 EAPR-TLS authentication failed

11504 Prepared EAP-Failure

11003 Retumed FADILS Access-RAeject
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Connection Ty
This should be wsed if the end station should log onto the nebwork before the user logs in. I Madhine 20
This is typicaly ussd for connecting to domains, to get GPO's and other updates from the Cradantisk
network before the user has acoess. Lise=r Auth

User Connection | Credentials

The user cormection should be wsed when a machine connection is not nacessary, A user
connechon wil make the network avallable after the wsar has logged on.

Thig type of connectian wil be made autamaticaly when the machine boots. Tt wil then be
brought down, and back up agan with different credentials when the user logs in.
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