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SNMP 723+ 74 AH HibH
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0| & Mol M= NGFW(Next Generation Firewall) FTD 0{Z 2t 0[|21A 0| A SNMP(Simple Network
Management Protocol)& 7435t M| E sHZA5t= 2ol CHai dBELICEH

A QT AtE
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Firepower NGFW O{Z20|HA = 2710 £ 52| A|lARICE BEE = UsLch

« FX-OS(Firepower Extensible Operative System)= MA| 3t =E9|012 AMo{&fL|Ct.
« FTD(Firepower Threat Defense)= Z& LHolAM A ELICH

FTDE Snort 2% & LINA ATIO| 27}X| £ ATz FHE S& AZEo{LICH FTDL|
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FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Mon SNMP-capable

Chassis mgmt

interface ' __ SNMP-capable j

Firepower 2100 0{Z2}0[|21A 2| SNMP A EI2 FTD £ 2| 2IE{H 0|A & IPE AFSELICE o{EEl
0|diA RIA|E O] QE{HO|A MM £ AIE|= SNMP EZfE2 EE|X|5t1 FXOS AZ EQjoof MG
gruct

=

SNMP-capable

FTD data Security Module

interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt Non SNMP-capable

AEZEQ|o{ 2|4 6.6 O|F & AHEStE FTDOIE ChE 22 #HE AHE 0| T =& LICH

- 2| QIE{Ho|AE SF SNMP.

« FPR1000 E£= FPR2100 Al2|= E3E 0= O B+ 22| QIE{H[O|AE S35 LINA SNMP
2 FXOS SNMPE 25 E&&fLICt EE8F Platform settings(Z21& M) > SNMP2| FMCO]|
MEY 7MH Z9IEE NS ELICY.
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FPR4100/FPR93002| MA|(FXOS) SNMP

FTD data

Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

SNMP Request

— SNMP-capable ]

GUIE E38H FXOS SNMPv1/v2c 7

1Et7A|. FCM(Firepower Chassis Manager) UIE €1 Platform Settings(Z3H& A7) > SNMP &{2
2 O|SELICH SNMP & 43t & XHE MEIStT SNMP 30| AHSE HRLIE| EAtEE XIHEt O

= Save(MT)E MEHELICH



Overview Interfaces Logical Devices Security Modules EEEIHEE=TE e il _
HT-P

; * En B

ceH Sdman State: Enabla

* SHMP Port: 161
HTTPS ammunityUSername: ssansans cet:MNo
Ada
System Admmmstrator Name:
Syslog
DNS Lcation:
FIFS and Commaon Critenia
Access List SNMP Traps
4 I o add |
Hame Port  Version V3 Privilege Type
SHMP Users
4+ ] Add
Hame Auth Type AES-128
3 Save | Canced

S

lo ot

f 0: Community/Username(7 7 LIE|[/AtE X} O|F) EE=7t o|0| HHE[o] /Y= E2 Bl EE=
LEZR U= HAEE Set: Yes(AH: of)&LICtH. Community/Username(Z47 LIE|/ALE
At O] E) Zlcof ZtO| of & QadE x| et 7=|0 HlZEo| QEZ Qe HIAE = Set: NO(AE"

= =
H: ot )Lt

2CHH[. SNMP E- CHA MEHE F A& L.



Add SNMP Trap

Host Name:™®

Community/Username:™

Port:™
Version:
Type:

V3 Privilege:

192.168.10.100

SEEFEEES

162
V1l & V2 V3

® Traps Informs

N D Ao YW EY sAE CiE HRLIE| 22 SEXO|H O E &

>‘ |-0||

A i oFEHIFRILICE.

EE 1P F4 EE O|B22 HolY 4 ALICH OK(HQNE Mest
0l X502 XIZEILICH SNMP 71 HOIRIOUM XIE HES AT

CL(E™Z QIE{mH0]|A)E S8l FXOS SNMPv1/v2c 744

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnp

ksec-fprok-1-A /monitoring* #
set snnmp comunity

Enter a snmp community:

Cancel



ksec-fprok-1-A /monitoring* #

enter snnp-trap 192. 168. 10. 100
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v2c

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comm t-buffer

GUIE S35l FXOS SNMPv3 744

1EtA. FCM2 1 Platform Settings(Z23H & 4%) > SNMP &S 2 0|S & LICt.

2EHHl SNMP v32| B2 &2 MMM HRLIE| EXtEe e eIt algLch dHE 2 &
FA %

AZXHE FXOS SNMP QI Zlof CHEE ZEIE MB3MoZE Ade £~ Q&aL|cH & il EHAls Z3HE
0AM SNMPE &dstste JULICH 2ZEE|H AL L CHA ER SAEE MME £+ Q&L
SNMP AF2X LI SNMP E S AEE B X502 X{AE|L|CH



-al Devices Security Modules EEIGTE RISl _
161

Part:

Community/Usermame: Set:o

Syetem Admarngkrator Name:

Location:

SHNMP Traps

SNMP Uzers

2 —

3EHA|. o|O|X|ofl EAIE! CHE SNMP AFEAHE FIIELICH Q15 82 &4 SHAO|X|EH &F & 5o
AES EE= DESE A& = &L|Ct.



Add SNMP User

Mame:*

Auth Type:
Use AES-128:

Password:

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

usarl
SHA

L d

LA L L LR L]

LA L L LR AL

o
=

4CHAH|. o|O|K|o] EAIEI CHE SNMP E& SAEE F7hehL|Ct

Cancel



Add SNMP Trap

Host Mame:™ 192.168.10.100

Community/Username:* senes

Port: ™ 162

Version: V1 V2 @3

Type: ® Traps Informs

V3 Privilege: Auth NoAuth '® Priv

OK Cancel

CLIE E35l FXOS SNMPv3 74

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnmp

ksec-fprok-1-A /monitoring #
create snnp-user userl

Password:
ksec-fprok-1-A /monitoring/snmp-user® #

set auth sha
ksec-fprok-1-A /monitoring/snmp-user® #
set priv-password

Enter a password:
Confirm the password:
ksec-fprok-1-A /monitoring/snmp-user® #



set aes-128 yes

ksec-fprok-1-A /monitoring/snmp-user* #
exit

ksec-fprok-1-A /monitoring* #

enter snnp-trap 10.48.26.190
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v3

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comi t - buf fer

FPR4100/FPR93002| FTD(LINA) SNMP

SNMP Request

SNMP-capable

FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

—— SNMP-capable j




- 6.6 O|F ZZ|A0ME £ L EZ0| FTD &2l QIHHO|AE AT =& U&LICH

SNMP Reguest

SNMP-capable

Security Module
Firepower Threat Defense (FTD)

FTD data
interfaces
+ diagnostic

Ag from 86+
It can forward SHMP packets to LINA

FTD mgmt

Chassis mgmt
interface

__{ SNMP-capable j

SNMP Bt IP 2| 7|52 2E FTD £ &0{ M 6.6 0|F 2201 A X[HELICH

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

- FTDE &&5t= ASA5500
« FTDv

LINA SNMPv2c 74

1ELAH|. FMC U101 A Devices(C|HFO|A) > Platform Settings(Z 21 & M%) >

=

= A = O
.'SNMP AH &3} S48 MEHetn CH3 T 20l SNMPv2 A E T4 ghLich

= o
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Z
=
0
Hu
o

n

o
-
o

2CHA| Hosts(Z2AE) BH0| A Add(F7t) HE S MEHSI T SNMP M X X|d &L ct.



Edit SNMP Management Hosts

IF Address* SHHMP-SERVER

SMNMFP Version 2c

Username

Community
String

Confirm

£y

- Pall

]

' Trap

. Port

Available Zones &

‘ 4, Search

B

. INSIDE_FTD4110

]I’-

a QUTSIDEL_FTD4110

i OUTSIDE2_FTD4110

1]

B NET1_4100-3

Bs nET2_4100-3
B¢ NET3_4100-3

65535)

Selected Zones/Interfaces

(3] OUTSIDE3 ||

Interface Name

0K | Cancel

& CIE{H|O|AE SNMP HIA|X|Q] AA R K|
= ECiE Dt 5{85t= C|o|E QIE{H o|AL|CHE 2




Add SNMP Management Hosts

IPF Address®
SNMP-SERVER

SMNKP Varsion
2c

B Fo
B trap

Trap Port
| 162

|:|':| |

Reachable By:

() Device Management Interface (APplicable from vE 6.0 and above)

) Security Zones of Named Interface

Ayailable Tones i

nterfaces

Q) Search

2100 _inside
2100_outside
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HFS AH
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=

ElOFE AFSELICH

ZI7I2 6.6 0|F FTD ZE|A0AE 2| QIE{HO|AE MElE £



Add SNMP Management Hosts

P Address®
SHNMP-SERVER -

Availabde Fones
0 Search

2100_inside
2100 _outside

M 22| QIE{Ho|AE MEistH 2HE| QIEH0|AE

ofm

o
>
r
ful

Sl LINA SNMPE A& +



=ni 5

ARP Inspection Enable SNMP Servers L

Banner Read Community String ennas |

External Authentication

S ot = |

HTTR System Administratar Name [ |

e Location | |

Secure Shell

SMTP Sérver Part l:l.l-:l. I (1 - BELI5)
& SHMP

ssL

Srslog

Timeouts

Time Synchronization

UCAPLACC Compliance

LINA SNMPv3 %
127, FMC UI0{ M Devices(C|HFO|A) > Platform Settings(Z51& M) > SNMPZ 0|S & L|Ct
. Enable SNMP Servers(SNMP M &+433t) M2 MBSt SNMPv3 User and Host(SNMPv3

AR L SAE)E FTAELICH

Add Username

Security Level | priv

Username* | cisco

Encryption | Clear Text
Password Type

Auth Algorithm | sHa
Type

Authentication CLTTYTTTT
Password*

Confirm* | ssssssans

Encrytion Type | AES128

Encryption | LLTTITTTT
Password*

Confirm* | sesssssss




Overview Analysis Policies JSNI<8 Objects = AMP Intelligence

[ Device Management MNAT VPN * Qus Platform Settings FlexConfig Certificates

mzafeiro FTD4110-HA

ARP Inspeaction Enable SNMP Servers *
e Read Community String
Extemnal Authentication
Fragment Settings 2Ll
HTTP Sjlﬁ-tEl'l"l Administrator Name
L Location
Secure Shell
SMTP Server Port 161
F SHME Users  SHMP T
= =2 raps
Syslog Qi |
Thmeouts Interface  Network ~ SNMP Version PollfTrap  Port  Username |
LSS (LS 2o T QUTSIDE3 SHMP-SERVER 3 pall cisca 7B
UCAPL/CC Compliance |
20HA| ERMEZ FASIE T SAET FERLICH

Edit SNMP Management Hosts

IP Address* SNMP-SERVER v D

SHNMP Version 3 i

Usermame cisco w

Community

String

Confirm

Poll o

Trap L

Part 162

Available Zones © Selected Zones/Interfaces
4y Search |-_.| GUTSIDEE J
| a
saw INSIDE_FTD4110

3EHH. A8 EZHS SNMP Traps(SNMP E &) MAMof A MEHE 4~ Q&L |C}.



F SN Hosts Users L UEIETES

z‘?:lag Enable Traps All SNMP Voo
Timeouts
Time Synchronization Standard
UCAPL/CC Compliance Authentication: ¥
Link up v
Link Down v
Cold Start v
Warm Start v
Entity MIB

MIO E20|= SNMP & & (FXOS 2.12.1, FTD 7.2, ASA 9.18.1)

7.2 0| S5

b
=

9300 2/ 4100 EHEZ | AHE FTD/ASA O E 2|71 0|M0f| T2 E SNMPO|A AHA| HEof CHEE
SNMP MIBE A& = i&LICH MA| ZE2IXHE S8l MIOWM HER M5t HEZ A
MlAsHoF ghLick Mo &2l 2 1/0(=THHOo|X) 2 & &LCt.

= 7Ho] 7 SNMP Mg 48l of grLiCt stite Edlo|l=/ol|, CHE StLbE SNMP 2L
E{32 218 Miooi| Ztzh 445 oF &Lt

St C|HFO|A S| SNMP 2LIE{ZIS I5H 28i0|=2F MIOO| 22} SHLEM o] Z E 7| A}
SELct

[h2t A SNMPE &35 9300 & 4100 C|HIO|AE F 45t ZLIEEStE{D & I S& 4ol g

ME 4 Qe

22| A(FXOS 2.12.1, FTD 7.2, ASA 9.18.1 O| &)l A & S35t = 4]

MIO E8I0|= SNMP & &2 S8l Ar&Xt= ol E 2|71 0|4(ASA/FTD) LUE{HO|AE S8l
LINA 2 MIO MIBE E3& =+ JU&LiCt

0| 7|s2 MZ2 MIO CLI & FCM(Chassis Mgr) UIE S3all 243} £ &= HIEHsHE = A&
L|C}.

mlo

7|2 & Ej= disabledL|C}t. O|= MIO SNMP 01|0|7F_‘|E7|' 2 QARHAZR A SHE 9
sifok gfLICt. o] 7|50| &4
I.

Ol Lct AHAl/DME MIBE £ &st= Ol MIO QIE{HO|AE AMS
Stz|™ oHZ2[AH| 0| QIE{H| 0| A E A8 35l0 SUFt MIB E3g

0| Z1x|28y|0|442 Chassis Manager Ul2| Platform-settings(Z21& M ™
Instance(E 2| LAEHA)HM AFSE &= JU&LICt 0{7|M ALEXAt= MA| MIBE =&/+E3
01 NMSO| X|Z3& FTD QIAEAE X|HE £ Q&L|ch

ASA/FTD U[O[E|E & MI o ZEZ(AH 0| 0| X|ELICE.

Ol 7I&2 MIO 7|t ZEHE(FPR9300 ! FPR4100)042F X FlL|C}.



MY 27 M, XHEE EHE

M

« X|¥ElE 24 2[R FCM 2.12.1
. B2|Z|&E CIHFO|A: FPR9300/FP4100 Series
o Z|A X2 22l ClHO|A A 2 R: FX0S 2.12.1, FTD 7.2 == ASA 9.18.1

FPR21002| SNMP

T

FPR2100 A|AEI0|= FCMO| @& LICH SNMPE M5t §USH HEH2 FMCE AP35t 24U
Ct.

FPR21002| A A[(FXOS) SNMP

. SNMP-capable

Security Module
Firepower Threat Defense (FTD)

FTD data
interfaces

SNMP-capable
SNMP Request

FTD mgmt Non SNMP-capable

FTD 6.6 O|F ZZ|A0ME SNMPE FTD 2| QB 0|AE AR E £ &LICH 0] B
FXOS 2! LINA SNMP ME 7} FTD #2| QIE{H|0|AE S8 MSELCt

FXOS SNMPv1/v2¢c 744

FMC UIE 1 Devices(CIHFO|A) > Device Management(C|HHO|A ZHE|)2 O|S & L|C}. C|HIO|A
£ MEi5l T SNMPE MEiEtLICH



Owerview Analysiz  Policies RSOIEES Ohjects AMP  Intelligence Doy J=h  System  Help »  mebar =

Davice Management NAT WP * Qo5 Fatform Settings FlexConfig Certificates

FTD2100-4 ¥ou have unsaved changes L_E seve || B} Cancel |

Ciid Firgpowdr 2110 Thiedt Doeherds 3

Device Routing Interfaces  Infine Sets  pHce [ETNC

P ST o e s it
admin State: o Enatie

Pot: 141

Community: arsasars 1
System Admin Name: 1

Location:

SHMP Traps Confguration

SNMP Trap Configuration T X
Hostname:* 10.48.26.1590 v 2
Community String: ¥ sassnEe
Port:* 162 (1 - 65535)
SNMP Version: V2 W
Type: TRAPS v
Privilege: NO_AUTH w
| Ok || Cancel |

oo

FTD 6.6 O|= EZ|A 0 HZF Al

FTD 22| QIE{mH 0|A & X|HE + U&LICH




| Dervice Managamient HAT VPR Qo5 Failorm Settings  FlexConfiy  Certificates

FI-D Platrﬂrm Fﬁllﬂ‘,’ Add SNMP Management Hosts T
st Decrichics 1P Address® host_10229.20.30  |¥ |
MP Yerp -] w
Uigrmame
ARF Inspection Enabie SHMP Servers 0 ]
MmN s
Bt Eiead Community Strirg e Sanag = .
;ﬁmm on o™ | assew Ceelhrm 0 e
Fragmant Settings System Admeisteator Hame Fo o
b Lacation e =
[CHP Frak 163
Secure Fhell —— i Reachabie By
::F“"" Uggrs  SHHP Traps 2 Devoe Management Inferfaos I
L
- B - Socuxiy Zones or Hamed Interface
= e vt oo :
Teseouls
Tt Synchronizatson
Tima Jone
BCAPLICE Comahntse
oE 2
SNMPO{| CHEH 22| QIE{H0|A L FHE = Q2= 2 W 0|X|of & B HIAIX|I7F EAIELICH

Device(C|HFO|A) > Platform Settings(Threat Defense) > SNMP > Hosts(Z2 A E)& &3l Device
Management Interface(C|HFO|A £ 2| QIE{H|0|A)2 SNMP HHEE T B2 0| Ho|X|of| A C|
HFO|A ZSHE SNMP ZAI|22|0|ME AL E =+ Qi&LICt.

FXOS SNMPv3 T4

FMC UIE @1 Choose Devices(C|HO|A MEH) > Device Management(C|HIO|A #2|)2 O|S &
LIC}. C|HIO|AE MEHSI T SNMPE MEHSFLICEH



Overview Analysis Policies EHSUTEER Ohjecks AMP  Intelligence Yeploy % System Help » itebar =

Device Management MAT VBN ¥ Qos Platform Settings FlexConfig Certificates

FTD2100-4 You have unsaved changes 8 cancel

Cisco Firepower 2110 Threat Defense 4

Device Routing Interfaces  Inline Sets  DHCP m

0 SHMP settings configured on this page will apply only to the device platform

Admin Stake: Enable 1
Port: 161
Caommiunity: [

System Admin Mame:

Locatien:

SHMP Traps Configuration

€ £ Page | > 3 ﬁ-

SHMP Users Configuration

SNMP User Configuration 7 X

Username:* useri

Auth Algonthm Type: SHA W

Use AES: T

Password™ PP
Confirm: TP
Privacy Password® —
Confirm: TP

| oK || Cancel |




SNMP Trap Configuration ? X

Hostname:™

Community String:* -

Port:= 1653 (1 - 65535)
SNMP Version: V3 W

Type: TRAPS v

Privilege: PRIV w

| OK || Cancel |

FPR21002| FTD(LINA) SNMP

6.6 O|™ 2IZ|A 0] B2 FTD FP1xxx/FP21xx 01EE+0| O| LINAFTD SNMP 742
Firepower 4100 E£= 9300 0{Z2t0[|1A 9| FTDQt S Y& LIEL

'SNMP

Request

FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable
SNMP

Request

FTD mgmt Non SNMP-capable

FTD 6.6 O|F ZI2|A




¢ 6.6 0|F ZIZ|AOME LINA Z8 2l ERHo| FTD & 2| QIE{HO|AE AlE £ & LLCt.

FTD data - Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt

Denice Maragergnt  HAT VRN o+ Qo§  Platlorm Settings  FlexConlig  Certificses

FTD_Flatform_Policy

Add SHMMP Management Mosts

ARP Drctgetetiet Erable SHMP Servers o )
Barngr Resd Commusity String f— sring | |

Confim= sasas Lo L
Fragmat Settngd Sysbem Agdmensgirator Neme Py

Lo Lo

Epachabie By

- ot m |' i M DT 0

Seturfly Zondd of Rbsad [nberf o

(= Lanie

M 2| QIE{mH o] AT MEJEl B!

« LINA SNMPE= ZH2| QIE{H|0|AE S5l AASE &= U&LICH

- Devices(C|HFO|A) > Device Management(C|HFO|A B 2[)0oil A SNMP B2 [ 0|4 HR3HX|
otoo 2 HigdstE L & HiLd7F EAIELICH SNMP C|HHO|A B2 2100/1100 E34 &
ol M2 EAIZ|RI&LICEH O] I O|X|= FPR9300/FPR4100 2! FTD55xx ZEH & 0f QA& LICt.

TAo| &2 E|H (FP1xxx/FP2xxx2l) ZEE LFP SNMP + FXOS SNMP £2/E= ME7 FTD &



2| QIEH0|AE Sofl TS ELICH

Owverview Analysis Policies EJOUIETS Objects AMP  Intelligence

Device Management MNAT VPN T Qs Platform Sektings FlexCanfig Certificates
FTD2100-6

Device Routing Interfaces  Inline Sets  DHCP m

SNMP £ IP #E| 7|52 2E FTD &3 &0lM 6.6 0|F BE|A0M X[#ELICH

+ FPR2100

+ FPR1000

+ FPR4100

FPR9300

- FTDE &l™&5t= ASA5500
FTDv

KEMIEH LI 2 Threat Defense0d CHe SNMP A% & =X

FPR4100/FPR9300& FXOS SNMP #f QI
FXOS SNMPv2c &0l

CLI 7+ &2l

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
ksec-fprok-1-A /monitoring # show snmp-trap



SNMP Trap:
SNMP Trap
192.168.10.100

FXOS 2 =0 Af:

<#root>
ksec-fprok-1-A(fxos)#

show run snnp

!Command: show running-config snmp
Mon Oct 16 15:41:09 2017
host 192.168.10.100 traps version 2c cisco456

ITime:
version 5.0(3)N2(4.21)
enable traps callhome event-notify
enable traps callhome smtp-send-fail

shmp-server
shmp-server
shmp-server
.. ATT traps
shmp-server
shmp-server
shmp-server

will appear as enable

enable traps flexlink ifStatusChange
context mgmt vrf management

community ciscol23 group network-operator

=7 Eelk
<#root>
ksec-fprok-1-A(fxos)#
show snnp host
Host Port Version Level Type SecName
192.168.10.100 162 v2c noauth trap cisco456
acl_filter

context

<#root>
ksec-fprok-1-A(fxos)#
Group / Access

show snnp
network-operator

Community

ciscol23



EthAnalyzer7} & 43t 4 E{ol M QIE{mH|0|A& ERE ALE 5101 SNMP ER0| ddEk|o| HolE E
HSAER MEE[=X| HAFE = JU&LICH

<#root>

ksec-fprok-1-A(fxos)#

et hanal yzer |ocal interface mgm capture-filter "udp port 162"

Capturing on eth0

wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

2017-11-17 09:01:35.954624 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap

2017-11-17 09:01:36.054511 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap

A B3 0Emo12 BYe EaiT ZEE Yo £ UYALICH O HAEE Y B £ KX

A
H4 7(Zolgr £ 85t AAIL.

FXOS SNMPv3 &0l

t7A|. Open FCM Ul Platform Settings(FCM Ul 234 & A7) > SNMP > User(AH& A& T El H
't’._'|§_ Ol ZELO|HA| HIYHE 7} =K EAIEFLICH

DA



Fdit useril .

Mame:* userl
Auth Type: SHA
Ise AES-128: ||
Password

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

=]
e

| | Cancel |

2EHA|. CLIIA e 2 LIE{2I0|A SNMP ZAI| g 0|Me &l 4= Q& LC

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:

ksec-fprok-1-A /monitoring # show snmp-user

SNMPv3 User:
Name Authentication type

ksec-fprok-1-A /monitoring #

show snmp-user detail

SNMPv3 User:



Name: userl
Authentication type: Sha
Password: ##%**
Privacy password:
Use AES-128: Yes

ER R

ksec-fpr9k-1-A /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
192.168.10.100 162 V3 Priv Traps

3EHA|. FXOS ZE0{ A SNMP ZAI|1zio|M L M8 HEE =& e &= U&LIC

<#root>
ksec-fprok-1-A(fxos)#
show runni ng-config snnp al

snmp-server user userl network-operator auth sha 0x022957ee4690a01f910f1103433e4b7b07d4b5fc priv aes-12
snmp-server host 192.168.10.100 traps version 3 priv userl

ksec-fprok-1-A(fxos)#

show snnp user

SNMP USERS

User Auth Priv(enforce) Groups

userl sha aes-128(yes) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName

SNMP R HAE.



ZHI|7g|o|Me &Ql5t T SNMP 7|50 /= 2= C|HFO|AO|A SNMP X E 4815t 4 QlaL|

Ct.

SNMP 2%/0| 2|5l wAlg =0l

<#root>
ksec-fprok-1-A(fxos)#

debug snnp pkt-dunmp

5t7| I3 SNMP CIHHE A& = &LCh

ksec-fprok-1-A(fxos)# 2017 Oct 16 17:11:54.681396 snmpd: 1281064976.000000:is0.10.10.1.1.10.10.10.10.1

2017 Oct 16 17:11:54.681833 snmpd:

SNMPPKTSTRT: 3.000000 161 1281064976.000000 1647446526.000000 0.000

2017 Oct 16 17:11:54.683952 snmpd: 1281064976.000000:i50.10.10.1.2.10.10.10.10.2.83886080 = STRING: "mg

2017 Oct 16 17:11:54.684370 snmpd:

SNMPPKTSTRT: 3.000000 162 1281064976.000000 1647446526.000000 0.000

/N Z=o| Ciat clHlolA AMsof aste = £ olaL

FPR21002 FXOS SNMP &9l

FXOS SNMPv2 &0l

<#root>
FP2110-4 /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port
10.48.26.190 162

FXOSE Z35t1 EAE E= SNMP 7|S0| = C|HtO|A 0| A SNMP

k=) A5 A —
QYE TSE + JUEK|



capture-traffic WS AF25t0{ SNMP 28 2 SEE

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes
C=ciscol23 GetNextRequest(29) 1interfaces.ifTab

13:50:50.521383 IP 10.48.26.190.42224 > FP2110-4.snmp:
13:50:50.521533 IP FP2110-4.snmp > 10.48.26.190.42224:

AC
Caught interrupt signal

Exiting.

2 packets captured
2 packets received by filter
0 packets dropped by kernel

FXOS SNMPv3 Q|

CLIE Sall 7+ &2l

<#root>
FP2110-4 /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-user detail

C=ciscol23 GetResponse(32)

interfaces.ifTable.



SNMPv3 User:
Name: userl
Authentication type: Sha
Password: ##%**
Privacy password:
Use AES-128: Yes
FP2110-4 /monitoring #

ER R

show snnp-trap detail

SNMP Trap:
SNMP Trap: 10.48.26.190
Port: 163

Version: V3
V3 Privilege: Priv
Notification Type: Traps

\%

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE 1is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes

14:07:24.016590 IP 10.48.26.190.38790 > FP2110-4.snmp:
14:07:24.016851 IP FP2110-4.snmp > 10.48.26.190.38790:
14:07:24.076768 IP 10.48.26.190.38790 > FP2110-4.snmp:
14:07:24.077035 IP FP2110-4.snmp > 10.48.26.190.38790:

AC4 packets captured
Caught interrupt signal

Exiting.

4 packets received by filter
0 packets dropped by kernel

F=r U= E= C= [|snmp]
F= [lsnmp][|snmp]
F=apr [|snmp][|snmp]
F=ap [|snmp][|snmp]



3t0|
1 -

FTD SNMP
FTD LINA SNMP 44 &0l

<#root>
Firepower-modulel#
version 2c

show run snnp-server
snmp-server host OUTSIDE3 10.62.148.75 community ***

= T

no snmp-server location
no snmp-server contact
snmp-server community **¥

6.6 0| FTDO|AM= SNMP2 FTD Z 2| QIE{H0|AE A ST AR

<#root>

firepower#
show runni ng-confi g snnp-server

snmp-server group Priv v3 priv
snmp-server group NoAuth v3 noauth
snmp-server user usprivl Priv v3 enginelD
80000009fe99968c51532fc1f1b0dbdc6d170bc82776f8b470 encrypted auth sha256
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05:82:be:30:88:86:19:3c:96:42:3b
“* version 2c

:98:a5:35:1b:da:db priv aes 128
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05
snmp-server user usnoauth NoAuth v3 engineID

80000009fe99968c5f532fc1f1b0dbdc6d170bc8277618b470
snmp-server host ngfw-management 10.225.126.168 community

snmp-server host ngfw-management 10.225.126.167 community
snmp-server host ngfw-management 10.225.126.186 version 3 usprivl

no snmp-server location
no snmp-server contact

FO|-
.

b

7t

i

<#root>
Firepower-modulel#
show snnp-server host
host ip = 10.62.148.75, interface = OUTSIDE3 poll community ***** version 2c

AlSH-
= oO.

SNMP AMEH CLI0| A snmpwalk



<#root>
root@host:/Volume/home/admin#

snnpwal k -v2c -c¢ cisco -0OS 10. 62. 148. 48

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 10.2.3.1 (Build 43), ASA Versi
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2313

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (8350600) 23:11:46.00

SNMPv2-MIB: :sysContact.0 = STRING:

SNMPv2-MIB: :sysName.0 = STRING: Firepower-modulel

SNMPv2-MIB: :sysLocation.0 = STRING:

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

IF-MIB::ifNumber.0 = INTEGER: 10

IF-MIB::ifIndex.5 = INTEGER: 5
IF-MIB::ifIndex.6 = INTEGER: 6
IF-MIB::ifIndex.7 = INTEGER: 7
IF-MIB::ifIndex.8 = INTEGER: 8
IF-MIB::ifIndex.9 = INTEGER: 9
IF-MIB::ifIndex.10 = INTEGER: 10
IF-MIB::ifIndex.11l = INTEGER: 11

SNMP ECHEl SHE &QlgL|Ct.

<#root>
Firepower-modulel#

show snnp-server statistics

1899 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
1899 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
1899 Get-next PDUs
0 Get-bulk PDUs
0 Set-request PDUs (Not supported)
1904 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
1899 Response PDUs
5 Trap PDUs

FPR4100/FPR93000{| A{ FXOSO CHE SNMP E2iE &&

>

FPR4100/93002| FXOS T+82 AA IP FAHEZ SNMP HMAE MEHE = U&LICH HMA =
= 74 MMof M= SSH, HTTPS = SNMPE S5 ClHH0|A0] 1ZE 4 Q= HEYI/ZAE



E HOolEfL|Ct SNMP M S| SNMP #H 2|7t 518 == X| & Qlafof & LCt.
GUIE Sdll TG HNA S5 T

Owverview Interfaces Logical Devices Security Modules REEI{IgnE=T=ad]lais _

NTP
S5H
SNMP Ipwd Access List
HTTPS B
LT a
Syslog 1P Address Prefix Length pa—
i 0.0.0.0 0 https i
FIPS and Commgn Critena
» Access List 0.0.0.0 o snmp 5
0.0.0.0 0 it :
Ipw6 Acosss List
&J Add
1P Address Prefix Length Protocol
0 https 5
0 SAMP 3
0 ssh 3

S5 Fof HMA 22 T

@)
-
M

<#root>

ksec-fprok-1-A#

scope system

ksec-fprok-1-A /system #

scope services

ksec-fprok-1-A /system/services #

enter ip-block 0.0.0.0 0 snnp
ksec-fprok-1-A /system/services/ip-block* #

comi t - buffer

I
o



<tfroot>

ksec-fprok-1-A /system/services #

show i p- bl ock

Permitted IP Block:

IP Address Prefix Length Protocol

OID 7HA]| EfAHZ7| AL

Cisco SNMP 7HA| B M7|E= 042] OIDE Hetstn ZtE et dFE Ug + e 2etel S Lo

Tools & Resources

HOME

SUPPORT

TOOLS & RESOURCES
SMMP Object Navigator

FTD LINA CLIOIA show snmp-server oid B S A& 35104

S HMEHLICH

<#root>

>

system support diagnostic-cli

SNMP Object Navigator

TRANSLATE/IBROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW

Translate Browse The Object Tree

Translate OID into object name or object name into OID to receive object details

Enter OID or object name: [1_3_5_1_4_1_9_9_109_1_1_1 l examples -
QlID: 1.36.1.41.99.27
Translate Object Mame:! ifindex

Ohbject Information

Object cpmCPUTotalTable

oD 1.361.41981089.111

Type SEQUENCE

Permission not-accessible

Stalus currem

KB CISCO-PROCESS-MIB ; - View Supporing Images of

oesrper

2l8l 4~ Ql=LINA OIDQ| ™A =&

Mkl



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

firepower#

show snnp-server oid

[0] 10.10.1.10.10.10.1.1. sysDescr

[1] 10.10.1.10.10.10.1.2. sysObjectID

[2] 10.10.1.10.10.10.1. 3. sysUpTime

[3] 10.10.1.1.10.1.1.4. sysContact

[4] 10.10.1.1.10.1.1.5. sysName

[5] 10.10.1.1.10.1.1.6 sysLocation

[6] 10.10.1.1.10.1.1.7 sysServices

[7] 10.10.1.1.10.1.1.8 sysORLastChange

[1081] 10.3.1.1.10.0.10.1.10.1.9. vacmAccessStatus

[1082] 10.3.1.1.10.0.10.1.10.1. vacmViewSpinLock

[1083] 10.3.1.1.10.0.10.1.10.2.1.3. vacmViewTreeFamilyMask

[1084] 10.3.1.1.10.0.10.1.10.2.1.4. vacmViewTreeFamilyType

[1085] 10.3.1.1.10.0.10.1.10.2.1.5. vacmViewTreeFamiTlyStorageType
[1086] 10.3.1.1.10.0.10.1.10.2.1.6. vacmViewTreeFamilyStatus
firepower#

N #m:ol Wate 2R

= =

=X sHZ

Cisco TACOIA & &= U 7+ LEHE QI SNMP 70| A MM Q12 ChSot ZH&LCt.

.FTD LINA SNMPE E3& = Qi3

.FXOS SNMPE E3e = Qi3
01 SNMP OID Zf & At&3Hok &L 7t?

.SNMP ERE 72 = Q

.SNMPE& S8l FMCE ZLIEZE += IS

.SNMPE #&& =+ Qg

. Firepower Device Manager2| SNMP %

\lO)(J'l-b_wI\)—\

FTD LINA SNMPE E3E =+ Qi3
2 dHE(AA Cisco TAC Z0|A 0| ME):

« "SNMPE &3lf CIOIE{E 7tX2 & eigLict”

« "SNMPVv2E S35l C|HIO|AE ‘Eo'%*

« "SNMP7} & &3tX| et &LICH SNM
—'?'—I-I|7|- HI-AHoI-L_||_-_|. "

« "SNMP v2¢c = 32 S35l FTDE ZLEEE ¢

« "SNMP walk7} &3ted0i M 2 S8t K| o &LICEH"

At&stod ¥t g DB sied 1 ot x| 71 o %

He F el ZLEE AlAF O] &L

A 2 ol cHet HE At



CIS 2 LINA SNMP Z&! EX[of| CHEt =ME EXME sHdste Y T2 MHAQLICH

LINA SNMP polling
doesn’t work

T SNMP packé
ives on FTDZ?

2 Take captures r/r*'i. Check; -\'ﬁ I/é Check: q\'
upstream along the
path « Capture content « FTD routing

+ FTD LINAlogs « FTD capture
* COMMUNIty string + Dst MAC
«  SNMPv3 user + show conn
+« snmpd process « FTD LINA logs
+  snmpd cores l.\_ J
+ known defects

\ /

Al
=

= Ad
—

O

1. SNMP I{Z!0| FTDO{| = &H&HL|77}?



LINA SMNMP polling
doasn't work

PR T— /4. Check: ™ (6. Check: k
upstream along the
oth + Caplure content » FTD routing
= FTD Llri-!.f:}ln-_ir._i « FTD caplure
+ community siring « Dst MAC
«  SNMPV3 user = show conn
» snmpd process « FTD LINA logs
- snmpd cores ku. A
+ known delects
\_ /
- xS Edststo] SNMP TH! T2 &0,
FTD & 2| QIE{H 0|A(post-6.6 FE|A)2| SNMPE LS ZH0| management 7| =& AFEELICH

<#root>
firepower#

show run snnp-server

e e

snmp-server host management 192.168.2.100 community ***** version 2c

FTD O|O|E{ QIE{m| 0| A 2] SNMPE QIE{H 0|A Q| O|EE At EFLILCE.

<#root>
firepower#

show run snnp-server

snmp-server host net201 192.168.2.100 community ***** version 2c



FTD 2| QIE{m 0| A0 A ZX:

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

FTD Ci|O|E] Q/IE{H|O|A0d| A Z%:

<#root>
firepower#

capture SNWP interface net201 trace match udp any any eq 161

FTD CllO[E IE{H| 0] mHZ! F%{(6.6/9.14.1 O|T):

The SNMP packet is
terminated on
identity interface
(ASA or LINA)

NP Identity 1fc

FTD CilO|Ef QIE{m|0|A THZ! £%(6.6/9.14.1 O|%):



“*1 NAT diverts the packet to Snort engine
: { (NLP = Non-Lina Process tap interface)

MAT divert to egress interface nlp int tap(vrfid:0)

2. FTD Q1A Zi&{0ol SNMP Z{ZI0| EA|E| K| ot= B!

- ZEE Ut HA2EZ AN ™.
- SNMP M7t M&3t FTD IPE AFS3HEX] &9,
« FTD 2E{H0|AE Eéts AR ZEO|M AESI0] YAERSE 0]S.

LINA SNMP polling
doesn't work

/4. Check: ™ 8. Check: N
+ Caplure content « FTD routi
« FTD LINA logs = mell;.rgn
s community string « Dst MAC
» snmpd process « FTD LINA logs
«  snmpd cores \_ J
+ known defects

%

3. FTD SNMP &|&lo| E AIELITH?

che g &Qlstod FTD7 S et x| &l

1. FTD O|Zi|& ZHA{(LINA EE= &2l QIE{H 0]A)



I
o

AA ZE 1618 AHE35HE SNMP IHZ
<#root>
firepower#
show capt ure SNWP
802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
802.1Q vlan#201 PO 192.168.2.50.161 > 192.168.2.100.58255: wudp 119
Ux ZRIETH AL

75 packets captured
1: 22:43:39.568101

2: 22:43:39.568329

3: 22:43:39.569611

6.6/9.14.1 O|F ZZ|A0M= NLP & QIE{H|0|A 0| M ZX{2t= StLte| =Tt

E:cisco.9.

C}. NATed IPE 162.254.x.x EH| 2| IP&IL|C}.
E:cisco.9.109

<#root>
admin@firepower:~$
sudo tcpdunmp -i tap_nlp
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
C="Cisc0123" GetNextRequest(28)
C="Cisc0123" GetResponse(35)

16:46:28.372018 IP 192.168.2.100.49008 > 169.254.1.2.snmp:
16:46:28.372498 IP 192.168.1.2.snmp > 192.168.2.100.49008:

4. &7 A



LINA SNMP polling
doasn't work

2. Take capiures
upstream along the
path

e
3

a. Firepower 4100/9300 C|HIO|A QS| AL FXOS &t E|Oo|= S & QIFIL|Ct

F 41009300 with ASA and Threat Defonse
The f 0 lists between the ASA or ofes with the Firepower 41009300,
The FX0S versions with [Eol) appended havwe reached their end of e {EoL), or end of suppon.
\ The bold versians iisted below are speclaliy-quaitfied companion releases. You should use these softwarne combinations whenever possible because Cisco performs enhanced testing for these comibinations.
\ Firepower 1000/2100 appliances wtilize FXOS only a8 an underhying operating system that i included in the ASA and threat defense unihed image bundies.
\ FX0%F 2.12/A5A 9. 18/ Threan Defense 7.2 was (e Arsl version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and SM-44 for the Firepdwer 9300,
Tabio 2 ASA or Throat Deforso. seid Frapower 410013300 Compatizity
FXOE Version Moxdel ATA Version Theeat Datense Version
| 2.1 30,198} Firepowes 4112 8.19(x) [recammandad) 730 [recommended)
2.0 120
Note FXOS 2.13(0,198) does not support ASA 9.14{1) or 9.1?& 7210
9.14(1.10) for ASA SNMP polls and traps; you must use 8. 16(x} 7.0.0
B14(1,15)+. Other reloases that e pared with 9.15(1) 67.0
2.12{0.31)+, such a5 8.13 or §.12, ane not aflected. 9. 14(x) 661
Firepower 4145 9.19(x) [ecommended) 7.3.0 (recommeencied)
Firapower 4125 9,18(x) 7.2.0
Firepower 4115 9.17(x} 7.1.0
9.16(x) 7.0.0
Firapaiwer 9300 5M-56 2.15(1) 67.0
Firapowes 8300 Shi-a8 :- :;E:}J :\.:.;
S i X .
i 200 Shd-ad 9,120} 64,0
212{0.31)+ Firepowes 4112 8.18(x) frecommended) 7.2.0 {recomimended)
217 710
Note FXOS 2.12(0.31)+ dons rot support ASA 5.14(1) or 9.1&& 7.0.0
9.14{1.10) for ASA SNMP polls and traps; you must use 2.15(1) 6.7.0
B.14(1,15) +. Othsor reloases that am paired wish 2.14(x) 6%
2.12(0.31)+, such as 9.13 or 512, ane not affected.
Firopower 4145 9.18(x) [recommended) 7.2.0 (evcommended)
Firopower £125% 9.17(x} 7.1.0
Firapower 4115 9.16(x) 7.0.0
2.15{1) 67.0
Firopower 9300 SM-56 &.40x} 6.5
Firepower 9300 SM-48 9.1301) 650
Firopowss 9300 Sh-20 9.120x) 6.4.0
Firepowes 4150 8.18(x) frecommended) 7.2.0 {recommended)
Firepawes 4140 2170} 710
Firapowes 4120 9.16(x) 7.0.0
Firepower 4110 2.15(1) 6.7.0
2.14(x} 6.6.x
ERE ] 850
Firapowes 9300 SM=-44 9.12(x) 6.4.0
Firepowes 9300 5M-36 9.10(x} 6.3.0
Firapower 9300 SM-24 2.90x)
9.8
2111184} Flrepowes £112 9.17(x) [recommanded) 7.1.0 [recommended)
1 0.
Note FXOS 2.11(1.154)e does not support ASA 8.14(1) o :.&ﬂ :,2_3

B.1447.10) for ASA SHMP and ' UL USe a4 LS


/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

b. FTD LINA snmp-server EH|E & QI&FL|C}.

<#root>
firepower#

cl ear snnp-server statistics

firepower#

show snnp-server statistics

379 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
351 Number of requested variables <- SNMP requests 1in

360 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
351 Response PDUs <- SNMP replies out
9 Trap PDUs

c. FTDLINA 2dZ& E|0o|Z

Ol AAtE FTD @184 QlEmo|A 2| ol miZlo| EA|Z|X| i = B0 01 f&¢&fLICt O
&Ql2 O|o|H 2/E{m o|A el SNMPO| CHH M EBF R E ' LICH SNMP7} 22| QIE{TH 0] A (post-
6.6/9.14.1)01l /2™ 40| I =IX| ef&LICtH

<#root>
firepower#

show conn all protocol udp port 161

13 in use, 16 most used

UDP nlp_int_tap 192.168.1.2:161 net201 192.168.2.100:55048, idle 0:00:21, bytes 70277, flags -c

d. FTD LINA syslog

Lz
[

AL

>~_

o|O|Ef QIE{H| 0| A 2] SNMPO]| CHSHARF 7= BF £ Ql]LICE SNMP7t 22| RIE{mH| 0] A0 @
< 27t d-EE[X| ef&L

0

<#root>



firepower#

show log | i 302015.*161

Jul 13 2021 21:24:45: %FTD-6-302015: Built inbound UDP connection 5292 for net201:192.0.2.100/42909 (19

e. AE2EISAE AAIPE QIS FTDOA SNMP IiZ!E AMA|5H= K| EFelstL|Ct.

ok

firepower# show capture SNMP packet-mmber 1 trace m M|Smatch in the sSrc IP
1: 22:33:00.183248 802.10 vlan#201 PO 182.168.2T. > 182,168.21.50.161: udp 3

Fhase: 1 *
Type: CRETURE firepower# show run somp-server
coc NO UN—NAT phasel somp=server host net201 192.168.22.100 community ***%* versicn Zc
Fhase: &
Type: RCCESS=LIST
Result: DROP firepower# show asp table classify interface net201 domain permit match portwl6l
Input Table
in id=0x14f65b193B30, priczivy=501, domain=-permit, deny=false
Result: hitz=8, user_datas0x0, cs_idedx0, use_real addr, flagse0x0l, protocol=lT
input-interface: net20l{vrfid:0) arc ip/id=193.168.22.100, mask=255.255.255.255, port=l, tag=any
Action: drop dst ip/id=165.254.1.2, mask=255.255.255.255, porc=161, tag=any, dscp=0x0, nsg id=none
input_ifcenetiilvrfid:0), cutput_ifce=any

Drop-reason: (acl-drop) Fleow is denied by configured rul
flow (MA)/NA

f. &2 El X3 SHSNMP HFLIE|)

Hx 2EHX0|M HFLIE| ZHSNMP v1 & 2¢)2 &Qlg & Q&L|CH.

N [snmp

Deln Source Destination Frofoonl Langtr
. 0.000000 192.168.21.100  192.168.21.58 SHMP
i

Frame 3: 88 bytes on wire (784 bits), 88 bytes captured (784 bits)
Ethernet II, Src: VMware 85:3e:d2 (00:50:56:85:3e:d2), Dst: a2:bB:dc
8082.10Q Virtual LAN, PRI: ©, DEI: @, ID: 201
Internet Protocol Version 4, Src: 192.168.21.100, Dst: 192.168.21.58
User Datagram Protocol, Src Port: 45230, Dst Port: 161
v Simple Network Management Protocol
version: v2c (1)
community: ciscol23
~ data: pget-next-request (1)

g. ¥ X E Au|Teo|M(odl: SNMP HH EE= HRLIE| EXH)

ClHFOlA SNMP 71 X AR LIE| EXtEE &Qlsts H 7HX| Yol U&LICH

<{froot>

firepower#

nmore systemrunning-config | i comunity

snmp-server host net201 192.168.2.100 community cISCO0123 version 2c



Hied.
o H.

Flow drop:

CHE
<#root>
firepower#
debug nenu netsnnp 4
h. FTD LINA/ASA ASP 4
FTDO|A SNMP IZ!0| AN EIRA=X[E & lst= Ol & LICE MK, FI2EE K|S I (clear asp
drop) ElAE8tL|C}
<#root>
firepower#
cl ear asp drop
firepower#
show asp drop
Frame drop:
No valid adjacency (no-adjacency) 6
No route to host (no-route) 204
Flow is denied by configured rule (acl-drop) 502
FP L2 rule drop (12_acl) 1
Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15
Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15
EE 1),

MEgfLchod: ACL

i. ASP Zixq
ASP Zix{= AFK|E ZiZlof| CHE 7HAIE S
<tfroot>

firepower#
capture ASP type asp-drop al

1
o



firepower#

show capture
capture ASP type asp-drop all [Capturing - 196278 bytes]

j. SNMP ZLO{(AFX) - 2ol g 1
AAH otEd 2R7tE oldelE B0l 7LD
<#root>
firepower#
show di skO: | i core
13 52286547 Jun 11 2021 12:25:16 coredumpfsys/core.snmpd.6208.1626214134.9gz
> ol dfed 2

SNMP core(FH) -

<#root>
admin@firepower:~$

I's -1 /var/datalcores
-rw-r--r-- 1 root root 685287 Jul 14 00:08 core.snmpd.6208.1626214134.9gz
SNMP core T+ 0| EA|E|MH CHg =2 %5t Cisco TACH Eo|&LICt

« FTD TS T} &(EE= ASA show tech)

« snmpd core I}
HHO|H =4 HHH|MEE AL 7HS):

SNMP debug(& 74

<#root>
firepower#
debug snnp trace [ 255]

firepower#
debug snnmp verbose [ 255]

firepower#



debug snnp error [255]

firepower#

debug snnp packet [255]

HE5lEd SNMP S EHO| Aol =&F8HL|77H?

LINA SNMP polling
doesn't work

2. Take captures /4. Check: N

pstream al th
" :';ﬂa.'nng o « Caplure content

FTD LINA logs
community string
SNMPv3 user
snmpd process
snmpd cores
known defects

. /

FTD7F S 3tX|2F O] M| EE 35X b= B2
a. FTD 2t E

FTD ZH2| 2IE{mo|A Bt B9 B2

<tfroot>

>

show net wor k

FTD LINA ClO|E{ QIE{m|0|A EIREO| B!

<ttroot>



firepower#

show rout e

5t0|
—_

b. CH&f MAC #
FTD # 2| CH&f MAC

st0|.
= —-

<tfroot>

>

capture-traffic
Please choose domain to capture traffic from:

0 - managementl
1 - managementO
2 - Global

Selection?

1
Please specify tcpdump options desired.
(or enter '?' for a list of supported options)

Options:
-n -e udp port 161

stO|.
—_.

01:00:59.553385 a2:b8:dc:00:00:02 > 5c:fc:66:36:50:ce, ethertype IPv4 (0x0800), Tength 161: 10.62.148.1
=

FTD LINA O|O|E{ QIE{mH|O|A CHA MAC

<#root>

firepower#
show capture SNWVP det ai
6: 01:03:01.391886 a2b8.dc00.0003 0050.5685.3ed2 0x8100 Length: 165

[udp sum ok] udp 119 (DF) (ttl 64,

802.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100.40687:
QIErLCH.

c. SNMP I{Z! 2 AMX/AtEHE 7tsH0| e B2 E M2l C|HO|AE &
&0
= -

SNMP AH



LINA SNMP polling
doesn't work

T SNMP packe
arrives on FTD2

E. Reply arrive®
to server?

> 3. FTD replies?

7. Check
the server

No
\
2. Take captures /4. Check ™ (6. Check: h
upstream along the Capture content
path * LIS G « FTD routing

« FTD LINA logs « FTD capture

s community string + Dst MAC

« SNMPv3 user » show conn

. snmpddprDGESS « FTD LINA logs

« snmpd cores

L] Il\‘- -/‘I

| known defects |

c. SNMP HRFLIE| 0|§ & +dall ELICHO: 5 X A <l).

<ttroot>
admin@FS2600-2:~$

snmpwal k -c¢ cisco -v2c 192.0. 2. 197

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9

SNMPv3 Z&! 1124 A

0%

- 2tO|MA: SNMPv30= Strong Encryption 2tO|MA T R Bt ADME 2HO|M A Z &0
M LIELHZ| Ao 7|50| g8t k|o] U=X| &l
- ZME HA52IH M MAEXHAE BHSE AL E = UL



- ASEE A= E https://www.cisco.com/c/en/us/support/docs/security/firepower-
ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc590i AHEEl CH 2 SNMPv3
Egf=ol &5 & siSstn Ho|2=EE #elg = l&Lch

« AZEL|O{7} CIEI 22 Ao FE¥S U= T 253510l AES1282 TE{dH EMAIL.

+ Cisco {1 ID CSCvy27283

ASA/FTD SNMPv3 E2/2 Z2}0|HA| 2§ 1 2|& AES192/AES2562 At&5to4 Mg &= Ql&LICH

Cisco H{1 ID CSCvx45604


https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://tools.cisco.com/bugsearch/bug/CSCvy27283
https://tools.cisco.com/bugsearch/bug/CSCvx45604

n

ha & priv aes 1928 AL&3tE AL RE2| Snmpv3 walk AlTH

& gdng|E 2UXIE Qs SNMPv37H AT E B2 show £230| ZA|L|D 20 HEHE
=2
o

Ol ZAIZ[X| f&LICH



Input packets increase, but
no replies!

First recommended action:
Verify your configuration ‘show run
snmp-server’

SNMPv3 Z 2] 118 AtE - T ZH AL

1. SNMPv3 snmpwalk - & AL} 2|2

<#froot>
admin@FS2600-2:~$%

snmpwal k -v 3 -u Cscol23 -1 authPriv -a SHA -A Ci scol23 -x AES -X Ciscol23 192.168.21.50

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2315

Z*(snmpwalk)oll= Zf THZ!ofl CHEF SE Ol EAIELICEH

802.10 vlan#201 PO 192.168.21.50.161 > 192.168.21.100.54240
802.1C vlan#201 PO 192.168.21.50.161 > 192.1&8.21.100.54240

vlanf201 PO 192.168.21.50.161 > 192.168.21.100.54240
vlan$201 PO 192.168.21.50.161 > 192.168.21.100.54240
B02.1Q0 vlan#201 PO 192.168.21.50.161 > 192.168.21.100.54240:

vlan#201 B0 192.168.21.50.161 > 192.168.21.100.54240;

A mtdoll= HIEE R LI 0| EAIEIX| BfS:



L
Simple Network Management Protecol |
msgVersion: snmpv3 (3)
> msgGlobalData
v msgauthoritativeEnginelD: 8000@009fecadle’sadslda7f184553b777
1..o ovne = Engine ID Conformance: RFC3411 (SHMPv3)
Engine Enterprise ID: ciscoSystems (9)
Engine ID Format: Reserved/Enterprise-specific (254)
Engine ID Data: cadle36a961471184553b777a7127cch371e888f
msgauthoritativeEngineBoots: 6
msgAuthoritativeEngineTime: 50889
msgUserName: Ciscol23

v [Expert Info (Chat/Checksum): SHMP Authentication OK]

[SuMP Authentication OK]

[severity level: Chat]

[Group: Checksum]
pPrivacyParameters: 714e78d6bc292c88

2. SNMPv3 snmpwalk - & &} Almj

TIE #1: AlZh =347} Ql&Lch

<{#froot>

admin@FS2600-2:~$
snnpwal k -v 3 -u CGiscol23 -1 authPriv -a SHA -A Ci scol23 -x DES -X Ci scol23 192. 168. 21. 50

Timeout: No Response from 192.168.2.1




TIE #3: Wireshark & 5 |5 AlTj:

» User Datagram Protocol, Src Port: 35446, Dst ﬁﬂrt1 161
v Simple Network Management Protocol
msgVersion: snmpvd (3}
» msgGlobalData
» msgAuthoritativeEngineID: Bedeoeadfecadlelsatsld?f184553b777a7127ccbi7ia8gsf
msgAuthoritativeEngineBoots: &
msgAuthoritativeEngineTime: 4359
lsgu$erﬁale* Eis:n123

msgPriuacyP&ram&terg Bﬂﬂﬂﬂﬂﬂlﬂ?eaefla

w|msghata: encryptedPDU (1)
» encryptedPDU: 452ee7efobl35odfabatea3l1213217477echb2422d353581311cades39a27951af8215240.
~ Decrypted data not formatted as expected, wrong key?
w« [Expert Info (Warning/Malformed): Decrypted data mot formatted as expected, wrong key? ]
[Decrypted data not formatted as expected, wromg key?]
[Severity level: Warning]
[Group: Malformed]

EIE #4. ma_ctx2000.log I+ 0{| A 'error parsing ScopedPDU' HIA|X|E &FQIEFLIC}.

<ffroot>

> expert
admin@firepower:~$

tail -f /mt/diskO/|og/ ma_ctx2000. 1 og

security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU

ScopedPDUE & EAst= &S5t @ /o0l CHEt 2248t EIEQLICH ma_ctx2000.log T
[m]

2 SNMPv3!0{ CHEt O|H E Bt

<tfroot>

admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a MD5 -A Ciscol23 -x AES -X Ciscol23 192.168. 21. 50

snmpwalk: Authentication failure (incorrect password, community or key)



firepower# show capture SNMP

4 packets captured

1: 23:25:28.468847 B02.1Q vlan$201 PO 152.168.21.100.34348 > 192.168.21.50.161: udp &4

2: 23:25:28.469412 802.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100.34346: wudp 132

3: 23:25:28.47438¢ 802.1Q vlan#201 PO 192.168.21.100.34348 > 152.168.21.50.161: wudp 157

4: 23:25:28.475561 B02.1Q vlan#201 PO 192.168.21.50.161 > 192.166.21.100.34348: udp 137
FIE #3: Wireshark &4Al0| 22 =l mjZ!

Internet Protocol Version 4, Src: 192.168.21.100, Dst: 192.168.21.58

User Datagram Protocol, Src Port: 47752, Dst Port: 161

Simple Network Management Protocol

[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed]

© [mMalformed Packet: swwp]

v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]

ZIE #4. ma_ctx2000.log I} 2 0f| A 'Authentication failed'(2!15 AlTH) HIA|X|E & QIEL|C}.
<#root>

>

expert

admin@firepower:~$

tail -f /mt/disk0/1 og/ ma_ctx2000. 1 og

Authentication failed for Ciscol23
Authentication failed for Ciscol23

FXOS SNMPE E3E = 918
2 dHE(AA Cisco TAC Zo|A 0| ME):

. "SNMPOﬂA‘I FXOSo CHal 2 E M2 NMZELICH FXOS HAME SNMPE E8g AR &
2 Olali5t7|7t o{= &Lt

. “FXOS FTD41150{ A SNMP 7HRLIE|E MHEE & ei&LCt”

« "CH7| &30l M FXOSE 2.80iM 2.92 ¢adio|=8F & SNMPE S5l HEE £4lst2dn
St AlZh Z=h7t e gt |ct"

« "snmpwalk= 9300 FXOSO|AM A5t X|Bt &5 st HHF12] 4140 FXOSOIM 2 SEHL|CH 44
M 2 FHRLIEl= EM7t 2IX| et&Lct”

« "FPR4K FXOSOi 25712| SNMP MHE F7t5te{ ot X|Bt JHA & £ eigLct.”



oY 22X 2

Ho
ol

FXOS SNMP Z&! EX|of CHEt =M 2XE s Zds5t7| et =2 MAQLIC

FXOS SNMP polling
does not work

. Reply arrives 7. Check

in server? the server

2. Take captures 4. Check: N 6. Check:
upstream along the
path . ?Eggﬁgiﬁg « FXOS routing
L ]
L Exos « Dst MAC
compatibility
« FXOS stability
9 W

1. FXOS Zi&{0ll SNMP Z{Zl0| E A|ElL|77}?



FAXOS SNMP polling
does not work

3. FXOS5
replies?

8. Reply arrive:
in server?

7. Check
the server

2. Take captures A Check: ) 6. Check:
upstream along the
path » SNMP config « FXOS routing
FXOS
compatibility
« FXOS stability
. A
FPR1xxx/21xx

« FPR1xxx/21xx0l|= A{A| Bt 2|At(0{Z2t0|A 2 E)It Q& LICEH
o 22| QIE{HO|AM M FXOS AZEQ0{E E2E £ QlaLCH

<{froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Global

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.0.2.100 and udp port 161

41xx/9300



« Firepower 41xx/93xx2| A< 0| = EthAnalyzer CLI 2 AF&3H04 M A|

<#root>
firepower#

connect fxos

firepower (fxos)#

et hanal yzer local interface mgmt capture-filter

firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

11152 Jul 26 09:42:12 2021 SNMP.pcap
firepower(local-mgmt)#

E ML
"udp port 161" limt-captured-frames 50 wite workspace

copy workspace:///SNWP. pcap ftp://ftp@92.0. 2. 100/ SNVP. pcap

2. FXOS & of miZ!o| ei&LIt?



does not work

[F:u:c:s SNMP pﬂlling]

A. Check: 5. Check:
» SNMP config « FXOS routing
« FXOSACL « Dst MAC
« FXOS
compatibility
« FXOS stability
) .

. HEE MEt YAEY UH 4+

3. FXOSs 8|7

FX0OS SMMP polling
does not work

7. Check
the server

2. Take captures . Check: 7 [6. check
speirsar Sanglie » SNMP config « FXOS routing
path « FXOSACL « Dst MAC
+ FXOS
compatibility
« FXOS stability




AlLtE[2:

o At=
-1 o
<#root>
>
capture-traffic
capture size 262144 bytes
C="Ciscol23" GetNextRequest(25) .10.3.1.1.2
C="Ciscol23" GetResponse(97) 1.10.1.1.1.1.

Options:

-n host 192.0.2.23 and udp port 161
HS_PACKET_BUFFER_SIZE 1is set to 4.
08:17:25.952457 IP 192.168.2.23.36501 > 192.168.2.28.161

tcgdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, 1link-type EN1OMB (Ethernet)
08:17:25.952651 IP 192.168.2.28.161 > 192.168.2.23.36501:

4. FXOS7t SEstX| £

FXOS SNMP polling
does not work
B. Reply arrive
in server?

o

2. Take captures 6. Check:
upstream along the
path « FXOS routing
« Dst MAC
7+ &2l
« Ul == CLIIM SNMP T4 &l

<{froot>



firepower#

scope nonitoring

firepower /monitoring #
show snnp
Name: snmp

Admin State: Enabled

Port: 161
Is Community Set: Yes

« &= EXR0: '$)oll Faf:

<{froot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show runni ng-config snnp al

FP4145-1(fxos)#

show snnmp community

Community Group / Access context acl_filter

Ciscol23 network-operator

how snmp-user [detail] AFHS

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#id 59069

o
ze

o4
rr

4. FXOS7I 8H3tX| @

FXOS SNMP Z}2E] &°l-


/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069
/content/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069

FP4145-1# connect fxos
FF4145-1(fxos) # show snmp

2243 SNMP packets input ] Total requests (polling)

0 Bad SNMP versions

28 Unknown community name

0 Illegal operation for co
supplied

28 Encoding errors

2214 Number of reguested variables

0 Number of altered variables

0 Get-reguest PDUs

2214 Get=-next PDUs

0 Set-reguest PDUs

0 Too big errors

Bad community requests (v2c)

Total replies

Traps generated

M

« FXOS ACL(Access Control List)2 & QIEL|C}t O|= FPR41xx/9300 E3H&Z0iBt 2 ELICt

E2{=Z|0| FXOS ACLOl 2lalf AtEHEl B2, 20| EAIE|X|BF 242 EAZ(X| f&LICH

<#root>
firepower (fxos)#

et hanal yzer |l ocal interface mgnt capture-filter

"udp port 161" Tlimit-captured-frames 50 write workspace:///SNMP.pcap

Capturing on 'ethO'
1 2021-07-26 11:56:53.376536964 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1
2 2021-07-26 11:56:54.377572596 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.10.1.10.1.1
3 2021-07-26 11:56:55.378602241 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1

P
1o

Ul(User Interface)0|l A FXOS ACLS & Ql&

SHMP 1Pyv4 Access List

Add IPv4 Block T lx

DS
0.0.0.0 Prefix Length:® 0
FIPS and Commaon Critena

* Access List
MALC Fool
Resgurce Profiles
Network Control Policy
Chassis URL

] hitps
0.0.0.0 Pretocol: https @ snmp szh

QK cance

CLIOIM FXOS ACLE &0lg = &L|Ct.



<#root>
firepower#

scope system

firepower /system #

scope services

firepower /system/services #

show i p- bl ock detai l

Permitted IP Block:
IP Address: 0.0.0.0
Prefix Length: 0

Protocol:

snmp

<#froot>
FP4145-1#

connect fxos

« SNMP C|HHZ(THZ!2H). FPR41xx/930004| 2t &S

FP4145-1(fxos)#

t erm nal

noni t or

FP4145-1(fxos)#

debug snnmp pkt - dunp
2021 Aug 4 09:51:24.963619 snmpd:

* Debug SNMP (aII)(EII:H:L SNMP(E-'|:-)) -0l i
<#root>
FP4145-1(fxos)#

debug snnp al

]

242 0f2 xRAlE

o

A

SNMPPKTSTRT: 1.000000 161 495192988.000000 0.000000 0.000000 0.0000

LICt.

2021 Aug 4 09:52:19.909032 snmpd: SDWRAP message Successfully processed
2021 Aug 4 09:52:21.741747 snmpd: Sending it to SDB-Dispatch

2021 Aug 4 09:52:21.741756 snmpd: Sdb-dispatch did not process



+ SNMP £t FXOS Z& 0| l=X| Fel:
<#root>
FXOS#
show faul t
Severity Code Last Transition Time ID Description
: : - : Result: resource-unavailable C

Warning F78672 2020-04-01T21:48:55.182 1451792 [FSM:STAGE:REMOTE-ERROR]

A=K FHel:

« snmpd coreZ} U

FPR41xx/FPR9300:

<tfroot>

firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

dir cores

1 1983847 Apr 01 17:26:40 2021 core.snmpd.10012.1585762000.gz
1 1984340 Apr 01 16:53:09 2021 core.snmpd.10018.1585759989.gz

FPR1xxx/21xx:

<{froot>

firepower(Tocal-mgmt)#

dir cores_fxos

eZ2 £Zl5l 1 Cisco TACOH| 29o|5tAA|2.

snmpd coreZt £ 0| FXOS & 52 HE 1t &7 core

5. SNMP 2%0| SNMP AMB{od| E&HshL|71?



FXOS SNMP polling
does not work

3. FX0S
replies?

" Reply arrives
in server?

7. Check
the server

XOS captures”

2. Take captures 4. Check: N 6. Check:
upstream along the
path . ?;Jgﬂg f:'lﬁg = FXOS routing
. Exos « Dst MAC
compatibility
« FXOS stability

- FXOs 2t g &2

0| £242 FPR41xx/93002| &24Q]L|C}.

<#root>
firepower#

show f abri c-i nt erconnect

Fabric Interconnect:
ID O00B IP Addr 00B Gateway 00B Netmask 00B IPv6 Address O0B IPv6 Gateway Prefix Opera

A 192.168.2.37 192.168.2.1 10.255.255.128 :: HH 64 Operable

@)
mo
1
ro
T
[
[ul

o HXE =St pcap2 LHELHT 3[410] CHA MA
- OFX|YS 2 SNMP MEH(ZA, 74, ofZ2[7AH0|M §)8 =elgfLct

048 SNMP OID Zf2 AFE3aloF &FL|7t?

2 dH(AA Cisco TAC HO|A S| ME):

« "Cisco Firepower & H|E ZL|IE{& 35l oF & LICE ZF 20{ CPU, H22|, C|A= 0 CHEF SNMP
OIDE N335t AIR."
« "ASA 5555 C|HIO|AOIM 24 S 2 & x[o| 4EHE ZLIEZESHE O AFEE &= = OID7H U



&Lt
« "FPR 2K 2! FPR 4K0{A{ A{A| SNMP OIDE 7}X{Q 0 A} & L|Ct"
« "ASA ARP FHAIE E35tE{ FLICt"
- "BGP I|o{ ZEtof CH8t SNMP OIDE &ofof gfLlct."

SNMP OID Zt2 &&= &4H
0| A0l AM= Firepower C|HFO|A 2] SNMP OIDO]| CHEF ME E XS & L|Ct
« Cisco FTD(Firepower Threat Defense) SNMP 2 L|E{& BHA]:

https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-
741739.html

+ Cisco Firepower 4100/9300 FXOS MIB & X 7}0|=

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b FXOS 4100 9300 MIBRef.html

- FXOS EEM| M E OIDE HM5t= &Y.

https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-
for-an-specific-oid-on-fxos.html

- CLI(ASA/LINA)0I A SNMP OID & 9!

<#root>
firepower#

show snnp-server ?

enginelD Show snmp enginelD

group Show snmp groups

host Show snmp host's

statistics Show snmp-server statistics
user Show snmp users

firepower#
show snnp-server oid

<- hidden option!

I
[1] .1.10.1.1.10.1.2.1  IF-MIB::ifNumber
[2] .1.10.1.1.1.10.2.2.1.1 IF-MIB::ifIndex
[3] .1.10.1.1.1.10.2.2.1.2 IF-MIB::ifDescr
[4] 1.10.1.1.1.10.2.2.1.3 IF-MIB::ifType

« OIDO]| CHEt REAIEH LI2 S SNMP 7HAl| EFM 7|2 20151 A A,

ol

https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

« FXOS(41xx/9300) CLIOIA{ CtS 271o| HHE S AlS:


/content/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
/content/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
/content/en/us/td/docs/security/firepower/fxos/mib/b_FXOS_4100_9300_MIBRef.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

<ffroot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnmp internal oids supported create

FP4145-1(fxos)#

show snnp i nternal oids supported

- SNMP AT1 supported MIB OIDs -0x11a72920
Subtrees for Context:

ccitt

1

1.0.88010.1.1.1.1.1.1 ieee8021paeMIB
1.0.88010.1.1.1.1.1.2

2E QOID WHE &=

foXa! OoID

CPU(LINA) 1.3.6.1.4.1.9.9.109.1.1.1
CPU(Snort) 1.3.6.1.4.1.9.9.109.1.1.1 (FP >= 6.7)
M2 2I(LINA) 1.3.6.1.4.1.9.9.221.1.1

H| 2 2|(Linux/FMC) |1.3.6.1.1.4.1.2021.4

HA E& 1.3.6.1.4.1.9.9.491.1.4.2
2{2HHEE 1.3.6.1.4.1.9.9.491.1.8.1
RA-VPN Num A[: 1.3.6.1.4.1.9.9.392.1.3.1(7.x)
RA-VPN #H3% AtEX}: 1.3.6.1.4.1.9.9.392.1.3.3(7.X)
VPN HE

RA-VPN Num Peak A|44: 1.3.6.1.4.1.9.9.392.1.3.41(7.X)




S2S VPN & A|44:1.3.6.1.4.1.9.9.392.1.3.29
S2S VPN Num Peak A|44: 1.3.6.1.4.1.9.9.392.1.3.31

- El: firepower# show snmp-server oid | 0} 0|7

BGP AE{

ey

ENH Cisco H{1 ID CSCux13512
:SNMP £2 ¢/8F BGP MIB F7}

FPR1K/2K
ASA/ASAv A0HE
chold 4

ENH Cisco BH21 ID CSCvv83590

: FPR1k/2k2| ASAV/ASA: Smart Licensing & Elf &g 2|8t SNMP OID &

(@]
AL

FXOS ol ZE =Y
' Lina SNMP
oID

ENH Cisco BHH21 ID CSCvu91544



https://tools.cisco.com/bugsearch/bug/CSCux13512
https://tools.cisco.com/bugsearch/bug/CSCvv83590
https://tools.cisco.com/bugsearch/bug/CSCvu91544

FXOs B ZE A'd QlE{m[0]& SHE 2I8t Lina SNMP OID X|#

FMC 7.3 &7HFMC 1600/2600/4600 O|4})

(o Xal OID

EZ 0ID: 1.3.6.1.4.1.9.9.117.2.0.6

2t OID: 1.3.6.1.4.1.9.9.117.1.4.1.1 <index>
™ e £

0-#o| A

0%

LIPN R

i

1-Ho| A L

n
e

CPU/PSU 2

E

=l
=

EZ 0ID: 1.3.6.1.4.1.9.9.91.2.0.1
A2t OID: 1.3.6.1.4.1.9.9.91.1.2.1.1.4.<index>.1

2t OID: 1.3.6.1.4.1.9.9.91.1.1.1.4.<index>




E® 0ID: 1.3.6.1.4.1.9.9.117.2.0.2
OperStatus OID: 1.3.6.1.4.1.9.9.117.1.1.2.1.2.<QI= A>

PSU AFEH

0>
m

= AdminStatus OID: 1.3.6.1.4.1.9.9.117.1.1.2.1.1. <QIEH A>

0-H3 3= X ZBELTH AXIEX]| AZ

SNMP ERME 7HXE & Q18
22X dH(AA Cisco TAC 70|A 9| ME):

« "FTD2| SNMPv37} SNMP AMt{ol EZE ELHX| ef& Lt
« "FMC 2! FTD7} SNMP E& HA|X|E ELHX| et&Lict.”
« "FXOS& FTD 41000 A SNMPE 7832 SNMPv3 & SNMPv2E A|=ZHK|BH

£ EBd =+ &Lk

- "Firepower SNMP7} ER 2 ZLIER 0l ELHX| L &LICH"

« "Firewall FTD= SNMP E&{& NMSZ ELHX| ef&L|Ct”

« "SNMP AMtH EZ{0| &35t x| et&L|ct”

« "FXOS& FTD 410004 SNMPE T 83204 SNMPv3 & SNMPv2E Al & X[t
S HLH A O-IAL_||:|._"

= -2 T HAH

HE

o
iy

=

MO
2
=o|=|

N

firepower SNMP E& ZX|of CHet = M= & EBERE5 7| 18t ZEAMAL|CH

|m
I

Mn



SNMP traps not seen
on SNMP server

“See SN
trap on egress

(" 5. Check:

¥ See SN

trap on server

« The server settings
« The community string

capture? capture? « The server SNMP
configuration
. vy
Mo
2. Verify: N [ 4. Check: )
« The SNMP config « Captures upstream along
+ Device routing the path
« Trap counters « Dst MAC
\. AN v,
1. O|2BllA& Z4&{oll SNMP E&0| EAIE L2
SNMP traps not seen
on SNMF server
" 5. Check: )

2. Verify:

s The SNMP config
« Device routing
« Trap counters

o

trap on server

A

“See SN « The server settings
» The community string

« The server SNMP

Yes

captura?

configuration
L.
" 4. Check: A
« Captures upstream along
the path
« Dst MAC
L A

22| QIE{mH 0| A0 A LINA/ASA EE

ZHR:




<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Global

Selection?

0

Options:

-n host 192.168.2.100 and udp port 162

HIO|E] IE{H 0| A0 A LINA/ASA EZ{E R

<#root>
firepower#

capture SNWP interface net208 match udp any any eq 162

FXOS E(41xx/9300)2 Z4%:

<#root>
firepower#

connect fxos

firepower(fxos)#

et hanal yzer local interface ngnt capture-filter "udp port 162" limt-captured-frames 500 wite workspace

1 2021-08-02 11:22:23.661436002 10.62.184.9 > 10.62.184.23 SNMP 160 snmpV2-trap 10.3.1.1.2.1.1.3.0 10.3.1.1
firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

1 11134 Aug 2 11:25:15 2021 SNMP.pcap
firepower(local-mgmt)#



copy workspace:///SNVP. pcap ftp://ftp@92.0.2. 100/ SNVP. pcap

2. 0|ael|A QlE{mo|Ao| THZ!O| EAIEX| = B2

SNMP traps not seen
on SNMP server

7 See SNMR
trap on egress
capture?

. Yes
trap on server

capture?

p

" 4. Check:

the path
« Dst MAC

» Captures upstream along

" 5. Check: N
« The server settings
« The community string
« [he server SNMP
configuration
>y
_'-,~

<#root>
firepower#

show run all snnp-server

snmp-server host ngfw-management 10.62.184.23 version 3 Ciscol23 udp-port 162
snmp-server host net208 192.168.208.100 community ***** version 2c udp-port 162

snmp-server enable traps failover-state

FXOS SNMP E3 77d:

<#root>
FP4145-1#

scope nonitoring

FP4145-1 /monitoring #

show snnp-trap




SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type

192.168.2.100 162 ke V2c Noauth Traps

&1 1xxx/21xx0l| M= Devices(C|HFO|A) > Device Management(C|HFO|A £ 2[) > SNMP
config(SNMP Z1I|12i0|M) 2| ZZ<0i Bt O|2{EF A& 0| E AIELICE.

. Zt2| QIE{H|0|AE E8F E=40] CHEF LINA/ASA B E!:

<#root>

>

show net wor k

o O|O|E{ QIE{H|O|AE S5t EZ4o] CHEF LINA/ASA 2R E:

<#root>
firepower#

show route

. FXOS 2+ E/(41xx/9300):

<#froot>
FP4145-1#

show fabric-interconnect

- E F2E(LINA/ASA):

1[
Ho

<#root>
firepower#

show snnp-server statistics | i Trap

20 Trap PDUs



FXOS:

<tfroot>

FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnp | grep Trap

1296 Out Traps PDU

FO|

—

7t

I
dor

SNMP traps not seen
on SNMP server

¥ See SN
frap on server
capture?

¥ 'See SN
trap on egress
capture?

2. Verify:

» The SNMP config
» Device routing
« Trap counters

(.

.,

o CHAN SNMP MEH{Ol A ZHR| 4=t
7|t 22l AbE:

A2 E et Hx.

SNMP E3 miZ]o| T4 MAC F4&.

SNMP M M3 & AEl(of: Wik, drl ZE
SNMP 7{FLIE| 2R,

SNMP Alb{ 74,

on



SNMPE &all FMCE ZLIEHEE = ig
2 MHE(AA Cisco TAC 7H0|A 0] ME):

« "SNMP7} CH7| FMCO|AM S35t X| et &LICH"

« "FMC HIZ2|E ZL|E{2!s{oF gFL|Ct"

« "CH7| 192.168.4.0.8 FMCO{ X SNMP 7} & S350 & LI7+?"

« "CPU, HEE| 9| B|AAE LIS TS FMCE +A45H0F &Lt

44y

Mo
2
:IoI:l
N
T

FMC SNMP does not
wiork

T SNMP packe
grrives on FMC

7. Check
the server

¥,
2. Take captures //_ 4. Check: q\\ 6. Check: 3
upstream along the .
path « FMC SNMP config + FMC routing
« Capture contents + FMC capture
« FMC pigtail (tcpdump)
+ community string +« Dst MAC
= snmpd process \ v
« snmpd cores
« letc/snmpd.conf
-

\ Is Standby FMC?

1. SNMP m{Z!0| FMCOi| = &H§HL|7t?



FMC SNMP does not
work

2. Take caplures
upstream along the
path

-

/’ 4. Ehec

~

FMC SNMP config
Capture contents
FMC pigtail
community string
snmpd process
snmpd cores
fetc/snmpd.conf

B. Reply arrive
o server?

£. Check:

« FMC routing
» FMC capture
(tepdump)

« Dst MAC

Is Standby FI'-.-'IC“.F_"/.

/

7. Check
the server

- FMC 22| QIE{m| 0|2 0f A 2

<ffroot>
admin@FS2600-2:~$

sudo tcpdunp -i ethO udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

*1:

-n

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

10:58:45.961836 IP 192.168.2.10.57076 > 192.168.2.23.161:

C="Ciscol23" GetNextRequest(28)

.10.3.1.1.4

p =l: FMC /var/common/ C|HEE[0of| Z{R{E &5t FMC UI|AM Ct2 2 =8 LTt

<#root>
admin@FS2600-2:~$%

sudo tcpdunp -i ethO udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

-n -w /var/ common/ FMC_SNWP. pcap

tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes



AC46 packets captured
46 packets received by filter

FMC7t SEELITH?

FMC SNMP does not
work

2. Take captures
upstream along the
path

" Reply arrive
to server?

« FMC routing
« FMC capture
(tepdump)

« Dst MAC

S

v

7. Check
the server

FMC7t & atx| ef=

« FMC SNMP TLA(AlAH] >
1. SNMP Al M

(o] = A
2 HHA B MM
auh, Firepower Management Center oy viey  anaysis  Poicies  Devices alapi, Firepower Management Center o L poices  Devices G
I cisco m | Configuration
SNMP Version Version 2
Community Sting | Ciscol123 + Add Rules
Host Port
any 443 5
any 22 _.'
I any 161 I 5
S Cl=| [o] =2 o s .
FMC7|' S |=||-°|'X| Ls T 7c=>|ﬂ‘ %|I-o|_|.
- = -
« X (pcap) 2EEH=



« HRLIE| 2XL (XM EelE = US)
« FMC pigtail 22(2 7/, &l, & &Ql) & /var/log/snmpd.logl| Z2&I=

« snmpd ZZAHA

<#root>
admin@FS2600-2:~§$

sudo pntool status | grep snnpd

snmpd (normal) - Running 12948

Command: /usr/sbin/snmpd -c /etc/snmpd.conf -Ls daemon -f -p /var/run/snmpd.pid
PID File: /var/run/snmpd.pid

Enable File: /etc/snmpd.conf

* snmpd core

<tfroot>
admin@FS2600-2:~$

Is -al /var/common | grep snnpd

-rw------- 1 root root 5840896 Aug 3 11:28 core_1627990129_FS2600-2_snmpd_3.12948

« /etc/snmpd.confQ| B = 4] mel:

<#root>
admin@FS2600-2:~$

sudo cat /etc/snnpd. conf

# additional user/custom config can be defined in *.conf files in this folder
includeDir /etc/snmp/config.d

engineIDType 3

agentaddress udp:161,udp6:161

rocommunity Ciscol23

rocommunity6 Ciscol23

S 21 SNMPE HI2H 49853 snmpd.conf THUO| ZXHH x| SberLICH

- CHZI FMCLITt?

6.4.0-9 0| 2 6.0.6.0 0| H{TI0| M= CHZ| FMC7t SNMP ClIO|E & & 5HX| ef&LICt
(snmpd7t CHZ| & EfY). O|l= H&ZQl S2FL|Ct 7HM AL Cisco {1 ID CSCvsE MEASIL[CE


https://tools.cisco.com/bugsearch/bug/CSCvs32303

Ex MH(AA Cisco TAC #H0|A S| ME):

"Cisco Firepower Management Center 2! Firepower 4115 Threat Defense0l| CH3ll SNMPE
TAMstedn goct”

"FTDO|A{ SNMP ZAx|Z22{|0| M X|§4"

"FTD O{Z 20|14 0| SNMP ZELIE & E gM5tste{n gict”

"FXOSOIM SNMP MHIAE F45ted D A5t RIE A& Z= commit-bufferS 518
StR| t&LCt @F: BH4E0| S E[X| b &LICH BE5iEdH 'ftd 44'S AFESHAAIL."
"FTD 0{Z2}0[|1dA MM SNMP 2LIE{E S & dstste{n gLct"

"FTDO|A SNMPE T35t ZL|EZ S C|HIO|AE HME 4= gigLICt”

ShA

fjo

SNMP 714 EXof M2 st &

A AFE: E A


https://tools.cisco.com/bugsearch/bug/CSCvs32303

o Z|A MHBEME o{E A
+ FMC 74 7I0|E:

https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/quide/fpmc-config-
quide-v70.html

« FXOS 7+ 70| E:

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-
quide/b GUI FXOS ConfigGuide 2101/platform settings.html#topic 6C6725BBF4BC4333BA207BE9DB

CHFEH SNMP AEA0| Kol AAIL.

FMC SNMP:

E Book Contents Q,

" Appliance Platform Settings SHEESORR ERUETES

>
L]

Language Selection
System Configuration

Login Banners
SNMP Polling

Platform Settings Policies

Platform Settings for Classic
Devices

Time and Time Synchronization

Global User Configuration Settings

FXOS SNMP:


/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
/content/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
/content/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
/content/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53

E Book Contents

Book Title Page

Introduction to the Firepower
Security Appliance

Gething Started

Licenze Management for the ASA
User Management

Image Management

Security Certifications Compliance

System Administration

Platform Settings

Home [ ... [ Ceco Firepower 9300 Senes | Configuration Gusdes [

Cisco Firepower 4100/9300 FXOS Firepower

Q, FindM

Chapter: Platform Settings

» Chapter Contents

# Setting the Date and Time
= Configuring SSH

* Configuring TLS

* Configuring Telnet

# Configuring SNMP

# Configuring HTTPS

Firepower 41xx/9300 SNMP T 4d:

~ Appliance Platform Settings

System Configuration
Platform Settings Policies

Platform Settings for Classic Devices

[ Platform Settings for Firepower Threat Defense ]

Firepower 1xxx/21xx SNMP 4




“ Firepower Threat Defense Interfaces and Device Settings
Interface Overview for Firepower Threat Defense
Regular Firewall Interfaces for Firepower Threat Defense
Inline Sets and Passive Interfaces for Firepower Threat Defense

DHCP and DDNS Services for Threat Defense

SNMP for the Firepower 1000/2100

FDM(Firepower Device Manager)2l SNMP 743
22X dB(AA Cisco TAC 7|0|A 9| MHE):

« "FDM2 A8 35lE CIHFO|A Firepower2| SNMPv30i| CH8 X|&lo| 2 &hL|ct"
« "SNMP 7:410| FDM2| FPR 2100 C|HIO| A0 M & S5} K| &tﬁl—lth"

« "FDMOIM A S35 SNMP v3 2 S 7HK4E £+ Qi&LICh”

« "FDM 6.7 SNMP 43 x|

- "Firepower FDMO{A{ SNMP v3E & 4355t AAI2."

SNMP FDM 7’8 Ao HZ st &Y
« 6.7 0| HT 2| B2 FlexConfig§ At&5t04 SNMP & &g &= U&LICH

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-
fdm-advanced.html

- Firepower HH¥ 6.70{| A2} Z 0] SNMP 782 [ 0|4 FlexConfig7t Ot=l REST APIZ #+4
Euct.

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-
troubleshoot-snmp-on-firep.html

SNMP 24 siZ X|E AE

1xxx/21xx/41xx/9300(LINA / ASA) — Cisco TACOHIM FHO|AE Q7| Hoi| =& Atg
TS A ELICH My
firepower# show run snmp-server ASA/FTD LINA SNMP T4 &0l

firepower# show snmp-server statistics ASA/FTD LINAOIA SNMP SH & & QIgtL|C}.



/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
/content/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html

SNMP TiZ! /24 2l SNMP THZ! £33 7t 2E{of &
SgfLct.
> capture-traffic 2| QE{H O| AN ECHT! ZHA.
firepower# capture SNMP-POLL interface UDP 161(SNMP & &))oi| CH& Ci|o|E] QIE{m|o|A
net201 trace match udp any any eq 161 (nameif 'net201") 01| A EEfEE A ELICH
firepower# capture SNMP-TRAP interface UDP 162(SNMP E&)2| o|0|E{ QIE{T| 0| A
net208 match udp any any eq 162 ('net208'0|2t 1 &M EcHEI S AT LICH.
firepower# show capture SNMP-POLL packet- |[ASA/FTD LINA G|O|E{ QIE{H|0|A0f £ 2t5HE Q!
number 1 trace Jo|A SNMP IHA! € FAELICY.
NLP(Non-Lina P LHE EY QIE{H| 0| A0 A
admin@firepower:~$ sudo tcpdump -i tap_nlp 5’”7‘:-|( on-Lina Process) LH& | O] A 01 A
= .
UDP 161(SNMP Z &0l 2 & ASA/FTD LINA
firepower# show conn all protocol udp port 161 of74e §+(0|é+ Lok =)0lA
_== 71 —-d
N EZ2loj| CHal ASA/FTD LINA 21 302015
firepower# show log | i 302015.*161 2+0| | EhaH ASA/
Tleé]ower# more system:running-config | i 747 SNMP HELIE| 2xbed BHol
firepower# debug menu netsnmp 4 SNMP 78 2 Z 2 M|A ID &2l
firepower# show asp table classify interface  |0|& 0| 'net201'Q! QIE{H| O] A 2] SNMP ACLO0{| A
net201 domain permit match port=161 hitcountg = QI L|Ct.
firepower# show diskO: | i .04 SNMP core7t A=X| =0l
admin@firepower:~$ Is -l /var/data/cores SNMP core7t A=X| &l FTDOI|Et M & 7t5
firepower# show route ASA/FTD LINA c2}<E! E|o|E2 &2l




> show network FTD 2| Eci¢l 2t E Ellolg &2l
admin@firepower:~$ tail -f -t ,

of| A 2olEA a4
/mnt/disk0/log/ma_ctx2000.log FTDOil A SNMPv3 [EX s
firepower# debug snmp trace [255]
firepower# debug snmp verbose [255] z[A EE[a0M SA4T FE. LR ClHaE

Cisco TACE At&3to SNMP 2XIE s dst= O

firepower# debug snmp error [255] o238t
firepower# debug snmp packet [255]
41xx/9300(FXOS) - Cisco TACO|M AHO|AE F7| Tof| =&E At
g AgELIC M

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-
filter "udp port 161" limit-captured-frames 50 write

filter "udp port 162" limit-captured-frames 50 write
workspace:///[SNMP-TRAP.pcap

workspace:///SNMP-POLL.pcap SNMP Z32 98t FXOS Zi*{(UDP
161)
firepower(fxos)# exit
HAFTP Mo YEE
firepower# connect local-mgmt
FTP IP: 192.0.2.100
firepower(local-mgmt)# dir
FTP A& Xt O|F: ftp
111152 Jul 26 09:42:12 2021 SNMP.pcap
firepower(local-mgmt)# copy workspace:///[SNMP.pcap
ftp:/ftp@192.0.2.100/SNMP.pcap
firepower# connect fxos
22 9O|s FHx
firepower(fxos)# ethanalyzer local interface mgmt capture- 1S€l5\lzl\)/IP E”E 9|2 FXOs Ax(UDP

firepower# scope system

firepower /system # scope services

FXOS ACL &l



ftp://ftp@192.0.2.100/SNMP.pcap

firepower /system/services # show ip-block detail

firepower# show fault FXOS Z# =2l

firepower# show fabric-interconnect —
P E9o| M ol

FXOS QIE{H|o|A 74 2 7|8 AH|0]

firepower# connect fxos
FXOS SNMP 4

firepower(fxos)# show running-config snmp all

=t
=

ol

—

firepower# connect fxos
firepower(fxos)# show snmp internal oids supported create |FXOS SNMP OID

firepower(fxos)# show snmp internal oids supported

EI’
=/

firepower# connect fxos

firepower(fxos)# show snmp

FXOS SNMP A%

firepower# connect fxos
firepower(fxos)# terminal monitor all')
firepower(fxos)# debug snmp pkt-dump

'undebug all' AHE
firepower(fxos)# debug snmp all

FXOS SNMP C|HH('packets' =

| —
—_

= X|5t242 ‘terminal no monitor' 2!

1xxx/21xx(FXOS) — Cisco TACHM FHO|AE Q7| T™of| =& At

WS A ELICH My
> capture-traffic 22| CIE{H 0| A0 EB=E ZHA
> show network FTD Zt2| Zd|Q] 2t E! H|o|E =2l

firepower# scope monitoring
FXOS SNMP -4 =2l
firepower /monitoring # show snmp [host]




firepower /monitoring # show snmp-user
[detail]

firepower /monitoring # show snmp-trap

firepower# show fault FXOS &% = ¢l

firepower# connect local-mgmt

firepower(local-mgmt)# dir cores_fxos FXOS core I} Y(traceback) = 2!
firepower(local-mgmt)# dir cores

FMC - Cisco TACOI|M A O|AE G7| Tof| =& & AtE

A

admin@FS2600-2:~$ sudo tcpdump -i ethO udp port
161 -n

SNMP Z 2lof| CHaH 22| QIE{H| 0] A 0f A
E2{T] 2%

admin@FS2600-2:~$ sudo tcpdump -i ethO udp port
161 -n -w /var/common/FMC_SNMP.pcap

SNMP & 2l0f Chslf 2F2| QIE{H] 0204 A
EgfEE Adstn ool M

admin@FS2600-2:~$ sudo pmtool status | grep
snmpd

50|

= -

SNMP Z 2 M|A &FEf

admin@FS2600-2:~$ Is -al /var/common | grep
snmpd

SNMP core It Y(traceback) & Q|

admin@FS2600-2:~$ sudo cat /etc/snmpd.conf

FO

—

snmpwalk Of| A|

olz{er BE2 &l & =M sii 2ol AASE + U&LITH
BIEE AEFLIC Y

# snmpwalk -c Cisco123 -v2c¢ 192.0.2.1

SNMP v2cE AF&3510{ ¢4 SAE0
M E2E OIDE 7tX{SLiCh.




Eli
>
e

Cisco123 = 7R LIE|

192.0.2.1 = CH& B A

Im

# snmpwalk -v2c -c Cisco123 -OS 192.0.2.1
10.3.1.1.4.1.9.109.1.1.1.1.3

i50.3.6.1.4.1.9.9.109.1.1.1.3.1 = H|0|X[32: 0

SNMP v2cE AF83t0 #3 SAEO
M EZ OIDE 7}x{SLCt.

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1
10.3.1.4.1.9.9.109.1.1.1.1 -7 &

.10.3.1.1.4.1.9.9.109.1.1.1.6.1 = H|0[X|32: 0

7tX{2 OIDE

# snmpwalk -v3 -l authPriv -u cisco -a SHA -A Cisco123 -
x AES -X Cisco123 192.0.2.1

SNMP v3E AF873510{ &8 S AE A
D2 E QOIDE 7t 2L ch.

SNMPv3 AFE X} = Cisco

# snmpwalk -v3 -l authPriv -u cisco -a MD5 -A Cisco123 -
x AES -X Cisco123 192.0.2.1

SNMP v3E Al87310{ 22 S AE 0 A
ZE OID 7}X427|(MD5 ! AES128)

# snmpwalk -v3 -l auth -u cisco -a SHA -A Cisco123
192.0.2.1

ol

—

A& 8= SNMPV3EH

ol
mjo

SNMP Zg ZA v
1. https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV =
ols
2. 7|1E snmpE Y251 S =0l MEHS ME4FFLICE



https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV
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Search For:
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Symptom: This is a feature request for an optien to configure access-Est 1o restrict specific
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.JE|- 24 X4

- O -1
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/content/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
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