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key chain kal

!--- Name a key chain. A key chain may contalin more than
one key for added security. !--- It need not be
identical on the remote router. key 1

!-—— This is the Identification number of an
authentication key on a key chain. !--- It need not be
identical on the remote router. key-string 234

!--- The actual password or key-string. !--- It needs to
be identical to the key-string on the remote router. !

i nterface LoopbackO ip address 70.70.70.70
255.255.255.255 ! interface Serial 0O ip address
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141. 108. 0. 10 255. 255. 255. 252 ip rip authentication key-
chain kal
!--- Enables authentication on the interface and

configures !--- the key chain that will be used.
router rip version 2 network 141.108.0.0 network
70.0.0.0

RB

key chain kal

key 1
key-string 234

i nterface LoopbackO

i p address 80.80.80.1 255. 255.255.0

interface Serial 0
i p address 141.108.0.9 255. 255. 255. 252
ip rip authentication key-chain kal

cl ockrate 64000

router rip
version 2
network 141.108.0.0

network 80.0.0.0

mdd0f CHEH KFMIEH LIRS Cisco 10S IP 21 2 X2 AR 5HAIAR.
MD5 2I1& T4

MD5 @& CiscoZt ¥ RFC 1723 o] eldt A E 915 0f F7I6tE MEHA 0I5 2 EQlL|C}.
Z7} W™ iprip Q15 BE md5E AFE35He AL E NQlstT Yt BIAE QB 0| x| o]
ggzruct. MEXH= MD5 Q1 HhHe 2|5 Eo'agl Qkzx0f A 2FE] QIE{H|O|A S T A5l oF 8L
Ch 2™ 7| H5 9 7| 2X1Y0| Y=ol M Lx|st=x| &Holsof & L|Ct.

RA

key chain kal

!-—-—- Need not be identical on the remote router. key 1
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!--- Needs to be identical on remote router. key-string
234

!--- Needs to be identical to the key-string on the
remote router. ! interface LoopbackO ip address
70.70.70.70 255.255.255.255 ! interface Serial0O ip
address 141.108.0. 10 255. 255. 255. 252 ip rip
authentication mode md5

!--- Specifies the type of authentication used !--- 1in
RIPv2 packets. !--- Needs to be identical on remote
router. !-- To restore clear text authentication, use

the no form of this command. ip rip authentication key-
chain kal

router rip
version 2
network 141.108.0.0

network 70.0.0.0
RB

key chain kal

key 1

key-string 234

o~

i nterface LoopbackO

i p address 80.80.80.1 255.255.255.0

interface Serial0

ip address 141.108.0.9 255. 255. 255. 252
ip rip authentication mode md5

ip rip authentication key-chain kal

cl ockrate 64000

router rip
version 2
network 141.108.0.0

network 80.0.0.0
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flof ZAIE 2 22 MelH 2 E ZIRE o
£ debug ip rip & show |p route BHOIM A2

11 debug BHEES MAHT| ol ClHT B0l CHet S HEES HESFAHAL.

RB#debug ip rip

RI P protocol debugging is on
*Mar 3 02:11:39.207: R P: received packet with text authentication 234
*Mar 3 02:11:39.211: RIP: received v2 update from 141.108.0.10 on Serial 0
*Mar 3 02:11:39.211: RIP: 70.0.0.0/8 via 0.0.0.0 in 1 hops

RB#show ip route

R 70.0.0.0/8 [120/1] via 141.108.0.10, 00:00:25, SerialO

80.0.0.0/24 is subnetted, 1 subnets
C 80.80.80.0 is directly connected, LoopbackO

141.108.0.0/30 is subnetted, 1 subnets

C 141.108.0.8 is directly connected, SerialO

Ut HAE OIFS AIR5tH 22 2tRE B8 T2 AH A0 I’E. 045t x| f2Bd= 2HRE{ollA] AIZHE

22 AC|0|ER X718 4 ¢looE HEXT M7 #AELICH 2L 0] 91 SHe oF

StX| ef&L|CH HIZHHS (0] ol M= 234)= it HIAE EHE'L—IEP aR2 A 22D of
2 £ Ch oM =8 JWAEH Eoto| X7t 2 2« ot HIAE QIZECI MD5 QB2 %

MD5 2I& =2l

Lol EAIE CHZ RA & RB CHREE F5tH 2 E Bt E A |
ElLICt. Ol= debug ip rip & show ip route BWE A 2 £33 #HE5Ho{ =elg = QU

RB#debug ip rip
RI P protocol debugging is on
*Mar 3 20:48:37.046: RIP: received packet with MD5 authentication

*Mar 3 20:48:37.046: RIP: received v2 update from 141.108.0.10 on Serial 0
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*Mar 3 20:48:37.050: 70.0.0.0/8 via 0.0.0.0 in 1 hops

RB#show ip route

R 70.0.0.0/8 [120/1] via 141.108.0.10, 00:00:03, SerialO
80.0.0.0/24 is subnetted, 1 subnets

C 80.80.80.0 is directly connected, LoopbackO

141.108.0.0/30 is subnetted, 1 subnets

C 141.108.0.8 is directly connected, SerialO

MD5 Q152 Z=ddt sial dn2|EoZ & QI CHE MD5 Al D 2[&2 AFSELICE o] 15
ZEOMEIRE YHIOIEE 2152 Qs HIYHES E MESHK| f&LICH CHAL H|Z2EH S 0d MD5
gdnelES Aso] MHEl= 128H|E HAIX|7t QIS 22 &7H S ELICE et it slA
E QISELCHorMFIEZ At BIAE OIS0l MD5 Q152 AH&3tE ol E&LCH

= -
T':K‘“ 3H7é
O| MMo|Me ZdI|aelo|M EXNE sidste ol A8 = Ue HEE MSELict.

25 sid EH

debug ip rip BE2 RIPv2 215 &t EXIE s ZA5t= ol AFSE & J&LCt

11 debug BHEE A=™sHT| ol ClHT B0l CHEt 52 HEE HESFAAL.

1 CHS 2 debugip rip B £3{ 2] of 2ILIC}. 0] 32 1™ 2t E Ztoll SYslok ot= 215 &
2 Oi7HH 7 LRIst K| ek&LICH [MEkM 2B 7t stLE EEE = Cf 2t HO|S 0l +AlEl B2
g MdX[etx| efE = &Lt

RA#debug ip rip

RI P protocol debugging is on

*Mar 1 06:47:42.422: R P: received packet with text authentication 234

*Mar 1 06:47:42.426: RIP: ignored v2 packet from 141.108.0.9 (invalid authentication)

RB#debug ip rip

RI P protocol debugging is on

*Mar 1 06:48:58.478: R P: received packet with text authentication 235
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*Mar 1 06:48:58.482: RIP: ignored v2 packet from 141.108.0.10 (invalid authentication)

show ip route BHEo| Ot £20| M= B RE7I RIPE S5l Z2& &&stn UX| S E0iE
L|Ct.
RB#show ip route
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route
Gateway of l|ast resort is not set
80.0.0.0/24 is subnetted, 1 subnets
C 80.80.80.0 is directly connected, LoopbackO
141.108.0.0/30 is subnetted, 1 subnets
C 141.108.0.8 is directly connected, SerialO
RB#
AT 1 Bt HAE OB DES AR 72 O Ii7HHATL 8Fx01 Q1B S 9ls OIY 2t

7| 22X
olx pC
1 2:MD5 Q915 ZEE AIEE M B0 HS3sted™ CHS o757 Q1 2R E{0M LXISHE

#ed HE
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