HE[FHIAE EB{EFE0 mtrace V2 AFHS

mtrace v1 & mtrace v2 H|W
mtrace v2 M2 &
|I0S-XR2| mtrace v2

ey 22

of

BHu

A7

0| 2 Mol|AM= Cisco IOS®XRL| mtrace &1 201 CHaH A4 etL|Ct.
N Q7T M
QT AL
Ol EMoi ChEt §H 70| &Lt
MBI FHE 24
0| 2 M= Cisco IOS®XRH|B SHE E|X|PH EX AT EQ|0] 2I2|A EE= stEQ|o{o] MBHE|X| ot &
EMo| MEE EX 2 81Z80| C|HIO|AE ECHE XA E|RELICE O] 20 AR E 2 E Clb}
|

| I|380|Mo 2 AR E|QRELICH 3/ HEII} &S 501 B, 2E
HPo{o| AU QI W& = O|2| S KISHAIZ| HFEFLICH.

mtrace v1 2! mtrace v2 H|1Z

« mtrace v2 S& HA|X|[= mTrace v1 S& HA|X|2F Z&LICtH

+ mtrace v12 IPv4 HE[FHAE D X|HELICH mTrace v2= IPv4 & IPv6 HE|FHAEE X|HE
L|C}.

« mtrace v1 #H 2| ¥ SE HAIX|= IGMP HA|X|LICH. 2E mTrace v2 T2 UDPILLCE.

« mtrace v10lE UAEZ| BIRE{E &5l= RPFO| AF2E|= HE|FHAE BIRE ZZ2EZQl g}
QElz 2 EZof Cist =7} YELICH mTrace v20lE RPFO| AR ElE |RLIFHAE EIRE
ZZ2EZ0 CHet e HAEZ 2IREE A™¥E|l= HEPHAE 2t E ZEEZ0i| Ciet E



E 7t stLb4 Q&L

+ mtrace v1 X v20| SEE SUSHH M FES 0 FAFEILICH
. mtrace v1 2! v2= IS E EEE%EF E-?—-I% Icol cHsl A2 2 3= RstS AF23tct
 mtrace V2|_ —r_/.\_—_r'- |Pvﬁ Exo‘l UDP ZE §_(33435)E Xlo'l%l-l-—ltl'.

mtrace v2 M| XM &

« O| Z7E M85 LA0M CHMIXIS ZE2EE FXMY = U&LICE Ol CIZHME BEE
& QI5IH TTL(Time-To-Live) £ = RPF(Reverse Path Forwarding)2t Z2 EX|E LIEI &
T JU&Lch

- mtrace v22t v1e| S EE SUELICH mtrace7t ZE2E & Qlste W2 %! S CHAl(Last

Hop Router £ LHR)2 2 ELHT AA(AA EZ|) E&= RP(Re

ndez-Vous Point) Z+E{E
et HEE °4HF°#OE FMstE WULICH &, SHX|(RLIFHIAE F4), 2A(RLIHAE
FA4) Y HEPHAE D &S RIEsH ok gLCt
« mtrace 7|52 AAMQ FH2 HELZ | ZE 2tRE (L XM mtrace BB S AlAE

2= QlCh= ZAQILICH FHR(First Hop Router) = RPY EHe = i&LICH

« mtrace v2= RFC 848701 X[ E[0{ U&LIC}E mtrace {7 2: IP HE|FHAEE 2|&t
Traceroute 7|

+ mtrace vion IOS-XR2 draft-ietf-idmr-traceroute-ipme 7|8t S 2 & LICI.

« mtrace v2= mVPN2 K|35t K| L& LICt.

mtracel= Al 7t X| f& 2| THZl 0| AA&ELICE. O] Al 72| THZ! O] & M X|H mtrace 40| 7tS3

A YaXHE o k|2 & 2t EE E8l mtrace #E| T2 HMSELICE O LHR2 #HEIE 2F
7o 2 BHEtErLICH 22 Ol A2 RLIPHAER EHE MY E|H UYAER BIREE MY E
LICH LHR & 2 & YAER BtREE QIEHO0|A T4, BIRE Z2EE, Z9|Y IE 52| 388
YEIt 23 El SE OI0IH 258 F7HE o C>7=4OI FHROI £ PD ¥ SH WA=

gtatod g dlRtol| A M LICH o] 22 E|X| g2 B2, o E z
Ol Q7L LdEt Z 7 2t E{7H L ARIolA B[4S Brety

m0|' ﬂ||

ol olalx|oll M Ml 7t K| mtrace THZ! &l Mel Hiat A AME| GHE RS AAIL.



HF AXHE R-10Q2L|CH LHRE LHR-42!L|C}. FHRE FHR-3Q/LICt. RPE RP-5Q!LICt. HE2|30]
M PIM ATtA 2 E EE = ASM(Any Source Multicast)2 A&5t T Q& LICH.

mtrace 28 HA|IX|= Ct21t Z&LICt

0 1 2 3
01234567890123456789012345678901
B s e T e S e e At Bt pat St R R IR S S R R RS
| Type | Length | # Hops |
B s e T e S e e At Bt pat St R R IR S S R R RS
I I
I I
I I

Multicast Address

' } ' ' 1 ! ! ' } ' 1 1 1 I } ' ' I 1 ! ' } ' ' 1 ! ! ' } ' 1 1
ol aEie st BES B s st ahe bl pE pE e sEl S e ah e e aE e aEe el aEe aEle pEl pEle s BES S Bt B nEie e §

Source Address
B et it s e S B T s s st T S B e
Mtrace2 Client Address

Query ID | Client Port #

+
R e e At st o T e
st e s ant et el b Sl el e +

—_t ——— - — —

+

—4-

Z2l0|HE FTAE AKX TAO|EE mTrace v2 BWHE £st= BFRE{QLICE

SE ClolH ESols &

uf 3 HAIX[ol FIHELICEH ZF 2F
|X|oi 3tLtel =

FItELIcH SE OIoIH 25

Ho
i
kO
o2
=2
> |



0 1 2 3
01234567890123456789012345678901
B s s ma e e T e Tt Tt et et B B B B B e s i
| Type | Length | MBZ |
B s s ma e e T e Tt Tt et et B B B B B e s i

| Query Arrival Time

B s s ma e e T e Tt Tt et et B B B B B e s i
| Incoming Interface Address

B s s ma e e T e Tt Tt et et B B B B B e s i
[ Outgoing Interface Address

B s s ma e e T e Tt Tt et et B B B B B e s i
[ Upstream Router Address

B s s ma e e T e Tt Tt et et B B B B B e s i

Input packet count on Incoming Interface
B T s e Tt e e e A St s st Tt et et S S 1
Output packet count on Outgoing Interface
B T s e Tt e e e A St s st Tt et et S S 1
I |
. Total number of packets for this source-group pair .
I |

s T e St e e st e L e

| Rtg Protocol | Multicast Rtg Protocol |
ottt 4+
| Fwd TTL | MBZ |S| Src Mask |Forwarding Code|

s T e St e e st e L e

traceroute EHE EAl5t= Ol AFEEl= 0| 8E E8 MEQLICH 2
&t ZILCt

0l0

B EE2 mtrace £ 9|

OIPEl T2ES U HEJHAE BIRE ZT2ES ¢ ?.E IP Multicast MIB(RFC 5132)2]
ipMcastRouteRtProtocol?t &2 gL L|Ct mtrace v10i AFEEl 2t CHELICE.
IANAE= CtS3t Z0| S8 EAIgfLICEH

R ZZES

other (1), -- not specified

Jocal (2), -- Tocal interface

netmgmt (3), -- static route

icmp (4), -- result of ICMP Redirect

-- the following are all dynamic

-- routing protocols

egp (5), -- Exterior Gateway Protocol

agp (6), -- Gateway-Gateway Protocol

hello (7), -- FuzzBall HelloSpeak

rip (8), -- Berkeley RIP or RIP-II

isIs (9), -- Dual IS-IS
esIs (10), -- ISO 9542



ciscolgrp (11), -- Cisco IGRP

bbnSpfIgp (12), -- BBN SPF IGP

ospf (13), -- Open Shortest Path First
bgp (14), -- Border Gateway Protocol
idpr (15), -- InterDomain Policy Routing
ciscoEigrp (16), -- Cisco EIGRP

dvmrp (17), -- DVMRP

rpl (18), -- RPL [RFC-ietf-roll-rp1-19]
dhcp (19), -- DHCP [RF(C2132]

HEIFHAE EIRR Z2ES:

other(1), -- none of the following
local(2), -- e.g., manually configured
netmgmt(3), -- set via net.mgmt protocol
dvmrp(4),

mospf(5),

pimSparseDense(6), -- PIMvl, both DM and SM
cbt(7),

pimSparseMode(8), -- PIM-SM

pimDenseMode(9), -- PIM-DM

igmpOnly (10),

bgmp(11),

msdp (12)

mtrace v22| MY I == 07|0f LI} U&LICH mtrace vioA et S U5HR| & LICt.

Value Name Description
0x00 NO_ERROR No error.
0x01  WRONG_IF Mtrace2 Request arrived on an interface

for which this router does not perform
forwarding for the specified group to the
source or RP.

0x02 PRUNE_SENT This router has sent a prune upstream that
applies to the source and group in the
Mtrace2 Request.

0x03 PRUNE_RCVD This router has stopped forwarding for this
source and group in response to a Request
from the downstream router.

0x04  SCOPED The group 1is subject to administrative
scoping at this router.

0x05  NO_ROUTE This router has no route for the source or
group and no way to determine a potential
route.

0x06  WRONG_LAST_HOP This router 1is not the proper LHR.

0x07  NOT_FORWARDING This router 1is not forwarding this source and
group out the Outgoing Interface for an
unspecified reason.

0x08  REACHED_RP Reached the Rendezvous Point.

0x09 RPF_IF Mtrace2 Request arrived on the expected
RPF interface for this source and group.

Ox0A  NO_MULTICAST Mtrace2 Request arrived on an interface



0x0B

0x0C

0x0D

0x80

0x81

0x83

INFO_HIDDEN

REACHED_GW

UNKNOWN_QUERY

FATAL_ERROR

NO_SPACE

ADMIN_PROHIB

that is not enabled for multicast.

One or more hops have been hidden from this
trace.

Mtrace2 Request arrived on a gateway (e.g.,
a NAT or firewall) that hides the
information between this router and the
Mtrace2 client.

A non-transitive Extended Query Type was
received by a router that does not support
the type.

A fatal error is one where the router may
know the upstream router but cannot forward
the message to it.

There was not enough room to insert another
Standard Response Block in the packet.
Mtrace2 is administratively prohibited.

|0OS-XR2| mtrace v2

O

424
[>Ne)

MO

AFEH: mitrace <src_addr> [<dest_addr>] [<group_addr>] [<resp_addr>] [<ttl>]

mirace v2& AFE35tE{T 28 K| sHoF g LICt

<ttroot>

RP/0/RPO/CPUOQ:R-10#

mrace?

mtrace

mtrace2

RP/0/RPO/CPUO:R-10#

mrace2 ?

ipv4 IPv4 Address family

ipv6

RP/0/RPO/CPUO:R-10#

nmrace2 ipvd ?

ipv6 Address Family

Hostname or A.B.C.D Source to trace route from

<Cr>



RP/O/RPO/CPUO:R-10#

nrace2 ipvd 10.1.3.3 ?

Hostname or A.B.C.D Destination of route
debug Mtrace client-side debugging(cisco-support)
<cr>

<ffroot>
RP/O/RPO/CPUQ:R-10#

nrace2 ipv4d 10.1.3.3 10.2.4.4 ?

Hostname or A.B.C.D Group to trace route via
debug Mtrace client-side debugging(cisco-support)
<cr>

b
]IO

|L|CH.

rr
-+

Group addresse FME|= HE|IFHAE AEZ|O| Group
<#root>

RP/O/RPO/CPUO:R-10#

nrace2 ipv4 10.1.3.3 10.2.4.4 225.1.1.1 7

Hostname or A.B.C.D response address to receive response
debug Mtrace client-side debugging(cisco-support)
<cr>

SE FAE traceroute SEO| BHEHE|= FAQILICEH

<tfroot>
RP/O/RPO/CPUO:R-10#

mrace2 ipv4d 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0.10

<1-255> Time-to-1ive for multicasted trace request
debug Mtrace client-side debugging(cisco-support)
<cr>



of

ol BHE vh= Al PIM/EETHAE X|# 2 2E7L ofl LIESIZ 0| 2E BHLE(IAM ARt a7 ZA 5O SH 2R &
B WEt AISHE £ Qe

rr
>
[m
o

<tfroot>
RP/O/RPO/CPUO:R-10#

nmrace2 ipvd 10.1.3.3 10.2.4.4 225.1.1.1 10.0.0.10

Type escape sequence to abort.

Mtrace from 10.1.3.3 to 10.2.4.4
via group 225.1.1.1

From source (?) to destination (?)
Querying full reverse path...

0 10.2.4.4
-1 10.4.7.4 PIM [10.1.3.0/24]
-2 10.5.7.7 PIM [10.1.3.0/24]

-3 0.0.0.0 PIM Reached RP/Core [10.1.3.0/24]

mtrace7t 37 E2|(*,G)ofl CHal =3
RP(10.0.0.5) 2 E|lEotzt&LIct O
Ct.

o oolI

£ Eolgt £ Ql&LICH miraceE Last Hop Router 10.2.4.401 M A|EE|o{ 2R E |01|A‘|
L LE{0| 2 & 225.1.1.12] A4 10.1.3.304| CH Bt (S,G) MRIB & 50| 17| ME QL

[10.1.3.0/24] 222 RPF HE 0| A8 ElE FUMAE ZE2RLICH I0SXRE| RPF HE = &4 IPv42| /32 S lLICH | HEE &
LIFHAE B2 ot MEL|CH O] KULIFHAE AZ7F EAIEL|CH

HE|FHAE T2 EZ 0| ZAIELICH PIMILICH
& &£ 0X|2 & BFRE{0A 058 E] AEH5tod 31 | & BHRE{0l EE2E WX 271 EEE Y=o 2 EAIE/LICH

Cl22 AA Eg|o| AelLCt

<tfroot>
RP/O/RPO/CPUO:LHR-4#

show mrib route 225.1.1.1

IP Multicast Routing Information Base

Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN

Interface flags: F - Forward, A - Accept, IC - Internal Copy,



NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,

II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,

LD - Local Disinterest, DI - Decapsulation Interface

EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,

EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,

MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(*%,225.1.1.1) RPF nbr: 10.4.7.7 Flags: C RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/1 Flags: A NS, Up: 1d21h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS LI, Up: 1d21h

(10.1.3.1,225.1.1.1)

RPF nbr: 10.4.9.9 Flags: RPF
Up: 1d18h
Incoming Interface List
GigabitEthernet0/0/0/2 Flags: A, Up: 1d18h
Outgoing Interface List
GigabitEthernet0/0/0/0 Flags: F NS, Up: 1d18h

224 10.1.3.101 CHEF MRIB 50| A&LICH mtrace BHE2 aiE A0 CHelf 22 =|H CHE £342 EAIRLICH

<ffroot>
RP/O/RPO/CPUQ:R-10#

nrace2 ipv4 10.1.3.1 10.2.4.4 225.1.1.1 10.0.0.10

Type escape sequence to abort.

Mtrace from 10.1.3.1 to 10.2.4.4
via group 225.1.1.1

From source (?) to destination (?)
Querying full reverse path...

0 10.2.4.4

-1 10.4.9.4 PIM [10.1.3.0/24]
-2 10.8.9.9 PIM [10.1.3.0/24]
-3 10.3.8.8 PIM [10.1.3.0/24]
-4 10.1.3.3 PIM [10.1.3.0/24]

O|A| BtcH BZ7} LHR4 - IR-9 - IR-8 - FHR-3ILICH FHR-30|AM LHR-42 9| AA EZ|QIL|C} (S,G)0l CHEF MRIB &=

<tfroot>
RP/O/RPO/CPUQ: FHR-3#

show nrib route 225.1.1.1



IP Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External Source to the Domain,
C - Directly-Connected Check, S - Signal, IA - Inherit Accept,
IF - Inherit From, D - Drop, ME - MDT Encap, EID - Encap ID,
MD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CD - Conditional Decap, MPLS - MPLS Decap, EX - Extranet
MoFE - MoFRR Enabled, MoFS - MoFRR State, MoFP - MoFRR Primary
MoFB - MoFRR Backup, RPFID - RPF ID Set, X - VXLAN
Interface flags: F - Forward, A - Accept, IC - Internal Copy,
NS - Negate Signal, DP - Don't Preserve, SP - Signal Present,
II - Internal Interest, ID - Internal Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPLS Encap,
EX - Extranet, A2 - Secondary Accept, MT - MDT Threshold Crossed,
MA - Data MDT Assigned, LMI - mLDP MDT Interface, TMI - P2MP-TE MDT Interface
IRMI - IR MDT Interface, TRMI - TREE SID MDT Interface, MH - Multihome Interface

(10.1.3.1,225.1.1.1) RPF nbr: 10.1.3.1 Flags: RPF
Up: 1d21h
Incoming Interface List
GigabitEthernet0/0/0/0 Flags: A, Up: 1d21h

Outgoing Interface List
GigabitEthernet0/0/0/2 Flags: F NS, Up: 1d18h

mtrace vidt B7H At &St0{debug IGMP F2 AEE [Mt2t 2R E{2] mTrace HAE EAIR = U&LICH mtracev2= UDP THHZ!IE AHE

S22 mtracev20l= IGMPCIHHOE A& 4+ ei&Lch

a4t 10S-XR2| mtrace v2 I{Z/ 0| A AL E|E UDP Z E 334330 258 4 ol&Lct

off:

7+ 2} E{of| A UDP mtracev2 THZ!E C|HHZEfLICH

IR-9

<ttroot>
RP/O/RPO/CPUQ: | R-9#

show access-lists

ipv4 access-1list mtracev2
10 permit udp any eq 33433 any eq 33433

RP/0/RPO/CPUQ: IR-9#

debug udp packet v4-access-list nmtracev2 | ocation 0/ RPO/CPUO

RP/0/RPO/CPUQ: IR-9#

show debug



#i### debug flags set from tty 'conO_RPO_CPUQ' ####
udp packet flag is ON with value 'Ox1:0x0:0x4:mtracev2:0x0:::"'

RP/0/RPO/CPUO:IR-9#RP/0/RP0O/CPUO: IR-9#

RP/0/RPO/CPUQO:IR-9#

RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC: syslog_dev[115]: udp[214] PID-22001:
R

42469 ms LEN 60 10.4.9.4:33433 <-> 10.4.9.9:33433
RP/0/RPO/CPUO:Jun 19 07:20:13.123 UTC: syslog_dev[115]: udp[214] PID-22001:
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC: syslog_dev[115]: udp[214] PID-22062:

S

15 ms LEN 100 10.8.9.9:33433 <-> 10.8.9.8:33433
RP/0/RPO/CPUO:Jun 19 07:20:13.139 UTC: syslog_dev[115]: udp[214] PID-22062:

il
o

o™ 2} E{7} FHR & LHRQIX| &QIgtL|C} CIE Bt E{E mtraceE &t2 & 4 QiaLICH

2t E0l S7ISHE AlHTI /e B EFHAARZ I} Q17| IE 0ol mirace HIAIX|E Mt

HIAIXIE 2E E0IM Ao HAIXIZ XEITI2Z 0] AlZt2 E AR ElLCH

ol

te ol dels Alzhe §8E 5 /&Lt of
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