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O

e E 1.1.1.1

hostnane r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf authentication-key cisco

!-—— This command configures the authentication key
(password) !--- on the interface as "cisco". interface
Serial 0 ip address 5.0.0.1 255.0.0.0 cl ockrate 64000
router ospf 2 network 4.0.0.0 0.255.255.255 area 0
network 5.0.0.0 0.255.255.255 area 1 area 0

authentication
!--— This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 3.3.3.3

authentication-key cisco
!--— This command creates the virtual link between

Router !--- 1.1.1.1 and Router 3.3.3.3 with plain text
authentication enabled.
Bt E 3.3.3.3

hostnanme r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
ip address 12.0.0.3 255.0.0.0

interface Serial0
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0.255.255.255 area 2

network 6.0.0.0 0.255.255.255 area 1

area 0 authentication

!--— This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 1.1.1.1
authentication-key cisco

!--- This command creates the virtual link to area 0 via
!--- transit area 1 with plain text authentication
enabled.
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BFE 1.1.1.1

hostnane r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf message-digest-key 1 md5 cisco

!--- This command configures the MD5 authentication key
!--- on the interface as "cisco". interface SerialO ip
address 5.0.0.1 255.0.0.0 clockrate 64000 ! router ospf
2 network 4.0.0.0 0.255.255.255 area 0 network 5.0.0.0
0. 255. 255. 255 area 1 area 0 authentication message-
digest

!-——- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 3.3.3.3
message-digest-key 1 md5 cisco

!-——- This command creates the virtual link between

Router !--- 1.1.1.1 and Router 3.3.3.3 with MD5
authentication enabled.
gt E 3.3.3.3

hostnane r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
i p address 12.0.0.3 255.0.0.0

interface SerialO
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0. 255.255. 255 area 2

network 6.0.0.0 0.255.255.255 area 1
area 0 authentication message-digest

!-—- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 1.1.1.1 message-
digest-key 1 md5 cisco

!-——- This command creates the virtual link to area 0 via
!-—- the transit area 1 with MD5 authentication enabled.
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04 show B £=j0| Mg FLICI

- show ip ospf virtual-links - O§7H4~ & OSPF 7HA 213 0| 34| AEHE EA|EfLICEH
- show ip route - 2t & E|0|E 2| TA| A4 EHE ZE AIFLICY.

& show B &= - it HlAE 9l& 1

r3.3.3.3# show ip ospf virtual-links

Virtual Link OSPF_VLO to router 1.1.1.1 is up
!--- The status of the virtual link displays. Run as demand circuit

DoNotAge LSA allowed
!--- This specifies that OSPF runs as a demand circuit over virtual links, !--- and so link-
state advertisements (LSAs) are not refreshed (not aged out). Transit area 1, via interface
Serial 0, Cost of using 128 Transmit Delay is 1 sec, State PO NT_TO PO NT, Tiner intervals
configured, Hello 10, Dead 40, Wait 40, Retransnmit 5 Hello due in 00:00:01 Adjacency State FULL
(Hello suppressed)
!--- The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |ength O,
nunber of retransm ssion 1 First 0x0(0)/0x0(0) Next Ox0(0)/0x0(0) Last retransm ssion scan
length is 1, maximumis 1 Last retransm ssion scan tinme is O msec, maximumis O nsec Simple
password authentication enabled
!--- The type of authentication that is enabled displays. !--- The authentication type 1is simple
password. r3.3.3.3#

1. £240f| OSPF =2 AT} AN E R 2 EAIELICE &, 7ty 371 7HSE/H o "z o
WetE|X| et&LICE OSPFE 7t4 23 E 2 3|22 7t 22 2 E AN ELICH LitMo =
OSPF&= 10=0tC} HelloE ™45t 3020ICH LSAE YO|O|ESLICH 2Lt O|2qEr &e| Eei =
T 2C|HE 3|Z20{ M B EISHK| SE&LICH OSPF CIHHE 3|2 SME AFE35HH hello 2! LSA-
refresh 7|S 0| A&l ELICE. k2t OSPF @1&0i| CHet 2 & 943 AL& 2 clear ip ospf process B
2 A835t0{ OSPF Z2ZMAE X2 K| MBEIX| A&LICH K€ E0{ 2IREMAM 215 RES
HEst= <7t JU&Lich

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - ISISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:31:08, Serial0

05.0.0.0/8 [110/128] via 6.0.0.2, 22:55:44, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO

r3.3.3.3#

M= show B £2 - MD5 2I& 4

r3. 3. 3. 3# show ip ospf virtual-links

Virtual Link OSPF_VL1l to router 1.1.1.1 is up
I -—— The status of the virtual link displays. Run as demand circuit
DoNotAge LSA allowed
I-—— This specifies that OSPF runs as a demand circuilt over virtual links, !--- and so LSAs are



not refreshed (not aged out). Transit area 1, via interface Serial 0, Cost of using 128 Transmit
Delay is 1 sec, State PO NT_TO PO NT, Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransnmit 5 Hello due in 00:00:01 Adjacency State FULL (Hello suppressed)

!--- The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |ength O,
number of retransmi ssion O First 0xO0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransm ssion scan
length is 0, maximumis O Last retransm ssion scan tine is O msec, naximumis O nsec Message
digest authentication enabled

!--- The type of authentication that is enabled displays. !--- The authentication type 1is MD5.
Youngest key idis 1

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:02:41, Serial0

05.0.0.0/8 [110/128] via 6.0.0.2, 00:02:51, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO

= -
=A| |4
Oo| MMo| M= Ax|ado|M 2XE SHEE = U&LICH

11 debug BHBE Ar85t7| 2ol ClH B0l Ciet 2 HEE HESAAR.

- debug ip ospf adj - OSPF QI3 C|HIO|A QI HH Z2NAE C|HZBELICEH

M= CltHT HE &3 - fr HAE OIS 7

r3. 3. 3. 3# debug ip ospf adj

23:31:41: OSPF: Interface OSPF_VLO going Up

23:31:41: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x8000002E
23:31:41: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x8000002E
23:31:41: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000031
23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x887 opt 0x62 flag 0x7

len 32 mtu 0 state INIT

23:31:51: OSPF: 2 Way Communication to 1.1.1.1 on OSPF_VLO, state 2WAY

23:31:51: OSPF: Send DBDto 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag Ox7 len 32
23:31:51: OSPF: First DBD and we are not SLAVE

23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART
23:31:51: OSPF: NBR Negotiation Done. We are the MASTER
23:31:51: OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag 0x3 len 172
23:31:51: OSPF: Database request to 1.1.1.1
23:31:51: OSPF: sent LS REQ packet to 5.0.0.1, length 12
23:31:51: OSPF: Rcv DBD from1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag O0xO len 32
nu O state EXCHANGE
23:31:51: OSPF: Send DBDto 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag Ox1 len 32
23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag 0x0

len 32 mtu 0 state EXCHANGE
23:31:51: OSPF: Exchange Done with 1.1.1.1 on OSPF_VLO
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23:31:51: OSPF: Synchronized with 1.1.1.1 on OSPF_VLO, state FULL

!--- This indicates the establishment of neighbor adjacency. 23:31:51.: %OSPF-5- ADJCHG Process
2, Nor 1.1.1.1 on OSPF_VLO from LOADI NG to FULL, Loading Done 23:31:52: OSPF: Build router LSA

for area 0, router ID 3.3.3.3, seq 0x8000002F 23: 32: 23: OSPF: Dead event ignored for
demand circuit OSPF_VLO r3.3.3.3#

M& C|tHd B &3 - MD5 218 714

r3. 3. 3. 3# debug ip ospf adj

23:48:06: OSPF: Interface OSPF_VL1 going Up

23:48: 06: OSPF: Send with youngest Key 0O

23:48:07: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000001
23:48:07: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000033
23:48:07: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x80000030
23:48:14: OSPF: 2 Way Communication to 1.1.1.1 on OSPF VL1, state 2WAY

23:48:14: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag 0x7 |en32
23:48: 14: OSPF: Send with youngest Key 1

23:48:14: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq O0x3FB opt 0x62 flag 0x7

len 32 mtu 0 state EXSTART

23:48:14: OSPF: First DBD and we are not SLAVE

23:48:16: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag O0x7 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Retransmitting DBDto 1.1.1.1 on OSPF_VL1 [1]

23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox3FB opt 0x62 flag Ox7 | en 32
mu O state EXSTART

23:48:19: OSPF: First DBD and we are not SLAVE

23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq OxX1EA opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART

23:48:19: OSPF: NBR Negotiation Done. W are the MASTER

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag 0x3 len 112
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Database request to 1.1.1.1

23:48:19: OSPF: sent LS REQ packet to 5.0.0.1, length 48

23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag OxO | en 32
nu O state EXCHANGE

23:48:19: OSPF: Send DBDto 1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag Ox1 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000030
23:48:19: OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag OxO | en 32
nmu O state EXCHANGE

23:48:19: OSPF: Exchange Done with 1.1.1.1 on OSPF_VL1

23:48:19: OSPF: Synchronized with 1.1.1.1 on OSPF_VL1l, state FULL

1.1.1.1 on

!--- This indicates the establishment of neighbor adjacency. 23:48:19. %OSPF-5- ADJCHG Process

2, Nor 1.1.1.1 on OSPF_VL1 from LQADI NG to FULL, Loadi ng Done
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