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Which symptam
hest describes
your problem?

| M ain 1

¥

Receiving "ospf-4-hadlsa type ermor
message

Thiz indicates thatthe OSPF packet is heing corrupted by
lawer 2 or software. Ifthe sender is sending Type B

e MOSPF packets then you need to ignare it by configuring
ignore Isa mospf. Cpen a TAC case ifthis does nate
resolve the praoblem.

Fecening "cant allocate router-id"
message when canfiguring OSPF

For O5PF process to hegin, the router must have an

interface with a valid IP address inthe state ups line

p protocol. [fyou are running maore than one OSPF process,

make sure you have at least one interface that meets these
criteria far each O5FF process.

Receiving "ospf4-errrcy’ message

Routes (static or dynamic) are not
heing redistributed into OSFF

Is the route in
fuestion a defau

route?

hi=5

[ ——m

¥

Flease refer to Wwhat Do %0OSPF-4-
ERRERCY Error Messages Mean?

Acommon mistake is to leave the
kevweord "subnets" oot of the
redistribite command. Yerify your
config, then open a TAC caseifthis
did not help.

Receiving "ospf unknown protocal
message when configuring OSFPF

s OSPF being

configured ona
Ciscol600ar
Ziscog0o0?

u]

RS —

Flease see How DoesOSPF
Generate Default Routes?

Flease see OS5FF Tips for the Cizco
1600 and 200

SPF routers not estahlishing FULL
neighbors (MOTE: neighbors will not
he farmed over secandary netwoks)

—DQ}EF‘F NeighburEtates)

QSPF routes missing from rauting
tahle

—{OEF’F Foute Check >

OSPF Li|o|tH &El A 314

h

Open TAC Case




Hlo|k{ AFEHO]| CHEE A2 OSPF W|o|H AENE & Z5HAAIL.

DEPF Meighboar
States

hatis the state ofthe O5PF
neighbor when issuingthe
show ip ospf neighbor
command?

state = init Init State Check
state = exstart ar hTU or Layer 2
gxchanoge Check

l

state = [oading

l

state = 2way Tuvo-Way Check

l

Mo command output
received or OSPF Link Check
neighbor state flapping

Corrupted Packet
Check

L

i

OSPF c}<&! Hlo|lg &A &4


https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/13685-13.html

(DEF'F Foute Checl-:)

Determine what tvpe of routes are
missing from the routing tahle

hattype of OSSP
routes are you missing
arm the routing takle?

ALL OSPF routes?

=}
e

Full Adjacency Check )

Cnly External routes?
(Foutes originated from
another routing process)

l

Cnly Summary Routes?
(Foutes originating fiom ——
another area)

l

MSSA routes s Dpen TAC case

External L5A Check )

icarefully check area 0 and
wetify that itis contiguou s,
Ifthe problem persists,
apen a TAC case.

OSPF x7|&} & Ef 2d 4

OSPF X713} &E{ol| CHE REM|BF LHE 2 OSPF WO|H EX sHAS FHXStAAIL.



https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/13699-29.html

Init State Check

¥

State = INIT implies that the local router {router showing neighbaorin

IMIT state) has seen O5FPF hellos from the neighbor but the neighbaor

has not seen OSPF hellos from local router. Meed to determineg sy
neighboris not seeing hellos.

FHBMA Broadeast
Check

5 O5PF authentication being
used on neighbaring intefaces?
(Useshow ip ospf interface
command to find oub

es

Mo

ACL Check es

Are the authentication
type and keys the same
an hath neighring router
interfaces?

i

h J

Check physical cabling. If a
LAM switch separates the
neighbaring rauters, vetrify

switch setting. Open a TAC
caseif problem persists.

OSPF MTU 24 &

[l —

Authentication
type and keys
must match




MTLIILayer 2
Check

Determine if problem is MTL ar
another layer 2 problem

|5 the MTLU the same for the
neighboring interfaces?

(lze the show ip interface

command to find out)

[0 ——

Configure 'tp ospf
mtu-1gnore cotnmatd
i interface
configuration mode

Yes

iZan you ping the neighbarnng
interface IP address with a large
ping packet?

[0 ——m]

Froblem is related to layer
2. Cant pass large packets.
Check cabling and hubs.
Cpen a TAC case ifthis
doesn't fix the problem.

Yes

¥

@eighhnrs over PRI ChecD

OSPF & & & W% = si=

1: 2|7t Blo|of 22 HHE FR ZE A ARPI}F EH35HE|
2 H|&d3t5t 1 clearip arp B S AF& 35101 ARP FHA|

1]
H >0




Corrupted Pack
Check

Cetermine if packets are getting
corrupted.

Are "OSPF-4-BADLSA type’

Brrar messages seenonte
cansole?

OSPF &4 el A sl =

Mo —

If neighbor adjacency

does not hecome ull

after a few moments,
open a TAC case




[ Two-way checlk

h J

Determine if two-way is the problem.

Are neighbors attached owver
hroadeast media, such as Ethemet
ar Taken Ring? {Useshow ip ospf
interface command to determing

es

s the QSPF networ
type hroadeast? (Lse

show ip ospf interface
command to check)

Mo —w Open TAC case

Yes

[ioes this router hawe
FULL adjacency with the
DR and BOR? (Useshow ip
pspf neighbor to chec

Mo

5 D8PF priarity O
canfigured an baoth
neighboring interfaces?
(seshow ip ospf
interface to check)

This is normal hehavior. Befer towhy Does the
showy ip ospf neighbor Command Reveal
Meighbors Stuck in 2-Way State?

RS ——.

Friarity 0 does not allow routars to
he elected a5 DR or BDR. Chanige
the priarity to 1. Did this fix the
problem?

RS ————

o

Dpen a TAC case

OSPF 23 2X &



Link Check

Determine the state afthe link

Interface must have
status of upl line protocaol
up. Check that the
Mo —mlinterface is enabled in the
configuration with the no
shut command. Verify
physical connections.

|5 the interface that
connects to the neighlor
hiave a status of upl line
protocal up? (Useshow ip
imerface to check)

Yes

Fing Check

EEM(Embedded Event Manager) A3 B EE AI&35t01 23 ZciE EXME HZEE = JU&LICH

KMt LI 2 OSPF £30| U2 M 2 REM HEE +=&5t7| 2/ EEM AR EE AME3l=
g g M-™35HE 0| Cisco Support Community EAME & Z3HAA|2. Troubleshoot OSPF Flaps

with EEM_Script.

A /" E 2 slid


https://community.cisco.com/t5/networking-knowledge-base/troubleshooting-ospf-flaps-with-eem-script/ta-p/3129966
https://community.cisco.com/t5/networking-knowledge-base/troubleshooting-ospf-flaps-with-eem-script/ta-p/3129966
https://community.cisco.com/t5/networking-knowledge-base/troubleshooting-ospf-flaps-with-eem-script/ta-p/3129966

<Fu|lﬂu:|jan:enw Checl-:)

S router forming ful
D5PF adjacency with the
neighbor {in point-to-point links)
ar the DR from which you
should be learning the route’?
(Useshow ip ospf
neighbor to check)

Yes

|5 thiz router
connected to neighbor

Check O5PF
Meighbaor States

via redundant serial
links?

Yes

erify physical links are
not sweapped. Refer to Why
Are Some OSPF Routes in the

Frame Relay
Environment check

F 3

Mo

Database but Mot the Routing
able? |s prohblem fixed?

ol B3 MEf R BX &



G}dernal LSA Che@

Coes the
ariginating router
hawe the LA in its

Does the external
LSA existinthe O5SPF
datahase? (lUseshow ip

Yesw Open TAC Case

O5PF databasets

F 3

pspf database ext X205
to checlk)

Mo
¥

Yes
External Route
Frohlem Check

I5 the forwarding
address 0.0.007%

Yes

i n]

ls forwarding
address known as an
internal OSPF route?
(seshow ip route
KX t0 check)

Forwarding address

Mo —e must be an inter ar
intra area route.

Yes e Open TAC Case

OSPF NBMA LUER|3 &AM 4

ol
2= o| A winj 72 clo|E{Hlolx X $17)8 AZFHAAIL.



https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/7112-26.html
https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/7112-26.html
https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/7112-26.html
https://www.cisco.com/c/ko_kr/support/docs/ip/open-shortest-path-first-ospf/7112-26.html

(NEIMA ElrnadcastChecD

Add the broadoast
kewword which is
needed in order for

Are neighbaring
routers attached via HBMA
network where map statements

|5 the "broadcast

Tes kewword used on the ) 3 ——m

are necessary (such as Frame 9 multicastl
Felay map Map staterments: hroadcast hellosto
ar dialer magps he sent

Yes

Return o

previous
Tl crie

Did this fix

Wi the problem?

¥

H M| A

A0

E 2z sid

ACL Check

Are there any inbound
or outhound ACLs configured
an the neighbaring interfaces??
(lseshow ip interface
to check)

If necessarny, vou
must modified the
RS ACL sothat it
doesn't interfere
weith DSPF .

Dizahle ACL. Did this
solve the prablem?

Return 1o

previols
1l iy



PRIE S§t HO|H EEHERE

mHeighbors oer
PRI Check

h 4

Heed to determine if router is connected with
multiple neighhaors over the PRI interface.

Are neighhors connected
via PRIBRI link?

Yes

5 OSPF network type pairt
to multipoint?
(lJseshow ip ospf interface
command to check)

o —

Cpen a TAC case

[0 —

Configure all neighbaoring
links as OSPF pointto
multipoint. Refer to
Configuring OSPF far mare
detailed information.

Did this fix
e prablem?

Yes

Hooray

o

ACL Check

Mo

Ping A sil4

h

Dpen TAC case




Fing Check

Can you ping the
neighhoring interface's
IF addressy

YRS — Link Check

]

Do both ofthe
eighhoring interfaces
have inbound AZLS?
Ilzeshow ip interfacg
to check)

Do you see
Q3PF neighbors
howe? (Useshow ip
ospf neighbor {o

ermove the ACLS.
Canyou ping the
eighboring interface
Frony

Yes Yes

Mo Mo
+ ¥
Cpen TAC case L Mo Link Check

OSPF QIE{H|o|A A {4



D5PF Interface
heck

O5PF enabled on
interface check

5 Q5PF configured an both
heighboring interfaces?
ilLlse show ip ospf

imerface to check)

Yes

ls either of the
neighbaring interfaces
configured as passhe
interfaces under OSPFY
iLlseshow ip ospf
interface to check)

Mo

Hetwork Type
Check

=g @leflol #Z3 2X

[0 —

Enahle OSFF on
bioth neighborng
interfaces

Y Es —.

CQ2PF will not
send hellos and
w0t TOFm
neighbors overa
pnassive interface




Frame Relay
Environment Check

ls thiz a Frame
elay emvironment?

Yes

|5 the OSPF
hetwark type point
to multipoint? (L'se show
ip ospf interface to
check

Yes

:

iJpen TAC case

24 &

Mo —m

Cpen TAC case

Mo e

In a Frame REelay enviranment, we
recomimend using the pointto
rmultipoint OSPF network type. See
Froblems with Running O5PF in
rMBMA Mode over Frame Relay . [fthe
problem persists, open a TAC case.




External Raoute
Frablem Check

Determine why the external
route is notin the database of
ariginating router

HESR3Z

S ariginating
router trying to
redistribute into
a stub area?

Yies —m

External routers are not
allowed in a stub area.

[+

Areyou using
he "subnets" kKeyword
with the redistribution
command?

M0 —e

Make sure configuration
includes "subnets"
keynward.

Yes

+

Cpen TAC Case

o

= e e

30




mletwark Type
Check

Determine OSPF network type
for neighhboing interfaces

|5 the OSPF
network type broadcast for
the neighhoring interfaces’
|lze show ip ospf interface
to check)

Yes

5 the subnet mask
the same for the

neighbaring interfaces?
ilseshow ip ospf
interface to check)

Yes

¥

Grea Type ChecD

OSPF ¥ #3 £xl sl =

Mo —m

iJpen TAC case

Mo —

For broadcast neswtwork tvpe
the subnet mask must bethe
same far all neighbars.




Area Type
Check

Determine if neighbonng

intefaces are configuredin
SAMe ares

Are neighhboring
interfaces configuredin
the same area?
i(llse show ip ospf
interface to check

Yes

Are neighhboring
hterfaces in same type
af area, such as stuh
ar nssa? (Lseshow ip
ospf to check)

Yes
¥

CNEMA Broadcast ChecD

:

<HE||EI."DEE|I2| Interval Check)

Hello/Dead 7t 2 x| Al si4

Mo —e

Meighboring interfaces
must be inthe same area
for successiul neightor
negotiation

Mo —e

Meighboring interfaces
tmust be inthe same toe
of area for successil
heighbor negotiation




Hello/Dead
Interval Checls

Checl: far other possible
tmismatched parameters

Are the dead and
ello timers the same forte

Timers must
fmatch for
heighboring interfaces? [0 — neighbor
(Useshow ip ospf hegotiation to be
interface to check) successil
RS
Fundebug ip
ospf adj or
open a TAC
case
debug ip ospf hello B&3 9|
23of of Lt

*Oct 12 14:03:32.595:

FastEthernetl/0

OSPF:
from 192.168.12.2 *Oct 12 14:03:33.227:

| debug E=I2 hello Oi7HH-2| 2ELURXIE HoiELICL OS2 CIHI &

192.168.12.1 *Oct 12 14:03:33.227:
OSPF: Dead R 2 C 3,

OSPF:

FastEthernetl/0 from 192.168.12.2

Send hello to 10.224.0.5 area 0 on FastEthernetl/0
Hello R 1 C 1 Mask R
255.255.255.0 C 255.255.255.0 *Oct 12 14:03:33.531:

Rcv hello from 10.1.1.1 area 0 from

OSPF: Mismatched hello parameters from 192.168.12.1
!-—- Indicates that there is mismtached hello parameters from 192.168.12.1 *Oct 12 14:03:33.231
OSPF':

Send hello to 10.224.0.5 area 0 on
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https://www.cisco.com/c/ko_kr/tech/ip/ip-routing/index.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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