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2 Cli

MO

NTP(Network Time Protocol)

NTP show &
show ntp association
show ntp association detail
show ntp status
CIHT 2 NTP 2| sS4
NTP miZ/0| = AE|X| S

NTP miZ!0| ME|=[X| §f S

debug ntp validity
debug ntp packets
debug ntp sync 2! debug ntp events

NTP 2 =7 £5 ™

aad xe
e O-L

)|

O] M| ME debug T2 = 230/ M NTP(Network Time Protocol) EXIE 25+ &8 ofl CiaH show ntp AT B LICH

AL 27 Abe

27 Mg

Ol 2Xof et &4 20| gi&LICt

Ol ZEME §Y AZEQof X St=Qof HE o= BHEE|X| ei&LICt

ol



713tE(71=) Hu|ze ol

O| ZMol HE= & & gt 40| C|Hto|AE EUE ZHME[UELICE O ZEMo| AEE ZE ClHtOlAE =
Mo 2 AIZEIRELICH A HEXHATL 2Hs 50 29 ZE Byl TRl WEFe Ol2| SXIsHAIZ| ghEfuct
NTP show HH
NTP EX|2o| §elg mefstr| Mo ot HEo| AHE I £33 olslistioF gt
« show ntp association
» show ntp association detail
e show ntp status
o ol MMM ArZ 2= B0 ChE AEME I8 S 20 HE X3 78 M8SHMAIR. SEEI Cisco A SKE LR E X H
Hol| HMAE = JU&LICH
21 22 QE{ZEE T E S show HHES K|HELICH show B £240| EME E2{H o} R Z QIE{ZE|E E2 AFSELICH
. SEE Cisco AR LIE & 2 HE o HMAE = A&LICH
show ntp association
NTPQIZ2 I|o{ QA AlIARIO| CHE AlA P &7|85t2] ot CHE AARIS| S7(8HE 518 5tEd &) OI7HLE M AZE(E Al
AREHCOHE AIARID S7|3HED LH K| A|AEDE S7(8HE(R| 2t 2)Y = A& LCH
CHZ 2 show ntp association @23 0| &2 of lL|Ct.
CLA_PASA#sh ntp association
address ref clock st when poll reach delay offset disp
~10.127.7.1 10.127.7.1 9 50 64 377 0.0 0.00 0.0
10.50.36.106 5 21231 1024 O 3.8 -4.26 16000.

~10.50.44.69



+~10.50.44.101 10.50.38.114 5 57 64 1 3.6 -4.30 15875.
+~10.50.44.37 10.50.36.50 5 1 256 377 0.8 1.24 0.2
~10.50.44.133 10.50.38.170 5 12142 1024 O 3.2 1.24 16000.
+~10.50.44.165 10.50.38.178 5 35 256 357 2.5 -4.09 0.2
+~10.50.38.42 10.79.127.250 4 7 256 377 0.8 -0.29 0.2
*~10.50.36.42 10.79.127.250 4 188 256 377 0.7 -0.17 0.3
+~10.50.38.50 10.79.127.250 4 42 256 377 0.9 1.02 0.4
+~10.50.36.50 10.79.127.250 4 20 256 377 0.7 0.87 0.5
* primary (synced), # primary (unsynced), + selected, - candidate, ~ configured



20 A4
FA U0 BAtE CHS0H 22 HolE #&LCt
* 0| mlo{et 57|3HE
#0| mlofet 72| £7|5tE
+ 78t 57182 QI8 MEIE 1o
- I|o47} M= CHAF
~Ilo{7} Moz T H

address||z|o{2| IP F=AQILICE O] ool A K | B2 L2 127.127.7.1LICH Ol= 22 A|AEI0| XtAIT S7|3HEIRIS S LIEFAL
Cl. YEtxoz NTP 7|2 MB{Et XA S7|3HEILICE.

ref mjofoll CHet &= 30| FAQILICE O] KoM MZ 6712 Z|o/MHE Z2l0|8l IPE &= 2o 2 A2 2, 0|9

clock ||712 zZt2 2Z HEQIT LHe| BIRE, 2QIX| EE MHY £ Q/&LICH OHK|2 47 2o AR X 2He 28 1P0|2
2 allE 7|2 Z2H2 olol: 38 Azt AA Y ZdL|ct.

st NTPE A|AEIO| MEE = U= A7t AA0M Lot Ho{X UEXNTP & EH)E M5 s AS /HES ALSd
LICH ol & E04, AS 1 AlZt Mol M & x| EEE HA 20| Y HZAL|of QU&LICH NTPE Sall HIS 2 AlZH A
Z A2 BT, AlS 1674 K| EHLICH NTPE ASetE AMAES SAE £+ e HS HET} 718 H2 AAHEE RIS
O Z MEHE T NTPE AlZH AAZ AFSEHLICH

when ([Z|ofoil A OFX|2k NTPZHZ! 0] 4= AlEl O|F 9| AlZto| & EHR|Z 2T EL|Ct o] g2 Z&! 7=t Wotof gLct.

poll [[Z2 242 x B2 EnELCt 242 QMo Z %A 64 E£3 ZHH o Z AEELICE RFCE F AlAHIZ 571561
7| 25l 2 stLF o| Ao NTP ERAMO| 5K AT = K|HE LIEF E2t0|HELQM ME] AFO|0I A NTPZ} OHE E|H M
E£3 7t742 64X 0l M EICH 1024 X7 K| 22 EHAHZ 7 £ Qlo it o 2 3 Alo| oEI7toll M e ElLCH a8
L} O] Zt2 2Elo|MESt M Zte| HERIT Atef 2 NTPIHZ! & Alof et SXMoZ HAFLICH L™ AlZH S0 Mo
s £ Qe B UESQT QHSIEE £0(7] I £ 7t740] 1,024 2 S7}+EFLICH




R E FelaB gne|Eo oldl ZHEI2E BHREAANTP EZ 2HHAS ZHE £ elaLUch

reach |(Z|o{ @AM 8%l 2o 2 BN E|= HIE EXELICH 0] EEO|E Cisco 10S® &Z E 010 M NTP ZE2MAT} OFK|
gk g7 WZE =4I =X 04271 EAIELICE T2 NTPIPHHZE £ A5HE BHRE e AQX[BHO| OfLIZF NTPZ2
MaoM gzt R 2 #41 2| & =2 z|o{oF &LCt.
reache IHZIQ| =&l 042 8 A5 Y| fIaH Alzh =0t S¢t Z23 22 A4S FLICH 23 72 NTP7L THZ!0] & AR
Cto EEHeto| Tof Ch7 (st AlZtdLIch £3] AlZt2 T|o{otch CHE &= QU2 S 2 reach?t THZ!O| £ AIE|QICT EEHSHD|
HMtx|el AlZtE Zlofotct CHE £ &Lt
Ol oAM= MZ CtE Ul 7HX]| reach 210] Q4&LICH
o 377(8%!) = 11111111 (2% )2 Ot X[ 874 A S =418 NTP Z2MAE LIEFRLICEH
« 0(8Z!%) = 00000000(2%!4)2 NTP ZE2MAT} of WZIE £=AISHR| %S S LIEHALICH
« 1(8%!%) = 00000001(2%!4)2 NTP Z2 M AT} 2| Al TiZint £ A S S LIEFHLICH
« 357(8%I) = 11101111(2%Tl)2 2|2 4719 THZ! 0| £ AE|7| Mo A S LIEFHLICH
Reach= @37+ AR EIRHLE CPU EX7 UHLE 7|EF ZHE X QI 2R 2 QI5H NTP IHZ!0| A M ZIR=X| 042 & LIEtLE=
E2 x|EYLICH
Unit Converter= O B48tat 7|Et BI2 HHEtE 98t 22+l | Bt uct.
delay [|Z[ofof CHEH &= X[Q12 LE|X B2 EngELict 238 o HE5H dHs57| fla 23 Alzhe d™E m o dday 24
g Jedghict
offset ||Offset2 Z|0{ 2t E£= 7|2 X S2t0IAME 7ho| E3 AlZt xtO|ILICH O] Zf2 S7I3tE 2IsH E2t0IME 3o M8&|=
UL g 7k MH 230l M £38 LELICH S 32 2Cl0|HE 30| H 88 LiEtHLICt
disp (= EQ|2 ETE|= disperson2 24 231 M 2 ztofl t5F! 2| 23 Alzt Xto|ILICt. O] o Alol M= A



https://www.translatorscafe.com/unit-converter/numbers/octal-to-binary/

10.50.36.4201 CH3H dispersion0| 0.30|22 24 231t Mt 23 AMo|o|M 2H2E #HE 2| AlZh XHOl= 0.3Z= Lt
230| X3S S7I8tEIH =2 210| LHEte Jo 2 of &g &= U&LICt ot X[Bt CHE AlZtol dispersionO] LIF =2 B2 2
EtOIMEQINTP Z2MATH M| NTP HIAIXIE =26t x| ot &LICH Z[CH 242 16000LICH O] ool M= AH
10.50.44.69 Z! 10.50.44.13301 CHEt 240|222 24 Z2t0|UET} Ol24E MLl AlZtE S8 5t X| f&LCH.
TP 7 00|D BAE T OHR =2 42 2E0IHEE Y Mu{e| HAIXIE +25tK| et = USLICH oAlo] F H
W EE FATSMAL.

address ref clock st when poll reach delay offset disp
~10.50.44.69 10.50.36.106 5 21231 1024 0 3.8 -4.26 16000.
offsetO| -4.2621 FL 0| = dispersionO| 0 =1 (1t7{ O|HET} HRIY = RF) reach7t 00|22 0| E2I0|AE = 0| A
o| AZtE #=t5tX| b &LIct

show ntp association detail

C}= 2 show ntp association detail B239| &24 of JL|C}.

Router#sho ntp assoc detail

10.4.2.254 configured, our_primary, sane, valid, stratum 1

ref ID .GPS., time D36968AA.CC528FE7 (02:10:50.798 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.44, reach 377, sync dist 207.565

delay 2.99 msec, offset 268.3044 msec, dispersion 205.54

precision 2%**19, version 3

org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)
rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)
xmt time D36968B7.A21D3780 (02:11:03.633 UTC Fri May 25 2012)
filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04

10.3.2.254 configured, selected, sane, valid, stratum 1

ref ID .GPS., time D36968BB.B16C4A21 (02:11:07.693 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 3.34, reach 377, sync dist 192.169

delay 0.84 msec, offset 280.3251 msec, dispersion 188.42

precision 2%**19, version 3

org time D36968BD.E69085E4 (02:11:09.900 UTC Fri May 25 2012)
rcv time D36968BD.9EE9048B (02:11:09.620 UTC Fri May 25 2012)
xmt time D36968BD.9EA943EF (02:11:09.619 UTC Fri May 25 2012)
filtdelay = 0.84 0.75 663.68 0.67 0.72 968.05 714.07 1.14
filtoffset = 280.33 178.13 -286.52 42.88 41.41 -444.37 -320.25 35.15
filterror = 0.02 0.99 1.97 1.98 1.98 2.00 2.03 2.03



10.1.2.254 configured, insane, invalid, stratum 1

ref ID .GPS., time D3696D3D.BBB4FF24 (02:30:21.733 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 4.15, reach 1, sync dist 15879.654

deTay 0.98 msec, offset 11.9876 msec, dispersion 15875.02

precision 2**19, version 3

org time D3696D3D.E4C253FE (02:30:21.893 UTC Fri May 25 2012)

rcv time D3696D3D.E1DOCIB9 (02:30:21.882 UTC Fri May 25 2012)

xmt time D3696D3D.E18A748D (02:30:21.881 UTC Fri May 25 2012)

filtdelay = 0.98 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 11.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 0.02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0

E Al AZ MMoj o|0] HelE &0o{E 047|0M BFFE[X| ot &LICH
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configured || O] NTP 23 A4 &= MHZ AHEIELICH O] 2t2 Lo/MH7E S 2 HME B2 dynamicOl E += JU&LICH

<2 7|2 ||ZZH Zcto|HETt o] mlofol S7|sHE LICH

selected  [I'our_primary' 7t AEist 7Lt 2E2t0|HUETL SVISHE S AY B2 LoY/AMHII 7HsE S7IEHE el M=ELIc

sane MY HAEE MM 418 NTPIHZ!S E|AESHE O A EILICH 0|28t E| AE & RFC 1305, Network Time

Protocol (Version 3) Specification, Implementation and AnalysisH| XI5 E[0] Q& LICEH HIAE & ChSoF 24 L Ct



https://www.ietf.org/rfc/rfc1305.txt
https://www.ietf.org/rfc/rfc1305.txt
https://www.ietf.org/rfc/rfc1305.txt
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invalid

I|0/MH AlZHO| ZZEl0f AlZhE 3 o & LICH

ref 1D Zt mlo/Mof &= ID(EIolE)7t EEELICEH

time S o/ MM =418 Obx|h EFUA R QL |CH

our mode/ |24 Sto|HE/T|0{o| AEfQL|CH

peer mode

our poll Z0|M 0| I|0{Z EE= n|o{o M B2 A|lABloZ o] Z2I ZhzElL|Ct

intvl/ peer

poll intvl

root delay ||root delay= NTP &H FEFXIS| R[4 AlZHHE|Z)LICH HIE 1 2EH2 NTPEHE/GAHC| REH Ues WoB 7¢tF
Eluct ol ol AlolME 3702 MEH7E 25 AS 101 ez REJE £ U&LICH

root root dispersion2 24 231t FE 23 ztof #EF 2| 23 AlZt &to|ULICh XtAIEH LHE 2 show up association2]

dispersion ||'disp'ofl CHEH S A ZsHAAIR

syncdist. |[O|= stratum 0 &4 0| A|Ztat 2 EIO|AE M FHEH Alzho| 2|C XtO|& H|AHEH o2, stratum &4 9| OFX|2 MK ¢
7| 0|F &5 Alzh AlAR HEE Y EE CZEo]| CiEt 748 242 FEELICH
0iz] A& | MH/Zet0|AMET} Q= CHFE NTP HAH(QEH o] HE 104 U= NTP AlH, A2 CHE HS0IAM AlZHS
2L HENOIAE NTPS7/5H EE2XIB 4504 7HE A7} HOI0F SXIE AR 5715t R B THHME o
Euch £t 4s 24 HEo| E7I20 M= AMEE = gl AlZE MH7E ZEE(o] Qo FIH &S 77 L
Bhote ZLIch NTPOIM A Els ME 2D 2[E2 712 Me{ofl 7I8He 2|4 7HE R| 211 'd EEIE Hlbtsto| 28
Bellman-Ford 24t 2t N E|EO| HES AFQ“ Lict gTE[EAHM ALE5tE HEl HEERIR A S 5718 7HE
2 7HEH, §718 Hels 240 "o x|ede| Mito 2 FYELICH [EtM §713 Z2EE 4 REO 24 MH £
E MEELICE 2[CH 2R E 7|EC 2 40| SHAE |EP.

delay I|ofof cHEt &5 R[ALICH

precision ||mjof 20| HUT (HZ)YULICH




EHZ T|ofol M AFSSHE NTP T = 2L|ch

EfQIABHZ QLI

orgtime [I0|= NTPIHZ! L AIXLO| EFYARHm QLICH & NTPIIZS WHE M 224 22t0IUERE TS ©E5H7| Tof m(of

revtime ||2Z ZEFOIUET HAIXIE =18 EFUARI I QLT org timeXt rev time2| AFO|= O] I|o{o] 2 Z A
M 718 10.4.2.25401= Ot AlzZHo| AJ/&LICH.

org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)
rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)

%t0|= 268.304422|Z 0| 2T AIQIL|C},

Lt of oflof|

xmttime |22 22t0|HE} o] T|oy/A{tHol| M& st NTPI§ZIO| T4 EFYARMT Ol |C}H
filtdelay ([2F MZo| &5 x[o1 AlZh(HE|Z)LCH

filtoffset ||zt MZ o] 3 o T A(UE|X)QLICh

filterror |2+ Mz of cH=F&{0l @B elLch

MES oX[Ho 2 £ AENTP I QLICE O] ool 7|8 10.4.2.254& CIS 22 A &LICH

filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04
Ol 8712 M4 E 2 reach HE2| Zhol| S ELICH O] 2t2 27 ZEt0IAUET} 0 X2 87H2 NTP I E =

£ E Mg

show ntp status




CHZ 2 show ntp status BHE 2| E324 0| L |Ct.

USSP-B33S-SW01#sho ntp status

Clock is synchronized, stratum 2, reference is 10.4.2.254

nominal freq is 250.0000 Hz, actual freq is 250.5630 Hz, precision is 2%*18
reference time is D36968F7.7E3019A9 (02:12:07.492 UTC Fri May 25 2012)
clock offset is 417.2868 msec, root delay 1is 2.85 msec

root dispersion is 673.42 msec, peer dispersion is 261.80 msec

show up association(@1Zd E Al) MM EE = show ntp association detail(ntp 42 MIEALE) MlMdof o|0] HolEl oi= gr=E|X| E&LICEH
p p

[

g9 29

precision||precision2 XIS 22 ZAMEIH 22| HEMZ

[0
tu
A

HMELICE o] o Alof A 2**182 2/(-18), & 3.80+0|2Z X E o|O|EtL

|2 X ZCHo|ME 7ho| S713H7 &4 ElE HQI2 CHYRLICH NTPE CHE1H 22 ¥z AlZho|

1. NTPE XAl S7I3HEIX| ot 2 AlABL 57|85 K| of&LCt

Ls =




1L NTPE 02 AIABIOIA HIsts Algte HIZstD, ABO| O HTiEHE AlZHo| CHE AIARITH 3 CHE AlAH
e S7I8HEIR| gLt

CIHO2 NTP 28| s &

NTP 2A|2| 7+ dEtxQl 201 & Y= = chant Z&Loh

« NTPIHZ!O| = AIE|X| ef&LICE

o NTPIHZI2 = AIT|X[TF Cisco I0SS| NTP ZZ2M|AM HEIT| K| SE&LICH

i
fO
o

R
rr

« NTPI{Z 0| %{2|Z|X|2 &R mZ! HiolE 2 QI8 S718t7t & AE Lt

« NTPEH FI|7I 822 MHEELICE

olef#t 2F 0| 2Qlg Wxste O 20| £l F28 debug BHE CH3T Z &Lt

« debug ip packets <acl>

« debug ntp packets

* debug ntp validity

« debug ntp sync

« debug ntp events



Hoi| cHal A& LI

MM ME olzqst o
O] MMM AHBEl= B0l Cist RIMEH LSS BT WH 3| 7 E AIESAAL. SEE Cisco SR HIE E L Y
HMIAE 4= Ql&LICH

f1: debug BE2 AFE 57| X0l Debug B0 Ciet 52 MEE #EsAAI

NTP IjZl0| =ME|X| %S

Rlooz HAMA KMo =

io 5 A
2 =EEg =Y

NTP Z{Z!0] =&l & M E|E= K| 2Q15t2{™ debug ip packet BHE AFSEHLICH ClHT &3
(ACL)2 Ar83tod | £ 2 Aete = U&LICH NTP= UDP(User Datagram Protocol) ZE 123

1. ACL 1012 MMstL|ct

access-1list 101 permit udp any any eq 123
access-1list 101 permit udp any eq 123 any

7} 1230|22 Ct8 =doll ==20| ELlct

permit udp any eq 123 any eq 123

o| £3§2 Mghstzd™ ol ACLE AHSEfLICH

2. debug ip packet &

debug ip packet 101

2 ACL 1012 &S mlo{Z FEILICH m0{7} 172.16.1.12] B ACL 1012 C+S1} Zo| &

Hst= 48


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

access-1list 101 permit udp host 172.16.1.1 any eq 123
access-1list 101 permit udp any eq 123 host 172.16.1.1

Ol ofix| £242 mZlo| ™S EIX| f S-S LIEFHLICE

241925: Apr 23 2012 15:46:26.101 ETE: IP:
241926: Apr 23 2012 15:46:26.101 ETE:
sendself FALSE, mtu O

241927: Apr 23 2012 15:46:26.101 ETE: IP:
241928: Apr 23 2012 15:46:26.101 ETE:
sendself FALSE, mtu O

UDP src=123, dst=123,

(o] X=)
)

NTP I{Zl0| X z2|k|X|

MEE o

S
o
o
(¢]
o

debug ip packet 2! debug ntp packets B 0| D F EMstEl B 4 A

KI-Eol.'— 7-|° EI-O|oEI- _J'\_ (/?/\IQL—IL_-l'

Responder & 50| Ql&LICt

o222 = AE M NTP Z2M AT} EHS 29| ClHIa E3 UL

= 8

Apr 20 00:16:34.143 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.1.2.254 (Vlan2),
.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Ten 76,
.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Ten 76,

s=10.50.38.70 (Tunnel99), d=10.50.44.101,
Ingress-NetFlow(13), rtype 0, forus FAL

$=10.50.38.70 (Tunnel99), d=10.50.44.101,
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

= Ao, NTP7} Ol2{8t
= AlEl 2 E NTP IHZ!(debug ip packetoll EA|E! CHE)0l| CH3H debug ntp THA! ol 2lal M El=

len 76, input featu

len 76, input featu

mjZ!oi| CHaH

routed via FIB
sending
sending full packet



.Apr 20 00:16:34.143 UTC: NTP: xmit packet to 10.1.2.254:

.Apr 20 00:16:34.143 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0021 (0.504), rtdsp 1105E7 (17023.056), refid OAO0102FE (10.1.2.254)
.Apr 20 00:16:34.143 UTC: ref D33B2922.24FEBDC7 (00:15:30.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: IP: s=10.1.2.254 (Vlan2), d=10.3.2.31, Ten 76, rcvd 2

.Apr 20 00:16:34.143 UTC: NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

.Apr 20 00:16:34.143 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0000 (0.000), rtdsp 009D (2.396), refid 47505300 (10.80.83.0)
.Apr 20 00:16:34.143 UTC: ref D33B2952.4CC11CCF (00:16:18.299 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: rec D33B2962.49D3724D (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.49D997D0 (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: 1inp D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending

.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:36.283 UTC: NTP: xmit packet to 10.8.2.254:

.Apr 20 00:16:36.283 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:36.283 UTC: rtdel 002F (0.717), rtdsp 11058F (17021.713), refid OA0102FE (10.1.2.254)
.Apr 20 00:16:36.283 UTC: ref D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:36.283 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:36.283 UTC: xmt D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: IP: s=10.8.2.254 (Vlan2), d=10.3.2.31, Ten 76, rcvd 2

.Apr 20 00:16:36.283 UTC: NTP: rcv packet from 10.8.2.254 to 10.3.2.31 on Vlan2:

.Apr 20 00:16:36.283 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.Apr 20 00:16:36.283 UTC: rtdel 0000 (0.000), rtdsp 0017 (0.351), refid 47505300 (10.80.83.0)
.Apr 20 00:16:36.283 UTC: ref D33B295B.8AF7FE33 (00:16:27.542 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: org D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: rec D33B2964.4A6AD269 (00:16:36.290 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: xmt D33B2964.4A7C00D0 (00:16:36.290 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: 1inp D33B2964.498A755D (00:16:36.287 UTC Fri Apr 20 2012)
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071564: Apr 23 2012 15:46:26.100 ETE: NTP: xmit packet to 10.50.44.101:

071565: Apr 23 2012 15:46:26.100 ETE: Teap 0, mode 1, version 3, stratum 5, ppoll 1024

071566: Apr 23 2012 15:46:26.100 ETE: rtdel 07B5 (30.106), rtdsp 0855 (32.547), refid 0A32266A
(10.50.38.106)

071567: Apr 23 2012 15:46:26.100 ETE: ref D33FDB05.1A084831 (15:43:33.101 ETE Mon Apr 23 2012)

071568: Apr 23 2012 15:46:26.100 ETE: org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
071569: Apr 23 2012 15:46:26.100 ETE: rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
071570: Apr 23 2012 15:46:26.100 ETE: xmt D33FDBB2.19D3457C (15:46:26.100 ETE Mon Apr 23 2012)
PCY_PAS1#

071571: Apr 23 2012 15:47:31.497 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76, input featur
071572: Apr 23 2012 15:47:31.497 ETE: UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
sendself FALSE, mtu O

071573: Apr 23 2012 15:47:31.497 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76, input featur
071574: Apr 23 2012 15:47:31.497 ETE: UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,
sendself FALSE, mtu O

071575: Apr 23 2012 15:47:31.497 ETE: FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d
10.50.44.69



071576: Apr 23 2012 15:47:31.497 ETE: FIBfwd-proc: base:10.50.44.69/32 receive entry

PCY_PAS1#

071577: Apr 23 2012 15:47:31.497 ETE: FIBipv4-packet-proc: packet routing failed

071578: Apr 23 2012 15:47:31.497 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, rcvd 2
071579: Apr 23 2012 15:47:31.497 ETE: UDP src=123, dst=123

071580: Apr 23 2012 15:47:31.497 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process
for forus packet

071581: Apr 23 2012 15:47:31.497 ETE: UDP src=123, dst=123

PCY_PAS1#

071582: Apr 23 2012 16:03:30.105 ETE: NTP: xmit packet to 10.50.44.101:

071583: Apr 23 2012 16:03:30.105 ETE: leap 0, mode 1, version 3, stratum 5, ppoll 1024

071584: Apr 23 2012 16:03:30.105 ETE: rtdel 0759 (28.702), rtdsp 087D (33.157), refid 0A32266A
(10.50.38.106)

071585: Apr 23 2012 16:03:30.105 ETE: ref D33FDF05.1B2CC3D4 (16:00:37.106 ETE Mon Apr 23 2012)

071586: Apr 23 2012 16:03:30.105 ETE: org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
071587: Apr 23 2012 16:03:30.105 ETE: rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
071588: Apr 23 2012 16:03:30.105 ETE: xmt D33FDFB2.1B1D5E7E (16:03:30.105 ETE Mon Apr 23 2012)
PCY_PAS1#

071589: Apr 23 2012 16:04:35.502 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, 1input featur
071590: Apr 23 2012 16:04:35.506 ETE: UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
sendself FALSE, mtu O

071591: Apr 23 2012 16:04:35.506 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, 1input featur
071592: Apr 23 2012 16:04:35.506 ETE: UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,
sendself FALSE, mtu O

071593: Apr 23 2012 16:04:35.506 ETE: FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d
10.50.44.69

071594: Apr 23 2012 16:04:35.506 ETE: FIBfwd-proc: base:10.50.44.69/32 receive entry

PCY_PAS1#

071595: Apr 23 2012 16:04:35.506 ETE: FIBipv4-packet-proc: packet routing failed

071596: Apr 23 2012 16:04:35.506 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, rcvd 2
071597: Apr 23 2012 16:04:35.506 ETE: UDP src=123, dst=123

071598: Apr 23 2012 16:04:35.506 ETE: IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process
for forus packet

071599: Apr 23 2012 16:04:35.506 ETE: UDP src=123, dst=123

PCY_PAS1#
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PCY_PAS1#debug ntp validity
NTP peer validity debugging is on

009585: Mar 1
009586: Mar 1
009587: Mar 1
PCY_PAS1#
009588: Mar 1
009589: Mar 1
PCY_PAS1#
009590: Mar 1
009591: Mar 1
PCY_PAS1#
009592: Mar 1
009593: Mar 1
009594: Mar 1
PCY_PAS1#
009596: Mar 1
009597: Mar 1
PCY_PAS1#
009598: Mar
009599: Mar 1
PCY_PAS1#
009600: Mar
009601: Mar 1
PCY_PAS1#
009602: Mar
009603: Mar
009604: Mar 1
PCY_PAS1#
009605: Mar 1
009606: Mar 1
PCY_PAS1#

2012
2012
2012

09:
09:
09:

14:
14:
14:

32.
32.
32.

670
670
670

2012
2012

09:
09:

14:
14:

38.
38.

210
210

2012
2012

09:
09:

14:
14:

43.
43.

606
606

2012
2012
2012

09:
09:
09:

14:
14:
14:

48.
48.
48.

686
686
686

2012
2012

09:
09:

14:
14:

54.
54.

222
222

=

2012
2012

09:
09:

14:
14:

54.
54.

886
886

=

2012
2012

09:
09:

14:
14:

59.
59.

606
606

=

2012
2012
2012

09:
09:
09:

15:
15:
15:

04.
04.
04.

622
622
622

=

2012
2012

09:
09:

15:
15:

10.
10.

238
238

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

NTP: packet from 192.168.113.57 failed validity tests 52

Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14

Authentication failed

NTP: packet from 10.110.103.27 failed
Authentication failed

NTP: packet from 192.168.113.57failed
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 10.110.103.35 failed
Authentication failed

NTP: synced to new peer 10.50.38.106
NTP: 10.50.38.106 synced to new peer

NTP: packet from 10.110.103.27 failed
Authentication failed

validity tests

validity tests

validity tests

validity tests

14

52

14

14

NTP: packet from 192.168.113.137 failed validity tests 52

Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14

Authentication failed



009607: Mar 1 2012 09:15:15.338 HIVER: NTP: packet from 10.83.23.140 failed validity tests 52

009608: Mar 1 2012 09:15:15.338 HIVER: Authentication failed
009609: Mar 1 2012 09:15:15.338 HIVER: Peer/Server Stratum out of bound
PCY_PAS1#
009610: Mar 1 2012 09:15:20.402 HIVER: NTP: packet from 192.168.113.92 failed validity tests 74
009611: Mar 1 2012 09:15:20.402 HIVER: Authentication failed
009612: Mar 1 2012 09:15:20.402 HIVER: Peer/Server Clock unsynchronized
009613: Mar 1 2012 09:15:20.402 HIVER: Peer/Server Stratum out of bound
debug ntp packets
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USSP-B33S-SW01#debug ntp packets
NTP packets debugging is on

USSP-B33S-SwW01#
May 25 02:21:48.182

182

UTC:
UTC:

NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

May 25 02:21:48.
May
May
May
May
May
May

25
25
25
25
25
25

02:
02:
02:
02:
02:
02:

21:
21:
21
21:
21:
21

48.
48.

:48.

48.
48.

:48.

182
182
182
182
182
182

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

leap 0, mode 4, version 3,

stratum 1, ppoll 64

rtdel 0000 (0.000),
ref D3696B38.B722C417
org D3696B3C.2EA179BA
rec D3696B3D.E58DE1BE
xmt D3696B3D.E594E7AF
inp D3696B3C.2EDFC333

rtdsp 00F2 (3.693),

(02:21:44.715 UTC
(02:21:48.182 UTC
(02:21:49.896 UTC
(02:21:49.896 UTC
(02:21:48.183 UTC

refi
Fri
Fri
Fri
Fri
Fri

25
25
25
25
25
25
25

02:
02:
02:
02:
02:
02:
02:

22:46.
22:46.
22:46.
22:46.
22:46.
22:46.

22:46.

051
051
051
051
051
051
051

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

NTP: xmit packet to 10.4.2.254:
leap 0, mode 3, version 3, stratum 2, ppoll
rtdel 00CO (2.930), rtdsp 1C6FA (1777.252),
ref D3696B36.33D43F44 (02:21:42.202 UTC Fri
org D3696B37.E72C75AE (02:21:43.903 UTC Fri
rec D3696B36.33D43F44 (02:21:42.202 UTC Fri
xmt D3696B76.0D43AE7D (02:22:46.051 UTC Fri

May
May
May
May
May
May
May
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USSP-B33S-SWO1#

.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.
.May 25 02:05:59.

011
011
011
011
011
011
011
011
011
011
011
011
011
011
011

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

NTP: xmit packet to 10.4.2.254:
Teap 3, mode 3, version 3, stratum 0, ppoll
rtdel 00A3 (2.487), rtdsp 1104D0 (17018.799
ref D3696747.03D8661A (02:04:55.015 UTC Fri
org 00000000.00000000 (00:00:00.000 UTC Mon
rec 00000000.00000000 (00:00:00.000 UTC Mon
xmt D3696787.03105783 (02:05:59.011 UTC Fri
NTP: rcv packet from 10.4.2.254 to 10.3.2.31
Teap 0, mode 4, version 3, stratum 1, ppoll
rtdel 0000 (0.000), rtdsp 0014 (0.305), ref
ref D3696782.C96FD778 (02:05:54.786 UTC Fri
org D3696787.03105783 (02:05:59.011 UTC Fri
rec D3696787.281A963F (02:05:59.156 UTC Fri
xmt D3696787.282832C4 (02:05:59.156 UTC Fri
inp D3696787.03C63542 (02:05:59.014 UTC Fri

debug ntp sync X debug ntp events

debug ntp sync B2 20| 7|3 & Ai
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d 47505300 (10.80.83.0)
May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)

64

refid 0AO402FE (10.4.2.254)
May 25 2012)

May 25 2012)

May 25 2012)

May 25 2012)
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64
), refid 0A0402FE (10.4.2.254)
May 25 2012)

Jan 1 1900)

Jan 1 1900)

May 25 2012)

on Vlan2:

64

id 47505300 (10.80.83.0)
May 25 2012)

May 25 2012)

May 25 2012)

May 25 2012)

May 25 2012)
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USSP-B33S-SW01l#debug ntp sync

NTP clock synchronization debugging is on
USSP-B33S-SWO1#

USSP-B33S-SWO1#

USSP-B33S-SW01l#debug ntp events

NTP events debugging is on
USSP-B33S-SWO1#

USSP-B33S-SWO1#

May 25 02:25:57.620 UTC: NTP: xmit packet to 10.4.2.254:

May 25 02:25:57.620 UTC: Tleap 0, mode 3, version 3, stratum 2, ppoll 64

May 25 02:25:57.620 UTC: rtdel 00D4 (3.235), rtdsp 26B26 (2418.549), refid 0A0402FE (10.4.2.254)
May 25 02:25:57.620 UTC: ref D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: org D3696BF7.E5F91077 (02:24:55.898 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: rec D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: xmt D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:

May 25 02:25:57.620 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

May 25 02:25:57.620 UTC: rtdel 0000 (0.000), rtdsp O0OE (0.214), refid 47505300 (10.80.83.0)
May 25 02:25:57.620 UTC: ref D3696C37.D528800E (02:25:59.832 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: org D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: rec D3696C37.E5C7AB3D (02:25:59.897 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: xmt D3696C37.E5D1F273 (02:25:59.897 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: inp D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:25:59.830 UTC: NTP: clock reset

May 25 02:25:59.830 UTC: NTP: sync change

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:26:05.817 UTC: NTP: xmit packet to 10.1.2.254:

May 25 02:26:05.817 UTC: Tleap 3, mode 3, version 3, stratum 0, ppoll 64

May 25 02:26:05.817 UTC: rtdel 00C2 (2.960), rtdsp 38E9C (3557.068), refid OA0402FE (10.4.2.254)
May 25 02:26:05.817 UTC: ref D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)

May 25 02:26:05.817 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

May 25 02:26:05.817 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

May 25 02:26:05.817 UTC: xmt D3696C3D.D12D0565 (02:26:05.817 UTC Fri May 25 2012)
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