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NAT 2t E Z1|7e]o|M

i nterface LoopbackO

ip address 10.0.1.1 255. 255. 255. 252

ip nat outside

!--- Creates a virtual interface called Loopback 0 and
assigns an !--- IP address of 10.0.1.1 to it. Defines
interface Loopback 0 as !--- NAT outside. ! | interface
Et hernetO i p address 192.168. 1.2 255. 255. 255. 0 secondary
i p address 10.0.0.2 255.255.255.0 ip Nat inside !/---
Assigns a primary IP address of 10.0.0.2 and a secondary

IP !--- address of 192.168.1.2 to Ethernet 0. Defines
interface Ethernet 0 !--- as NAT inside. The 192.168.1.2
address will be used to communicate !--- through the CM

to the CMTS and the Internet. The 10.0.0.2 address !---
will be used to communicate with the local hosts. ip
policy route-nmap Nat-loop !--- Assigns route-map "Nat-
loop" to Ethernet 0 for policy routing. ! ip Nat pool
external 192.168.2.2 192.168.2.3 prefix-length 29 ip Nat
i nside source list 10 pool external overload ip Nat

i nside source static 10.0.0.12 192.168.2.1 !/--- NAT is
defined: packets that match access-list 10 will be !---
translated to an address fromthe pool called
"external". !--- A static NAT translation is defined for
10.0.0.12 to be !--- translated to 192.168.2.1 (this is
for host 2 which needs !--- to be accessed fromthe
Internet).

ip classless
!
!
iproute 0.0.0.0 0.0.0.0 192.168.1.1
ip route 192.168.2.0 255.255.255.0 EthernetO

!--- Static default route set as 192.168.1.1, also a

static !--- route for network 192.168.2.0/24 directly
attached to !--- Ethernet 0! ! access-list 10 pernit
10.0.0.0 0.0.0.255 !--- Access-list 10 defined for use

by NAT st atenment above

access-list 102 permt ip any 192.168.2.0 0.0.0. 255
access-list 102 permit ip 10.0.0.0 0.0.0.255 any

!--- Access-list 102 defined and used by route-map "Nat-
| oop" !--- which is used for policy routing.

!
Access-list 177 pernmit icnp any any
!--- Access-list 177 used for debug.

|
route-map Nat-loop permt 10

match i p address 102

set ip next-hop 10.0.1.2

!-—-- Creates route-map "Nat-loop" used for policy

routing. !--- Route map states that any packets that
match access-1list 102 will !--- have the next hop set to
10.0.1.2 and be routed "out" the !--- loopback

interface. All other packets will be routed normally. !-
-- We use 10.0.1.2 because this next-hop 1is seen as
located !--- on the loopback interface which would
result in policy routing to !--- loopbackO.
Alternatively, we could have used "set interface !---




loopback0" which would have done the same thing. ! end
NAT-rout er #

I 2E SAEQ| 7|2 HOIEQO[= NAT 2t*E2! 10.0.0.22 2 HHEELICH ISPt CMTSE
HHet ECiE 0 75.%3P £iH NAT 2t REE 7IE2I7|= 192.168.2.0/292 2| Z= 7} {040k &FL|Ct. LY
F 54EQ| ERfEO| o MEH|M EafetE Aoz EA|LY| fE LI O] oA CMTSE

192.168.2.0/2901| CHEF ECHEIZ NAT ctE0| 2 HE EX IP #4021 192.168.1.22 2 I EE
LICF.

of 1 show and debug B &=

ol 4440 k= Hm|TBOIMOl MTHE S sh= Xl HOlste ol ALRE 4 ol HEE RS ELIC

?lo| ZAm|ao|Mo| EHssteE K| #0lst 7| 2/ NAT 2HE{e| ClHa £240| ZLERIZlE SOt
= 7t x| ping EHIAEE AAM&LICE ping BB 0| 435t debug £=40
=i de)

2olg &L

11 debug BHEE ALE5t7| ol ClHT B0l CHEt S HES HESFAHAL.

N M HAEME & "ol QIE{HA9| CI|HIO|AMAM SAE 22 pingES =& LICH F AHE
StLt= QIE{HI| Q= CIHFOIATHIP 471 192.168.2.191 ZAE 29 418 £~ Qlofof Btk
LICt CHS2 NAT 2t E0f| ZAIE ClH £34ILICH NAT 2t E{0|A A& 50| debug &
He HolE HMA =5 177, debug ip Nat & HA 2l & I{ZIE E0{F &= C|lH ip HAE AR
3= debug ip packet 177 detail & LIC}.

o

CH2 2 NAT 2 E{0| A AEE show ip NAT EHEF 30| E=24QlL |t

NAT-rout er# show ip Nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba
- 192.168.2.1 10.0.0. 12 .-
NAT-r out er #

QlE{SAo| C|HIO|A0A BHRE{Ql B2 LS ZHo| HE X2l 192.168.2.1 pingS & & LICt.

I nternet-devi ce# ping 192.168.2.1

Type escape sequence to abort.
Sendi ng 5, 100-byte | CMP Echos to 192.168.2.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/ max = 92/92/92 s
I nt er net - devi ce#

NAT 2H2E{of| 4] 0{t o] 443}

el SERECEES

—

mo
ok
B
gh
>
>
to

ted™ C

0|0

rir
[e]]}

N

ok
Il

I P: s=177.10.1.3 (Ethernet0), d=192.168.2.1, len 100, policy match

| CVP type=8, code=0
IP: route map Nat-loop, item 10, permt
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (LoopbackQ), Len 100, policy routed

| CVP type=8, code=0
!--- The above debug output shows the packet with source 177.10.1.3 destined !--- to
192.168.2. 1. The packet matches the statenents in the "Nat-loop" !--- policy route map and is
permtted and policy-routed. The Internet !--- Control Message Protocol (ICWP) type 8, code O
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indicates that this !--- packet is an | CMP echo request packet.

I P: EthernetO to LoopbackO 10.0.1.2
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), g=10.0.1.2, Len 100,
f orwar d
| CWP type=8, code=0

!--- The packet now is routed to the new next hop address of 10.0.1.2 !--- as shown above. |P:
NAT enab = 1 trans = 0 flags = 0 NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [52] IP:
s=177.10. 1. 3 (Loopback0O), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100, forward | CWVP type=8,
code=0 I P: NAT enab = 1 trans = 0 flags = 0 !--- Now that the routing decision has been made,
NAT takes place. We can !--- see above that the address 192.168.2.1 is translated to 10.0.0.12
and !--- this packet is forwarded out Ethernet 0 to the local host. !--- Note: When a packet is
going frominside to outside, it is routed and !--- then translated (NAT). In the opposite
direction (outside to inside), !--- NAT takes place first.

I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3, Len 100, policy match

| CWP type=0, code=0
IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed

| CWP type=0, code=0
I P: EthernetO to LoopbackO 10.0.1.2
!-—-- Host 2 now sends an ICMP echo response, seen as ICMP type 0, code 0. !--- This packet also
matches the policy routing statements and is !--- permitted for policy routing. NAT:
s=10.0.0.12->192.168. 2.1, d=177.10.1.3 [52] IP: s=192.168.2.1 (Ethernet0), d=177.10.1.3
(Loopback0O), g=10.0.1.2, Len 100, forward |ICWP type=0, code=0 |P: s=192.168.2.1 (LoopbackO),
d=177.10.1.3 (Ethernet0), ¢g=192.168.1.1, Len 100, forward | CW type=0, code=0 |IP: NAT enab =1

trans = 0 flags = 0 /--- The above output shows the Host 2 IP address is translated to !---
192.168.2.1 and the packet that results packet is sent out loopback 0, !--- because of the
policy based routing, and finally forwarded !--- out Ethernet 0 to the Internet device. !--- The
remainder of the debug output shown is a repeat of the previous !--- for each of the additional
four | CWP packet exchanges (by default, !'--- five |ICMP packets are sent when pinging from G sco
routers). We have !--- onitted npst of the output since it is redundant.

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1, Len 100, policy match
| CWP type=8, code=0
IP: route map Nat-loop, item 10, permt
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (LoopbackQ), Len 100, policy routed
| CWP type=8, code=0
I P: EthernetO to LoopbackO 10.0.1.2
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (LoopbackO), g=10.0.1.2, Len 100,
f orwar d
| CWP type=8, code=0
I P: NAT enab = 1 trans = 0 flags = 0
NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [53]
I P: s=177.10.1.3 (Loopback0), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100,
f orwar d
| CWP type=8, code=0
I P: NAT enab = 1 trans = 0 flags = 0
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3, Len 100, policy match
| CWP type=0, code=0
IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed
| CWP type=0, code=0
I P: EthernetO to LoopbackO 10.0.1.2
NAT: s=10.0.0.12->192.168.2.1, d=177.10.1.3 [53]
I P: s=192.168.2.1 (Ethernet0), d=177.10.1.3 (LoopbackO), g=10.0.1.2, Len 100,
f orwar d
| CWP type=0, code=0
I P: s=192.168. 2.1 (Loopback0), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100,
f orwar d
| CWP type=0, code=0
I P: NAT enab = 1 trans = 0 flags = 0



EOE F A2 3A2E7 QHAD SAUE = JES 5185t WeLICH Ol HAENME =
AE 10lM QIE{ & X|E pingELICt. 21 show 2! debug BHE otz Z&Lct.

MEZ0l= NAT 2t E{Q| NAT Bt Ho|E0| CtZ1t Z&Lch

NAT-rout er# show ip Nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal

--- 192.168.2.1 10.0.0. 12 --- ---

NAT-rout er #

FAE 10X pingS A&stE CHEt 22 207t EAIELICH

Host - 1# ping 177.10.1.3

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 177.10.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/ max = 92/92/96 ms
Host - 1#

f|ollM ping0| SHSE & = U&GLICH O|X| NAT 2HRE{2| NAT Ell0|&2 CtSat Z&Lct

NAT-rout er# show ip Nat translation
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal

icnp 192.168.2.2:434 10.0.0.11: 434 177.10.1. 3: 434 177.10.1. 3: 434
icnp 192.168. 2. 2: 435 10.0.0.11: 435 177.10. 1. 3: 435 177.10. 1. 3: 435
icnp 192. 168. 2. 2: 436 10.0.0.11: 436 177.10. 1. 3: 436 177.10.1. 3: 436
icnp 192. 168. 2. 2: 437 10. 0. 0. 11: 437 177.10. 1. 3: 437 177.10. 1. 3: 437
icnp 192.168. 2. 2: 438 10.0.0.11:438 177.10. 1. 3: 438 177.10. 1. 3: 438
--- 192.168.2.1 10.0.0.12 --- ---
NAT-r out er #

O|A| £/ NAT H#HEt E|o|E 0= S NAT ZAI/az|o|Me| ZIel 71 o] EAELICH Y
NAT Z4x|22i[o|MHxt BHCH).

ot2io| CIH £342 NAT 2t E oM dstE A S EoiELICH

IP: NAT enab = 1 trans = 0 flags = 0
I P: s=10.0.0.11 (EthernetQ), d=177.10.1.3, Len 100, policy match

| CVP type=8, code=0
IP: route map Nat-loop, item 10, permt
IP: s=10.0.0.11 (Ethernet0), d=177.10.1.3 (Loopback0), Len 100, policy routed

| CVP type=8, code=0
I P: EthernetO to LoopbackO 10.0.1.2
! -—— The above output shows the ICMP echo request packet originated by !--- Host 1 which is
policy-routed out the loopback interface. NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [8] IP
s=192.168. 2.2 (Ethernet0), d=177.10.1.3 (Loopback0), ¢g=10.0.1.2, Len 100, forward | CVP type=8,
code=0 | P: s=192.168.2.2 (LoopbackQ), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
| CVMP type=8, code=0 IP. NAT enab = 1 trans = 0 flags = 0 /--- After the routing decision has



been made by the policy routing, !--- translation takes place, which translates the Host 1 IP
address of 10.0.0.11 !--- to an address from the "external" pool 192.168.2.2 as shown above. !--
- The packet is then forwarded out loopback 0 and finally out Ethernet 0 !--- to the Internet
device. | P: s=177.10.1.3 (Ethernet0), d=192.168.2.2, Len 100, policy match | CW type=0, code=0
IP: route map Nat-loop, item 10, pernmit |IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (Loopback0),
Len 100, policy routed | CWP type=0, code=0 |IP: EthernetO to LoopbackO 10.0.1.2 IP: s=177.10.1.3
(Ethernet0), d=192.168.2.2 (Loopback0), g=10.0.1.2, Len 100, forward |ICW type=0, code=0 !---
The Internet device sends an ICMP echo response which matches our !--- policy, 1s policy-routed,
and forward out the Loopback 0 interface. |P: NAT enab = 1 trans = 0 flags = 0 NAT:
s=177.10.1.3, d=192.168.2.2->10.0.0.11 [8] IP: s=177.10.1.3 (Loopback0), d=10.0.0.11
(Ethernet0), g=10.0.0.11, Len 100, forward |ICVMP type=0, code=0 !--- The packet is looped back
into the loopback interface at which point !--- the destination portion of the address 1is
translated from 192.168.2.2 !--- to 10.0.0.11 and forwarded out the Ethernet 0 interface to the
local host. !--- The ICMP exchange 1is repeated for the rest of the ICMP packets, some of !---
which are shown below. |P: NAT enab = 1 trans = 0 flags = 0 I P: s=10.0.0. 11 (Ethernet0),
d=177.10.1.3, Len 100, policy match | CWP type=8, code=0 IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.11 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed | CVP type=8,
code=0 I P: EthernetO to LoopbackO 10.0.1.2 NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [9] IPF:
s=192.168. 2.2 (EthernetQ), d=177.10.1.3 (Loopback0), g¢=10.0.1.2, Len 100, forward | CVP type=8,
code=0 | P: s=192.168.2.2 (LoopbackO), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
| CVWP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 IP: s=177.10.1.3 (EthernetO0),
d=192.168. 2.2, Len 100, policy match | CVWP type=0, code=0 IP: route nap Nat-loop, item 10, permit
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (LoopbackO), Len 100, policy routed | CVW type=0,
code=0 | P: EthernetO to LoopbackO 10.0.1.2 |IP: s=177.10.1. 3 (Ethernet0), d=192.168.2.2
(Loopback0O), g=10.0.1.2, Len 100, forward |ICVMP type=0, code=0 IP: NAT enab = 1 trans = 0 flags =
0 NAT: s=177.10.1.3, d=192.168.2.2->10.0.0.11 [9] IP: s=177.10.1.3 (LoopbackO), d=10.0.0.11

(Et hernet0), g=10.0.0.11, Len 100, forward | CWP type=0, code=0

o 2 LEL3 Clojo{a® 5l 74
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R2Z
Mat router

E0/D ‘

1.1.1.1

‘FH

10.10.101 20.20.20.1

QT AE

T AOIE(R1 & R3) Flofl = §7 ClHIO|ATF S4I8t7|E& RELICE & AIO|EE S5 E|X| &2
IPFAE MESIERE M2 SAE | FAE HErsHoF & LICH 0| 39 £AE 10.10.10.12
200.200.200.12 2 H#HEtE[T S AE 20.20.20.12 100.100.100. 122 BBt EL|Ct et F &
oz HEtsHoF g LICt O] & AFO|E Zte| EB{E2 R2E Stsof gfLICH RFetAH, FAS| 2
T AFY 2 ohEI Z&LUoh

- R1 #ol Qe Z£E 10.10.10.12 T FLE AS85H01 R3 Fol| Qe ZAE 20.20.20.11 &
L3 oF BfLCt.

- O|HE S AE 7F ERHE2 R2E Salf T&atof & Lct.

- 0| Z< ofelf Hxm|TaolMol ZAIE CHZ 178 NAT #Heto| Lot

NAT 2t E{ Zu|3a2o|4

NAT 2tE| Zu|ag|o|M

i nterface LoopbackO
i p address 4.4.4.2 255.255.255.0
i p Nat inside




|--- Creates a virtual interface called "loopback 0" and
l-—— 4.4.4.2 to it. Also defines for
I Interface Ethernet0/0 ip

|--- Assigns IP address

assigns IP address
it a NAT inside interface
address 1.1.1.2 255.255.255.0 no ip redirects ip Nat
outside ip policy route-map Nat !
1.1.1.1/24 to e0/0. Disables redirects so that packets
Defines the
I--- route-
i nsi de

L
!--- Creates a

!--- which arrive from R1 destined toward R3 are not
redirected to R3 and !--- visa-versa.
interface as NAT outside interface. Assigns !
map "Nat" used for policy-based routing i p Nat
interface i
have their source address !--- translated to
Note: This inplies that the packets
on the outside interface with a
.10 wi Il have the

source static 10.10.10.1 200. 200. 200. 1
static translation so packets received on the inside
!--- with a source address of 10.10.10.1 will
200.200.200.1
received !---
destinati on address of 200.200.200.1 !---
destination translated to 10.10.10.1

ip Nat outside source static 20.20.20.1 100.100.100.1
have the

|--- Creates a static translation so packets received on
] !--- with a source address of
20.20.20.1 will have their source address !---
. Note: This inplies that

the outside interface
translated to 100.100.100.1
packets received on !--- the inside interface with a
destination address of 100.100.100.1 will !---

destination translated to 20.20.20.1
ip route 10.10.10.0 255.255.255.0 1.1.1.1
ip route 20.20.20.0 255.255.255.0 1.1.1.3
ip route 100.100.100.0 255.255.255.0 1.1.1.3

ip host 10.10.10.1 host

|

access-list 101 permt
100. 100. 100. 1

route-map Nat permt 10
match i p address 101

ip next-hop 4.4.4.2

set
ofl 2 show and deb HEY
B 1: S show BH2 show BHE E20| EME = + U= E 2E{zZE
Ct. debug BHE A oP7| 7H01| EltH TP Ciet 82 HEE HESHEAIR
ElAE 1
flof x| el oMol EAIE WxE R20IM & 5= U= F 7H2| T NAT B2k (show ip Nat
translation & Z )0l A&LICH
CH=2 2 NAT 2HE0M A=E show ip NAT HEH Bi230| Z=24QlL[Ct
NAT-rout er# show ip Nat translation
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
--- 100. 100. 100. 1 20.20.20.1
10.10.10.1 --- .

200. 200. 200. 1
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R2#

O| E|AEO|ME R3 Hof /= C|HHO|A S| A3 FA(100.100.100.1)2 2 &st= R1 Hoil )= Cf
HFO|A(10.10.10.1)H| M ping= A AZHELICH debug ip Nat 2! debug ip packet2 R20{| A Al&H5HH
Chg £20| MAELICH

I P: NAT enab = 1 trans = 0 flags = 0
I P: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1, Len 100, policy match

| CVP type=8, code=0
IP: route map Nat, item 10, permt
I P: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO), Len 100, policy
rout ed

| CVP type=8, code=0
I P: Ethernet0/0 to LoopbackO 4.4.4.2
I-—— The above output shows the packet source from 10.10.10.1 destined !--- for 100.100.100.1
arrives on E0/0, which is defined as a NAT !--- outside interface. There is not any NAT that
needs to take place at !--- this point, however the router also has policy routing enabled for
!-——- E0/0. The output shows that the packet matches the policy that is !--- defined in the
policy routing statements. |P: s$=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO0),
g=4.4.4.2, Len 100, forward |ICVP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 /--- The
above now shows the packet is policy-routed out the loopback(Q !--- interface. Remember the
loopback is defined as a NAT inside interface. NAT: s=10.10. 10. 1->200. 200. 200. 1, d=100.100.100.1
[26] NAT: s=200.200.200.1, d=100.100.100.1->20.20.20.1 [26] !--- For the above output, the
packet is now arriving on the loopback(Q !--- interface. Since this is a NAT inside interface, it
is important to !--- note that before the translation shown above takes place, the router !---
will look for a route in the routing table to the destination, which !--- before the translation
is still 100.100.100.1. Once this route look up !--- is complete, the router will continue with
translation, as shown above. !--- The route lookup is not shown in the debug out put.
I P: s=200. 200. 200. 1 (LoopbackQ), d=20.20.20.1 (Ethernet0/0), g=1.1.1.3, Len 100,
f orwar d

| CVP type=8, code=0
I P: NAT enab = 1 trans = 0 flags = 0
I-—— The above output shows the resulting translated packet that results is !--- forwarded out

E0/0.
22 E 3 Floll U= ClHolA0M A& E SH mZ!lo| 2t E 1 Flof /= ClHIO|AZ EstE Axt
2 E3ELc

NAT: s=20.20. 20. 1->100. 100. 100. 1, d=200. 200. 200. 1 [ 26]
NAT: s=100. 100. 100. 1, d=200.200. 200. 1->10. 10. 10.1 [ 26]

!--- The return packet arrives into the e0/0 interface which is a NAT !--- outside interface.
In this direction (outside to inside), translation !--- occurs before routing. The above output
shows the translation takes place. |P: s=100.100.100.1 (Ethernet0/0), d=10.10.10.1
(Ethernet0/0), Len 100, policy rejected -- normal forwarding | CVWP type=0, code=0 |IP:
s=100. 100. 100.1 (Ethernet0/0), d=10.10.10.1 (Ethernet0/0), g=1.1.1.1, Len 100, forward |ICW
type=0, code=0 !--- The E0/0 interface still has policy routing enabled, so the packet is !---
check against the policy, as shown above. The packet does not match the !--- policy and is
forwarded normally.
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