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ip nat pool <name> <start-ip> <end-ip> {netmask <netmask> | prefix-length <prefix-length>} [type
{rotary}l

odf 1

CIS o= 192.168.1.0 EE= 192.168.2.0 HEX I MM FAI XIHE WE SAEE HMAEA IR
10.69.233.208/28 UIEQX|a 2 Bd&terL|C}.

ip nat pool net-208 10.69.233.208 10.69.233.223 prefix-length 28
ip nat inside source list 1 pool net-208
!
interface ethernet 0
i p address 10.69. 232. 182 255. 255. 255. 240
i p nat outside
!
interface ethernet 1
i p address 192. 168. 1. 94 255. 255. 255. 0
ip nat inside
!
access-list 1 permit 192.168.
access-list 1 permit 192.168.
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ip nat pool real-hosts 192.168.15.2 192.168.15.15 prefix-length 28 type rotary
ip nat inside destination list 2 pool real-hosts
!
interface serial 0
i p address 192.168. 15. 129 255. 255. 255. 240
i p nat outside
!
interface ethernet 0
i p address 192.168. 15. 17 255. 255. 255. 240
ip nat inside
!
access-list 2 permt 192.168.15.1
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Q. L™ NAT 'Heto|gh FlLt?

A. I NAT HEtOlE 22 FAQ 22 T4 7hol ciY O
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CHS ol= 1 NATOl CH3H 2/ F-LHE BHEHES S{E ST S route-mapS 7+ 45l= WHE EoiEL
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ip nat inside source static 10.1.1.1 10.2.2.2 route-map Rl reversible
!

ip access-list extended ACL-A

permit ip any 10.1.10.1 0.0.0.127

route-map R1 permit 10

match ip address ACL-A
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https://www.cisco.com/c/ko_kr/support/docs/ip/network-address-translation-nat/13739-nat-routemap.html
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https://datatracker.ietf.org/doc/html/rfc1918
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https://www.cisco.com/c/ko_kr/support/docs/ip/network-address-translation-nat/13774-3.html
https://www.cisco.com/c/ko_kr/support/docs/ip/network-address-translation-nat/13774-3.html
https://www.cisco.com/c/ko_kr/support/docs/ip/network-address-translation-nat/13774-3.html
https://www.cisco.com/c/ko_kr/support/docs/ip/network-address-translation-nat/13774-3.html
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https://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_nat/configuration/15-0s/iadnat-applvlgw.html
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ARP(Address Resolution Protocol) -=HE|7P E2|7HE|™H NAT= ARP7} 7t2|7|= QIE{H 0| A 9| BIA

MAC F 40l SESHLIC 271 BHPE{7} HSRP &4 2 Tf7] AFERZ &HS S NAT LIS QIEf
HolAs TE0 S5tE S HAI5H U 7 adsof BHLICH

Q. NAT NVI= o{E/H| T ¢dalioF B L7k?

A. NAT NVI(7t& RIE{H|0|A) 7|52 QBT O|AE NAT LHR L= NAT IR 2 FdsHof 5t 2
T AHE 2 Mg LICE

Q.NATZ 2E WHAE 7#52{H o{= A s{of & LI7t?

A.NATE A835lo{ &gl

M £gho] 2= dH A0 Mol 2
HH @]

2iEg QlE{foR 2 W AE 4+ 9

OlRHIEE 2 gz Al
ConnectionsE & Z5HAA|IL.

Q. IPSec} Bf7H NATE #3524 o A| slioF &FLI7I?
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A. CisCOE= IP Security (IPSec) Encapsulating Security Payload (ESP) through NAT 2! IPSec NAT £ 4.

IPSec ESP through NAT 7| s2 QHEE = PAT(Port Address Translation) 2E2 74 El
c|sco IOS NAT C|Hio|AE %OH 04 7| S A| IPSec ESP E{d EE= A& X|H5t= 7IsE A
SELICE IPSec NAT £H Y 7[S0 M= NATSt IPSec 72| B4 %l 04E4 HzgHd 2xE siiZde
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[} IPSec EEHZIO| HER I 2| NAT EE= PAT X|HE SHHE
Q. NAT-PTE O{EH F+HELIT?
A.NAT-PT(Network Address Translation—Protocol Translation)= RFC 2765 ! RFC 27660 9|

El CHZ IPv6-IPv4 B8 HIZHLIE 22, IPv6 ™1 C|HIO|A T} IPv4 M CIHIO|AQ SAIE £+ U
£ 5t O gtoie| BT 7hsEhLict.

Q. HE|FHAE NATE O{E A & ELI7?

A. ‘:HEI?HéE AEZ0f CHEE AL IPE NATE = U&LICH HE[FHAEE @8 X NATII 2=
TH B2 HE ASY + e, HMA SHEF X[HELICH

AEMIEH L8 2 HE|ZFHAE NATZ} Cisco EFH2 E-|01| MESste WAS FESHAAIL. CHa HE|HA
E 152 NATS Multicast Service Reflection 2F M & A& LICH

Q. SNAT(stateful NAT)E O{S!H| #ELI7H?

ASNAT= Sx0 2 OjE = NAT MM CHal 944 MHIASE EA5 E. LIt Mo =2 Ho|El MM

8 SNAT Q10| O|F 3o o|HME v & & USLICEH SNATZI i B2, S NAT HEE A5

25t ol 7h g aist A SEEIm ChA| A& ok ghuict z'=.|¢s AT I EJIOIHDP

%E‘LIEL 8% A H2 Cisco 07t E &1} =08t Z0oi|BF = z|o{of $4A XSt} BZAEl M A
(o]

- HSRPO H|sll 7 7|50| gleEz 7|2/HMU2 HEEE EE7|- ot=fLCt.
- Zoil =X| AlLtE|R 2 2-2HRE A é e 2t RE7 S5 F CHE ctE7F HEstA &
A2 AL &LICE SNAT ot 7|ElX = QIE{mo|A& ERE MEISHE S HAH =X ff&LICH
- HIH|CHE 2t g AlLt2[27t XIHE LD BICHE 2B 2 85 mZlel 2llo|EH Al7F SNAT O
AIX| S 218 271 2] SNAT 2t E Zhe| BIo|HA|ECH £2 BB ®XE[E = JU&LICH
A%l SNAT ot 7[HX = AT HE MEISHE S A EX| A B2 O HAEE 83X 28
749% 04|AI-EI|__||_-_|._

. EZf=El0| Q= S0 NAT §=0| XXl B2,

. EBi=Elo] /e SO QIE{m|o|A Oi7HEd4(0f: IP F4A #Z, shut/no-shut S)7 HAE A<

. SNAT specificclearorshowcommands= MO 2 ASE|X| f2 WO 2 o 42 HEEX| o
LICH 25 SNAT &3 clearandshowcommande CHS 3t Z&LCH.

clear ip snat sessions *

lI|>

clear ip snat sessions

clear ip snat translation distributed *

clear ip snat translation peer < IP address of SNAT peer>
sh ip snat distributed verbose

sh ip snat peer < IP address of peer>

- AF X7 858 X|24H™ clear ip nat trans forcedorclear ip nat trans * WX S AF2E £ A&
LICH AR RF7} &5 2 224 show ip nat translation, show ip nat translations verbose, show


http://tools.ietf.org/html/rfc2766
http://tools.ietf.org/html/rfc2765
http://tools.ietf.org/html/rfc2766
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ip nat stats A2 A& = UELICH AH[A LHFEIL R8T B2 SNAT 2t HET EAIE
= &Lt

- 241 2L E{0l A NAT HEHO| X|9IX|E A2 HYEIX| f&LICH 4 712 SNAT 2t EQ
NAT AIEEIE X|SLICH
- SNATE= HAZ} OtLI2 2 F 2t E 9| I|azl|olM0o| S 5o FLICH F 2t*E 25 SYEt
ol0|X|& M&sHoF gL|Ct =8 = SNAT 2HRE{0ll AFSElE 7|2 E3HE0| SYUSHX| &QlEt
L{Ct.
NAT 2 At
Q. NAT 2 Ab2l|7t Q& L7?
A0l CHS 2 NAT 2 Atz luct,

1. 55 NATQP HNATE 25 A8 32, 8 NATO| Cist 722 M= ACL2 HRIK]
OfFE 1Y E?* SAEE Melstor gL

2. permitip7F U= NATO| ACLE AF23HE @-?— OEE = e 20 E
12.4(20)T O|F 0| NATE 2Z0I|M HMHE HSRP X BIRE Z2EZ
QIR E MEE= E% U NAT &1} "Eilé = 2ZoM & E3tE
Ct.

3. NATH| CHall B5E|= HE -r-|5.7|' AXE A2 match-in-vrff 7|EE AL ELICHLMHZ CHE
VRFA| CH3H x|= VRF L NAT A E2|0oi| CHEH match-in-vrff 7|2IE& F7tsHoF 3t X[2F ™
of Al vrf NAT TAE 73 #t eigLct.

Rout er (confi g) #ip nat inside source static 10.1.1.1 10.2.2.2 vrf RED match-in-vrf

Rout er (confi g) #ip nat inside source static 10.1.1.1 10.2.2.2 vrf BLUE match-in-vrf

NAT E& CI2 VRFO|AM Al &

ro

4. match-in-vrfq 7| =& ALE5HX| &= & T4 He7 2
T H&LCH o § EW OS2 Z&LCh
ip nat pool poolA 172.31.1.1 172.31.1.10 prefix-length 24
ip nat pool poolB 172.31.1.1 172.31.1.10 prefix-length 24
ip nat inside source list 1 poolA vrf A match-in-vrf
ip nat inside source list 2 poolB vrf B match-in-vrf

2t CLI ZAm|ago|Mo| 8 &5HEHEHE match-in-vrf 7| E7F gie™ Z4m|ago|40| X|&
Z|X| et &Lt
5. NAT ClE{H|0o|A @HECEE Ar%om# ISP 2

HHAZS FE I 2H Atdl= route-map2
QIE{mH|O|A match over ACL OHEIT} &4 Al 5t ALt
6. Z HE 2 AIEE [ SLE NAT & FTALE SRot7| fl6 M2 CHE F OHE(ACL EE= route-

map)= A& = et gLt

7. o ZX| AlLt2|20M ME CHE F 2tRE0| SYUE NAT 728 258 B2 HSRP 0|5
StE AtE3dtof gLCt.

8. 1'E NAT &L S ZE0|M SUE LI ™M =LE HO|5HX| DM A2, O[2{8t S b E|
SHX| et2 ZAnHE ZeiE &= Ut

i e
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