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!

version 11.2

no service udp-small-servers
no service tcp-small-servers
!

hostname Router-A

!

!

ip domain-name cisco.com

ip name-server 171.69.2.132

!

interface Loopback0

ip address 1.1.1.1 255.0.0.0
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1
interface Ethernet0
ip address 135.135.1.2 255.255.255.0
shutdown
!
interface Serial0
ip address 171.68.200.49 255.255.255.0
ip nat inside
no ip mroute-cache
no ip route-cache
no fair-queue
!
interface Seriall
ip address 172.16.47.146 255.255.255.240
ip nat outside
no ip mroute-cache
no ip route-cache
!
ip nat pool test-loop 172.16.47.161 172.16.47.165
prefix-length 28
ip nat pool test-dns 172.16.47.177 172.16.47.180 prefix-
length 28
ip nat inside source list 7 pool test-loop
ip nat outside source list 7 pool test-dns
ip classless
ip route 0.0.0.0 0.0.0.0 172.16.47.145
access-list 7 permit 171.68.200.0 0.0.0.255
1
!
line con 0
exec-timeout 0 0
line aux 0
line vty 0 4
login
1

end

LHE C|HtO|A7F Q| CIHtO|A 2L & 4IE [
Q= C|HO|A S| EMIQI 0|28 AMZ 3l O}

=

¢l Zum|aefoldo| Axle ol ==20| E|[=5 ste{™
LICH

I

LHE ClHIO|A = Ralol|H EE & FA(LHE ClHto|A)et SYst7| 20 |F ClHio|A 9l IP &=
A8 MEE = isUCt et LR ClHio|lA = 2|F ClatolA o] =HIQ! O] ol CHEt DNS HE|
E EHLICt iR ClhtolAa ol IP A& O] HE|e] &AA T E|MH, ip nat inside source list 0| T
MElod Q7| 2ol Y FAE "test-loop" E2| FAZ HEHEL|C.
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!
version 11.2
no service udp-small-servers
no service tcp-small-servers
!
hostname Router-A
1

ip domain-name cisco.com
ip name-server 171.69.2.132
!
interface Loopback0
ip address 1.1.1.1 255.0.0.0
!
interface Ethernet0
ip address 135.135.1.2 255.255.255.0
shutdown
!
interface Serial0
ip address 171.68.200.49 255.255.255.0
ip nat inside
no ip mroute-cache
no ip route-cache
no fair-queue
!
interface Seriall
ip address 172.16.47.146 255.255.255.240
ip nat outside
no ip mroute-cache
no ip route-cache
!
ip nat pool test-loop 172.16.47.161 172.16.47.165
prefix-length 28
ip nat inside source list 7 pool test-loop
ip nat outside source static 171.68.200.48 172.16.47.177
ip classless
ip route 0.0.0.0 0.0.0.0 172.16.47.145
ip route 172.16.47.160 255.255.255.240 Serial0
!--- This line 1s necessary to make NAT work for return

traffic. !--- The router needs to have a route for the
pool to the inside !--- NAT interface so it knows that a
translation is needed. access-list 7 permit 171.68.200.0
0.0.0.255

1

!

line con 0
exec-timeout 0 0

line aux 0

line vty 0 4
login

1

end

?le| x|z o|ME AFE S LIS C|HFO|ATE 2| ClHiolA gt &Al5tEd{E B2 OIM IP 4
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FAO| HE2 08T SHMoE H™E|2ZE BtRE{ 7 HEH S MMHEH 7| Tof LHE C|HO|A 0| A TH
Z1g 7tX{etof B LICH kA LHE ClHtO|ASE Q|8 C|HFO|ATE S AI5HE{M LIS C|HIO|AT 2 E
Q1A AlZFSHoF ELICH Q% CIHFO|ATZE LHE ClHFO|A| CHEF A2 AlESloF 5l B2 LIS
ClHFO|A S| FAE HMo 2 M5l of & LCt
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F

XY gdet E|o| = oi show ip nat translations BE 1t &7 & = U= B2H0| gi&LCt. of2f ofloll=
debug ip packet 2! debug ip nat W& & CHAl AFS B LICE.

&1 debug HHS ATHE 9ro| 242 WAL IP WIEST 0| EBHTI0| 7| TR0l ALY
ol CHE E50| REEIRl Y Wx| ot FL0B AIB AL,

Router-A# show ip nat translations
Router-A# show debug
Generic IP:
IP packet debugging is on (detailed)
IP NAT debugging is on

L& ClHFO|ATZE NAT 0@l 2[5 0 4= DNS MH{Z DNS #{2|& T1&55tH DNS #2|of &4 F
2(LHE ClHEO|A 9| 487t ip nat inside BES 2 BHELICH ot Cla S0l =elE = QU

&Lch

NAT: s=171.68.200.48->172.16.47.161, d=171.69.2.132 [0]
IP: s=172.16.47.161 (Serial0), d=171.69.2.132 (Seriall), g=172.16.47.145, len 66, forward
UDP src=6988, dst=53

DNS A7} DNS &2 T4 35 ip nat outside B2 Z Q15 DNS &|410| H0|Z =7} #HEHEL

I NATE S Q| IP SllHoll M BHEHo| &5t X| of= & DNS 3|19 Ho|2E
of&LICt 29| Bt E{ 4T 8|0l M ip nat outside source list 7 pool WHEE &=

ol iy
X
Pl
on
A

olgi C|HH &34 9| & EimH NAT HIA|X|= 2 EM DNS 2|AIE QAISHT HO|ZE LHO| IP F
£ 172.16.471772 2 Hetsl= A EodFLICE F HEm NAT HAIX[= 2FE{7F DNS &|419] EH
A

AFS B4BH5l04 7| DNS 2 2|1E &8t L5 ”xli SIME CHA| MEE = JIESE §HLICH FH2|
SMX| B2 UHE MY FAE LR 24 FAZ HEHELICH
DNS &|Alo| H|o|2 E 7} Y4&HE|L|C}.

NAT: DNS resource record 171.68.200.48 -> 172.16.47.177
DNS 3[4l TiZlol| 4= IP &l|lHe| SXMX| 222 gHEtEL(ct.

NAT: s=171.69.2.132, d=172.16.47.161->171.68.200.48 [65371]
IP: s=171.69.2.132 (Seriall), d=171.68.200.48 (Seriall), g=171.68.200.48, len 315, forward
UDP src=53, dst=6988



CIE DNS #2| ¥ SEHE AmE&LICH

NAT: s=171.68.200.48->172.16.47.161, d=171.69.2.132 [0]

IP: s=172.16.47.161 (Serial0), d=171.69.2.132 (Seriall), g=172.16.47.145, len 66, forward
UDP src=7419, dst=53

NAT: DNS resource record 171.68.200.48 -> 172.16.47.177

NAT: s=171.69.2.132, d=172.16.47.161->171.68.200.48 [65388]

IP: s=171.69.2.132 (Seriall), d=171.68.200.48 (Serial0), g=171.68.200.48, len 315, forward
UDP src=53, dst=7419

O|X| DNSQ| H|O|ZE 7} BiStE|Qio O 2 B2t E|0|20i= Q|8 C|HIO|AQL| QIF 2 9l Mo =A
of CHEt &=0| JUA&LICH Eof U= o[zt EF2 ALE5t04 O LiE C|HtO|AQ 2| C[HO|A
ZHoll I 2tE[= ICMP THZ! o] S E 2t 5| HEtE =+ AA:.I—IEP ot C|tH E240fM o] mE2

AmE 7 &LICH
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NAT: s=171.68.200.48->172.16.47.161, d=172.16.47.177 [406]
017|M CHE FARUF FRIQ| F 24 F4)7h HEHELICH

NAT: $=172.16.47.161, d=172.16.47.177->171.68.200.48 [406]
et = 1P A2 ctS0 2 &Lt

IP: s=172.16.47.161 (Serial0), d=171.68.200.48 (Seriall), g=172.16.47.145, len 100, forward
ICMP type=8, code=0

Cte £32 HHE Ao M HEtE = AA FA(QR C|HIO|A S| F4)E EoiFLICH

ﬂlo

NAT*: s=171.68.200.48->172.16.47.177, d=172.16.47.161 [16259]
Ol et THZI0| SR4X| F A(LHE CluholA 0] FOd F )7} wakglLict

NAT*: $=172.16.47.177, d=172.16.47.161->171.68.200.48 [16259]
et = ._5._ mjZle ok 2 &Lt

IP: s=172.16.47.177 (Seriall), d=171.68.200.48 (Seriall), g=171.68.200.48, len 100, forward
ICMP type=0, code=0

LH5 ClHtolA 2t @|F C|HHO|A Zhof miZ! m o] A|&FLIch

NAT: s=171.68.200.48->172.16.47.161, d=172.16.47.177 [407]

NAT: s=172.16.47.161, d=172.16.47.177->171.68.200.48 [407]

IP: s=172.16.47.161 (Serial0O), d=171.68.200.48 (Seriall), g=172.16.47.145, len 100, forward
ICMP type=8, code=0

NAT*: s=171.68.200.48->172.16.47.177, d=172.16.47.161 [16262]

NAT*: s=172.16.47.177, d=172.16.47.161->171.68.200.48 [16262]

IP: s=172.16.47.177 (Seriall), d=171.68.200.48 (Serial0), g=171.68.200.48, len 100, forward
ICMP type=0, code=0

NAT: s=171.68.200.48->172.16.47.161, d=172.16.47.177 [408]

NAT: s=172.16.47.161, d=172.16.47.177->171.68.200.48 [408]

IP: s=172.16.47.161 (Serial0O), d=171.68.200.48 (Seriall), g=172.16.47.145, len 100, forward
ICMP type=8, code=0

NAT*: s=171.68.200.48->172.16.47.177, d=172.16.47.161 [16267]



NAT*: s=172.16.47.177, d=172.16.47.161->171.68.200.48 [16267]

IP: s=172.16.47.177 (Seriall), d=171.68.200.48 (Serial0), g=171.68.200.48, len 100, forward
ICMP type=0, code=0

NAT: s=171.68.200.48->172.16.47.161, d=172.16.47.177 [409]

NAT: s=172.16.47.161, d=172.16.47.177->171.68.200.48 [409]

IP: s=172.16.47.161 (Serial0O), d=171.68.200.48 (Seriall), g=172.16.47.145, len 100, forward
ICMP type=8, code=0

NAT*: s£=171.68.200.48->172.16.47.177, d=172.16.47.161 [16273]

NAT*: s=172.16.47.177, d=172.16.47.161->171.68.200.48 [16273]

IP: s=172.16.47.177 (Seriall), d=171.68.200.48 (Serial0), g=171.68.200.48, len 100, forward
ICMP type=0, code=0

NAT: s=171.68.200.48->172.16.47.161, d=172.16.47.177 [410]

NAT: s=172.16.47.161, d=172.16.47.177->171.68.200.48 [410]

IP: s=172.16.47.161 (Serial0O), d=171.68.200.48 (Seriall), g=172.16.47.145, len 100, forward
ICMP type=8, code=0

NAT*: s=171.68.200.48->172.16.47.177, d=172.16.47.161 [16277]

NAT*: s=172.16.47.177, d=172.16.47.161->171.68.200.48 [16277]

IP: s=172.16.47.177 (Seriall), d=171.68.200.48 (Serial0), g=171.68.200.48, len 100, forward
ICMP type=0, code=0

QIF A LIF ZH mfZ! weto| 2tz =M M| 7Hel E=0| /= #HEt EolE2 = = &Lt R .

HFO|A 0 A1 DNS #H2|& TEFIS m 2 Hmf °*EOI

AH AL |
(=)=}
Ho|2=7} HEtE M MM |R&LICH M B & 52 LR ClHtolA el 2F C[HFo|A zHo] ping Ol
DEE|RE [ HHE[RAELICH A | €S2 XS F &5 240|H ECt 2 QI 3o A
EFct
Router-A# show ip nat translations
Pro Inside global Inside local Outside local Outside global
--- 172.16.47.161 171.68.200.48 -— -—-
—————— -—= 172.16.47.177 171.68.200.48
--- 172.16.47.161 171.68.200.48 172.16.47.177 171.68.200.48
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