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21

171.68.1.1:24

251

2501E

171.65.192.0:24

Router 2514W Loopback0 2IE{H 0|4 (172.16.88.1)0l| A Router 2501E Loopback0 Q/E{IH O A
(171.68.1.1)2 £ Ping2 A &5tH CtS1+ Z 0| FLC.

EFRE 2514WE 7|2 B2 2 FHEl0] Yo 2 mZ! S BHRE 2514XE2 MY gLICH Bt E
2514X2| Q| CIE{H 0| A0 M THZ!I2 SA(AA F 47} 172.16.88.10| 1 DA(CHA F4)7t
171.68.1.14LICH SAE access-list 10X $1& Z|2 2 ip nat outside source list B0 A ALE |2
2 NAT Z Net1712| FAZ BHBHEILICEH ip nat outside source list 32 NAT Z"INAT 2 HZ
ErLICH 718, 0] B FA= NAT 29| X | AL8 7hs 8t 2401 171.68.16.102 2 BghElL|CY.
B2t = 2l E 2514XE E2HRE HIO|EoM CHY 2 &1 2! 2t ELICH 2R E 2501EE &
Al OIE{TH O] A0 A SA 171.68.16.10 & DA 171.68.1.12 2 T|Z! S & QIEL|Cl ICMP(Internet
Control Message Protocol) 0|2 S &2 171.68.16.100] T&35l0 SEELICH B27) gie™ miZ!
g AAELICE ol B (7IE) BRI U222 SA(171.68.1.1)1 171.68.16.10 DAE ALE35l04 2}
PE{ 2514X2 TS MEELICH BHRE] 2514XE LIE QIE{Ho|A0AM THZIS &Qlstn
171.68.16.10 A0 CHet ZZE & QIgtLICt ICMP7L @i B ICMP = 27} 8Eo =z SEE
LICt O] B 171.68.16.1004| CHEt AE7F UESLICH Ol 2R HY FALQA R 2EH FA 74O H
Btg J|Hte 2 S AE A2 E F7}SHE ip nat outside source & 2| add-route S 41 HE 0| THZ!S
ChAl 172.16.88.1 TAE #HEHst 1 TS 2[F QlE{mo|A=Z 2t B LICH
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chRE 2514W

host name 2514W

]

!--- Output suppressed. interface LoopbackO ip address
172.16.88.1 255.255.255.0 ! !--- Output suppressed.
interface Serial 0 i p address 172.16.191. 254

255. 255.255. 252 no ip nroute-cache ! !--- Output
suppressed. ip classless ip route 0.0.0.0 0.0.0.0
172.16. 191. 253 !--- Default route to forward packets to
2514x. ! !--- Output suppressed.

B E 2514X

host nane 2514X
!

!--- Output suppressed. ! interface Ethernetl ip address
171.68.192. 202 255.255.255.0 ip nat inside no ip nroute-
cache no ip route-cache ! !--- Output suppressed.

interface Seriall ip address 172.16.191. 253

255. 255. 255. 252 ip nat outside no ip nroute-cache no ip
rout e-cache cl ockrate 2000000 ! ip nat pool Netl71
171.68.16.10 171.68. 16. 254 net mask 255.255.255.0 /---
NAT pool defining Outside Local addresses to be used for

translation. ! ip nat outside source list 1 pool Netl71
add-route !--- Configures translation for Outside Global
addresses !--- with the NAT pool. ip classless ip route
172.16.88.0 255.255.255.0 172.16.191.254 ip route
171.68. 1.0 255.255.255.0 171.68.192. 201 !--- Static
routes for reaching the loopback interfaces !--- on
2514w and 2501E. access-list 1 permit 172.16.88.0
0.0.0.255 !--- Access-1list defining Outside Global
addresses to be translated. ! !--- Output suppressed. !

2l *E{ 2501E

host nane 2501E

!

!--- Output suppressed. interface LoopbackO ip address
171.68.1.1 255.255.255.0 ! interface EthernetO ip

address 171.68.192. 201 255.255.255.0 ! !--- Output
suppressed. ip classless ip route 0.0.0.0 0.0.0.0
171.68.192. 202 !--- Default route to forward packets to
2514x. ! !--- Output suppressed.

o H Mol ME HT|TB0lM0l MIHE B S3HEX| elsts ol A8 E 4 9l M2 8 RIBEUCH

show BH2 =3 QI ZE[E E oM X|PE|=O(SSE 1B, 0| ES AE5HH show B

show ip nat translations @& OlcH £330 ZA|E CHE HE EF 2 &0l5l= O A = US
LIC}.

2514X# show ip nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba
--- 171.68.1. 1 171.68.1. 1 171.68.16.10 172.16.88.1
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--- 171. 68. 16. 10 172.16.88.1

2514)#
2ol E210| M= 2HRE 2514W 2| Loopback0 @IE{m|0|A 2] A QI Outside Global T4
172.16.88.10| Outside Local &£ 171.68.16.102 2 Hdetk|= WS Eo{&ELIC}.

CHS1h Z 0] show ip route BH = ArE 301 2t EIOIE &5 g + U&LICH

2514X# show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S su- IS IS summary, L1 - IS IS level-1, L2 - IS IS |evel-
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

171.68.0.0/16 is variably subnetted, 3 subnets, 2 nasks

C 171.68.192.0/24 is directly connected, Ethernetl
S 171.68.1.0/24 [1/0] via 171.68.192.201
S 171.68.16.10/32 [1/0] via 172.16.88.1

172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
S 172.16.88.0/24 [1/0] via 172.16.191.254
C 172.16.191.252/30 is directly connected, Seriall
2514 X#

"‘3401|= O 2Z F4A 171.68.16.100| CH St /32 BRIt E A|Z|0, O|& ip nat outside source &
29| add-route SM2E Qs MHELICH O] Z2= HRM HESRF IR 2 o|Sste HZlE
2t st #Hetst= ol AFSELICt

= -
=Al 34
O| MMMz HI|aelo|M EXNE &8ss ol A8 = Ue HEE MSELict.

Ol £342 Bt E 2514X01 A debug ip packet & debug ip nat BHES A= SO 2t*EH
2514W S Z 80 QIE{H|0|A FA(172.16.88.1)0A] 2FRE 2501E £ Z 0 QIE{H|O|A FA
(171.68.1.1)2 2 pingS A&ist A0t lL|C}.

*Mar 1 00: 02:48.079: NAT*: s=172.16.88.1->171.68.16.10, d=171.68.1.1 [95]

! -—— The source address in the first packet arriving on !--- the outside interface is first
translated. *Mar 1 00:02:48.119: |P: tableid=0, s=171.68.16.10 (Seriall), d=171.68.1.1
(Ethernetl), routed via

RI B

*Mar 1 00:02:48.087: IP. s=171.68.16.10 (Seriall), d=171.68.1.1 (Ethermnetl), g=171.68.192.201
I en

100, forward

!-—— The ICMP echo request packet with the translated source address !--- 1is routed and
forwarded on the inside interface. *Nar 1 00:02:48.095: |P: tableid=0, s=171.68.1.1 (Ethernetl),
d=171.68.16.10 (Seriall), routed via

RI B

I-—— The ICMP echo reply packet arriving on the inside interface !--- is first routed based on
the destination address. *Mar 1 00:02:48.099: NAT: s=171.68.1.1, d4=171.68.16.10->172.16.88.1
[95]

!-—- The destination address in the packet is then translated. *NMar 1 00:02:48.103: |P:
s=171.68.1.1 (Ethernetl), d=172.16.88.1 (Seriall), g=172.16.191.254, len 1
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00, forward
!-——- The ICMP echo reply packet with the translated destination !--- address is forwarded on the

outside interface.
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