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Ol Mol ME CLI E== ASDM(Adaptive Security Device Manager)2 AH& 5104 ASA(Adaptive
Security Appliance) £2ZE |01 HT 9.x0l| M ZE 2|C|AIM(Z2{T) L 2[F NAT(Network
Address Translation) 7|52 T#45t= 2ol CHsH AHELICEH

KM LI 2 Cisco ASA Series Firewall ASDM Z1I|28|0|M 710|EE EHXSHAAIL.
AN T AME
QLT AE

ASDMOI| A C|HFO|AE FHE = JUEF slo{H 22| HMA FHE HE

o

FAAI2.

Ol 2 Mol HEE O+ AZE0] U 3E0f HTHS 7|8O= BLICH

. Cisco ASA 5525 Series Security Appliance 2Z E9{|0{ {71 9.x 0|4

- ASDM T 7.x 0|4t
"O| ZMe MEE= S B #3E2| C|HO|AE ECHE ZEE[R&LICEH ol EM0| AFEEl 2E C|Ht
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Application Server Rauter 001 7 T
172.16,20.0/24 =7 Clovd
& B -
172.16.00.0,/24 T ———
. —
Inside Dutside

Intermet User
L7240.10.0/24

Ol FHM| AR E IP A AMAE QEUM EHAMHo = EIRE
El RFC 1918 =AQlL|C}.

ok

T SlELICH & EE0M AL

PATE AH83H04 LIS 3 AET} oK LUIEQIT 0| HHASEE 58

LI SAENM HEE B 38 FAE S7352{™ PAT(Port Address Translation)E A&
Ch 7be 7HEHet PAT ZAT|320|M & SiLiE BE LR 3AEE 9 QIE{H0|A IP FAXH
gtst= ZdQLICH Ol ISPOIAM A2 E

T

L|
o

T = =
eh = U= 2tRE IS8 IP =4 7 HE W E= B HE K[E
2 A ElE YEHA Rl PAT AI|Td|o] MLt
LIS SAETIPATE AFS5t04 Q2 WEQT0f HHAE £ QT F 5185t2{H OIS HHAHIE 2=
SHAAIL.
1. Configuration(Z4I|224|0|M) > Firewall('2}=) > NAT Rules(NAT T+&)& ME{gLICH S
NAT 722 F45t2{™H Add(F7HE Z &8t CHZ Network Object(HIE 3 7HAM)E MEAEL
C}.
_ L ] l rew l L)
T K )
Moniktaring | Q Save @ Refresh | o Back \_/] | .-_n) Help | l CISCO
Confiquration = Firewall == NAT Rules O Addresses ]’-SErvices ]
@ Add - [ Edit [ Delet= + & % fidiesses ol &
add - Edit Delet Wb Used Mok Used
Match Criteria: Original Packet - & ed ﬁ etz Q Where Used Q Mot Lse
sl Metwark Object. ..
Source Inkf Cest Intf Source o .
= "Metwork Object” NAT (Rule 1) it Metwork Object Group... 1
- Ay = Metwork Objects
@ anyd
- @ anyh

 BHPATI} Hest HEQF/Z AE/HIE THELICH o oo ME LR ME
MEIE|AGLICH Ol2{3t WAlo 2 WEtsteds ChE MEUlol CHs o] Z2 A4
AL



= Add Network Object

Mlarme: obj_172.16.11.0

Type: Mebwark, W

IF Version: (*)IPvd () IPvE

IP Address: 172.16.11.0

Metmask: 255.255.255.0 "

Descripkion:

NAT >
| ] 4 | | Cancel | | Help |

3. NATZ & &8fL|Ct. Add Automatic Address Translation Rules(AHS F4 HEH & £} &
QlgtE MEHEFLICE Type(RF8) EECH2 S50 A Dynamic PAT (Hide)& ME4&fLICt
Translated Addr HEO0I|A{ 2|5 CIE{HO|AE HtYstE S M2 MEIFLICH Advanced(Z 2

& FEIELICH



%= Add Network Object

Mame: obj_172.16.11.0

Type: Mekwaork,

P Wersion: () IPvd () IPvE

IP Address: 172,16.11.0

Metmask: 255,255,255.0

Descripkion:

MAT

Add Autornatic Address Translation Rules

Type: Crynamic PAT (Hide) I&

Translated Addr: |outside

IUse one-to-one address translation

PAT Paoal Translated address:

Round Robin

Exkend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest intf):

[ ] Use IPv& For interface PAT

| Advanced. .. |

2K, | | Cancel

4. Source Interface and Destination Interface EELCI2 E20{ A M
Ch 28 AHE S M E835t2d™H OK(E ) E E=!I5t 1 Apply(H8)E E=!&LICH



E= Advanced NAT Settings

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

O| PAT x| 8ol Mol CHEt S S CLI ELICH

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside, outside) dynamc interface

NATE A83501 LI £AE7 2|] LIEQIT 0l HAMASIEE 5E

S NAT T#2{0| LT 0|Me 2 LR SAE/HELZ S 50| 2F M7l AAHLetES
E& = GLICH PATSL HE| SHNATE 4 Z0|M HEtel S48 SELICE O Fah 24
E& A&l gt IP =20 HEEH F SAES SUEH HEE IP FL8 S7E + HGLIC

O|Z 7| 5t24T HMA HEHS 208 SAE/HEXHT Ol &M FAE MEHE OIS HEE IP T4
Z 0l oi-&sH ok &fLICt.

LIS S AETJINATE AIE35104 2|8 HER IO HMHASEE 5{25t2{H CIS EHAHE 2254
Al2.

1. Configuration(Z1I| 22| 0| M) > Firewall(22l=) > NAT Rules(NAT T+&))& ME{gfL|Ct S
NAT 22 F48t2{H Add(F7HE 228t Ct= Network Object(HE 2|3 7HA)E MEHEFL
Ct.



Monitoring | B Save @ Refresh | o Back. \_‘) | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, 31 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L
F'.n';.-' outside = Inside_h [=-Mebwork Objects
gy any
@ and
- P anyh

2. Y PAT7I ERE HERZ/ZAE/HRIE FEELICH O] dlolME A LHF HERQ/=Z7t
MEHE[RIE LICH.

% Add Network Object

Mame: obj_172,16.11.0
Type: % Metbworlk, W
IP Yersion: (#1IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Description:
INAT ¥)
[ (n] 4 l [ Zancel l [ Help ]
3. NATE & & gL|C} Add Automatic Address Translation Rules(AHS F4 e 72| F7}) &
QU2HS MEMRILICE Type ESCH2 S50 M Dynamic2 MEYEFLICH #HEHE =4 HEOIM
M S5 MEIELICEH Advanced(ZL2)E &2 gLiCt.



§ Edit Network Object (%]

Mame: obj_172.16.11.0
Type: Mebwark, w
IP Version: (*)IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Descripkion:
NAT ~
Add Automatic Address Translation Rules
Type: Dwnamic W
Translated Addr: E]

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP ports into Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Use IPvE Faor interface PAT

| Advanced. .. |

| 0] 4 | | Cancel | | Help

4. HES|T A E F7t5t2{H AddE 2Lt Type ESCHR S 5014 RangeE ME{EfL
Ct. Start Address ! End Address ZE01| A& & B2 PAT IP TAE J24FLICH OK(EQ!
)E S2/gct



%= Add Network Object

%me: obj-my-range

Type: Fange

IP Wersion: () IPvd () IPvE

Start Address: |203.0.113.10

End address: 203.0.113.20

Descripkion:

5. Translated Addr ZE0|A FA AKX E MEHEFLICH AA CIE{HO|ALI CHA QIE{HO|AE M
EH5t2404 AdvancedE Z2!8HL|Ct.



% Edit Network Object

Mame: %

Twpe:

IP Version:

IP Address:
Metrmask:

Description:

MAT

Twpe:

aobj_172.16.11.0

Mebwork,

(%) IPvd () IPve

172.16.11.0

255,255,255.0

Add Aukomatic Address Translation Rules

Translated &ddr: |obj-ry-range
Use one-to-one address translation
[ ] PAT Pool Translated Address:
Round Robin
Exktend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Ise IPw6 For inkerface PAT

Dwnarnic W

| Advanced. .. |

6. Source Interface and Destination Interface EELCI2 S S0 A X5t CIE{H|O|AE MEHSHL|
Ct #HZE AFE S ME5t2d™H OK(EeHE 225t Apply(H)E E=IFLIct



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface: v

Destination Interface: | outside W

| | Cancel

O| ASDM Zix|Z2 20|40 CHEt SS & CLI 23 LICH.

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (i nsi de, out si de) dynani c obj-my-range

O Zdm|[&lo|4dof [t 172.16.11.0 HE T 2| ZAE &= NAT E 203.0.113.10 - 203.0.113.202]

DE P FAR HEEHLICH LT B0 T4 47t AN IEEC M2 B FAI EEHE S 9
SLICH kM S PAT #eio2 S5 NATE THet AL #K 2 =H5E £ AsLin

1. HE T ZA&IE F7t5t24H o|F Hu|2 0|Mo A 1~3EHHIE BHE 5T Add(F=7HE CHA|
H Z2IL|Ct Type E&CHR S S0iM HostE MEYEILICH IP Address ZE0f PAT B4
IP $¢% 222 LICH OK(&R)E 2=IFfLIc

O]I_'_
‘_



= Add Network Object

Marme; {optional)
Tvpe:

IP Version:

IP Address:
Metrnask.:

FODN:

Descripkion:

obj-pat-ip

Hosk

(&) IPvd () IPwE

203.0,113.21

£55,255,255.0

INAT

| | Zancel

2. HE?Z A 282 F7t5t2{™H AddE S 2ELICH Group Name ZE0| I8 0|2 H

ot 501 & 4 A

i fdd Neteork Ohjert Group

L3
Garoup Mame: |net-pai-grovp

Diescrplion:

NAT He| 2 PAT IP =4

£ FIHefuct.

Mame .1
= Mebyar k Oljecls
@ any
o eyt
: @ v
o} irmida-ret

(=) Exisbing e bmork e s Groups:

IF Address Hetmas D picar Mz 1P Addrass Mt askPralie |
= ahipat-p 03001321
O= chpmy-range  |203.0.115.10-203.0, _
L9, 09080 w55,155.255.0

3. TAIEINAT 7218 Mets T watE
=
=

range )2 Z #%4

Mambers inGroup:




4. NAT T3l

#® Browse Translated Addr

& Edit [ Delete € Where Used ) Nok Used

Filker: |

| Mame w1 1P Address Mt ask.
- Network Objects

o mB objrny-ra,., 203.0.113,10-203,..

i = = ghj-pat<ip 203011321

lé -Mebwork Object Groups

Description Ohject NAT Address |

B f7 nat-pat-g,..

(= Interfaces
Ef backup
~ 2 inside

- B cutside

Selected Translated Addr

[ Transisted addr -> | |nat-pat-group

[ QK ] [ Cancel

)

7teted OKE S=ELICH A4 QIE{H oA %t CHe QIE{HO|AE H=Y5}ES

Advanced

w1
my
u
9,'1
r
o

I|:|_=|



% Edit Network Object

Mame: obj_172.16.11.0

Type: % Mebwark

IP Yersion: @1 IPvd () IPwE

IP Address: 172.16.11.0

Metmask: £55.255,255.0

Descripkion:

MAT

Add Autormatic Address Translation Rules

Twpe: Dwniarnic o

Translated Addr: |nat-pat-group

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP parks into Flat range 1024-65535 Include range 1-1023
[ ] Fall through ko interface PAT(dest inkF):

IUse IPvE For inkerface PAT

[ advanced, .. ]

0l 4 ] [ Cancel

5. Source Interface and Destination Interface EELCI2 S 20i| A &8t QIE{H| 0| AE MEHSHL]
Ct. OK(&EehE Z=!g Lt



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface: v

Destination Interface: | outside

W

| | Cancel

6. B3 AIE 2 ME3524H ApplyE &=/&LcH
@m Q%Ennfi:uat'm D Manitoring Bsam Gm‘rashl osa-:k -J

20

ﬁ_‘ Firesvall T R
E T fcomss Rules : & ped - @Edt ﬂ Del=t= 4+ 4 X Bg Wl -
= [ Mabch Criteria: Original Packet ]
Daic= SEkU £

|:|. &a— S Soce [nff | Desk Inkf Souece

gﬁ Firgual = ik Chiect” AT (Ruk: 1)

£ Remete Access UPN

ﬂ Ste-bo-Sike UPH

I £

Ej@ Deice Manag=ment —

» opply || Ress
L

|

L]

O| ASDM Zix|2 2| o]0l CHet S S e CLI £ LT,

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj-pat-ip
host 203.0.113.21

obj ect - group network nat - pat-group
net wor k- obj ect obj ect obj-nmy-range
net wor k- obj ect object obj-pat-ip

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0

dl."’n’.ddras&as [ 3aices |

ClIsco

Addresses
& nid - @ A

o B
], Mt Lzed

Fiker:

M
= MemMnrk Cnjecks
- g Ay
= [ TR
' - gk Ak
- i nside-retnrs] 24
' ) cby-my-range
Lol b 17216110

| >

|




nat (inside, outside) dynam c nat-pat-group

MY =+ Ae HERIZS ZAE CHE MEIE = glE 2AE HHA 5HE

OIF ALAI7F LIE WERFZ o JUs Mo HMASE = B2 4
HEZ ol HHE QE{HM Et*EE £ gl AHd IP FAE 7HE + &L et 17
NAT FE2 Sall i AHML IP FLAE S8 IP FLE HEsHoF gLCH IR ME(172.16.11.5)7}
AUCt 7PEELICE o] 2t 2 +35tE{T Ol FHel M IP FAE S8 IP FAE BHeEtsHoF #Lct.
O| ool M= 172.16.11.58 203.0.113.52 BiEt517| IeH LUE 1™ NATE F#35H= Widol cf
S AErL|Ct.

Ol 7 NAT 48 U 0|2f3t BAEE 5185t ANA FAl0| MBS S F4Y 4 el
I.

1. Configuration(Z1X| 12| 0|A) > Firewall(h2l) > NAT Rules(NAT +&)& ME{gfLICH 07
NAT 7=/2 74451248 Add(F7HE 228 CF2 Network Object(LIE 3 7HR)E MeHEHL
Ct. NATE =& LCt.

= Add Network Object

Mame: obj_17z.16.11.5
Twpe: Host
IF Version: (#) IPvd () IPvE
IP Address: 172.16.11.5
Descripkion:
NAT N
] 4 | | Cancel | | Help |

2. Add Automatic Address Translation Rules(A} S F4 et %] F£7}) =Qlgt2 MEfEHLICEH
Type EECH2 S50 M Statice M=y grLIC}. Translated Addr ZE0i| IP FAE J24FLCH
A A CIE{H|O|A R} CHe QIE{H O|AE MEAGHE{™ Advanced& 2 2!ELICH



= Add Network Object

Tvpe:

PAT Pool Translated address:

Add Automatic Address Translation Rules

Skatic W

Mame: obj_172.16.11.5
Tvpe: Host b
IF Version: (*)IPvd () IPvE
IP Address: 172.16.11.5
Description:
NAT P

Translated &ddr: |203.0.113.5

Use one-to-one address translation

Found Robin

Extend PAT unigueness ta per destination instead aof per interface

Translate TCP and IUDP porks into Flak range 1024-65535
Fall through ta interface PAT(dest inkF):

Use IPw& For inkerface PAT

| Advanced. .. |

Include range 1-1023

3. Source Interface and Destination Interface EELCI2

Ct. OK(&H2l)

g S=FLIch



3

E= Advanced NAT Settings

[ ] Translate DNS replies For rule

Interface
: v
"

Source Interface
autside

Deskination Interface:

4. 07| T HE THNAT =22 £ 4 USLICH Apply(BH8)E Z2/6104 ASAZ M&SEHLICH
Confiquration = Firewall = NAT Rules [;3 =
dp add - 3 N + 4+ BB }, Find B Ciagram
Match Criteriaz Driginal Packet Action: Translated Packet
* Source Intf Diest Inif SOurce Destination Servic Saufce Diestination Service
etk O T Rl L e
1 ireide aubside @ obj_172.16.... @ any & any Bl 202.0.113.5(5) -~ Orignal - - Original -- v
outside insids &P any S} 203.0.113.5 G any -- Criginal — (5} = obj_172.16.... --Original -
4 ¥
| Aoy || Reset
O] NAT Zdx|Z2f|o|Mof| CiEt S S8t CLI &= LY.
obj ect network obj_172.16.11.5
host 172.16.11.5
nat (inside,outside) static 203.0.113.5
179 ID NAT
NAT M 2|= LIS AL RI7F NATE 2t=2 5K 2f 1 ASAQ| CHE °._IE+E1IOI/\ FloM SARE|E A
e Ul 3 AE/Muo] HMASRT ATes 983 7|SULICH 0E s
2oetE Sxxof AHAE & 2ld

VPN SAE/MH E= U8
M IP F471 s LIF MHE XA ID2 #HEH5tod NATE



L|ct.

.‘

Of odlof M LR ZAE 172.16.11.15= #Z VPN M 172.20.21.150] M| A8HoF L|Ct.

NATE 2t25t0{ LHE SAET} (1A VPN HER IO HMATEE 5{25t2{H CIS THAE 2t =
SHMAIR.

1. Configuration(Z4I| 12} 0|M) > Firewall('4}2t=]) > NAT Rules(NAT T+&|)& MEBFLICE. NAT
Mo t3E F445t2i8H AddE 2= LICtH

@ Home U% Configurakion [ﬂ Monitoring D Save @-F‘.&‘reshl oﬁar.k -J | ? Help|

Firewall S Configuration > Firewall = NAT Rules O | Ad
-8 Acoess Rules % add - : Find 59 Diagram 00 W

= T W i + 4 % B @ - Q Find [ Diagram I
0, Service Policy Ryles Match Criteria: Original Packet Filte
AA0 Rules k *® ——
iyl Source Intf Dest Initf Jource Destination Service Ma

n' | L:r u i"""- 2 . o e e e e e

; =N

- -'—"—;— URL Flterng Servers
T Threst Dekection
e Identity Opbions

: %' Tdenitity by TrustSec

[ Bakast Traffic Fiksr
[ Objects

I+ Unified Commuricabions
[+ m Advanced

+

S=ofl A X3 QIEHO|AS MEyEHL|
=y

Ho

2. Source Interface and Destination Interface

Ect
Ct. Source Address ZEO0|A XXt st S5 2 MEH

L=
2 A
=

1I°I'



F= Add NAT Rule X

Match Criteria; Original Packet

Source Interface: |inside W | Destination Inkterface: ||:u_|l:5in:le L |
Source Address; any E] Destination Address:  |any E]
Service: any E]

Action: Translated Packek

SIBUITES (4T 15EEl E= Browse Original Source Address

Source Address; -- JFiging
Use one-to-one address translation % add - @ o [ Delete | Q whers Used @ Mot Used
PAT Pool Translated Address; Filker: |
} Mame a1 TP Address Metmask,
Round Robin

[=)-Metwork Objects

Extend PAT uniqueness to per destinal
Translate TCP and IUDP ports inkao Flak
Fall through to inkerface PAT

=2 IPv6 for source interface PAT
Options
Enable rule

[ ] Translate DMS replies that match this ruls

3. LEQT ZHME F715t24TH AddE S 2I8t

E= Add Network Object

Marme: obj_172.16,11.15

Twpe: Hosk W
IP Version: *)IPvd () IPvE

IP Address: 172.16.11.15

Description:

4. OtEF7EX| 2, Destination Address(CHY F4)E S&LUCH UERZ AR E F715124 AddE



Marme:

Twpe:

IP Yersion:

MNAT

IP Address:

Descripkion:

E= Add Network Object

%]

obj_172.20.21.15

Hostk: L
(#) IPvd () IPwE
172.20.21.15

4

2K,

| Cancel || Help |

5. A El Source Address 2! Destination Address Z{&|E MEHEFL|C} Disable Proxy ARP on
egress interface and Lookup route table(0| 134 QIE{H O|A0| M S A| ARP HIE43}) &
eletE MEYstod o|ad|A elE{m ol

AE H&LICH OK(ER)E 2= cH




#= Add NAT Rule

Match Crikeria: Original Packet

Source Interface: inside W | Destination Interface: | outside v |
Source Address: obj_172,16.11.15 E] Destination Address;  |obj_172,20.21.15 E]
Service: any E]

Action: Translaked Packet

Source MAT Type: Skatic W |

Source fddress: -- CQriginal -- E] Destination Address: |- Qriginal -- E]

[] Use one-to-one address translation

PAT Poal Translated address: -~ || SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness to pet destination instead of per interface

Translake TCP and UDP parts inka flak range 1024-65535 Include range 1-1023
Fall through toinkerface PAT

IUse IPveE for source inkerface PAT Use IPwE for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARF on egress interface

Lookup route kable ko locake eqgress inkterface

Descripkion: |

[ K, ]’ Cancel H Help

6. HE Al S ME35t24™ ApplyE 228Ut



u% Cunfl;urzi:lon|@ Monitering. Gﬁave @na‘;ash! c Bk x_.-’ . “;-' Heip | I -EI.S-

G g [}G' Configuration = Firewall = NAT Rules O | Addresses &l
I e T Y ] L ek
sive Policy Rules Match Criteria: Original Packet Filter:
LR * Source Intf DestIntF | Sowroe Diesting Mg
1 inside sutside = abj_17z.16.... = ook | =-Nebwork Objects
“miatviork Obpact”® NAT (Mo neles) @ arny
wall L are
e Access YPH . =B nside-nebwarkf2d
| o okj_172.16.11.15
-G WPH Lo mloohj 1772007115

L1 >
= Menagement — —

. .

NAT Exempt = Identity NAT Z1Z|1284[0|Moi CHEF S S8 CLI E=23LCt.

obj ect network obj 172.16.11.15
host 172.16.11. 15
obj ect network obj 172.20.21.15
host 172.20.21. 15

nat (inside, outside) source static obj _172.16.11.15 obj 172.16.11.15
destination static obj _172.20.21.15 obj _172.20.21.15 no-proxy-arp route-| ookup

HMyoz ZE gIC|HMTT)

TE ME = XZE CICIHM2 28 AFSX7I 5§ ZEO| LHE Mol HMASIE D A|E5tE
F8% 7IsLICt O|E s AFM IP AT U E LI MHE SEIPFAZHESIHENY X E
of CHEr MM A7} {2 EL|CE.

+ A= ZE 259 SMTP At 203.0.113.150] HM|A G240 & LICt O] Zred

rlo

0| odlofl M 2%
FEHAZ &

1. LE 259| LHE HIY M 172.16.11.158 XL E 252| 38 IP &4 203.0.113.152 HHE&L|Ct

2. ZE 2501 M 3 MY MH{ 203.0.113.150{ CHEF HMAE 5 ELICE
Q& AEXRI7H ZE 250i M AME{ 203.0.113.1501 HM|ASE{D 5t O] EEER2 X E 250 M LIE
HY M 172.16.11 152 ZIC|2MHEL|CH
1. Configuration > Firewall > NAT Rules& M={#fL|C} T3 NAT #2/2 745248 Add(F7t
E = 2|8 C}= Network Object(HEX| T 7HA)E MEHEFL|C

-



Monitoring | B Save @ Refresh | o Back. \_‘) | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, 31 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
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Translated Addr: |203.0.115.15
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ASA(confi g)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51.100.100: 80 inside 172.16.11.5:58799, idle 0:00:06, bytes 937,

flags U O
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Syslog

ASA(config)# show log | in 172.16.11.5

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside
172.16. 11. 5/ 58799 to outside: 203. 0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside
198. 51. 100. 100/ 80 (198.51. 100. 100/ 80) to inside:172.16.11.5/58799 (203.0.113. 2/ 58799)
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ASA(confi g)# packet-tracer input inside tcp 172.16.11.5 1234 198.51.100.100 80

--Oritted--

Resul t:
input-interface: inside
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i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow
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ASA# capture capin interface inside match tcp host 172.16.11.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51.100. 100. 80: S 780523448:
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100. 100. 80 > 172.16.11.5.58799: S 2123396067:
2123396067(0) ack 780523449 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51. 100. 100. 80: S 1633080465:
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/ pre>
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