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!

DCl#show run | sec ospf

router ospf 1

network 1.1.1.1 0.0.0.0 area O

network 10.10.10.4 0.0.0.3 area O
!

PIM &g 74

|

DCl#show run | sec pim

ip pimbidir-enable

ip pimsend-rp-discovery scope 10

ip pimbsr-candi date Loopbackl 0

ip pimrp-candi date Loopbackl group-list 10 bidir
|

access-list 10 permt 239.0.0.0 0.0.0.255

EfPIMALIA REE SIS HIRE ZE L3 QE{HO|20i| A &-GSHELICEH

DCl#show run interface lol
Bui | di ng configuration...



Current configuration : 83 bytes

!

interface Loopbackl

ip address 1.1.1.1 255.255. 255. 255
ip pi msparse-node

end

EE 3 CluHO| A0 A HEFHAE B 0| #AI5HE| T HEPFHAE Z2 Hlolgo| MAXIT =
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ASR1004 (RP1)-DC1 : 192.168.107.21

5 Fa0/1/0 ¥ Unicast and Mcast
Capable Internet
Could

Fa0/1/7

’Gi1f[].|’¢18

ﬁDC1-SW1 1192.168.107.24

Gi1/0/2

Gig2

Host1 : 192.168.113.1
Host3 : 192.168.115.1

DC1(VTEP1) ZHx|2 0]

!

!

Vx|l an udp port 1024

!

Interface Loopbackl

ip address 1.1.1.1 255.255. 255. 255
i p pi msparse-node

!

bridge-domain Z1I| 124004 A{ VNI HE{ & B QIE{mo|A

!
bri dge-domain 1
menber vni 6001

nmenber FastEthernet0/1/7 service-instance 1
!

ASR1004 (RP2) -DC2 : 192.168.107.22

Yoy

Fa0r/ ﬁ

Fa0/1/3

Fa1/0/24

DC1-5W1:192.168.107.25 §

Fa1/0/2

CSR1000V-DC3:192.168.107.23

Host2 : 192.168.114.1

gLk
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!

interface nvel
no i p address
shut

nmenber vni 6001 ntast-group 239.0.0.10

source-interface Loopbackl
|

LAN QIE{H|O|AE S5l AMH|A QUAEHA(F, LAN HERTE 0125 QE{m0|A)E MY
£7% VLAN(802.1q Ei1 E2{=)2 2t{zl|olgfLICt 0] B VLAN 1:

interface FastEthernet0/1/7

no i p address
negoti ati on auto
cdp enabl e

service instance 1 ethernet

encapsul ati on unagged
!

DC2(VTEP2) Hu|dyo|M

!
!
Vx| an udp port 1024
|
interface Loopbackl

ip address 2.2.2.2 255, 255. 255. 255

ip pi msparse-node
!

!

bridge-domain 1
nmenber vni 6001

nmenber Fast Et hernet0/1/3 service-instance 1

!

!

interface nvel
no i p address

nmenber vni 6001 ntast-group 239.0.0.10

!

source-interface Loopbackl
shut

!

|

interface FastEthernet0/1/3

no i p address
negoti ati on auto



cdp enabl e

no shut

!

service instance 1 ethernet

encapsul ati on unt agged
!

DC3(VTEP3) ZHu|aao|A

!

!

Vx| an udp port 1024

!

interface Loopbackl

ip address 3. 3. 3.3 255.255. 255. 255
i p pi msparse-node

!

!

bri dge-domain 1

menber vni 6001

nenber G gabit Ethernet2 service-instance 1
!

interface nvel

no i p address

shut

nenber vni 6001 ntast-group 239.0.0.10
!

source-interface Loopbackl

!

interface gig2

no i p address

negoti ati on auto

cdp enabl e

no shut

!

service instance 1 ethernet

encapsul ati on untagged
!

AlLt2le B:fUFHAE 2 Eo|M 5 olo|E ME| ZF VXLAN 7+
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ASR1004 (RP1)-DC1 DC2: CSR1000v

Unicast and Mcast
Capable Internet
Could

Lo1:1.1.1.1/32 Unicast connectivity over WAN Lo1:2.2.2.2!32;

- O Layer 2 Overlay @]

Host1 Host2

DC1 Zix|2f| o]

interface nvel

no i p address

menber vni 6001

! ingress replication shold be configured as peer data centers | oopback |P address
!

ingress-replication 2.2.2.2
!

source-interface Loopbackl
!

!

interface gig0/2/1

no i p address

negoti ati on auto

cdp enabl e

!

service instance 1 ethernet
encapsul ati on unt agged

|

|

1

bridge-domain 1

menber vni 6001

menber gig0/2/1 service-instance 1

DC2 Zix|a2f|o|

|

interface nvel

no i p address

menber vni 6001
ingress-replication 1.1.1.1
|

source-interface Loopbackl
!



1
interface gig5

no i p address

negoti ati on auto

cdp enabl e

!

service instance 1 ethernet
encapsul ati on unt agged

1
!

bridge-domain 1

nmenber vni 6001

nmenber gi g5 service-instance 1

Cte& &elRrLc
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Rout er #show nve wvni

Rout er #show nve vni interface nvel
Rout er #show nve interface nvel

Rout er #show nve interface nvel detail
Rout er #show nve peers

228t 3 2 Olo|E| MEjo| HE

AlLt2le B:fFUIHAE 2Eo|M 5 Olo|E ME ZF VXLAN 7+

DC10|M:

DCl#show nve vni
Interface VNI Mul ti cast-group VNl state
nvel 6001 N A Up

DCl#show nve interface nvel detail

Interface: nvel, State: Admin Up, Oper Up Encapsul ation:
source-interface: Loopbackl (primary:1.1.1.1 vrf:0)
Pkts In Bytes In Pkts CQut Byt es CQut

60129 6593586 55067 5303698

DCl#show nve peers

Interface Peer-1P VNI Peer state
nvel 2.2.2.2 6000 -
DC204| M:

DC2#show nve vni
Interface VNI Milticast-group VNI state
nvel 6000 N A Up

Vx| an

d
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rot
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LICE.



DC2#show nve interface nvel detail

Interface: nvel, State: Admin Up, Oper Up Encapsul ation: Vxlan
source-interface: Loopbackl (primary:2.2.2.2 vrf:0)

Pkts In Bytes In Pkts Qut Bytes Qut

70408 7921636 44840 3950835

DC2#show nve peers
Interface Peer-1P VNI Peer state
nve 1 1.1.1.1 6000 Up

DC2#show bridge-domain 1
Bridge-domain 1 (3 ports in all)
State: UP Mac | earning: Enabled
Agi ng-Ti ner: 300 second(s)

BDI 1 (up)

G gabit Et hernet 0/ 2/ 1 service instance 1

vni 6001

AED MAC address Policy Tag Age Pseudoport

0 7CAD. 74FF. 2F66 forward dynam c 281 nvel. VNI 6001, VXLAN src: 1.1.1.1 dst: 2.2.2.2
0 B838. 6130. DA80 forward dynami c 288 nvel. VNI 6001, VXLAN src: 1.1.1.1 dst: 2.2.2.2
0 0050. 56AD. 1AD8 forward dynam c 157 nvel. VNI 6001, VXLAN src: 1.1.1.1 dst: 2.2.2.2
= =

=4 4

Verify(2 Q1) MMof| dHE BH2 7|20 24l 812 THE MSELICH o248t F7t TIE 7|s2
AAE O B E6tx| ghg 0 K8 + l&Lch
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#debug nve error

*Jan 4 20:00:54.993: NVE- MGR- PEER ERROR: Intf state force down successful for ntast nodes cast
nodes

*Jan 4 20:00:54.993: NVE- MGR- PEER ERROR: Intf state force down successful for ntast nodes cast
nodes

*Jan 4 20:00:54.995: NVE- MGR- PEER ERROR. Intf state force down successful for peer nodes eer
nodes

*Jan 4 20:00:54.995: NVE- MGR-PEER ERROR Intf state force down successful for peer nodes

#show nve log error

[01/01/70 00:04:34.130 UTC 1 3] NVE- MGR- STATE ERROR: vni 6001: error in create notification to
Tunne

[01/01/70 00:04:34.314 UTC 2 3] NVE-MER-PEER ERROR: Intf state force up successful for ntast
nodes

[01/01/70 00: 04:34.326 UTC 3 3] NVE- MGR- PEER ERROR: Intf state force up successful for peer
nodes

[01/01/70 01:50:59.650 UTC 4 3] NVE- MGR- PEER ERROR: Intf state force down successful for ntast
nodes

[01/01/70 01:50:59.654 UTC 5 3] NVE- MGR- PEER ERROR: Intf state force down successful for peer
nodes

[01/01/70 01:50:59.701 UTC 6 3] NVE- MGR-PEER ERROR: Intf state force up successful for ntast
nodes

[01/01/70 01:50:59.705 UTC 7 3] NVE- MGR-PEER ERROR: Intf state force up successful for peer
nodes

[01/01/70 01:54:55.166 UTC 8 61] NVE- MGR- PEER ERROR Intf state force down successful for ntast
nodes

[01/01/70 01:54:55.168 UTC 9 61] NVE- MGR-PEER ERROR Intf state force down successful for peer
nodes

[01/01/70 01:55:04.432 UTC A 3] NVE-MGR-PEER ERROR: Intf state force up successful for ntast



nodes

[01/01/70 01:55:04.434 UTC B 3] NVE- MGR- PEER ERROR: Intf state force up successful for peer
nodes

[01/01/70 01:55:37.670 UTC C 61] NVE- MGR-PEER ERROR Intf state force down successful for ntast
nodes

#show nve log event

[01/04/70 19:48:51.883 UTC 1DD16 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [ 0x437C9B68]
[01/04/70 19:48:51.884 UTC 1DD17 68] NVE-MGR-DB: Return pd_hdl [ 0x1020010] for pi_hdl [ 0x437C9B68]
[01/04/70 19:48:51.884 UTC 1DD18 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:01.884 UTC 1DD19 68] NVE-MGR-DB: Return pd_hdl [ 0x1020010] for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:01.884 UTC 1DD1A 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [0x437C9B68]
[01/04/70 19:49:01.885 UTC 1DD1B 68] NVE- MGR-DB: Return pd_hdl [0x1020010] for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:01.885 UTC 1DDIC 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:11.886 UTC 1DD1D 68] NVE- MGR-DB: Return pd_hdl [ 0x1020010] for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:11.886 UTC 1DDIE 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:11.887 UTC 1DD1F 68] NVE- MGR-DB: Return pd_hdl [0x1020010] for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:11.887 UTC 1DD20 68] NVE-MGR-DB: Return vni 6001 for pi_hdl [ 0x437C9B68]
[01/04/70 19:49:21.884 UTC 1DD21 68] NVE-MGR-DB: Return pd_hdl [ 0x1020010] for pi_hdl [ 0x437C9B68]

2% £ = EPC(Embedded Packet Capture) 7|52 24| 122
Py

o & £04, 0| A= VXLANOIA Zz=2tst= TZlof Chal A= LICH

EPC ZI| 12| 0[A(TEST_ACLZ A CIO|EE EEZot= Ol AEXlE AMA =5):

#monitor capture TEST access-list TEST ACL interface gigabitEthernet0/2/0 both
#monitor capture TEST buffer size 10

#monitor capture TEST start

# show monitor capture TEST buffer dump
# monitor capture TEST export bootflash:TEST.pcap // with this conmand

you can export the capture in pcap format to the bootfl ash,
whi ch can be downl oaded and opened in w reshark.

CH2 2 VXLANOI M ICMP(Internet Control Message Protocol)7} 2t S35lE ¥4l M= of L
Ct.

VXLAN 2HH|0|& Salf ™

OF

T|= ARP(Address Resolution Protocol):



+ Frame 58: 118 bytes on wire (880 bits), 118 bytes captured (880 birs)
i Ethernet II, Src: Clscolnc_ef:79:20 (c4:64:13:ef:79:20), Dst: Veware_p3:56:56 (B8:50:56:b3:56:56)
» Internet Protocol Versiom 4, Src: 1.1.1.1, Dst: 2,2.2.2
b User Datagram Protocol, Src Port: 1824 (1824), Dst Port: 1824 (1824)
# Virtual eXtensible Local Area Metwork
o Flags: 9x@888, VNLAN Metwork ID (WHI)

Group Policy ID: @

WXLAN Metwork Identifier (VHI): G001

Reserved: &
i Ethernet IT, Sr¢: Vmware B7:4e:9c (09:50:56:87:4e:9¢), Dst: Broadcast (Ffiff:ff:ff:ff:off)
4 address Resolution Protocel (request)

Hardware type: Ethernet (1)

Protocal type: IPwd (Gw@Soa)

Hardware size: &

Protocol size: 4

Opesde: reguest (1)

Sender MAC address: Veare 87:4e:9c (90:58:56:87:4e:19¢)

Sender IP address: 192.152.192.1

'I'arget MAC address: ae:m:ea_aa:ae:ae (B8 80: 0O :DR:100:-08)

Target IP address: 192.1592.192.2

ARP 8%

“ Frame 5%: 118 bytes on wire (880 bits), 118 bytes captured (888 bits)
b Ethernet II, Src: Veware b3:56:56 (00:5@:56:b3:56:56), Dst: Ciscolnc_ef:79:20 (cd:64:13:ef:79:20)
¢ Imternet Protocol Version 4, See: 2.2.2.2, Dst: 1.1.1.1
* User Datagram Protocol, Src Port: 8457 (B457), Dst Port: 1024 (1024)
4 virtual eXtensible Local Area Metwork
© Flags: @x@BB@, VXLAN Metwork ID (WNI)

Group Policy ID: @

VELAN Network Identifier (WNI): &@@l

Regerved: @
» Ethernet II, Src: Veware_31:8a:5a (@8:8c:29:31:8a:5a), Dst: Vmware 87:4e:9¢c (00:50:56:87:4e:9c)
4 Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPvd (EocdE0@)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Veware 31:8a:5a (80:8c:29:31:8a:5a)

Sender IP address: 192.192.192.2

Target MAC address: Vmware B7:4e:9c (80:50:56:87:4e:9¢)

Target IP address: 192.192.192.1

ICMP 27:

* Frame 61: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)
» Ethernet II, Src: Ciscoln:_ef:?s:za (c4:s4:13:ef:79:2a;, Dst: \i'-mre_b3:55:56 {BB:SB:SG:bS:EG:S-E}
P Internet Protocol Version 4, Sre: 1.1.1.1, Dst: 23.2.2.2
[ User Datagram Protecol, Src Port: 52141 (52141), Dst Port: 1824 (1824)
4 Virtual eXtensible Local Area Network
4 Flags: 9xBB0@, VXLAN Network ID (WNI)
Beve 2ane srss 2ase = GBP Extension: Mot defined
sews wene 4By v = Don"t Learn: False
P Oy cees = VELAN Network ID (WNI): True
Policy éApplied: False
B@G 000 2,00 BGG- = Reserved(R): False
Group Policy ID: @
VHLAN MNetwork Identifier (VNI): 6081
Reserved: @
> Ethernet II, Src: Veware 37:4e:9c (09:50:56:87:4e:9¢), Dst: Veware 31:8a:58 (@8:0c:29:31:8a:5a3)
> Internet Protocol Version 4, Src: 192.192.192.1, Dst: 192.192.192.2
¢ Internet Control Message Protocol

ICMP &



Frome 66: 124 bytes on wire (992 bits), 114 bytes captured (992 bits)

Ethernet II, Src: Veware b3:56:56 (0@:58:56:b3:56:56), Dst: Ciscolnc_ef:79:28 (cd:64:13:ef:79:29)
Imternet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1

User Datagras Protocol, Sre Port: 35478 (35478), Dst Port: 1824 (1924)

Virtual eXtensible Local Area Network

4 Flags: @n@808, VKLAN Hetwork ID (WNI)

(Y

Bove wuve sans weaw = GBP Extensicn: Mot defined
s oasss oBes wsas w Don't Learn: Falze
cdiie beee sess = VERAN Hetwork ID (WNI): True

ee B,.. = Policy Applied: False
m m a B0 .88 = Reserved(R): False

Group Policy ID: @

VELAN Hetwork Identifier (WNI): 5891

Reserved: @
Ethernet II, 5rc: Veware 31:8a:5a (@@:8c:29:31:8a:5a), Ost: Veware BF:de:9c (00:58:56:87 dg:9¢)
Internet Protocol Version 4, Src: 192.192.192.2, Dst: 192.192.192.1

4 Internet Control Message Protocol

Type: 8 (Echo (ping) reply)

Code: @
Checksum: @xeefb [correct]
Identifier (BE): 1 (En0oal)

Identifier (LE): 256 (OwBld@)

Sequence nusber (BE)}: 26297 (@wiE&sf)

Sequence number (LE): 24422 (8wSTEs)

[Reguest frame: 611

[Response time: 7.803 mi]

4 Data (32 bytes)

Data: GlE26I6465666765696a6b6CEd5e6fTR7LT 2737475767761, ..
[Lengeh: 32]

FItClHa W 2 sfE B

o Mol ME H 7Hx| ClH & 22X o2 BZol| chslf B LI

O| oflofl M ClHH2 2| Z X EAIE 222 NVE Q2EHO|A7 HE|FHAE &0 =QIE £+ Qige
Eo{ZFL|c}.r2kAM VNI 60020 CHEH VXLAN ZH=35171 A48 5| K| ot f&Lict.olgdst cla ZAnt

= HEQ 3o HEIFIAE EXME 7t2/ZLC}.

#debug nve all

*Jan 5 06:13:55.844: NVE-MGER-DB: creating ncast node for 239.0.0.10

*Jan 5 06:13:55.846: NVE-MGR-MCAST: IGMP add for (0.0.0.0,239.0.0.10) was failure

*Jan 5 06:13:55.846: NVE-MGR-DB ERROR Unable to join ntast core tree

*Jan 5 06:13:55.846: NVE-MGR-DB ERROR Unable to join ntast core tree

*Jan 5 06:13:55.846: NVE-MGR-STATE ERROR: vni 6002: error in create notification to mcast
*Jan 5 06:13:55.846: NVE-MGR-STATE ERROR: vni 6002: error in create notification to mcast
*Jan 5 06:13:55.849: NVE- MGR- TUNNEL: Tunnel Endpoint 239.0.0.10 added

*Jan 5 06:13:55.849: NVE- MGR- TUNNEL: Endpoi nt 239.0.0.10 added

*Jan 5 06:13:55.851: NVE-MGER-El: Notifying BD engine of VNI 6002 create

*Jan 5 06:13:55.857: NVE-MGER-DB: Return vni 6002 for pi_hdl [ 0x437C9B28]

*Jan 5 06:13:55.857: NVE-MGR-EI: VNI 6002: BD state changed to up, vni state to Down

CH2 2 VNI7F HEIFHAE O &0of 7FEHH S ElE IGMP(Internet Group Management Protocol)
HEH & 20 AMQLCH.



Frame 4649: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Ethernet II, Src: £0:00:00_00:00:00 (20:00:00:90:00:00), Dst: 00:00:00_00:00:00 (0D0:00:00:00:00:08)
# Internst Protocol Version 4, Src: 1.1.1.1, Dst:- 239.8.8.18
184 .... = Version: 4
. B118 = Header Lemgth: 24 bytes (6)

Differentiated Services Field: @xc® (DSCP: CS6, ECN: Mot-ELT)

Total Length: 32

Identification: @xsb96 (43926)

Flags: emid@

Eragment offset: @

Time to 1ive: 1

Protocel: IGW (2}

Header checksum: BxB77S I"-.-ali:l:tatiun disnhled]

Source: 1.1.1.1

Destination: 239.0.8.18

[Source GeoIP: Unknown]

[Destination GeolP: Unknown]
# Options: (4 byktes), Router Alert

4 Router Alert (4 bytes): Router shall examine packet (@)

o Type: 148
Leis anin = Copy onm fragmentation: Yes
B ae. w ChAss: Control (@)
2eel BABR = Nusber: Rowuter Alert (28)
Length: &

Router Alert: Router shall examine packet (8)
# Internet Group Management Protocol
[1aMP version: 2]
Type: Membership Report (8xl6)
Max Rezp Time: 8.8 sec (8xdR)
Header checksum: @xfafa [correct]
Multicest Address: 239.9.9.19

0| ool Me HEIFHAE 7L A CHZ EHE 5t R HEIFHAE 2 =0 CH5H NVEOIA VNIE 74
Bt £ oA ElE ClHa AT E 2od FLch

*Jan 5 06:19:20.335: NVE-MGER-DB: [IF 0x14] VNI node creation

*Jan 5 06:19:20.335: NVE-MGR-DB: VNI Node created [437C9B28]

*Jan 5 06:19: 20.336: NVE-MGR-PD: VNI 6002 create notification to PD

*Jan 5 06:19:20.336: NVE-MGER-PD: VNI 6002 Create notif successful, map [pd 0x1020017] to [pi
0x437C9B28]

*Jan 5 06:19:20.336: NVE-MGER-DB: creating ncast node for 239.0.0.10

*Jan 5 06:19:20.342: NVE-MGR-MCAST: IGMP add for (0.0.0.0,239.0.0.10) was successful
*Jan 5 06:19:20.345: NVE-MGR-TUNNEL: Tunnel Endpoint 239.0.0.10 added

*Jan 5 06:19:20.345: NVE-MGR-TUNNEL: Endpoint 239.0.0.10 added

*Jan 5 06:19:20.347: NVE-MGER-El: Notifying BD engine of VNI 6002 create

*Jan 5 06:19:20.347: NVE-MGER-DB: Return pd_hdl [0x1020017] for pi_hdl[0x437C9B28]
*Jan 5 06:19:20.347: NVE-MGER-DB: Return vni 6002 for pi_hdl [ 0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGER-DB: Return vni state Create for pi_hdl[0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGER-DB: Return vni state Create for pi_hdl[0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGER-DB: Return vni 6002 for pi_hdl [ 0x437C9B28]

*Jan 5 06:19:20.351: NVE-MGR-EI: L2FIB query for info 0x437C9B28

*Jan 5 06:19:20.351: NVE-MGR-El: PP up notification for bd_id 3

*Jan 5 06:19:20.351: NVE-MGER-DB: Return vni 6002 for pi_hdl [ 0x437C9B28]

*Jan 5 06:19: 20. 352: NVE- MGR- STATE: vni 6002: Notify clients of state change Create to Up
*Jan 5 06:19:20.352: NVE-MGER-DB: Return vni 6002 for pi_hdl [ 0x437C9B28]

*Jan 5 06:19:20.353: NVE-MGER-PD: VNI 6002 Create to Up State update to PD successful
*Jan 5 06:19:20.353: NVE-MGER-El: VNI 6002: BD state changed to up, vni state to Up
*Jan 5 06:19: 20. 353: NVE- MGR- STATE: vni 6002: No state change Up

*Jan 5 06:19: 20. 353: NVE- MGR- STATE: vni 6002: New State as a result of create Up
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