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ESP traffic received
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ESP Sequence number
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%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle n, src_addr x.x.x.x, dest_addr y.

N 2D "M ZRIE Psec SA(Security Association)7} & |04 AtO|of| Bt EXEtCt= 7HE stof|
+SHEILICH GETVPN(Group Encrypted Transport VPN)2 0424 IL|0q Ztof| EH IPsec SAE
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QI3 @77t dhdlE &= Q&LICH Cisco I0S T30 M= IPsec ¥ 53517} oA HE
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IPsec X K| EBHE T ol M2 Moz Qls ofH mZlo| A X EIUREX]| AlEet T
*E Ar83stod ol miZlo| M= MYE WHZRIX| EE= K & 2|F o e
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Cisco 10S XE Datapath T{Z! £%{ 7|

Cisco IOS® XEE Adst= 2tRE EHE0IMHE AHUS UX| 22X E 57| 2ot A 24 Al
1|04 2! IPsec SPI(Security Parameter Index) 2 7| Syslog HIA|X|0d| QIMEILICH TB{Lt 04715
=x|e A HE B StLE ESP A[RA HS QLICH ESP ARA HE & X|HE IPsec &8 L]
M IPsec THA2 1 R35HAH AlHEstE Ol AASELICH A|BA HESI QoM T
O AXE|=X| & st H Algdst 7|7 ofe{ & LC

17! 210l ofeEt TH!

CtS 0 ZH2 Syslog HIAIX|QF &7 R4 ALKIE & QI

ro

Cisco I0S XE O|O|E{ B2 mZ! =™ 7|s

%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:0.0 Thread:060 TS:00000001132883828011
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3, src_addr 10.2.0.200, dest_addr



RS E=RI A

Ol ESP AIZIA HE B As7| 9I5) THZ! £ 7152 AS50d CH] TS 22

L|CF.
1. I|of ClHtO|A Q| EEfEE DiFstEiH EHE =R Cl{a EHE H™ELICH
debug platform condition ipv4 10.2.0.200/32 1ingress
debug platform condition start
1. I{Z! &l HWEE S ASIEA™ copy SME ALE5t04 I FXE &5t ELICH
debug platform packet enable
debug platform packet-trace packet 64
debug platform packet-trace copy packet input 13 size 100
1. 74 @RI U ASH HZ X BIE AFS5H0d MO R Qlsf AME IS Algstn =
ALE! THZIOMH ESP A|HA HES E &2 = JU&LICH
<#root>
Router#

show pl at f orm packet-trace sumary

kt

v A WN R O T

(o2}

10
11
12
13

T
Ju
2
x
rr
:l:é
>N
rII
Fol
o
=l

Input OQutput State Reason

Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
G 4/0/0 Tul DROP 053 (I psecl nput)
G 4/0/0 Tul DROP 053 (I pseclnput)
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed
Gi4/0/0 Tul CONS Packet Consumed

P 70| A XMER2 22 O|X| RHAIS| HEE = A&LICH



<{froot>

/>Packet: 6

Summary
Input
Output
State

Timestamp
Path Trace

Featu

0x

Source
Destination

Protocol
Feature:

Router#
show pl at form packet-trace packet 6

CBUG ID: 6
: GigabitEthernet4/0/0
: Tunnell
DROP 053 (IpsecInput)
3233497953773

10.2.0.200
10.1.0.100
50 (ESP)

re: IPV4

IPSec
: DECRYPT

Action
3

SA Handle
SPI

4c1d1e90

Peer Addr :

10. 2. 0. 200
Local Addr: 10.1.0.100
Feature: IPSec
Action : DROP

Sub-code
019 - CD_I N_ANTI _REPLAY_FAI L
45000428 00110000 fc329575 0a0200c8 0a010064 4cldle90

Packet Copy In

241}

790aa252
€9951cd9 57024433 d97c7cb8 58e0c869 2101flef 148c2al2 f309171d 1b7a4771

00000006
d8868af7 7bae9967 7d880197 46c6a079 d0143e43 c9024c61 0045280a d57b2f5e

23f06bc3 ab6b6b81 c1b17936 98939509 7aec966e 4dd848d2 60517162 9308basd
5._ WAMEH IP SIHAIM AlEHSHE
t. ol £ oflol M ArX|E il o] ESP

|7§-| ZTSE=|0.||A_1 |

IEE CilO|E{2] 4HIO|E)
Eoil CH

Zd 9o EX|2] IPsec &



st mfZ! 4X{E S Alol| = EI5HoF ErLICH Ol SYUSH IPsec 58 LA ESP A|#HA 3 miEE
AALstod M 4K O|RE & elst= ol =80l IEP Cisco 10S XE 2t*E{0i - EPC(Embedded
Packet Capture)& At&35t= &Edo]| CHEF AFM|EH L& 2 Embedded Packet Capture for Cisco 10S
and Cisco 10S XE Configuration ExampleS & & oF*'*lo

Wireshark A|HA HE 249 AL

WAN QlE{m|o|A of &t 5 3t El(ESP) mHZ!oi| CHE THZ! A7t =& =T WiresharkE A& 6o 212
O| A|HA H3 0|4 H=0i CHE ESP A|RHA #HE BAME a8 4 l&LICt HA{ o|O|X[of A
El CHZ Preferences(&4 A7) > Protocols(Z 2 E £) > ESP0I| A Sequence Number Check(A|#
A W3 N7t ZMstE|o] A=K &I LIC

[ ] @ Wireshark - Preferences

Ericsson GSM..

ErIDP Encapsulating Security Payload

ESG Bootstrap Attempt to detect/decode NULL encrypted ESP payloads
ESIO Check sequence numbers of ESP frames

ESP Attempt to detect/decode encrypted ESP payloads

E?ﬁG ' Attempt to Check ESP Authentication

Etch

ESP SAs Edit...
ETHERCAT

Ct2 22 Analyze(£41) > Expert information(T1Z 7t = E2)0ll M ESP Sequence Number(ESP A|#
A H3) ZME otk 2o = elgLct.

@] @ Wireshark - Expert Information - ipsec_replay_example.pcap
Packet v  Summary Group Protocol Count
|~ Warning Wrong Sequence Number for SPI 8d35592e - 1 missing Sequence ESP 30 |
15 ESP (SPI=0x8d35592¢) Sequence ESP
207 ESP (SPI=0x8d35592¢) Sequence ESP
208 ESP (SPI=0x8d35592¢) Sequence ESP
270 ESP (SPI=0x8d35592¢) Sequence ESP
456 ESP (SPI=0x8d35592¢) Sequence ESP
457 ESP (SPI=0x8d35592e) Sequence ESP
519 ESP (SPI=0x8d35592¢) Sequence ESP
707 ESP (SPI=0x8d35592e) Sequence ESP
CtEI 20| F7I M2 HEE Eoid 2 EE AlfA HEo| 1fZlg F=IgLIc


https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

[ NON ) M Wireshark

Am @0 BMRO ResEF & 5. aaatfF
jd Apply a display filter ... <3/>
No. Time Source Destination Protocol ESP Sequence ESP Wrong Seq Info
453 2021-12-13 15:01:95.605995 172.16.201.201 172.16.200.28@ ESP 6685 ESP (SPI=0x112f17f6)
« 454 2821-12-13 15:01:05.633995 172.16.200.200 172.16.201.201 ESP 6717 ESP (SPI=0x8d35592e)
455 2021-12-13 15:01:05.633995 172.16.201.201 172.16.200.200 ESP 6686 ESP (SPI=0x112f17f6)

2021-12-13 15:01:05. +16. . »16.201. (SPI=0x8d35592e)
457 2021-12-13 15:01:05.667994 172.16.200.200 172.16.201.281 ESP 6718 ~ ESP (SPI=0x8d35592e)
458 2021-12-13 15:01:05.668994 172.16.201.201 172.16.2008.280 ESP 6687 ESP (SPI=0x112f17f6)
459 2021-12-13 15:01:05.697994 172.16.200.200 172.16.201.281 ESP 6719 ESP (SPI=0x8d35592e)
460 2021-12-13 15:01:05.697994 172.16.201.201 172.16.2008.200 ESP 6688 ESP (SPI=0x112f17f6)
461 2021-12-13 15:01:05.729994 172.16.200.200 172.16.201.2081 ESP 6720 ESP (SPI=0x8d35592e)

Frame 456: 1352 bytes on wire (10816 bits), 86 bytes captured (688 bits)
Raw packet data
Internet Protocol Version 4, Src: 172.16.200.200, Dst: 172.16.201.201
Encapsulating Security Payload

ESP SPI: Bx8d35592e (2369083694)

ESP Sequence: 6624

[Expected SN: 6718]

[Expert Info (Warning/Sequence): Wrong Sequence Number for SPI 8d35592e — 94 less than expected]
IWrong Sequence Number for SPI 8d35592e - 94 less than expected]
<Message: Wrong Sequence Mumber for SPI 8d355%2e - 94 less than expected=
[Severity level: Warningl
[Group: Sequence]

[Previous Frame: 454]
<Wireshark Lua fake item=>

=L

017k AIGEIT KHAY ARIOY CHEH THZ! Z4R17H S TISIP A4 AITHE AT 4 2l M 7HX] ALt
2|27t gLt

1. X|HAE REE TLHA'%!I—lEP.
0] AMZ REEX|, HERZ BOIHA| £ ©ME B2 EXMZ 28 —'?'—X1|7}
olofst 7Lt _'?'_EP MEMR ER{ES 20| EREX| #elets o =&0| EL/ct ol & Sod, A
ME =X olo| TR otE AlBA #H3E X WIS EoiFm, M RI=® 27| HM 642 A
HElod ?A%L—IEL AL ST (X +64)2 RES HZ!0| IZ! XECH HA TAfstHE &0l 2
EZoz o|sE O T X7t A Aufz Qls A xELICE

»\

Olzfet AlLtE|l0MeE M I 2 37|18 sEl7LE XY HALE d|&-3tstod 2248t K|
40| 38 Ele WeZ 7t &1 g el miZlo| H7| 2l X| e S & & JU&LICH 7|82 e

2 RN TR T7|= A HELICHRES 37| 64) 37| sElctn 34 20| a71|

=0l X|= A2 ofLICt. IPsec Anti-Replay WindowZE 7435t 2hedof CHEt REMISH LIS

IPsec Anti-Replay WindowE T435t= e F A 25 9l H[EMSE HASAAIL.

]I|

ol
KA
al

.Q £l VTI(Virtual Tunnel Interface)OilA-I AEE|= IPSec Z2u U0l A ZHY F ol HIZE3t
AL HEks 329 E5 220 UE NS ChA| HESHHLE B QIE{H0|AE
A Hstior #HE A0l 7‘4%5.=.'I—IEP. IPsec T2 E2 E'd QIE{H[O|ATH AZE mf B
2 WE s o A8l ’RIE30|22 ol ol E SEFLct lE{m ojATt
o0l 4 ¢l B2, B 0[AE MUY x| 2oieds HEMHT B S
£ FX| gt&Lch

S &1 X 7| ASR(Aggregation Services Router) 1000 2 2!(0: ASR1000, ESP5, ESP10,


http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html

N ESP20, ESP40 2 ASR1001)2 CLIOIAM 31T ZT|TAl0|MS 58 3x|oH & 37|
10242 X|5HR| Ek&LICH [HEFA show crypto ipsec sa B E240 E 1 El & 37|
7t 2HIEX| §f 2 = JU&LICH st=ESo TS U X| & 7|8 2 2l5tE{™ show
crypto ipsec sa peer ip-address platform B2 AFSELICH 7|12 & 27| 2E £
Z0lM 64THZL|CE KEAIEH LI 2 Cisco {1 ID CSCs0459462 RISt AA[L. &
Al Cisco 10S XE et & Z3HE(0d: ESP100 2! ESP2000| Z & E ASR1K, ASR1001-X
2! ASR1002-X, ISR(Integrated Service Router) 4000 Series 2t E{, Catalyst8000
Series BFHRE)2 15.2(2)S HZ 0|40l M 1024 TZlo| RI= 2 I 7|E K| ELICH.

= QoS Zx|Zefof4 & &LcH.
O|2{Et && S 2t3tst7| oilMs HEE HES UF QoSE Z=’YsHoF BLICH o] F=at &
ARl &2 Mof| CHEk REAIEH A2 V3PN(Voice and Video Enabled IPSec VPN) 29| &Y

— =T 1=
ME 9x| 1 AESHAAIRL.

_>': ==
91'-‘

fu[o
lal

3. O|&ol| = 4lgh S5 I LCH.
c

0l AP SUs IPsec 38 Lol SUsH ESP AlTiA W5 E 717 & ol4rol o] ! 2
*off ZAHE 4 AALICH 0l B2 IPsec WA B3 = LIEXT0IM A S22 W5

et o|=CHZ A S5tH SyslogeE HE M3 o 20et=22 mZl0| AME 222 of| o ELct
O| &EN7} XIS | &AHA ot @z ZTAbaHof BfLICH.

ST IPsec M BOIM Q15 YTEES AHRSTS Bt B20IT A HA 287
EAIELICH 0l 257 HAIXIE im3t 3
SHe Z4lLich 2Lt HIgAIEHE @)

Cisco 10S ClassicR E Bl|7HA| 2t RE | MM @ F EHEFE

Cisco IOSE AF23t= Bll7HA] ISR G2 Series EH2E{2] IPsec A A1 KXl|= Cisco I0S XEE AFE 5t
= CHRE{Q} CHELILC}.

<#root>
%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence nunber=13

HAIX| £242 1|0 IP F4A = SPI HEE M3B5tR| &LICt o] ESEAM EXME sHiZEstei™
QL F HIAIX[H "conn-id"E AFSHAAIL. RHM2 SAE AAN(TI0{E 0| o} )0|2 2 2F HIA|X|o]
M "conn-id"& &85t 1 show crypto ipsec sa £240{| X O|& ZH&LICH Syslog HAIX|= THZ! 24X
oM AXME mZlg 1 ReHH AlEsts ol 20| El= ESP ARA HE T XMSELCH


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso45946
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005

<#root>
%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence nunber=13

Router#

show crypto ipsec sa | in peer|conn id
current_peer 10.2.0.200 port 500

conn id: 529

, flow_id: SW:529, sibling_flags 80000046, crypto map: TunnelO-head-0
conn 1id: 530, flow_id: SW:530, sibling_flags 80000046, crypto map: TunnelO-head-0
Router#

Router#

show crypto ipsec sa peer 10.2.0.200 detail

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.1.0.100

protected vrf: (none)
local 1ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.2.0.200 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 27, #pkts encrypt: 27, #pkts digest: 27
#pkts decaps: 27, #pkts decrypt: 27, #pkts verify: 27
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

##tpkts replay failed (rcv): 21

#pkts internal err (send): 0, #pkts internal err (recv) 0

local crypto endpt.: 10.1.0.100, remote crypto endpt.: 10.2.0.200
path mtu 2000, ip mtu 2000, ip mtu idb Serial2/0

current outbound spi: 0x8B087377(2332586871)

PFS (Y/N): N, DH group: none



inbound esp sas:
spi: OXE7EDE943(3891128643)

transform: esp-gcm ,

in use settings ={Tunnel, }

conn 1id: 529, flow_id: SW:529, sibling_flags 80000046, crypto map:
Tunne10-head-0

sa timing: remaining key lifetime (k/sec): (4509600/3223)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

<SNIP>

Ol Z2oiM & £ UX 0|, R AtX|= QIHIR = ESP SA SPI7} 0XE7TEDE9439! 10.2.0.200 I|0]
FEAM 7S LC}. M7<1|EI IZIO| ESP A|RA 15 = 130|2t= A E 23 HIA|X| XA A &
oleh &= laL|ct. ! AR A XIE THZE T RotAH AlEE35H7] ?/5H oo F4, SPIHE &
ESP A|#HA HSO| ZEE AIEE = Q&L

N #3: cisco 10S Syslog HIAIX|E EY 122 E&E|= Clo|E Eai|Q! miZlof s £ =7t A

SHEILICH AMM|E e st T2 o] et 7IREE doi{M oM dHE ZWXH show
crypto ipsec sa detail WS AL ELICH.

0| Cisco 10S XE Software2} 915

0|™ Cisco 10S XE & | =2 AM3iste 2H2E{0f M Syslogofl 2 T El "REPLAY_ERROR"=S R A4El
mfZlo| A M £l o] F 2H AKX IPsec EE2 QMR & &= U&LICH.

%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:00 Thread: 095 TS:00000000240306197890
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3

2HIE IPsec I|0{ & 5 & MEE AE352{MH QFP(Quantum Flow Processor)| A IPsec é% P
HE ZJM3ted™ Syslog HIA|X|of| QIMEl DP(Data Plane) HandleS O] H&do| 2129 {7l #4= SA

Handle2 Al &tL|Ct.

<tfroot>

Router#

show pl atform hardware gfp active feature ipsec sa 3

QFP ipsec sa Information

QFP sa 1id: 3
pal sa id: 2



QFP spd id: 1
QFP sp id: 2
QFP spi:

0x4c1d1e90( 1276976784)

crypto ctx: 0x000000002e03bfff
flags: 0xc000800
: src:IKE valid:Yes soft-life-expired:No hard-11ife-expired:No

repl ay- check: Yes

proto:0 mode:0 direction:0
: qos_preclassify:No qos_group:No
: frag_type:BEFORE_ENCRYPT df_bit_type:COPY
: sar_enable:No getvpn_mode:SNDRCV_SA
: doing_translation:No assigned_outside_rport:No
: inline_tagging_enabled:No
gos_group: 0x0
mtu: 0x0=0
sar_delta: 0
sar_window: 0x0
sibling_sa: 0x0
sp_ptr: 0x8c392000
sbs_ptr: 0x8bfbf810

| ocal endpoint: 10.1.0.100
renote endpoint: 10.2.0.200

cgid.cid.fid.rid: 0.0.0.0
ivrf: 0
fvrf: 0
trans udp sport: O
trans udp dport: O
first intf name: T

<SNIP>

unnell

EEM(Embedded Event Manager) 23 2 EE AI236t0{ OIO|E| £ZIE RIE5IE

event manager applet Replay-Error

event syslog pattern "%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error"
action 1.0 regexp "([0-9]+)$" "$_syslog_msg" dph

action 2.0 cli command "enable"

action 3.0 cli command "show platform hardware qfp active feature ipsec sa $dph |
append bootflash:replay-error.txt"

ol oM =&E £30| RFEEZEHAIR 2IC[AMELICE o] 32 E24™ more
bootflash:replay-error.txt HE S AFE & LICH

e e

rkl



« 249l H|C|2 X2 IPSec VPN(V3PN) £ 2 M 2t x HE Q3 MA|
 |Psec Anti-Replay Window T4d gt sHxF Ol 4| & A3}
« 7|2 X 2 E M - Cisco Systems

[ltok
kol



http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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