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Current configuration: 1300 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane Routerl

!

i p subnet-zero

|

!'--- Enables IPX routing. ipx routing 00e0.b064.258e

1

!--—- Defines the IKE policy identifying the parameters
for building IKE SAs.
crypto isakmp policy 10

authentication pre-share

group 2

lifetime 3600

!--- Defines the pre-shared key for the remote peer.

crypto isakmp key cisco address 200.1.1.1
|

crypto ipsec transform-set tunnelset esp-des esp-md5-
hmac

!

!--—- Configures the router to use the address of
Loopback(0 interface !--- for IKE and IPSec traffic.
crypto map toBB local-address Loopback0

!--- Defines a crypto map to be used for establishing
IPSec SAs.

crypto map toBB 10 ipsec-isakmp

set peer 200.1.1.1

!--- Defines the transform set to be used for IPSec SAs.

IPX Network BB

S30 E210
Router2

150002 751411



set transform-set tunnelset

match address 101

1
i nterface LoopbackO

i p address 100.1.1.1 255.255.255.0

!

!--- Configures a GRE tunnel for transporting IPX
traffic. interface Tunnel0

no i p address

ipx network CC
tunnel source Seriall/O0
tunnel destination 150.0.0.2

1

interface Seriall/O

i p address 150.0.0.1 255.255.255.0

!--- Applies the crypto map to the physical interface
used !--- for carrying GRE tunnel traffic. crypto map
toBB

!

interface Ethernet3/0

ip address 175.1.1.1 255.255.255.0

ipx network AA

!--- Output suppressed. ip classless ip route 0.0.0.0
0.0.0.0 150.0.0.2 no ip http server ! !--- Configures
GRE tunnel traffic to be encrypted using IPSec. access-
list 101 permit gre host 150.0.0.1 host 150.0.0.2

1
line con O

transport input none
line aux O
line vty 0 4

l ogin

!
end

BtE 2

Current configuration: 1525 bytes

]
version 12.2

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

no service password-encryption

]

host nane Rout er 2

!

i p subnet-zero

!

!--- Enables IPX routing. ipx routing 0010.7b37.c8ae
]

!--- Defines the IKE policy identifying the parameters
for building IKE SAs.
crypto isakmp policy 10

authentication pre-share

group 2

lifetime 3600

!--- Defines the pre-shared key for the remote peer.
crypto isakmp key cisco address 100.1.1.1

]

!--- Defines the transform set to be used for IPSec SAs.




crypto ipsec transform-set tunnelset esp-des esp-md5-
hmac

!
!--- Configures the router to use the address of
Loopback(0 interface !--- for IKE and IPSec traffic.
crypto map toAA local-address LoopbackO

!--- Defines a crypto map to be used for establishing
IPSec SAs.
crypto map toAA 10 ipsec-isakmp

set peer 100.1.1.1

set transform-set tunnelset

match address 101

!
i nterface LoopbackO

i p address 200.1.1.1 255.255.255.0
!
!--- Configures a GRE tunnel for transporting IPX
traffic interface Tunnel0

no i p address

ipx network CC

tunnel source Serial3/0

tunnel destination 150.0.0.1

1
interface Ethernet2/0

ip address 75.1.1.1 255.255.255.0

ipx network BB

1
interface Serial 3/0

i p address 150.0.0.2 255.255.255.0

cl ockrate 9600

!--- Applies the crypto map to the physical interface
used !--- for carrying GRE tunnel traffic. crypto map
toAA

!

!--- Output suppressed. ip classless ip route 0.0.0.0
0.0.0.0 150.0.0.1 no ip http server ! !--- Configures
GRE tunnel traffic to be encrypted using IPSec. access-
list 101 permit gre host 150.0.0.2 host 150.0.0.1

1

line con O

transport input none

line aux O

line vty 0 4

l ogin

ol MMofME AI|ago|Mo| M2 ESsteEX| #olste ol AH8E 4= Qe HEE NS gLich
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& show B2 £ QIHZZ|H £ oM X|HE|=CH(SSE n4eh, 0| E2 AE5IE show B
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- show ipx interface - C|HFO|A O T2 4dEl IPX QIE{H|O|A 2| A EH & OH7H B4=~(0d: IPX I ERA
ol = FA)E EAISLICH

. show ipx route - IPX 2t & HIO|2 2| LIS E AR LICH.

. show crypto isakmp sa - 2t FE{2| IKE SAE E A|5t04 1EHAH| E ot 442 FE AR LICH IKE



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/ios/12_1/atipx/command/reference/2rdipx5.html#wp1067258
//www.cisco.com/en/US/docs/ios/12_2/atipx/command/reference/2rfipx5.html#wp1029172
//www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_r1g.html#wp1074075

SAE X5 U 502 7hE52{H EA|Sl= A'EH7+ QM_IDLEO|oqof FrLct.

. show crypto ipsec sa - 2t R E{2| &4 IPSec SAL| XAt EE 2 E A|5104 2CHH| Eot ¢4

EABLICH

- show crypto map—&t £ 3 HAM|A S5, #HE EF, Tlo| S| MFAIZ T A 2B 74

El oS3l e EA|ELICE
. show crypto engine connections active - @12 E QIE{m|0|A, B8t &l 7} 2E{2} &4 E A

S5 EZAFLICL

L

HE S EA
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Rout er 1#show ipx interface ethernet 3/0
Et hernet3/0 is up, line protocol is up
IPX address is AA.00b0.64cb.eabl, NOVELL-ETHER [ up]
Del ay of this IPX network, in ticks is 1 throughput 0 Iink delay O
I PXWAN processing not enabled on this interface.
!I-—- Output suppressed. Router2#show ipx interface ethernet 2/0
Et hernet2/0 is up, line protocol is up
IPX address is BB.0002.l6ae.c161, NOVELL-ETHER [ up]
Delay of this IPX network, in ticks is 1 throughput 0 Iink delay O
I PXWAN processing not enabled on this interface.
!I-—- Output suppressed. Router l#show ipx route
Codes: C - Connected prinary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses, U - Per-user static/Unknown, H - Hol d-down

3 Total IPX routes. Up to 1 parallel paths and 16 hops all owed.

No default route known.

C AA (NOVELL-ETHER), Et3/0
C CC ( TUNNEL) , Tuo
R BB [151/01] via CC.0010.7b37.c8ae, 56s, Tul

Rout er 2#show ipx route

Codes: C - Connected prinary network, ¢ - Connected secondary network
S - Static, F - Floating static, L - Local (internal), W- |PXWAN
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses, U - Per-user static/Unknown, H - Hol d- down

3 Total IPX routes. Up to 1 parallel paths and 16 hops all owed.

No default route known.

C BB (NOVELL- ETHER), Et2/0
C CC ( TUNNEL) , Tuo
R AA [151/01] via CC.00e0.b064.258e, 8s, Tul

Rout er 1#ping ipx BB.0010.7b37.c8ae

Type escape sequence to abort.
Sendi ng 5, 100-byte |IPX Novell Echoes to BB.0002. 16ae.c161, tineout is 2 seconds
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Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/53/56 s
Rout er 2#ping ipx AA.00b0.64cb.eabl

Type escape sequence to abort.
Sendi ng 5, 100-byte | PX Novell Echoes to AA 00bO. 64cb. eabl, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 52/53/56 ms

Rout er 1#show crypto isakmp sa
dst src state conn-id sl ot
200.1.1.1 100.1.1.1 QM_IDLE 5 0

Rout er 1#show crypto ipsec sa detail

interface: Seriall/0
Crypto map tag: toBB, local addr. 100.1.1.1

local ident (addr/mask/prot/port): (150.0.0.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (150.0.0.2/255.255.255.255/47/0)
current_peer: 200.1.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 343, #pkts encrypt: 343, #pkts digest 343
#pkts decaps: 343, #pkts decrypt: 343, #pkts verify 343
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0
#pkts no sa (send) 1, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) O
#pkts invalid prot (recv) 0, #pkts verify failed: 0O
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) O
##pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (recv) O

| ocal crypto endpt.: 100.1.1.1, renote crypto endpt.: 200.1.1.1
path mu 1500, ip nmu 1500, ip ntu interface Serial1/0
current outbound spi: CB6F6DA6

i nbound esp sas:
spi: OxFD6F387(265745287)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2010, flow.id: 11, crypto nap: toBB
sa timng: remaining key lifetime (k/sec): (4607994/1892)
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: OxCB6F6DA6(3413077414)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2011, flow.id: 12, crypto nap: toBB
sa timng: remaining key lifetime (k/sec): (4607994/1892)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:



out bound pcp sas:

Rout er 1#show crypto map
Crypto Map: "toBB" idb: Loopback0 local address: 100.1.1.1

Crypto Map "toBB" 10 ipsec-isaknp

Peer = 200.1.1.1
Extended IP access list 101

access-list 101 permit gre host 150.0.0.1 host 150.0.0.2
Current peer: 200.1.1.1
Security association lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform sets={ tunnelset, }
Interfaces using crypto map toBB:

Seriall/o0

Rout er 1#show crypto engine connections active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt

5 <none> <none> set HVAC_SHA+DES 56_CB 0 0
2010 Serial1/0 150.0.0.1 set HVAC_MD5+DES_56_CB 0 40
2011 Serial1/0 150.0.0.1 set HVAC_MD5+DES_56_CB 45 0
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Rout er 1#show debug
Crypt ogr aphi ¢ Subsystem
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Cr
Cr
Cr
Rout

ypt o | SAKMP debugging i s on
ypt o Engi ne debugging is on
ypt o | PSEC debugging is on
erl#

!--- GRE traffic matching crypto ACL triggers IPSec processing *Mar 2 00:41:17.593:

IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 100.1.1.1, remote= 200.1.1.1,

local_proxy= 150.0.0.1/255.255.255.255/47/0 (type=1),
remote_proxy= 150.0.0.2/255.255.255.255/47/0 (type=1l),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 3600s and 4608000kb,

spi = 0x9AADO079(2595029113), conn_id= 0, keysize= 0, flags= 0x400C

*Mar 2 00:41:17.597: | SAKMP: received ke nmessage (1/1)
! --- IKE uses UDP port 500, begins main mode exchange. *Mar 2 00:41:17.597: ISAKMP: local port
500, remote port 500
*Mar 2 00:41:17.597: ISARMP (0:1): beginning Main Mode exchange
*Mar 2 00:41:17.597: | SAKMP (0:1): sending packet to 200.1.1.1 (1) MV .NO STATE
*Mar 2 00:41:17.773: | SAKMP (0:1): received packet from200.1.1.1 (1) MV.NO _STATE
*Mar 2 00:41:17.773: | SAKMP (0:1): processing SA payload. nessage ID =0
*Mar 2 00:41:17.773: | SAKMP (0:1): found peer pre-shared key matching 200.1.1.1
*Mar 2 00:41:17.773: | SAKMP (0:1): Checking | SAKMP transform 1 against priority 10 policy
|--- IKE SAs are negotiated. *Mar 2 00:41:17.773: ISAKMP: encryption DES-CBC
*Mar 2 00:41:17.773: ISAKMP: hash SHA
*Mar 2 00:41:17.773: ISAKMP: default group 2
*Mar 2 00:41:17.773: ISAKMP: auth pre-share
*Mar 2 00:41:17.773: ISAKMP: life type in seconds
*Mar 2 00:41:17.773: ISAKMP: life duration (basic) of 3600
*Mar 2 00:41:17.773: ISAKMP (0:1): atts are acceptable. Next payload is 0
*Mar 2 00:41:17.773: CryptoEngi ne0: generate al g paraneter
*Mar 2 00:41:17.905: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 2 00:41:17.905: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 2 00:41:17.905: I SAKMP (0:1): SA is doing pre-shared key authentication using id type
1D | PV4_
ADDR
*Mar 2 00:41:17.905: | SAKMP (0:1): sending packet to 200.1.1.1 (I) MV .SA SETUP
*Mar 2 00:41:18.149: | SAKMP (0:1): received packet from200.1.1.1 (1) MV_SA SETUP
*Mar 2 00:41:18.153: | SAKMP (0:1): processing KE payl oad. nessage ID =0
*Mar 2 00:41:18.153: CryptoEngi ne0: generate al g paraneter
*Mar 2 00:41:18.317: | SAKMP (0:1): processi ng NONCE payl oad. nessage ID =0
*Mar 2 00:41:18.317: | SAKMP (0:1): found peer pre-shared key matching 200.1.1.1
*Mar 2 00:41:18.317: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1
*Mar 2 00:41:18.321: | SAKMP (0:1): SKEYID state generated
*Mar 2 00:41:18.321: | SAKMP (0:1): processing vendor id payl oad
*Mar 2 00:41:18.321: | SAKWMP (0:1): speaking to another |10OS box!
*Mar 2 00:41:18.321: | SAKMP (1): 1D payl oad

next - payl oad : 8

type 1

pr ot ocol : 17

port : 500

I ength : 8
*Mar 2 00:41:18.321: | SAKMP (1): Total payload length: 12
*Mar 2 00:41:18.321: CryptoEngi ne0: generate hmac context for conn id 1
*Mar 2 00:41:18.321: | SAKMP (0:1): sending packet to 200.1.1.1 (I) MV KEY_EXCH
*Mar 2 00:41:18.361: | SAKMP (0:1): received packet from200.1.1.1 (1) MV KEY_EXCH
*Mar 2 00:41:18.361: | SAKMP (0:1): processing ID payl oad. nessage ID =0
*Mar 2 00:41:18.361: | SAKMP (0:1): processing HASH payl oad. nmessage ID = 0
*Mar 2 00:41:18.361: CryptoEngi ne0: generate hmac context for conn id 1
!-—- Peer is authenticated. *Mar 2 00:41:18.361: ISAKMP (0:1): SA has been authenticated with
200.1.1.1

!--- Begins quick mode exchange. *Mar 2 00:41:18.361: ISAKMP (0:1): beginning Quick Mode
exchange, M-ID of -2078851837

* Mar
* Mar
* Mar

2 00:41:18.365: CryptoEngi ne0: generate hmac context for conn id 1
2 00:41:18.365: | SAKWMP (0:1): sending packet to 200.1.1.1 (I) QVLIDLE
2 00:41:18.365: CryptoEngi ne0: clear dh nunber for conn id 1



*Mar 2 00:41:18.681: | SAKMP (0:1): received packet from200.1.1.1 (1) QV.IDLE

*Mar 2 00:41:18.681: CryptoEngi ne0: generate hmac context for conn id 1

*Mar 2 00:41:18.685: | SAKMP (0:1): processing HASH payl oad. message | D = -2078851837
*Mar 2 00:41:18.685: | SAKMP (0:1): processing SA payl oad. nessage |ID = -2078851837

! --- Negotiates IPSec SA. *Mar 2 00:41:18.685: ISAKMP (0:1): Checking IPSec proposal 1
*Mar 2 00:41:18.685: ISAKMP: transform 1, ESP_DES

*Mar 2 00:41:18.685: ISAKMP: attributes in transform:

*Mar 2 00:41:18.685: ISAKMP: encaps is 1

*Mar 2 00:41:18.685: ISAKMP: SA life type in seconds

*Mar 2 00:41:18.685: ISAKMP: SA life duration (basic) of 3600

*Mar 2 00:41:18.685: ISAKMP: SA life type in kilobytes

*Mar 2 00:41:18.685: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
*Mar 2 00:41:18.685: ISAKMP: authenticator is HMAC-MD5

*Mar 2 00:41:18.685: validate proposal 0

*Mar 2 00:41:18.685: ISAKMP (0:1): atts are acceptable.

*Mar 2 00:41:18.685: | PSEC(val i date_proposal _request): proposal part #1,

(key eng. nmsg.) INBOUND |l ocal = 100.1.1.1, renote= 200.1.1.1,
| ocal _proxy= 150.0. 0. 1/ 255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 150. 0. 0. 2/ 255. 255. 255. 255/ 47/ 0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 2 00:41:18.689: validate proposal request O

*Mar 2 00:41:18.689: | SAKMP (0:1): processing NONCE payl oad. nessage ID = -2078851837
*Mar 2 00:41:18.689: | SAKMP (0:1): processing | D payl oad. nessage |ID = -2078851837
*Mar 2 00:41:18.689: | SAKMP (0:1): processing | D payl oad. nessage |ID = -2078851837
*Mar 2 00:41:18.689: CryptoEngi ne0: generate hmac context for conn id 1

*Mar 2 00:41:18.689: ipsec allocate flow O

*Mar 2 00:41:18.689: ipsec allocate flow O
!--- IPSec SAs are generated for inbound and outbound traffic. *Mar 2 00:41:18.693: ISAKMP
(0:1): Creating IPSec SAs

*Mar 2 00:41:18.693: inbound SA from 200.1.1.1 to 100.1.1.1
(proxy 150.0.0.2 to 150.0.0.1)

*Mar 2 00:41:18.693: has spi 0x9AAD0079 and conn_id 2000 and flags 4
*Mar 2 00:41:18. 693: lifetinme of 3600 seconds
*Mar 2 00:41:18.693: lifetime of 4608000 kil obytes
*Mar 2 00:41:18.693: outbound SA from 100.1.1.1 to 200.1.1.1 (proxy
150.0.0.1

to 150.0.0.2 )
*Mar 2 00:41:18.693: has spi -1609905338 and conn_id 2001 and flags C
*Mar 2 00:41:18. 693: lifetinme of 3600 seconds
*Mar 2 00:41:18.693: lifetime of 4608000 kil obytes
*Mar 2 00:41:18.697: | SAKMP (0:1): sending packet to 200.1.1.1 (I) QVLIDLE
*Mar 2 00:41:18.697: | SAKWMP (0:1): deleting node -2078851837 error FALSE reason ""
*Mar 2 00:41:18.697: | PSEC(key_engine): got a queue event. ..
*Mar 2 00:41:18.697: IPSEC(initialize_sas): ,

(key eng. nmsg.) INBOUND |l ocal = 100.1.1.1, renote= 200.1.1.1,
| ocal _proxy= 150.0.0.1/0.0.0.0/47/0 (type=1),
renot e_proxy= 150.0.0.2/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x9AADO079(2595029113), conn_i d= 2000, keysize= 0, flags= 0x4
*Mar 2 00:41:18.697: IPSEC(initialize_sas): ,
(key eng. nmsg.) OUTBOUND | ocal = 100.1.1.1, renote= 200.1.1.1,
| ocal _proxy= 150.0.0.1/0.0.0.0/47/0 (type=1),
renot e_proxy= 150.0.0.2/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = OxAOOACB46(2685061958), conn_i d= 2001, keysize= 0, flags= 0xC
*Mar 2 00:41:18.697: | PSEC(create_sa): sa created,
(sa) sa_dest= 100.1.1.1, sa_prot= 50,
sa_spi = 0x9AAD0079(2595029113),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000
*Mar 2 00:41:18.701: | PSEC(create_sa): sa created,



(sa) sa_dest= 200.1.1.1, sa_prot= 50,
sa_spi = OxAOOACB46(2685061958),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001

Rout er 1#

2P E 2

Rout er 2#show debug

Crypt ogr aphi ¢ Subsystem
Crypt o | SAKMP debugging is on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on
Rout er 2#
I -—— IKE processing begins here. *Mar 2 00:30:26.093: ISAKMP (0:0): received packet from
100.1.1.1 (N) NEW SA
*Mar 2 00: 30:26.093: | SAKMP: |ocal port 500, renpte port 500
*Mar 2 00:30:26.093: | SAKMP (0:1): processing SA payload. nessage ID =0
*Mar 2 00:30:26.093: | SAKMP (0:1): found peer pre-shared key matching 100.1.1.1
!-——- IKE SAs are negotiated. *Mar 2 00:30:26.093: ISAKMP (0:1): Checking ISAKMP transform 1
against priority 10 policy

*Mar 2 00:30:26.093: ISAKMP: encryption DES-CBC

*Mar 2 00:30:26.093: ISAKMP: hash SHA

*Mar 2 00:30:26.093: ISAKMP: default group 2

*Mar 2 00:30:26.093: ISAKMP: auth pre-share

*Mar 2 00:30:26.093: ISAKMP: life type in seconds

*Mar 2 00:30:26.093: ISAKMP: life duration (basic) of 3600

*Mar 2 00:30:26.093: ISAKMP (0:1): atts are acceptable. Next payload is 0

*Mar 2 00: 30: 26.097: CryptoEngi ne0: generate al g paraneter

*Mar 2 00: 30: 26. 229: CRYPTO ENG NE: Dh phase 1 status: O

*Mar 2 00: 30: 26. 229: CRYPTO ENG NE: Dh phase 1 status: O

*Mar 2 00: 30:26.229: ISAKMP (0:1): SA is doing pre-shared key authentication using id type
1D | PV4

ADDR

*Mar 2 00: 30:26.229: | SAKMP (0:1): sending packet to 100.1.1.1 (R} MV_SA SETUP
*Mar 2 00:30:26.417: | SAKMP (0:1): received packet from100.1.1.1 (R} MV _SA SETUP
*Mar 2 00:30:26.417: | SAKMP (0:1): processing KE payl oad. nessage ID =0

*Mar 2 00: 30: 26.417: CryptoEngi ne0: generate al g paraneter

*Mar 2 00: 30:26.589: | SAKMP (0:1): processing NONCE payl oad. nessage ID =0

*Mar 2 00: 30:26.589: | SAKMP (0:1): found peer pre-shared key matching 100.1.1.1
*Mar 2 00: 30: 26.593: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1

*Mar 2 00: 30:26.593: | SAKMP (0:1):

SKEYI D state generated

*Mar 2 00: 30:26.593: | SAKMP (0:1): processing vendor id payl oad

*Mar 2 00: 30:26.593: | SAKMP (0:1): speaking to another |10OS box!

*Mar 2 00: 30:26.593: | SAKMP (0:1): sending packet to 100.1.1.1 (R} MV KEY_EXCH
*Mar 2 00:30:26.813: | SAKMP (0:1): received packet from100.1.1.1 (R} MV KEY_EXCH
*Mar 2 00:30:26.817: | SAKMP (0:1): processing ID payload. nessage ID =0

*Mar 2 00:30:26.817: | SAKMP (0:1): processing HASH payl oad. nessage ID = 0

*Mar 2 00: 30:26.817: CryptoEngi ne0: generate hmac context for conn id 1
!-—- Peer is authenticated. *Mar 2 00:30:26.817: ISAKMP (0:1): SA has been authenticated with
100.1.1.1
*Mar 2 00:30:26.817: | SAKMP (1): 1D payl oad
next - payl oad : 8

type 1
pr ot ocol .17
port . 500
I ength . 8

*Mar 2 00:30:26.817: | SAKMP (1): Total payload length: 12
*Mar 2 00: 30:26.817: CryptoEngi ne0: generate hmac context for conn id 1



*Mar 2 00:30:26.817: CryptoEngi ne0: clear dh nunber for conn id 1

*Mar 2 00: 30:26.821: | SAKMP (0:1): sending packet to 100.1.1.1 (R} QVLIDLE

*Mar 2 00: 30:26.869: | SAKMP (0:1): received packet from100.1.1.1 (R QW.IDLE

*Mar 2 00: 30: 26.869: Crypt oEngi ne0: generate hmac context for conn id 1

*Mar 2 00: 30:26.869: | SAKMP (0:1): processing HASH payl oad. message | D = -2078851837
*Mar 2 00:30:26.873: | SAKMP (0:1): processing SA payl oad. nessage |ID = -2078851837
!--- IPSec SAs are negotiated. *Mar 2 00:30:26.873: ISAKMP (0:1): Checking IPSec proposal 1
*Mar 2 00:30:26.873: ISAKMP: transform 1, ESP_DES

*Mar 2 00:30:26.873: ISAKMP: attributes in transform:

*Mar 2 00:30:26.873: ISAKMP: encaps is 1

*Mar 2 00:30:26.873: ISAKMP: SA life type in seconds

*Mar 2 00:30:26.873: ISAKMP: SA life duration (basic) of 3600

*Mar 2 00:30:26.873: ISAKMP: SA life type in kilobytes

*Mar 2 00:30:26.873: ISAKMP: SA life duration (VPI) of O0x0 0x46 0x50 0x0

*Mar 2 00:30:26.873: ISAKMP: authenticator is HMAC-MD5

*Mar 2 00:30:26.873: validate proposal 0

*Mar 2 00:30:26.873: ISAKMP (0:1): atts are acceptable.

*Mar 2 00: 30:26.873: | PSEC(val i dat e_proposal _request): proposal part #1,

(key eng. nsg.) INBOUND | ocal = 200.1.1.1,

renmote= 100.1.1.1,

| ocal _proxy= 150. 0. 0. 2/ 255. 255. 255. 255/ 47/ 0 (type=1),
renot e_proxy= 150. 0. 0. 1/ 255. 255. 255. 255/ 47/ 0 (type=1),

protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

*Mar 2 00: 30:26.873: validate proposal request O
*Mar 2 00:30:26.877: | SAKMP (0:1): processing NONCE payl oad. nessage ID = -2078851837
*Mar 2 00:30:26.877: | SAKMP (0:1): processing | D payl oad. nessage |ID = -2078851837
*Mar 2 00:30:26.877: | SAKMP (0:1): processing | D payl oad. nessage |ID = -2078851837
*Mar 2 00:30:26.877: | SAKMP (0:1): asking for 1 spis fromipsec
*Mar 2 00: 30:26.877: | PSEC(key_engine): got a queue event. ..
*Mar 2 00: 30:26.877: | PSEC(spi _response): getting spi 2685061958 for SA

from200.1.1.1 to 100.1.1.1 for prot 3
*Mar 2 00: 30:26.877: | SAKMP: received ke nmessage (2/1)
*Mar 2 00: 30:27.129: CryptoEngi ne0: generate hmac context for conn id 1
*Mar 2 00:30:27.129: | SAKMP (0:1): sending packet to 100.1.1.1 (R} QVLIDLE
*Mar 2 00:30:27.185: | SAKMP (0:1): received packet from100.1.1.1 (R QW.IDLE
*Mar 2 00: 30:27.189: CryptoEngi ne0: generate hmac context for conn id 1
*Mar 2 00:30:27.189: ipsec allocate flow O
*Mar 2 00:30:27.189: ipsec allocate flow O
!--- IPSec SAs are generated for inbound and outbound traffic. *Mar 2 00:30:27.193: ISAKMP
(0:1): Creating IPSec SAs
*Mar 2 00:30:27.193: inbound SA from 100.1.1.1 to 200.1.1.1

(proxy 150.0.0.1 to 150.0.0.2)
*Mar 2 00: 30:27.193: has spi OxAOO0ACB46 and conn_id 2000 and flags 4
*Mar 2 00:30: 27. 193: lifetinme of 3600 seconds
*Mar 2 00: 30:27.193: lifetime of 4608000 kil obytes
*Mar 2 00:30:27.193: outbound SA from 200.1.1.1 to 100.1.1.1 (proxy
150.0.0.2

to 150.0.0.1 )
*Mar 2 00: 30:27.193: has spi -1699938183 and conn_id 2001 and flags C
*Mar 2 00:30:27. 193: lifetinme of 3600 seconds
*Mar 2 00: 30:27.193: lifetime of 4608000 kil obytes
*Mar 2 00:30:27.193: | SAKMP (0:1): deleting node -2078851837 error FALSE reason "quick node
done (a
wait()"
*Mar 2 00: 30:27.193: | PSEC(key_engi ne): got a queue event. ..
*Mar 2 00:30:27.193: IPSEC(initialize_sas): ,
(key eng. msg.) INBOUND | ocal = 200.1.1.1, renpote= 100.1.1.1,

| ocal _proxy= 150.0.0.2/0.0.0.0/47/0 (type=1),
renot e_proxy= 150.0.0.1/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = OxAOOACB46(2685061958),
2 00: 30: 27. 197:

* Mar I PSEC(initialize_sas): ,

conn_i d= 2000, keysize= 0,

flags= 0x4



(key eng. nmsg.) OUTBOUND | ocal = 200.1.1.1, renote= 100.1.1.1,
| ocal _proxy= 150.0.0.2/0.0.0.0/47/0 (type=1),
renot e_proxy= 150.0.0.1/0.0.0.0/47/0 (type=1),
protocol = ESP, transfornr esp-des esp-nd5-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x9AADO079(2595029113), conn_id= 2001, keysize= 0, flags= 0xC
*Mar 2 00:30:27.197: | PSEC(create_sa): sa created,
(sa) sa_dest= 200.1.1.1, sa_prot= 50,
sa_spi = OxAOOACB46(2685061958),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2000
*Mar 2 00:30:27.197: | PSEC(create_sa): sa created,
(sa) sa_dest= 100.1.1.1, sa_prot= 50,
sa_spi = 0x9AAD0079(2595029113),
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2001

Rout er 2#
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