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TRUSTED Inter‘faci _ - _IRUSTED Interface
UNTRUSTED Interface UNTRUSTED Interface
4 »

E TRUSTED Inteface I:I
| (Uplink) ,

<#froot>

1. Enable DHCP snooping globally on the switch
switch(config)#

i p dhcp snoopi ng



2. Designate ports that forward traffic toward the DHCP server as trusted
switch(config-if)#

i p dhcp snooping trust

(Addi tional verification)

- List uplink ports according to the topology, ensure all the uplink ports toward the DHCP server a

trusted

- List the port where the Legitimate DHCP Server is connected (include any Secondary DHCP Server)
- Ensure that no other port is configured as trusted

3. Configure DHCP rate 1limiting on each untrusted port (Optional)
switch(config-if)#

ip dhcp snooping limt rate 10 << ----- 10 packets per second (pps)

4. Enable DHCP snooping in specific VLAN
switch(config)#

i p dhcp snooping vlian 10

<< ----- Al'low the switch to snoop the traffic for that specific VLAN

5. Enable the insertion and removal of option-82 information DHCP packets
switch(config)#

i p dhcp snooping informati on option

<-- Enable insertion of option 82

switch(config)#

no i p dhcp snooping information option

<-- Disable insertion of option 82

### Exanpl e ###

Legitimate DHCP Server Interface and Secondary DHCP Server, if available

Server Interface

interface FortyGigabitEthernetl/0/5



switchport mode access
switchport mode access vlan 11

i p dhcp snooping trust

end
Uplink interface

interface FortyGigabitEthernetl/0/10
switchport mode trunk

i p dhcp snooping trust

end

User Interface

<< ----- Al interfaces are UNTRUSTED by default

interface FortyGigabitEthernetl/0/2

switchport access vlan 10
switchport mode access

ip dhcp snooping limt rate 10

<< ----- Opti ona

~ & 11 option-82 THZ!2 5{&35t24™ ip dhep snooping information =M allow-untrusted& &%

stolfoF g LICt,

245t= VLANO{| A DHCP SnoopingO| & 445} £|0] Ql=x| & olstm AlZ|at & Ql= OIE{m|o|A 9}
A= K| EHQIFLICH FHE K27t (e ER 8T S5

M+~ gls QB o|ATE & LEEE|0] RIE
T LhdE|of Qe Rl FH gLt

<tfroot>

swi t ch#show i p dhcp snoopi ng

Switch DHCP snooping is



enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:

10-11

DHCP

snooping i s operational on follow ng VLANs

<<---- Configured and operational on Vlan 10 & 11

10-11

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled

<<---- Option 82 can not be added to DHCP packet

circuit-id default format: vlan-mod-port
remote-id: 00a3.d144.1a80 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface

Trust ed

Allow option Rate Timit (pps)

FortyGigabitEthernetl/0/2
no
no 10

<<--- Trust is NOT set on this interface

Custom circuit-ids:
FortyGigabitEthernetl1/0/10

yes
yes unlimited

<<--- Trust is set on this interface

Custom circuit-ids:
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« DHCP Snooping2 IP 4 &
AlX|E gto™ OH|o|E{H|0|A
. %|Z A2 X MAC F 401 CHal

<#root>

c9500#show i p dhcp snoopi ng bi ndi ng

MacAddress IpAddress

00:A3:D1:44:20:46 10.0.0.3
85556

dhcp-snooping 10

Total number of bindings: 1

wow o] &

24
=3

off LEFELICH

CH7F B2 E| 7L AR S AEZ R E| DHCPRELEASE M|
ol &s % M 74ErLCt
LIGE HE7F SHEX| &QlghLct.

Lease(sec) Type VLAN Interface

FortyGigabitEthernetl/0/2

O| E0{= DHCP Snooping HE & ZLIE{Z5t= Ol ASE £ = Chfet WHOo| LIZE|o] /&
LICt.
g AFSELICH =5
Ht QIS E|O|Z0l2t 1= 5t= DHCP A5 E H Q= T O|E{H|
OlA0M SXo2 TAE HHITEH EAIBLICH
show ip dhcp snooping binding
-HRIF EF IP FA
show ip dhcp snooping binding
[IP-address] [MAC-address] - Hielg! 2 Mac T4
[interface ethernet slot/port] [vlan-
id] - HiQlE &= i3] QlE{molA
- QY &= VLAN
show ip dhcp snooping G| O|E{H|O[|[DHCP A& HIQIE HIO|E{H|O|A & Ef L SHE EAIRL
s Ct,
DHCP AFE SHE QY T = MEPAIE A2 EAIEL
show ip dhcp snooping S| ot CP &8 &7 FAE = B
show ip source binding sHo2 1™ E FEE HIQIYE EAIELICY.
show interface vlan xyz DHCP m{Z!2 Z220|%1E VLAN SVIE S3&l|l 220|¢E




show buffer input-interface Vian  |[VLANO| 74 El 20| o O|MEE MEELICH =3 Ch7|Ad
xyz dump off &% &= Z|CH M gtol| E25tE 20| AL E2t0[A
EO| DHCP mZ!0| &t x| zlo{ 7 A=l 2E|0] ol 0| Eo| o14

¥ 4 9l 7Y & AsLich

4

o 2 CH7|FoilM At dlE EAIZIX| eE& LT

switch#show int vlan 670

5% SO 25 13%/0%, 12: 10%, 58: 10%

AlZH AAE NTP, 18:39:52.476 UTC Thu Sep 10 2020 L]
C}.

-

VIan6700| & &, EIQI Z 2 E
=

stEQo{= O|HY! SVIO|H 4= 00fd.227a.5920(bia
00fd.227a.5920) /LI C}.

AM™H: jon_media_client

QIE{H FAE 10.27.49.254/23 ] LIC}

MTU 1500H}O|E, BW 1000000Kbit/sec, DLY 10usec,
Ot& M 255/255, txload 1/255, rxload 1/255

&3 ARPA, R Z 80| MYE|X| I3

Keepalive 7 X[ E[X| &t &

ARP £&: ARPA, ARP A|Zt Z=1} 04:00:00

Orx[ef 124 03:01:29, £3 00:00:02, £33 SH iz

"show interface" 7} 2E{E OIX|H 22 X2 &

123 7. 375/375/4020251/0(size/max/drops/flushes), & &
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DHCP Snooping =X& a1 Z25t7| ?/sH THZ! L o|HE C|HTof CHet ZZHR CIHIE &-35t6i e
e
BHEZ ALSELICH 5
C|EH2 =74 mac <mac-address>
o4 . -
& XIS MAC 400 Chet TS ClHZg TAsHLICH
switch#debug =71 mac
bc16.6509.3314
C|H2 =74 vlan <VLAN ID>
of: X|EE VLANO CHet =R C|HZE F& L
switch#debug =74 vlan 10
ClH =7 2IE{H0|A <interface>
0q: - -
i XISl QIE{H 0l A0] CHEH 715 ClHZle FABrLICH
switch#debug condition interface
twentyFiveGigE 1/0/8
DHCP A+ & & C|HZ5te{H Eoi Ltet U= B-EE AFSELCH
BHZ AFSELICH =5
4 Al DHCP TZ! LIS
debug dhcp [detail | 2 | 0|53} |oper DHCP Li¥ OPER
0|&&l DHCP 22I0|9E 0|53} X[
debug ip dhcp server packet detail |[HA|X| =&l U MEE MEHMoZ C|ZY
ip dhcp ME{ O|HIE C|H{ FAEE BlA TR S2 EDELIC
debug ip dhcp snooping agent DHCP A& C|O|EH|O|A 27| & M T CIHT




FO
>
\d

debug ip dhcp snooping event Zt Zto| O|HIE C|H

debug ip dhcp snooping IHZ! dhcp snooping 2 =0 A DHCP T{Z! C|H

debug ip dhcp snooping BEo| £& MEZ £24QlL|Ct.

<#root>

Apr 14 16:16:46.835: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPDI SCOVER, input interface: Fol/0/2

, MAC da: ffff.ffff.ffff, MAC

sa: 00a3.d144. 2046,

IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
Apr 14 16:16:46.835: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo

Apr 14 16:16:48.837: DHCP_SNOOPING:

recei ved new DHCP packet frominput interface (Fortyd gabitEthernet1/0/10)

Apr 14 16:16:48.837: DHCP_SNOOPING:
process new DHCP packet, message type: DHCPOFFER, input interface: Fol/0/10,
MAC da: ffff.ffff.ffff, MAC

sa: 701f.539a. f €46,

IP da: 255.255.255.255, IP sa: 10.0.0.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0
Apr 14 16:16:48.837: platform lookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
Apr 14 16:16:48.837: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.
Apr 14 16:16:48.838: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet
Apr 14 16:16:48.838: Performing rate 1limit check

Apr 14 16:16:48.838: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPREQUEST, input interface: Fol/0/2,
MAC da: ffff.ffff.ffff, MAC

sa: 00a3.d144. 2046,

IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
Apr 14 16:16:48.838: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo
Apr 14 16:16:48.839: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet

Apr 14 16:16:48.840: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPACK, input interface: Fol/0/10

MAC da: ffff.ffff.ffff, MAC
sa: 701f.539a. f e46,

IP da: 255.255.255.255, IP

sa: 10.0.0.1,



DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr:
Apr 14 16:16:48.840: DHCP_SNOOPING: add binding on port FortyGigabitEthernetl/0/2 ckt_id O FortyGigabit
Apr 14 16:16:48.840: DHCP_SNOOPING: added entry to table (index 331)

Apr 14 16:16:48.840:
DHCP_SNOOPI NG dunp binding entry: Mac=00: A3: D1: 44: 20: 46 1 p=10.0.0.5
Lease=86400 Type=dhcp-snooping

VI an=10 | f=FortyG gabi t Et hernet 1/ 0/ 2

Apr 14 16:16:48.840: No entry found for mac(00a3.d144.2046) vlan(10) FortyGigabitEthernetl/0/2

Apr 14 16:16:48.840: host tracking not found for update add dynamic (10.0.0.5, 0.0.0.0, 00a3.d144.2046)
Apr 14 16:16:48.840: platform lookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
Apr 14 16:16:48.840: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.

DHCP A% ¥ O|HIEE C|H{Z5l2{H CtS BAHE -8t

A\ Zo|: debug TS FolsiM ALBSHAAIQ. B2 debug BHS Bo|E HEYI O BES
=0 EX7F "izE e 2 2 Eo| M ALE5te W0l E&LICEH
Rof BHA
1. AHS
2. C|HH &84 & =71 mac {mac-address }
3.CIHO EE = AR
4. BYE ME EAIEE CIHI EA|
5.CIHO E3E =1 K|
6. show platform software trace message ios RO reverse | DHCP Z &
7. EHE XU RF X[R7
NS EFA
0429 cc = Xto4 2 x4
OO 41— 1 k4 = ‘=
AE E& MEt EXEC REE 45t
L|CF.
1EH7A| (|odl:
« IEXZEJ} EAIL|H HL
switch#enable HS E Ql=d&L|Ct

CltH E3HE =74 mac {mac-address}

_ | XIHE MAC TA0] Cist =74=
2EHA |(odl: CIHZE F-ELICt

switch#debug Z34& Z74 mac 0001.6509.3314




0429 cc = Xtod =2 x4
OO L 1- 1 k4 = ‘=
ClHO E3HE =4 Al&
ZUR CIHZE AEfELchEA
SEHA ||odl: S stLto Lx[7H JE R A
e MR ARE 4+ 9l8).
switch#debug ZSHE =74 A[Z
show platform condition ZE= show debug
odl:
AT N HYHE ZHE EAIRLICH
switch#show Z3H& =7
switch#show C|HH
ClH EHE =U B
== |l R|ErL|ChH A
sEHA [lod: o Al = ';C’ W SRS A
oS T T 7 S).
switch#debug ZSH& =74 K|
show platform software trace message ios RO reverse
| DHCP Z &t
ZF|Al = 1o B35t =l
8 EAIRLCH
switch#show platform software trace message ios RO
reverse | DHCP Z &
SHE XU 25 X7
7HA (lodl: BE 278 xSt
switch# Z3H& =74 25 x| 7|
do| 2E MEZ &3 of L|Ct.ebug Z3HE dhcp-snoop all BE.
<#root>

debug pl at f orm dhcp-snoop al |

DHCP Server UDP port

(67)




DHCP Client UDP port

(68)

RELEASE

14 16:
14 16:
14 16:
14 16:

Apr
Apr
Apr
Apr

DI SCOVER

14
14
14
14
14

16:
16:
16:
16:
16:

Apr
Apr
Apr
Apr
Apr

OFFER

Apr 14
Apr 14
Apr 14

16:
16:
16:

REQUEST

Apr 14 16:

44:18.629: pak->vlan_id = 10

44:18.629: dhcp packet src_ip(10.0.0.6) dest_ip(10.0.0.1) src_udp(68) dest_udp(67) src_mac(00
44:18.629: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

44:18.629: dhcp pkt processing routine is called for pak with SMAC = 00a3.d144.2046{mac} and
44:24.637: dhcp packet src_ip(0.0.0.0) dest_ip(255.255.255.255) src_udp(68) dest_udp(67) src_l
44:24.637: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

44:24.637: dhcp pkt processing routine is called for pak with SMAC = 00a3.d144.2046{mac} and
44:24.637: sending dhcp packet out after processing with SMAC = 00a3.d144.2046{mac} and SRC_A
44:24.638: pak->vlan_id = 10

44:24.638: dhcp packet src_ip(10.0.0.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) src
44:24.638: ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

44:24.638: dhcp pkt processing routine is called for pak with SMAC = 701f.539a.fe46{mac} and

44:24.638: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10

c9500#dhcp pkt processing routine is called for pak with SMAC = 0a3.d144.2046{mac} and SRC_ADDR = 0.0.0

ACK
Apr 14 16:44:24.640: dhcp paket src_ip(10.10.10.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) s
Apr 14 16:44:24.640: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10dhcp pkt process
ol Eofl= EHEOIM DHCP AF TS CIHZsts Ol AL 4 Qe Chst B0l LIdE|of 2l
L|CF.
N\ Zol: debug B FolslM AR AUAIL. B2 debug WHE 2ol LEYT 0| BES

O/x|H EX[7F AHTE ek = 2ol M A& st [0l E&LCH

BHES ALSELICH 55

switch#debug platform dhcp-snoop [25F | THZ! |

i)
o

2= NGWC DHCP &+




[T A]

I§Z! NGWC DHCP ASZ mjZ! C|lHa ME

pd-shim NGWC DHCP Snooping IOS Shim
ClH EE

switch#debug ZSHE A Z E Q|04 QIZ 2} punt
dhcp-snoop

FPOIAM AE|H ZHEE ERRIe2 MEE[E
%)

switch#debug Z2SH & AT E Qo] QIZ 2} Al

7HAEE EZ0|QI0M FPE FAUL|E 3!

CPU(Punt/Path Traffic) 2 a1iZ&

FED Z™Ho{AM ZF cPU |:H7I°=| A o{tH EZHEI0| &

0|

Zolol M XElEle ERlE 88).

ME[EX] &g LICHDHCP 25 E2 HEE

« EizZo] AQIX|Z E0{2™H PUNT && 22 CPUM M& El1 dhep snoop RE TS ELICH
o ALAX|MM EBEE X2I5HH INJECT &2 S35l Eef{=lo| o|S&LICt. DHCP OFFER &
ACK THZ!2 L2 Mo4/2IHA| Foil =& LICH

<{froot>

c9500#show pl atform software fed switch active punt cause summary

Statistics for all causes

Cause  Cause Info Rcvd

21 RP<->QFP keepalive 8533

79 dhcp snoop 71

96 Layer2 control protocols 45662
109 shoop packets 100

0 <<---- |f drop counter increases, there can be

c9500#show pl atform software fed sw active inject cause sumary

Statistics for all causes

Cause Cause Info Recvd Dropped
1 L2 control /Il egacy

128354 0 <<---- dropped counter nust NOT increase
2 QFP destination Tookup 18 0



5 QFP <->RP keepalive 8585 0
12 ARP request or response 68 0
25 Layer2 frame to BD 81 0

O BYE Ar&35t04 CPUO] CHEt EEEE £ QI5t 1 DHCP SnoopingO| EEEE A A
o

c9500#
show pl atform software fed switch active punt cpuqg rates

Punt Rate CPU Q Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

Q | Queue | Rx | Rx |  Rx | Drop | Drop | Drop
no | Name | 10s | 1Imin | S5min | 10s | 1Imin | S5min
0 CPU_Q_DOT1X_AUTH 0 0 0 0 0 0
1 CPU_Q_L2_CONTROL 0 0 0 0 0 0
2 CPU_Q_FORUS_TRAFFIC 0 0 0 0 0 0
3 CPU_Q_ICMP_GEN 0 0 0 0 0 0
4 CPU_Q_ROUTING_CONTROL 0 0 0 0 0 0
5 CPU_Q_FORUS_ADDR_RESOLUTION 0 0 0 0 0 0
6 CPU_Q_ICMP_REDIRECT 0 0 0 0 0 0
7 CPU_Q_INTER_FED_TRAFFIC 0 0 0 0 0 0
8 CPU_Q_L2LVX_CONTROL_PKT 0 0 0 0 0 0
9 CPU_Q_EWLC_CONTROL 0 0 0 0 0 0
10 CPU_Q_EWLC_DATA 0 0 0 0 0 0
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 0 0 0
12 CPU_Q_BROADCAST 0 0 0 0 0 0
13 CPU_Q_LEARNING_CACHE_OVFL 0 0 0 0 0 0
14 CPU_Q_SW_FORWARDING 0 0 0 0 0 0
15 CPU_Q_TOPOLOGY_CONTROL 2 2 2 0 0 0
16 CPU_Q_PROTO_SNOOPING 0 0 0 0 0 0
17 CPU_Q _DHCP_SNOOPI NG

0 0 0 0 0

0 <<---- drop counter nust NOT increase

18 CPU_Q_TRANSIT_TRAFFIC 0 0 0 0 0 0
19 CPU_Q_RPF_FAILED 0 0 0 0 0 0
20 CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 0 0 0
21 CPU_Q_LOGGING 0 0 0 0 0 0
22 CPU_Q_PUNT_WEBAUTH 0 0 0 0 0 0
23 CPU_Q_HIGH_RATE_APP 0 0 0 0 0 0
24 CPU_Q_EXCEPTION 0 0 0 0 0 0
25 CPU_Q_SYSTEM_CRITICAL 8 8 8 0 0 0
26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 0 0 0
27 CPU_Q_LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q_EGR_EXCEPTION 0 0 0 0 0 0
29 CPU_Q_FSS 0 0 0 0 0 0
30 CPU_Q_MCAST_DATA 0 0 0 0 0 0
31 CPU_Q_GOLD_PKT 0 0 0 0 0 0
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<#root>
c9500#show pl atform software fed switch active security-fed dhcp-snoop vlan vlian-id 10

PTatform Security DHCP Snooping Vlan Information

Val ue of Snooping DI handl e

is::

OX7F7FAC23E438 I f DHCP Snooping is not enabled the hardware handl e can not be present

<< - - -

Trust Mode

FortyGigabitEthernetl/0/10

trust <<---- Ensure TRUSTED ports are |listed

CoreE = QIgHLICtH

504 LE 9| Asic !

| A QL [T,

QIE{m|o|A QI

. IFM2 E™ X E/F0q/asicol O &=l LY

<#root>
c9500#show pl atform software fed switch active ifm mappi ngs

IF_ID 1Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active

Interface
FortyGigabitEthernetl/0/10

Oxa
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StEffo] IHAE 7HX{2E4H DI_HandleE AtSgfLICH

<#root>
c9500#show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7F7FAC23E43¢

0
Handle:0x7f7fac23e438 Res-Type:ASIC_RSC_DI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_DHCPSNOOPI
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles:

i ndex0: Ox5f 03

mtu_index/13u_ri_index0:0x0 index1:0x5f03 mtu_index/T3u_ri_index1:0x0 index2:0x5f03 mtu_index/13u_ri_i
<SNIP>

<-- Index is 0x5f03

QU A ZF 0x5f032 16TI=0l M 10T+ 2 BHEt Lt

0x5f03 = 24323

3
rir

O| IHA Zf2 1082, ASIC X Core &2 0| BH0IAM ZEof CHsH ofFH Zei27 Al
x| g lghLct.

<#root>

c9500#show pl atform hardware fed switch 1 fwd-asic regi read register-nane SifDestinationlndexTabl e-243:
asic

1

core

For asic 1 core 1
Module 0 - SifDestinationIndexTable[0][
24323

]

<-- the decimal hardware index matches 0x5f03 = 24323

copySegment0

0x1l <<---- If you find this as 0x0, neans that the traffic is not forwarded out of this port. (refer tc



CSCvi39202)copySegmentl : Ox1

dpuSegment0 : 0x0
dpuSegmentl : 0x0
ecUnicast : 0x0

etherChannel0 : 0x0
etherChannell : 0x0
hashPtrl : 0x0
stripSegment : 0x0

£ VLANO CHl DHCP SnoopingO| & Ast|A= X[ & QIgtL|C}.

<{froot>

€c9500#show pl atform software fed switch 1 vlian 10

VLAN Fed Information

Vlan Id IF Id LE Handle STP Handle L3 IF Handle SVI IF

10 0x0000000000420011
0x00007f 7f ac235f a8

0x00007f7fac236798 0x0000000000000000 0x0000000000000000 15

c9500#

show platform hardware fed switch active fwd-asic abstraction print-resource-handle

0x00007f 7f ac235fa8 1 <<---- Last nunber might be 1 or 0, 1 nmeans detailed, O neans brief output

HandTle:0x7f7fac235fa8 Res-Type:ASIC_RSC_VLAN_LE Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2 Lk
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0xf mtu_index/13u_ri_index0:0x0 sm handle
Cookie length: 56

00 00 00 00 00 00 00 00 Oa 00 00 00 00 00 OO0 00 OO OO 00 OO OO 00 OO OO0 00 OO 00 00 OO OO0 00 OO 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

LEAD VLAN | GWw_M.D_SNOOPI NG ENABLED | PV4 val ue 1 Pass <<---- Verify the highlighted values, if any are

LEAD_VLAN_ICMP_MLD_SNOOPING_ENABLED_IPV6 value O Pass

LEAD_VLAN_ARP_OR ND_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_ARP_OR_ND_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_BLOCK_L2_LEARN value 0 Pass
LEAD_VLAN_CONTENT_MATCHING_ENABLED value O Pass
LEAD_VLAN_DEST_MOD_INDEX_TVLAN_LE value 0 Pass

LEAD_VLAN_DHCP_SNOOPI NG _ENABLED | PV4 val ue 1 Pass


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred

LEAD_VLAN_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV4 value 0 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV6 value 0 Pass
LEAD_VLAN_EPOCH value 0 Pass

LEAD_VLAN_L2_PROCESSING_STP_TCN value 0 Pass
LEAD_VLAN_L2FORWARD_IPV4_MULTICAST_PKT value O Pass
LEAD_VLAN_L2FORWARD_IPV6_MULTICAST_PKT value O Pass
LEAD_VLAN_L3_IF_LE_INDEX_PRIO value 0 Pass
LEAD_VLAN_L3IF_LE_INDEX value O Pass

LEAD_VLAN_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_MCAST_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_RIET_OFFSET value 4095 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV4 value 1 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV6 value 1 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV4 value 0 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV6 value O Pass
LEAD_VLAN_VLAN_CLIENT_LABEL value O Pass

LEAD_VLAN_VLAN_CONFIG value 0 Pass

LEAD_VLAN_VLAN_FLOOD_ENABLED value 0 Pass

LEAD_VLAN_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_VLAN_ROLE value 2 Pass

LEAD_VLAN_VLAN_FLOOD_MODE_BITS value 3 Pass

LEAD_VLAN_LVX_VLAN value 0 Pass

LEAD_VLAN_EGRESS_DEJAVU_CANON value 0 Pass
LEAD_VLAN_EGRESS_INGRESS_VLAN_MODE value O Pass
LEAD_VLAN_EGRESS_LOOKUP_VLAN value 0 Pass
LEAD_VLAN_EGRESS_LVX_VLAN value 0 Pass
LEAD_VLAN_EGRESS_SGACL_DISABLED value 3 Pass
LEAD_VLAN_EGRESS_VLAN_CLIENT_LABEL value O Pass
LEAD_VLAN_EGRESS_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_EGRESS_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_EGRESS_INTRA_POD_BCAST value 0 Pass

LEAD_VLAN_EGRESS DHCP_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_EGRESS_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_EGRESS_VXLAN_FLOOD_MODE value 0 Pass
LEAD_VLAN_MAX value 0 Pass

<SNIP>

O| EollE 2to|E HEF0|A DHCP WZ!o| A2 E FX5t= O| AR

Punject show/debug B&E 0| Lt dT|0{ & LICH.

2t Punt/Inject show & debug BH

src_ipv4 192.168.12.1 dst_ipv4 0.0.0.0 if_id Oxf

set platform software trace fed [switch<num|active|standby>] inject verbose — > filter
cpmmandE AIE35t0{ O| EX SAE0 CHEH £ HRE x|™HELICH

debug plat soft fed switch acti inject add-filter cause 255 sub_cause 0 src_mac 0 0 dst_mac 0 0

set platform software trace fed [switch<num|active|standby>] inject debug boot — > for reload




set platform software trace fed [switch<num|active|standby>] punt ‘= O|=

show platform software fed [switch<num|active|standby>] inject summary & 2/

show platform software fed [switch<num|active|standby>] punt &2l 2 oF

show platform software fed [switch<num|active|standby>] inject cpuqg 0

show platform software fed [switch<num|active|standby>] punt cpu 17(dhcp )

show platform software fed [switch<num|active|standby>] active inject packet-capture det

EUE LZES o] Q= &2 A

EE AZEQ|0{ QIZEt HE EA|

CItHO ESHE A Z E )01 infra punt dhcp

CIH ZSHE A X E Q|01 infra inject

Ol WHL EX ZE0|1Eof CHal DHCP TI{Z!0| £AIZ|EX| &0lstE o &L Ct.

« 0| 7|52 AME3IH |I0S-DHCP AZE9|01E S35l CPUNIM ®EIZl= XIHE EEI0|ME
mac =42 ¢1ZAE I E DHCP A5 E SAl2 HXME 4+ Ad&Lich

. 0| 7|52 IPv4 2 IPv6 ERHEIOIM 25 X|HEILICH,

- 0| 7|52 RS2 EMsHELICt

) = Q: 0| HZL Cisco I0S XE Gibraltar 16.12. X0 M A& £ & L|Ct.

switch#show platform dhcpsnooping client stats {mac-address}

switch#show platform dhcpv6snooping ipv6 client stats {mac-address}

<#root>
C9300#
show pl at f orm dhcpsnoopi ng client stats 0000. 1AC2. C148

DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

Packet Trace for client MAC 0000.1AC2.C148:

Timestamp Destination MAC Destination Ip VLAN Message Handler:Action

06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER PUNT:RECEIVED



06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3
£5g X9 o2 BUS ASHUD

255
255
255
255
255

255
255
255
255
255
255

switch#clear platform dhcpsnooping pkt-trace ipv4

switch#clear platform dhcpsnooping pkt-trace ipv6

= )

=4
=

CPU A2 13! ZHx]

DHCPDISCOVER
DHCPDISCOVER
DHCPDISCOVER
DHCPDISCOVER
DHCPDISCOVER
DHCPDISCOVER
DHCPDISCOVER
DHCPOFFER
DHCPOFFER
DHCPOFFER
DHCPOFFER
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPREQUEST
DHCPACK
DHCPACK
DHCPACK

PUNT : TO_DHCPSN
BRIDGE:RECEIVED
BRIDGE:TO_DHCPD
BRIDGE:TO_INJECT
L2INJECT:TO_FWD
INJECT:RECEIVED
INJECT:TO_L2FWD
INJECT:RECEIVED
INTERCEPT:RECEIVED
INTERCEPT : TO_DHCPSN
INJECT : CONSUMED
PUNT : RECEIVED
PUNT : TO_DHCPSN
BRIDGE:RECEIVED
BRIDGE:TO_DHCPD
BRIDGE:TO_INJECT
L2INJECT:TO_FWD
INJECT:RECEIVED
INJECT:TO_L2FWD
INJECT:RECEIVED
INTERCEPT:RECEIVED
INTERCEPT : TO_DHCPSN

DHCP Snooping I{Z!0| &5t 1 KMo BHE SHIZH| fX[st=X| FELICH

N Ao Forwarding Engine Driver CPU Z{%{ & AL& 2ol et &7t
z

<#root>
debug pl atform software fed
[switch<num|active|standby>]
punt/inj ect
packet-capture start
debug pl atform software fed

[switch<num|active|standby>]

punt/inj ect



packet-capture stop
show pl atform software fed
[switch<num|active|standby>]
punt/inj ect

packet-capture brief

#H## PUNT ###

DI SCOVER

—————— Punt Packet Number: 16, Timestamp: 2021/04/14 19:10:09.924 ------
interface :

physi cal : FortyG gabitEthernet1/0/2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]
metadata : cause: 79

[ dhcp snoop],

sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet len: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Punt Packet Number: 23, Timestamp: 2021/04/14 19:10:11.926 ------
interface :

physi cal : FortyG gabitEt hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46



ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68
, Src port:

67

REQUEST

—————— Punt Packet Number: 24, Timestamp: 2021/04/14 19:10:11.927 ------
interface :

physi cal : FortyG gabitEthernet1/0/2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Punt Packet Number: 25, Timestamp: 2021/04/14 19:10:11.929 ------
interface :

physi cal : FortyG gabitEt hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,



src nmac: 701f.539a.fe46

ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

### | NJECT ###

DI SCOVER

—————— Inject Packet Number: 33, Timestamp: 2021/04/14 19:53:01.273 ------
interface : pal:

FortyG gabit Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Inject Packet Number: 51, Timestamp: 2021/04/14 19:53:03.275 ------
interface : pal:

FortyG gabit Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,



src nmac: 701f.539a.fe46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68,
src port:

67

REQUEST

—————— Inject Packet Number: 52, Timestamp: 2021/04/14 19:53:03.276 ------
interface : pal:

FortyG gabit Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Inject Packet Number: 53, Timestamp: 2021/04/14 19:53:03.278 ------
interface : pal:

FortyG gabit Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a.fe46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,



src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

o5t =
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<ttroot>
9500#

request platformsoftware trace rotate al

9500#

set platformsoftware trace fed [switch

] dhcpsn verbose

c9500#show | oggi ng proc fed internal | inc dhcp

<<---- DI _Handl e nust match with the output which retrieves the D handle

2021/04/14 19:24:19.159536 {fed_F0-0}{1}: [dhcpsn] [17035]: (info):

VLAN event on vlan 10, enabled 1



2021/04/14 19:24:19.159975 {fed_F0-03}{1}:
2021/04/14 19:24:19.159978 {fed_F0-03}{1}:

GPN (10) if_id (0x0000000000000012) <<----

2021/04/14 19:24:19.160029 {fed_F0-03}{1}:
2021/04/14 19:24:19.160041 {fed_F0-03}{1}:
2021/04/14 19:24:19.160042 {fed_F0-03}{1}:
2021/04/14 19:24:27.507358 {fed_F0-03}{1}:
2021/04/14 19:24:27.507365 {fed_F0-03}{1}:
2021/04/14 19:24:27.507366 {fed_F0-03}{1}:

Ox7f 7f ac23e438

by dhcp snooping

2021/04/14 19:24:27.507394 {fed_FO0-0}{1}:
2021/04/14 19:24:29.511774 {fed_FO0-0}{1}:
2021/04/14 19:24:29.511780 {fed_F0-0}{1}:
2021/04/14 19:24:29.511780 {fed_F0-0}{1}:

Ox7f 7f ac23e438

by dhcp snooping
2021/04/14 19:24:29.511802 {fed_F0-0}{1}:

[dhcpsn] [17035]: (debug): Program trust ports for this vlan
[dhcpsn] [17035]: (debug):

if_id nust match with the TRUSTED port

[dhcpsn] [17035]: (debug): trusted_if_gq size=1 for vlan=10
[dhcpsn] [17035]: (ERR): update ri has failed vlanid[10]
[dhcpsn] [17035]: (debug): vlan mode changed to enable
[dhcpsn] [23451]: (debug): get di for vlan_id 10

[dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
[inject] [23451]: (verbose): Changing di_handle from Ox7f7fac

[inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai
[dhcpsn] [23451]: (debug): get di for vlan_id 10

[dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
[inject] [23451]: (verbose): Changing di_handle from Ox7f7fac

[inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai

c9500#set platformsoftware trace fed [switch

] asic_app verbose

c9500#show | oggi ng proc fed internal | inc dhcp

2021/04/14 20:13:56.742637 {fed_F0-03}{1}:

VLAN event on vlan 10

, enabled 0

2021/04/14 20:13:56.742783 {fed_F0-0}{1}:
2021/04/14 20:14:13.948214 {fed_FO0-0}{1}:
2021/04/14 20:14:13.948686 {fed_F0-0}{1}:

Programtrust ports for this vlan

2021/04/14 20:14:13.948688 {fed_F0-03}{1}:

GPN (10) if_id (0x0000000000000012) <<----

2021/04/14 20:14:13.948740 {fed_F0-03}{1}:

[dhcpsn] [17035]: (info):

[dhcpsn] [17035]: (debug): vlan mode changed to disable
[dhcpsn] [17035]: (info): VLAN event on vlan 10, enabled 1
[dhcpsn] [17035]: (debug):

[dhcpsn] [17035]: (debug):

if_id nust match with the TRUSTED port

[dhcpsn] [17035]: (debug): trusted_if_gq size=1 for vlan=10



2021/04/14 20:14:13.948753 {fed_F0-0}{1}: [dhcpsn] [17035]: (ERR): update ri has failed vlanid[10]
2021/04/14 20:14:13.948754 {fed_F0-0}{1}: [dhcpsn] [17035]: (debug): vlan mode changed to enable

Suggest ed Traces

set platform software trace fed [switch<num|active|standby>] pm_tdl verbose
set platform software trace fed [switch<num|active|standby>] pm_vec verbose
set platform software trace fed [switch<num|active|standby>] pm_vlan verbose

I NDECT

set platform software trace fed [switch<num|active|standby>] dhcpsn verbose
set platform software trace fed [switch<num|active|standby>] asic_app verbose
set platform software trace fed [switch<num|active|standby>] inject verbose

PUNT

set platform software trace fed [switch<num|active|standby>] dhcpsn verbose
set platform software trace fed [switch<num|active|standby>] asic_app verbse
set platform software trace fed [switch<num|active|standby>] punt ver

Syslog 2! A4
DHCP 4 & RI3H lgt.

A DHCP 2+ E0| x4 &l 2IE{H 0[A0iA DHCP IHZ! £ K|
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ini

%DHCP_SNOOPING-4-DHCP_SNOOPING_ERRDISABLE_WARNING: DHCP Snooping received 300 DHCP packets on interface
%DHCP_SNOOPING-4-DHCP_SNOOPING_RATE_LIMIT_EXCEEDED: The interface Fa0/2 is receiving more than the thre
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%DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message ty
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%DHCP_SNOOPING-5-DHCP_SNOOPING_MATCH_MAC_FAIL: DHCP_SNOOPING drop message because the chaddr doesn't ma
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%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio

HZE ZEM £=AIE BlO]lo{ 2 MAC =4

MYE: DHCP A% 7|s0| HERXI Q| CIE SAENAM MHIA HE 3AE sd5ltis SAEE
ZRIg&LICH

%DHCP_SNOOPING-5-DHCP_SNOOPING_FAKE_INTERFACE: DHCP_SNNOPING drop message with mismatched source interf
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%DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port: GigabitEth

DHCP Snooping &0l Aui#&LICt URLO| HAMAE = gigLCt

%DHCP_SNOOPING-4-AGENT_OPERATION_FAILED: DHCP snooping binding transfer failed. Unable to access URL
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switch#show platform fabric border dhcp snooping ipv4 statistics

switch#show platform fabric border dhcp snooping ipv6 statistics

<tfroot>

£ 11: Cisco SD-Access Fabric Edge DHCP Process/Packet Flow and Decoding0i| CHet &7+
AxEc o HE Mol 710|E & FXRSHMAIR.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp49518/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk16813/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd51480/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm55401/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx25841/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs15759/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk34927

SDA-9300-BORDER#

show pl atform fabric border dhcp snooping ipv4 statistics

Timestamp Source IP Destination IP Source Remote Locator Lisp Instance ID VLAN PROCESS
08-05-2019 00:24:16 10.30.30.1 10.40.40.1 192.168.0.1 8189 88 10
08-05-2019 00:24:16 10.30.30.1 10.40.40.1 192.168.0.1 8189 88 11

SDA-9300-BORDER#

show pl atform fabric border dhcp snooping ipv6 statistics

Timestamp Source IP Destination IP Source Remote Locator Lisp Instanc
08-05-2019 00:41:46 11:11:11:11:11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
08-05-2019 00:41:47 11:11:11:11:11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
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