Catalyst 2 %| EE °.1E4EE+0|7< LIEL{3 9]
SHSAE Y ZEER BA A

|2

MF 2T A
O__I.L Al.o|'
MEE=E M QA

E7| A

HiE HE

F2 14

ol M| AlLtE| 2

DHCP 0|35

24X DHCP RFC & =X

DHCP HIAIX| EfO|E

DHCPDISCOVER

DHCPOFFER

DHCPREQUEST

DHCPACK

DHCPNAK

DHCPDECLINE

DHCPINFORM

DHCPRELEASE

2[A A

DHCP TiZ! E|O|E

Zt0|1E Q9 DHCP MH{7t SUFH MEUIo] @
CtO|P1E-AMEH CHS}

DHCP/BootP Z/2|0] HO|ME 9| 4&

Cisco |0S® 2t E{0l|lA DHCP/BootP Z!ti0] to|ME 7|5 74

TS HIIE M

EX IPHOHEAM DHCP7| 2S5 E StE HHH

DHCP Zl2{|0| 7|s &2 A& %t DHCP %EFOIOJE-HEH CHt

DHCP ZCI0|¢MEJ} IP FAE 7IKMHRE ZZMA

PXE(Pre-Execution Environment) £ & DHCP 124 At

AL FXME AHE3104 DHCP 0|51 & A sHA

S st LAN MIHE M DHCP Z210|¢1E & MO AL FH C|ZE

DHCP Z2}0|¢E S} MHH7I S8t LAN MOHE| A F 5 HEQI EEZX|

DHCP Z/80| HO|MEZ 2 MHE EIREZ E2|E DHCP 220|¢E & MOl AL FXM CIFA
g

ALH-B FH

ALTH-A FH

Z210|E /T AH|0|MO| DHCP TAE 7IXME £+ o
74 AtE| #1: DHCP ZE2I0[HESt S LAN M ™

>.

£ [ DHCP 22X s &
E EE= VLANS| DHCP AMH]




D8 A2 #2: DHCP M %! DHCP 220|211 E = DHCP/BootP Z!2|0| o 0|HE 7|5 & 2|5 74

E E2IREHE FEELIC

DHCP Server on Router Fails Fails(2t2E{2| DHCP ME{7t F4 &2of Aluijgh) - POOL

EXHAUSTED(E M) 2 &

DHCP ZXM iZ 2 &

DHCP A7} gt Mgt o~

DHCP &X|2| 78t &

20|15 o474 gl o|
IE.* =X = &

AQX| ZE ‘_I'Lo £ O1(STP Portfast 2! 7|E} BH2)

. °*E=|7<| NIC ZIE EE £ Catalyst A x| EA| &0l

. DHCP Z2}0|1E 7} DHCP A2t S st MEU EE= VLANOA IP FAE AEX| o

|:|=Iol-|_||_—_|.

G. 2t E DHCP/BootP 2!2{|0| Z1Z[3 20| & Ol

H. 7|-°|X|- AII:I=I(82) Qﬁ A—|7C-I

|. DHCP Ci|O|E{t|0|A Of|O0|ME S/ DHCP S & 24

J. IP T8t 94740f CHi$t CDP Q|

K. Remove Down SVI Disrupts DHCP Snooping Operation(SVI7} DHCP A+ & 2tedg SEHelL

(o]

|aH

ro Ho

B T
i[>
I o

o]

AA
(o]
—

>r0r

ﬂm.oo.>

fu[n
all

L. MgtEl HEEIFJAE FA
AF235t04 DHCP C|H 1

=Z
u
Ho
m
i
T
I
O
ﬂllo

isco I0S DHCP MZ ZHm|ago|M

HC |0 % e

& HI oz 0% |
U b e e
02 2> (% [y

k>
3

| L |E-?-IHOHA‘I DHCP(Dynamic Host Configuration

0| E M| = Cisco Catalyst A9 x| L
Mol ZME sl Zste o chsH AL Ct.

Protocol)@t #t#dEl & 74 x| gt
MNE T ALY
QT AE

ol 2ol CHet &7 @0 &L

N
(o]
il

Ol EME &Y AZEQo] X St=H o HE2 = FHHEX| gh&LICt

Ol 2AQ] B S5 2 BZ0| C|Hi0|AE ECHZ AMEYSLIC Of 2Mof AL E BE Cltt
OlAE % 7[5HE(7|2) HI| TR 0[O 2 AIRtEIAS LIC. Bk IEHZT} 55 50 H9 BE
Hayo| BAIAIQl WEE Ol2] SE|5HAI7| HHELICH



24 TFElofl ChE REMIEH LIS 2 Cisco 71 &l B7| F2I2 HTaH4IAIL.

&1: SEE Cisco 2CHO|HED LR H B T Moi| HAM|AE £+ U&LILCE.

HiE EE

DHCP._ TCP/IP(Transmission Control Protocol/Internet Protocol) & AF&st= AFE{7I HEXZ
E SN EZEEE FE IHTE ASeRE UE = U= HFHLIES MSELICH DHCP=
IETF(Internet Engineering Task Force)2| DHC-WG(Dynamic Host Conﬂquratlon Working
Group)Oll A 7HE 8 7HE =Y E&EQILICEH

DHCPE Z2t0|ME-AMH] mHe{cte 7|8 e 2 $tLCh 0{7|AM DHCP Z2l0|ME(of: ClA3E A
%Eﬁ)E T4 Di7HEH§ 2I5H DHCP Mol @4 & LICt DHCP A= YEtMo 2 HE QT EE
A7t S0l tixletn 2HELICH HEXHZ 2ElR7F MHE dst=2 2 DHCP 2Et0[AUEE ¥
XH |_:||E_C|>__|5_ o|.9|E-II7;.|o.|| X_I %I_ DHjHH=|A§ o|-7<-|7(-lo|—| EK-IOE __rl.A-|oI- 2 OIAL_||_-_|._

=t
=
St
= T AAHE

CHE 29| AE{Z2I0|= WER/I = VLAN(Virtual LAN)O|2tD 3t 5t HERIZE FEE|= 048
MEHoz FEELICH 07| M Bt RE{= ot LIESX 3 zthof EPE'EILIEL I REE 7|EHeR

HZCEIHAEE FMESHX| et o 2 DHCP 20| oo|FME 7| 2350 DHCP EEEIF|AE
E MYst=8 7 -8EX| b= & 28 MEHo| DHCP M7 & Z L|CF.

=L -
CtE2 DHCPL| E 7HX| F2 JHELICH

- DHCP Z20[HE = XZoll 7+ d& IP FAT} Q{222 DHCP MHZRE IP FAE 27| 9
ol BEREIHNAE Q¥E ELHoF °.=.H—II:+

. J|BErMo B BRE|=E EEEIHAE S5t K| ot&LICH DHCP M7 CIE EEEF|AE £
Hel(@o]od 3(L3) WEKXF)ol E % Z20|ME DHCP EEREIHAE S £ 2350 &

LICH. Ol= DHCP Z/&|0] o 0| ME 2 AF 5t04 S| |C}.
. DHCP Z!8j|0]2]| Cisco 2R E{ 342 QE{H0|A Bl ip HH B Sai MBS L

0l

oI&l AlLt2l2

AILIEI2 1: DHCP 22t0|HELl M H|E |3 7+2| Cisco 2t E 2t &

O| Clolo{2 ol FAEI CHE, QIE{H| O] A Ethernet12 Z2}0|HE HEEEIHAE
DHCPDISCOVERE QIE{I{|O|A Ethernet1= S35l 192.168.2.22 ME & L|C}. DHCP MHE{E &L
IHAEE Sl L E o|HELICE O] oo M= BHRE{of CHE F7F Zdx|aeio|MHo| ER35HK| k&
LIC}.


https://www.cisco.com/c/ko_kr/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.ietf.org/
https://datatracker.ietf.org/wg/dhc/about/
https://datatracker.ietf.org/wg/dhc/about/

interface Ethernetl interface Ethernetl
ip address 192.165.2.1 2552552550 192.165.1.1 255255 2550
o ip directed-broadcast no ip directed-broadcast
ip-helper address 193, 165,23

= el e cl R

— —

— Q . -
DHCP Server #__#,-" DHCP Client
19216822 < a7 00e0. 1efl c441

DHCP Z2I0|2E 9} AH HEQZ 7+ et RE

AlLtE|L 2: DHCP EE210|HES HH LUIEL|T 79| L3 2 & B E & X[ 3E Cisco Catalyst &
%l

Clolo{azof| M= CHE QIE{m0|A VLAN202 Z2I0|1E EEEF|AE DHCPDISCOVERE
CIE{H O|A VLAN102 &3l 192.168.2.22 ME R LICH DHCP MHE FLIFHAEE Sall T2
oldgrLict. of ool M= EFRXE{oll CHEt F7t Zm|ael|o|Mo| ER35HX| et&LIch & |7'<| ZTEE
BAE XEZ T3l ofF 3t STP(Spanning-Tree Protocol) ZEMAE T} &/4dstE|n EHZ 4
M2 ol HgdetELct.

mterface Vlan 20
interface ¥ian 1D ip address 192.168.1.1 255 255255.0

ip address 192.168.2.1 255.255.255.0 no ip directed-hroadecast
1p helper-address 192 1651 2
19216822

no ip directed-broadcast

)

DHCP Server :
o B R

DHCP Client
(00e0. 1ef2 cd441)

DHCP Z2/0|HES} HH HEQT 7+9| 13 B & Z=E

DHCP o|3f

DHCPE= 2l RFC(Requests for Comments) 153101l HO|Z|{2H 0|F RFC 213104 2|3 | 7| Z



https://www.ietf.org/rfc/rfc1531.txt

A&LICH DHCP= RFC 95101 HO|E BootP(REAEYM Z2ZEZ)E 7|89 2 FrLCt

DHCPE I AE|O|[M(ZAE)NM £-& AlIP F4, MEL! OtAZ, 7|& 7 O|EH Ol &2 X7

AuoaslolM HEE 71X Ol AFSELICH DHCPE AI835tH ZF SAEE 802 98 &

QI QAELICH EFt SAETICIE IP MEUCZ 0|S5tE 7B O|Fo| AIZ8H JTH CIE IP £4
SAE

7

- O

E M35l of gL|Ct DHCP= RIS 2 2 0] 2dg x{2|gtL|C 7t SHIE IP MEYM IP
H

oI

—_

. RFC 2131 - DHCP

. RFC 2132 - DHCP &M %! BootP HI{ &%

- RFC 1534 - DHCPS} BootP 72| &% 28

. RFC 1542 - BootP& M3 4! &%t

- RFC 2241 - Novell C|EE{2| AH|AO0] CHEF DHCP &4

. RFC 2242 - Netware/IP =H|Q! 0| & ME

. RFC 2489 - A DHCP &M Zo| Mz}
DHCP= 8Lt 0|4 9| AMB{(DHCP A)7F 22+0IE RE A| 22I0|HE(ZAE) IP F4 Y 7|
Ef MEAX M Oi7ed+~E Y st= ECt0|ME-MH ZRS AFSFLICE ol248t Zdx[z22i|ofM of
= MEH7F XI™EE Azt S0 ZEt0[HEN UCHEILICH SAEJ REE|H S AEQ| TCP/IP

ABRH2 P A B MHEYH OtAT J|EF AL 0| Oi7HHs-E 47| {8 EEEFHAE

(DHCPDISCOVER) HIA|X|& & & LICH O|Z A 524 DHCP Mt ZAE 7+o| WEto| AlZHE
LICt O] & 1730l E2t0|HE = CHS0t 20| & HolE HEHE STHELCH

= S

1. X718 &

2. M=

3.23

4. 3A

5. 44l

6. CHA| HFQIE
Olz{8t &Elf Z+ofl O|S3tE{™ S 2t0|AE QL A= DHCP Message Table(DHCP H|IA|X| E|O|=
)ofl LIFE HIAIR| RS wate & AsLch

DHCP HIA|X| Ef|o|&

&A= HAIX| d3E

0x01 [EDQCPD'SCOV 2510|ME T} AFR THS B DHCP AMHHE &t&LICH

0x02 DHCPOFFER Z£¢2}0|21E DHCPDISCOVERO| CHEt M SErlLCt.

rr

MHE HECEFHAEStD, of
FL|CE

>

of Heol& cHZ 3 AMEoiAM XS E

o{E
0x03 DHCPREQUES EPOI.E)_

=
=
T HEE 2%

ok

0x04 DHCPDECLINE Z2CI0|¢E-MB E41- HEQT FA7t 0|0| AR S LIEFHLICE.

=

0x05 DHCPACK Zu[aefold o7t HIUE HERHZ FLE ALEstE MH-Z2EI0|ME S

[e][}

0x06 DHCPNAK MHE-ZEI0|HE

DHCPRELEAS
E

Aojl M Az 2ol of7i#H ol CHEF 2

ofm ofm
0%
jo
X
I
o
r
fu]l

0x07 ZEI0|UE-MH S0 HERXT FAE SHASHD LIHX| ACHE F AL


https://www.ietf.org/rfc/rfc2131.txt
https://www.ietf.org/rfc/rfc951.txt

28tolHE-A

0x08 DHCPINFORM 0|44 OH7HEA

ot

i

DHCPDISCOVER

Zo0|UET ME FEE WM =73 &Ei2tD otH 2ZH =213 MEL0| M UDP(User Datagram
Protocol) 2 E 67(BootP A{H{)2 &35l DHCPDISCOVER MIA|X|E ™&ELICtH E2H0|MEE b4
o| &8t MEHE & &= o2 2 DHCPDISCOVERE &AA IP £4710.0.0.028 2E MEHA HZ
EIHAE(CHA IP FA 255.255.255.255)LICH S210|HE0| TAIE IP TAT} QIODE AA P
F4F 0.0.0.0LICH DHCP M7t ol 24 MEHo| i1 FME|of Q! SHIZ2A &St 42
, DHCP M= HEEEINAEE &1 DHCPOFFER HA|X|2 SE&LICH DHCP M7 24 ME
Hiof e 8 DHCP M7t & E MEY ol DHCPDISCOVER HIA|X|E MY s2{d Ol 24 M
= 40i DHCP/BootP &2|0| o|0|ME 7+ Qlo{oF &FL|Ct.

ol 20| ofo|MEE M& A E(0: Microsoft Windows Server) EE= 2 E{(0dl: QIE{H| O] A &|
H PP HHESZ FHEl Cisco BHRE)Y &= Y& LIC.

DHCPOFFER

DHCPDISCOVER MIA|X|& % Al6tE= DHCP M E UDP ZE 68(BootP 2 2}0|HE)0i| A
DHCPOFFER HIAIX|2 8EE = &L Z2t0|UE 7 DHCPOFFERE & 11 Selecting(MEt)
HEHE O|SELICt 0| DHCPOFFER HIA|X|= 22t0|ME| CHEt 27| Zu|asold HEE =&
gtL|C} o & S0{ DHCP ME{E DHCPOFFER HIA|X|2]| yiaddr ZEof QHME 1P FAE ASLICH
. MEY OtAZ 2 7|82 HO|EO|lE 22 options EE, subnet mask X! 2t E{ S 401 X|HE L
Ct. DHCPOFFER HIAIX|o| CtE LEHHQI Moz = IP T4 CH AlZh, A& AlZH =R OlF
ME, WINS(NetBIOS Name Server)7t AU &LICH. DHCP AMHHE EZEIHAE FAZ
DHCPOFFERE T&35HX|2F, AH|A 9| chaddr HEO| 220|ME StER | FLE ZHsE2, 2
2tO|IE = AtAIO| o| =& CHA IS & &= U&LICH DHCP M7t 24 MEHlo| gi= Z< DHCP
MHE fFLIFHIAE 1iZ!9I DHCPOFFERE UDP ZE 670 M DHCPDISCOVER7} 2
DHCP/BootP 20| t|0|MEZ CtA| EHL|Ct. 22/ DHCP/BootP Z2i0| 60| E &= UDP £
E 682 2Z ME4Y0{AM DHCPOFFERE EECEIHAE 5L SLIFHAESHH, O|= Bootp 22t
O|EO|M MHE HEEEIHAE ZaiTof et Fet &L

DHCPREQUEST

Z2}t0|2E 7t DHCPOFFERE 4=4I5M DHCPREQUEST HIA|X|2 &3t DHCPOFFER2] Oi
I8 =8 O|= B LIEHLHH Requesting & EHE O|S & LICH 220U E= HEH
DHCPDISCOVER HIA|X|E &2 Z} DHCP AH{0{A] 5tL}*] 042{ DHCPOFFER HIAIX|& &S =
&Lt 2Et0|AEE 5tLES| DHCPOFFERE &5t 11 aliEd DHCP AHH0i|2F SESHH & Al
© 2 CtE 2 & DHCPOFFER MA|X|E S & LICE. 22I0|HE = Server Identifier(AHH A{&X})
SM ZCE DHCP M IP FAZ M § MEISH A E Al¥8HL|CH. DHCPREQUESTE E2E
HAEO|7|= 522 DHCPOFFERE E'Hl 2 & DHCP A7t DHCPREQUESTE E 1, ZF Mt
7t DHCPOFFERS| =& & & iR & & + AU&LICH ZEI0|HE| HRFt F7+ AHL|280
M &2 DHCPREQUEST MIAIX|2| options HE=of ZEELICH SEIO|MET} IP FAE MBS
ClEte &4 IP £4740.0.0.02! DHCPREQUEST HIAIX|E M&ELICH 34XH 2Et0|MEE IP F
2§ M8ste 0| EFsICHE Fl2 ot H x| RRE&LICH

DHCPACK

StlolM= 2Eto|AET} o0 /R 2 Faz FEE 24
(@)

al

I



DHCP AMB{ = DHCPREQUESTE 2 % DHCPACK HIAIX |2 & E 40lstn =7|5t m2 A
£ RfEeLICt. DHCPACK MHIA|X|= DHCP MEHe| &AA IP FAE 7HX|H, CHY A= CHA| 3 H
HEZEI|AEO|H 22+0|21E 7} DHCPREQUEST HIA|X|0IM 288t RE Of7] Y445 =& &L
Ct. 22t0|MHE 7} DHCPACKE £=415tM Bound(HIQIEEl) AE|7I £l O|A| LIEQZHM IP FA
E ANE85t0d AIFEH SAlg £ Q&LICt 8, DHCP MHE CHE olo|E{Ho|A0f K& stD
Z2l0|E AR} EE= chaddr 2! 23 [P TAZ QUCHAIE T RSHAH AlESHLICH 22l0o|ES}
MH 25 O] AR Z§ 2 Ar85t04 AUCHE R EELICH 2et0|HE AlHRH= E X[l MAC A
ot O/C|of &Lt

DHCP 220|HE 7 M FAE AFS317| Zof DHCP 220l EE Y F 2
#1501 LT(UTH AlZH, TA(Z Al Az & T2(2IHHOIE AIZHE AHlatsfok BLICH. eletaiel 7|2 LTE
72AIZHULIC Eet Ao o He ol AlZtg A8stol FAE BEY 4

DHCPNAK

MEdSt M7t DHCPREQUEST HIAIX|E S§FE + 9= B9 DHCP M= DHCPNAK HIA|X|2

SEELICH Z2to|2dE 7t DHCPDNAK MIAIX|E 7Lt DHCPREQUEST HIA[X|of| CHEF SEH &

HHX| Rt A2, 2EI0IMEE @F HEi7t £|H AT 0ld T2 MAE CHA| AIRHEFLICH 22t
ol

O|HEE= 7|5 AEHE CHA| A|ZHS7| Hof 60 O|LH0 DHCPREQUESTE 48 O|AF RIS &FL
Ct.
DHCPDECLINE

Z22}0|Q1E = DHCPACKE £Alstn MEARIO 2 o740l CHE 21T ZHALE "> ELIct 2ot
O|E = DHCPACKOI A& E! IP 401 CHE ARP(Address Resolution Protocol) 78S M&&
[H O] MxtE +&ErLICH ECI0|AHETH ARP Q| CHEF SE S $AIE m =47t 0|0 AFE ¢
2 ZX|5tH E2t0|HE = ME{0l DHCPDENT HIAIX|E M&5tD 7% AEfoiM ZHxm|aeo|MH =
ENAE CHA| AlZHELICEH

DHCPINFORM

ZE0|METI CHE Y2 S HERXHT FAE UL =822 FHE IP FAT JE B2,
Z0|E I AH|0[4M2 DHCPINFORM 273 HAIX|E At&3t0o4 ZHI@! O|F ! DNS(Domain
Name Server)2t Z2 CHE 24 4 07+ E& Y2 = A &LICt DHCP A7t DHCPINFORM
HAIRIE =4It M IP =4 10| 22t0IHEN| Mt 24 74 Oi7H ¢ & ALE5H04
DHCPACK MIA|X|E EfMELICt O] DHCPACK Z210|P1EN| RLIFIAER MSEILICH

DHCPRELEASE

DHCP £2}0|21E = DHCP A0 DHCPRELEASE MIAIX|E B I HERT FAMM CHE

Z7|8 £ l&LIC 220/ E = DHCPRELEASE HIA|X|2] 20| E AlHEX TES HEXT
A83to] 2Z|AaE 2lAE AlgEEtLCt $4X] DHCP & HQIE & &lok 5l A 8/ FA ES

M7Hst L DHCP & ool M Ml IP =4 HRlE X|ZLICH DHCP 20f Z8 ¥ S IP F4 =
F A HRIZ A|7H35I24™ ip dhep excluded-address HE& AFS EFLICH.

1 ClHo[A 0 BOOTPE A8 stE B9 2B 2| DHCP HiQIE ol FXi|gh Zo| &ch7t
FAIELICH

2l& A4l



IP FAE MEHOIMEF ACH7L E[2 2 UCHE A2 ZAISHoF g LI I AlZhe| &Eto| BHE E
ZR(T1=0.5x LT) 220|MEE Urh AAIS AT ELICH 22H0|ME 7} Renewing(ZiAl) AE} 2
E0{7tM 3XH B|AE E SR8 ME{0 DHCPREQUEST HIAIX|E M&ELICEH MEHE Ci ZAlof
59|5l= B DHCPACK MHIAIX|Z2 A&l Qoi| SEELICH. DHCPACK HIA|X[of= O &lcl 7
7t S0t M7t HZEE Z2 Af o & A ZHx|Tefo|M of7Heds=7 L& EL|ct 220 1E T} o
M O|RE UUE ERE W Mu{ol AT =+ gle B2, ¥ DHCP AME{7t T2 AlZt Liof A4l 2
Holl SE35HX| &f2 F 20|90 DHCP AH{OIA TAE AAlStE{D AT gLICH 7|22k T2E (7/8 x
LT)ILICE Ol T1 < T2< LTE 2|0|ghL|ct.

Z2}0|IE 7} O|TH0i DHCPO| & E IP FAE J7HX|D UUTD CHA| A|ZHEl B2, EEI0|MIEE &
23| o|of &UCHEH IP A E DHCPREQUEST IHZO|A % EfL|Ct 0| DHCPREQUESTO = &
AP EA710.0.0.022, CHAO| IP HEEFIAE T A 255255255 2552 Lol Q& LICH

MEE 3o EC0|HE 7 DHCPREQUESTE NS E ZE2 M Al¥Ext Zeof 246K 2o
QHEIP FA SM Tof 248l ok L RFC 58 2210|1E B ciaddr Z =04 DHCP S4
= CHa QEE FAE AMSLICH DHCP MHE 5 W & StLFE & eLICt DHCP M2l &
A2 Windows NT DHCP MH{2| B2, AtE El= A|ARIS| bt of L2t CHE 2 2I(M: LA
)ot Z2 odg{ 2 2loi| 2t EetRLICH DHCP M= ZECH0IMET QHE IP FAE AS AISE
£ QICtn EEHE AR F82 2 {X|Z|7LI DHCPREQUESTE 2/l DHCPACKS & &FLICt.
M= Z20|MEJ QESHIP FAE AFEE =+ QiCtD EHESH DHCPNACKS ZCt0[HER
CHA| & EHLICh O3 oS 22H0IYE & Initializing(Z 7|3 4EZ 0153t DHCPDISCOVER
HIAIXRIE ™M&ELICH

Il

I
=

X

#1: DHCP MHE IP T4 £2| 5t9| IP £AE DHCP Zct0|Eo &g LCt 32 T4
of Jri7t BHR &I QME Z CHE 22t0l9tEofl BEELICH DHCP F4A7H BEHE &

£ HEY & gLt

r

DHCP m{Z! Elo|&

DHCP HIA|X|= &O|7} 7}8#4%{0|0{ DHCP m{Z! E|o|E0f LI¥EE E=E=E FEFELICH

3 o]l fZ!2 el BootP IZ! 2| =& HAILICH

Zc HOIE O/ AN
29 1 29 3 mI2 @F FE 3|Aloz AlMst |t 1=BOOTREQUEST, 2=BOOTTREPL
otEY o] & _ _ _
mype 1 =TT e oig ool Fa pue xME LI
o
= o |
I e T E S INEEE e
= 1 = SClo|MEE 2 022 M™StT 20| 2tE Ao MEE A< Zto]l &
= = L—IL——I'-
Z2lo|E T} MEHSH L= L|CH X|HEl DHCP EZHA MY} W Etr|= 2 E D
7 = .
XD 4 BHID wAXIS IDxid)E AR EFLICH
= 2 = DHCP ZZ2AMA T} AZHEl 0|F AlZH(ZE)S RIH gL
Za 2 Zola HA|R|7} EREIFHAEQIX| SLIFHAEQIX|E LIEFHL|C,
ddr 4 Z20|21E Bound, Renew K= Rebinding & EfQ| Z< 2} OIEH7HX|Z2 2EI0[METHIP F
claddr P E=A ot 71 Ql= Aok AFRELICH

Z2I0|ME IP 47} 0.0.0.00/H DHCP MHE NMZE Z2I0|¢1E IP TAE

= A A
O|FA 4 IP 2 = ofl i R|ELICt

. M 1p 5 22H0|HE T} DHCP AL{Ol IP FAS 21 9= 79 0| EE £ DHCP AJbH
TR 4 L 2 {SIEILICH T K| o™ DHCP At 2| DHCPOFFER 2 DHCPACKO! A



Lot

2tE IP
FAh 4 F2(Gl & DHCP/BootP 20| ol 0| HET} =3t HO|ES 0] IP 4.
a)
Zzlo|YE
FEA 16 I\7AC EN DHCP ZZI0|2E MAC 4.
A 64 MB{0|E AMEI™ M SAE 0|SLLC}.
SHEl mpel
oY 128 a: = RE oY olE.
=)
~ =M Oi74E DHCP ME{oM M3 & = e MEHX Ofj7Ed4. RFC 21322 7Is8H 2 E
=+ MSeLict.

#2to|¢E et DHCP M7} S8t MEHof = DHCP £4 8 7IX2& #2to|
Eof Cligt E2t0IAE-AH CHEt

i EARS L= AA MAC FEA CHA MAC FAAAIP FA CHIA IP FA

DHCPDISCOVER Z2I0|91E HEEZCEI|AE 0.0.0.0 255.255.255.255
DHCPOFFER  DHCPServer HEZEJNAE DHCPServer 255.255.255.255
DHCPREQUEST Z2i0|9dE HEECI|AE 0.0.0.0 255.255.255.255
DHCPACK DHCPServer EHECJHAE DHCPServer 255.255.255.255

DHCP/BootP &&|0] ollo|HE o] o4&t

7|12Mo 2 BIREE ERCEIHAE IFIE MY SHK| f&LICH DHCP 20| E HAIX|=
255.255.255.255.255(2 E UEQT HEZEIHAE)Q| CHA IP FAE ALS5E2Z DHCP Z2}0|¢d
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of 23 2 £ & LICH DHCP/BootP 2!8|0] oflo|ME = DHCP 22I0|HE S CHAISH0A
DHCP 2% € DHCP MEoi| ME gLt DHCP/BootP 22 0] 0i0|ME = DHCP M Z 0|S 35t
DHCP Z o] AA IP FAH AHA| IP FAE FIIELICE O|Z A 6t™H DHCP M7t RLIZIAE
£ S35l DHCP/BootP 20| ofo|MEN| SEHE &+ U &LICt DHCP/BootP 20| MO|MEE
Gateway IP address ZEO|T E2}0|1EZEE DHCP HIAIXIE &2 QIE{H|0|AQ IP FAE &
SLICH. DHCP M= HIOIEQO] IP &4 EEE AFE510{ DHCPDISCOVER, DHCPREQUEST
IE = DHCPINFORM HIA[X|7} A& E|= MEHIE A-EELICE

Cisco 10S® 2} RE{0i A DHCP/BootP &&|0]| H|0|FE 7|5 T4
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interface Ethernetl interface Ethernetl
ip address 192.165.2.1 2552552550 192.165.1.1 255255 2550
o ip directed-broadcast no ip directed-broadcast
ip-helper address 193, 165,23

eﬂ e xzz
e
o

DHCP server DHCP Client
10216822 < .

S o O0e0. 1efl. c441

DHCP/BootP Z/2j/0] ofl 0| HE

Z2t0|1E 0| A DHCP AEHHZE BootP/DHCP & & TH 5t21™ eip helper-address interface E&
2 AFEELICH IP helper-address= UDP ZE HHS E 7IH._P9 o|o|UDP EZEIAEE Jc-IEF
SI=E T MHE 4 A&LICH 7IEXM2Z |P helper-address= CHS UDP E2EIHAEE TMEEL
Ct.

- TFTP(Trivial File Transfer Protocol)(X2 E 69)

- DNS(ZE 53), AlZh MHIA(ZE 37)

- NetBIOS O|& MH{(ZE 137)

. NetBIOS HIO|E{21 3 HH(ZE 138)

. #E Z 2 & Z(DHCP/BootP) 20| E X M CIo|E{1=(Z E 67 X 68)

. TACACS(Terminal Access Control Access Control Control System) MH|A(ZE 49)

- IEN-116 O|& MH|A(ZE 42)

IPEH FTAE FLIFHAE EFE EEEIHAE IP FTAZ UDP EHEEIJHAE
L EE = Qe HEE?H*E el &Fol Bt7| wf=of 1P 2 F
oM CHE MEUHIO| EZEIHAE FAZ UDP EEREIHAEE YK O
O|&0A ofed IP & FA &=k X|ELICH

£
>

O oo m
Q'I_I

o O
2

version 12.0

service timestanps debug uptine
service timestanps | og uptine

no service password-encryption

!

host nane router

!

!

!

interface EthernetO

i p address 192.168. 2.1 255.255.255.0
no ip directed-broadcast

!

interface Ethernetl

i p address 192.168.1.1 255.255.255.0
i p hel per-address 192.168. 2.2

i p hel per-address 192.168.2.3

I--- | P hel per-address pointing to DHCP server



no ip directed-broadcast
I

I

!

line con O
exec-timeout 0 O
transport input none
line aux 0O

line vty 0 4

| ogin

I

end

Cisco 2H*E{= DHCP Z&|0] of0|ME 2 T4 E DHCP M| 2= W4 K|t K| et &LICH.
Cisco 2 Ef= S QIE{H|0| 20| CH3} 22 BE Y F20f DHCPDISCOVER HIAIXIE &
LELIC £ 0/4 2| DHCP A& AL83t04 B2 KB 5t21 DHCPDISCOVER, DHCPOFFER
2! DHCPREQUEST/DHCPDENT MIA|X|7} 2t 4 o] DHCP Z2t0|ME St M 7o mtE|m2
DHCP Ez§=ipt Z7}gtLct,

=& HelEg 44

& Htelde ddste dols & 7kXI7F (/& LICH StLE Windows EAE&0|1 OHE StLte
Windows 0|2|2| 3AEZQILICH FEstE Ol AF8ElE F 7K BE0| J&LICH stLhE

Microsoft DHCP Z2t0|HE&0|x CtE stLt= H Microsoft DHCP Z2t0|1E & LTt
DHCPclient -identifier(manual binding - Microsoft DHCP clients) % DHCPhardware-
address(manual binding - non-Microsoft DHCP clients). & 7}X| @&30| C}E 0|R & WindowsZ Al

STl PCTF MACE A &5tT F4 AIRE SE0f 010] 27hEl7| HEQLICH CheS ME ZHu=a
olelLc.

- Microsoft DHCP Z2I0|HEE & Zdu|2aio|ML|Ct.

configure term na

ip dhcp pool new_pool

host ip_address subnet_mask
client-identifier 0LXXXXXXXXXXXX

l--- XxXxXxxx represents 48 bit MAC address prepended with 01
- H| Microsoft DHCP ZZt0|1EE {8t Hu|ad|o[ML|ct.
configure term na
i p dhcp pool new pool
host i p_address subnet_mask
har dwar e- addr ess XXXXXXXXXXXX

l--- XXXXXX represents 48 bit MAC address

X IP MOIHEO|M DHCP7} & S35 5= 4
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2t E{7} DHCP EZEIHAE Q0| QIEE oA FEE Ex IP HERF 0l /= ClHHO| A0 A
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Frame Status Source Address Dest. Address Size Rel. Time Delta Tine Abs. Tinme Sunmary
1[0.0.0.0] [255.255.255.255] 618 0:01:26.810 0.575.244 05/07/2001 11:52: 03 AM DHCP: Request,
Message type: DHCP Discover

DLC:
DLC:
DLC:
DLC:
DLC:
DLC:
DLC:

I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:
I P:

UDP:
UDP:
UDP:
UDP:
UDP:
UDP:

----- DLC Header -----

Frame larrived at 11:52:03.8106; franme size is 618 (026A hex) bytes
Destination = BROADCAST FFFFFFFFFFFF, Broadcast

Source = Station 0005DCC9C640

Et hertype = 0800 (IP)

----- | P Header -----

Version = 4, header length = 20 bytes
Type of service = 00
000. .... =routine

.0 .... = normal del ay
0... = nornal throughput
.0.. = normal reliability
.0. = ECT bit - transport protocol will ignore the CE bit
.0 = CE bit - no congestion

Total length = 604 bytes

Identification =9

Flags = 0X

.0.. .... = may fragnment

..0. .... = last fragnent
Fragnent offset = 0 bytes

Time to live = 255 seconds/ hops
Protocol = 17 (UDP)

Header checksum = B988 (correct)

Source address = [0.0.0.0]
Destination address = [255.255.255.255]
No options

----- UDP Header -----

Source port = 68 (BootPc/DHCP)
Destination port = 67 (BootPs/DHCP)
Length = 584

No checksum


https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#configdhcpbootpciscoios

UDP: [576 byte(s) of data]
UDP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]
DHCP: Next Server to use in bootstrap
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCC9C640

[0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Discover)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303030352E646363392E633634302D564C31
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Dommi n name server

DHCP: 3 = Routers on the client's subnet

DHCP: 67 = Boot File Option

DHCP: 12 = Host nane server

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
2[192.168. 1. 1] [255.255.255.255] 331 0:01:26.825 0.015.172 05/07/2001 11:52: 03 AM DHCP: Reply,
Message type: DHCP Offer

DLC. ----- DLC Header -----

DLC:

DLC. Frame 2 arrived at 11:52:03.8258; frane size is 331 (014B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC42484

DLC: Ethertype = 0800 (IP)

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
1P . ...0 = CE bit - no congestion

IP: Total length = 317 bytes
IP: ldentification =5
IP: Flags = 0X



IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = F901 (correct)

| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

ubP: ----- UDP Header -----

UDP: Source port = 67 (BootPs/DHCP)

UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of data]

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCC9C640

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Ofer)

DHCP: Server |P address = [192.168.1.1]

DHCP: Request | P address |ease time = 85535 (seconds)
DHCP: Address Renewal interval = 42767 (seconds)
DHCP: Address Rebinding interval = 74843 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.1.3]
DHCP: Domain Name Server address = [192.168.1.4]
DHCP: Gateway address = [192.168.1.1]

- - - - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - - - - - = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
3[0.0.0.0] [255.255.255.255] 618 0:01:26.829 0.003.586 05/07/2001 11:52: 03 AM DHCP: Request,
Message type: DHCP Request

DLC. ----- DLC Header -----

DLC:

DLC: Frame 56 arrived at 11:52:03.8294; frane size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC9C640

DLC. Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----



Version = 4, header length = 20 bytes
Type of service = 00
000. .... = routine

.0 .... = normal delay
0... = normal throughput
.0.. = normal reliability
.0. = ECT bit - transport protocol will ignore the CE bit

.... ...0 = CEDbit - no congestion
Total length = 604 bytes
Identification = 10

Fl ags = 0X

.0.. .... = may fragnent

..0. .... = last fragnent

Fragment offset = 0 bytes

Time to live = 255 seconds/ hops
Protocol = 17 (UDP)

Header checksum = B987 (correct)

Source address = [0.0.0.0]

Destination address = [255.255.255.255]
No options

----- UDP Header -----

Source port = 68 (BootPc/DHCP)
Destination port = 67 (BootPs/DHCP)
Length = 584

No checksum

[576 byte(s) of data]

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap

[0.0.0.0]

DHCP: Relay Agent = [0.0.0.0]
DHCP: client hardware address = 0005DCC9C640

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303030352E646363392E633634302D564C31
DHCP: server IP address = [192.168.1.1]

DHCP: Request specific IP address = [192.168.1.2]
DHCP: Request | P address |ease time = 85535 (seconds)
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 66 = TFTP Option

DHCP: 6 = Dommi n name server

DHCP: 3 = Routers on the client's subnet

DHCP: 67 = Boot File Option

DHCP: 12 = Host nane server



DHCP: 150 = Unknown Option
DHCP: C ass identifier = 646F63736973312E30
DHCP: Option overload =3 (File and Snanme fields hold options)

- = = - - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = = -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
4[ 192.168. 1. 1] [255. 255. 255. 255] 331 0: 01: 26. 844 0.014.658 05/07/2001 11:52: 03 AM DHCP: Reply,
Message type: DHCP Ack

DLC ----- DLC Header -----

DLC:

DLC: Frame 57 arrived at 11:52:03.8440; frane size is 331 (014B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCC42484

DLC. Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 317 bytes

IP: ldentification = 6

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = F900 (correct)
| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 297

UDP: No checksum

UDP: [289 byte(s) of data]

UDP:

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00000882

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]



DHCP: Client hardware address = 0005DCC9C640

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server | P address = [192.168.1.1]

DHCP: Request | P address |ease tinme = 86400 (seconds)
DHCP: Address Renewal interval = 43200 (seconds)
DHCP: Address Rebinding interval = 75600 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.1.3]
DHCP: Domain Name Server address = [192.168.1.4]
DHCP: Gateway address = [192.168.1.1]

- - - - - - - - - - - - - - - - - - - - Frame 5 - ARP - - - - - - - - - = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
5 0005DCC9C640 Broadcast 60 0:01:26.846 0.002.954 05/07/2001 11:52: 03 AM ARP: R PA=[192.168. 1. 2]
HA=0005DCC9C640 PRO=I P

DLC ----- DLC Header -----

DLC:

DLC: Frame 58 arrived at 11:52:03.8470; frame size is 60 (003C hex) bytes.
DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Stati on 0005DCC9C640

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type = 0800 (IP)

ARP: Length of hardware address = 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF

ARP: Target protocol address = [192.168. 1. 2]

ARP:

ARP: 18 bytes frane paddi ng

ARP:

- - = = - - - - - - - - - - - - - - - - Frame 6 - ARP - - - - - - - - - = = = = = = - - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
6 0005DCCI9C640 Broadcast 60 0:01:27.355 0.508.778 05/07/2001 11:52: 04 AM ARP: R PA=[192.168. 1. 2]
HA=0005DCC9C640 PRO=I P

DLC. ----- DLC Header -----

DLC:

DLC: Frame 59 arrived at 11:52:04.3557; frame size is 60 (003C hex) bytes.

DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Stati on 0005DCC9C640

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type 1 (10Mb Et hernet)

ARP: Protocol type 0800 (IP)

ARP: Length of hardware address = 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 0005DCC9C640



ARP: Sender's protocol address = [192.168. 1. 2]
ARP: Target hardware address = FFFFFFFFFFFF
ARP: Target protocol address = [192.168. 1. 2]
ARP:

ARP: 18 bytes frane paddi ng

ARP:

DHCP &0 ofolMES A 2HPEI2 E 21T DHCP S2H0I91E & Auio)
LI 25 C)22

ALIT-B £

- - - - - - - - - - - -+ - - - - - - - Frame 1 - DHCPDISCOVER - - - - - - - - - - - = - - -

Frame Status Source Address Dest. Address Size Rel. Time Delta Tinme Abs. Tine Sumary

A

1 [0.0.0.0] [255.255.255.255] 618 0:02: 05. 759 0.025.369 05/31/2001 06:53: 04 AM DHCP: Request,

Message type: DHCP Di scover

DLC. ----- DLC Header -----

DLC:

DLC. Frame 124 arrived at 06:53:04.2043; frame size is 618 (026A hex) bytes.
DLC. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 0005DCF2C441

DLC. Ethertype = 0800 (IP)

DLC:

| P

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP. .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP. .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: 0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 183

IP: Flags = 0X

IP. .0.. .... = may fragnent

IP. ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = B8DA (correct)

I P: Source address = [0.0.0.0]

I P: Destination address = [255.255. 255. 255]
I P: No options

| P

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 68 (Boot Pc/ DHCP)

UDP: Destination port = 67 (BootPs/ DHCP)
UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)
DHCP: Har dware address type = 1 (10M Ethernet)
DHCP: Hardware address length = 6 bytes



DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: dient hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Di scover)

DHCP: Maxi num nessage size = 1152

DHCP: Cient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 6 = Dommi n name server

DHCP: 15 = Domai n namne

DHCP: 44 = NetBI OS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snanme fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Tine Delta Tinme Abs. Tine Summaryr
125 [192.168. 1. 1] [255. 255. 255. 255] 347 0:02:05.772 0.012. 764 05/31/2001 06:53: 04 AM DHCP:

Reply,

Message type: DHCP Offer
DLC ----- DLC Header -----
DLC:

DLC. Frame 125 arrived at 06:53:04.2171; frame size is 347 (015B hex) bytes.
DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 003094248F71

DLC: Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine
IP: ...0 .... = normal delay
IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability
IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: lIdentification = 45

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = F8C9 (correct)



| P. Source address = [192.168.1.1]

| P. Destination address = [255.255.255.255]
I P: No options

| P:

ubpP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)

UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 313

UDP: Checksum = 8517 (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: client IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Ofer)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |ease time = 99471 (seconds)
DHCP: Address Renewal interval = 49735 (seconds)
DHCP: Address Rebinding interval = 87037 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]
DHCP: NetBIOS Server address = [192.168.10.3]
DHCP: Domain name = "cisco.com"

- - - - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - - - - - = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

3 [0.0.0.0] [255.255.255.255] 618 0:02: 05.774 0.002.185 05/31/2001 06: 53: 04 AM DHCP: Request,
Message type: DHCP Request

DLC. ----- DLC Header -----

DLC:

DLC: Frame 126 arrived at 06:53:04.2193; frame size is 618 (026A hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station Ciscl4F2C441

DLC. Ethertype = 0800 (IP)

DLC:

I P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine



Client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30

ignore the CE bit

I P: .0 .... = normal del ay

I P: 0... = normal throughput

I P: .0.. = normal reliability

I P: .0. = ECT bit - transport protocol will
IP: ... ...0 =CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 184

IP: Flags = 0OX

IP: .0.. = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = B8D9 (correct)

| P: Source address = [0.0.0.0]

| P: Destination address = [255.255.255.255]

I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 68 (BootPc/DHCP)

UDP: Destination port = 67 (BootPs/DHCP)

UDP: Length = 584

UDP: No checksum

UDP: [576 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 1 (Request)

DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP:

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [0.0.0.0]

DHCP: client hardware address = 0005DCF2C441
DHCP:

DHCP: Host nane = ""

DHCP: Boot file name = ""

DHCP:

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP:

DHCP: server IP address = [192.168.2.2]

DHCP: Request specific IP address = [192.168.1.2]
DHCP: Request | P address |ease time = 99471 (seconds)
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = Cdient's subnet mask

DHCP: 6 = Domai n name server

DHCP: 15 = Donmi n nane

DHCP: 44 = NetBI CS over TCP/IP nane server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snanme fields hold options)



- = = - - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

4 [192.168.1.1] [255.255.255.255] 347 0:02:05.787 0.012.875 05/31/2001 06:53: 04 AM DHCP: Reply,
Message type: DHCP Ack

DLC ----- DLC Header -----

DLC:

DLC: Frame 127 arrived at 06:53:04.2321; frame size is 347 (015B hex) bytes.

DLC. Destination = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station 003094248F71

DLC. Ethertype = 0800 (IP)

DLC:

I P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: .... ...0 =CE bit - no congestion

IP: Total length = 333 bytes

IP: ldentification = 47

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = F8C7 (correct)
| P: Source address = [192.168.1.1]

| P: Destination address = [255.255.255.255]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 68 (BootPc/DHCP)
UDP: Length = 313

UDP: Checksum = 326F (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 2 (Reply)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 00001425

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cdient IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""



DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |ease tinme = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)
DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]

DHCP: NetBIOS Server address = [192.168.10.3]

DHCP: Domain name = "cisco.com"

- - Frame 5 - ARP - - - - - - = = = = = = = = = - - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
5 Ci scl4F2C441 Broadcast 60 0:02:05.798 0.011. 763 05/31/2001 06: 53: 04 AM ARP: R PA=[192.168. 1. 2]
HA=Ci sc14F2C441 PRO=I P

DLC ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.
DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station Ci scl4F2C441

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type 0800 (IP)

ARP: Length of hardware address 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EO1EF2C441

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF

ARP: Target protocol address = [192.168. 1. 2]

ARP:

ARP: 18 bytes frane paddi ng

ARP:

- - = - - - - - - - - - - - - - - - - - Frame 6 - ARP - - - - - - - - - = = = = = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
5 Ci scl4F2C441 Broadcast 60 0:02:05.798 0.011. 763 05/31/2001 06: 53: 04 AM ARP: R PA=[192.168. 1. 2]
HA=Ci sc14F2C441 PROC=I P

DLC. ----- DLC Header -----

DLC:

DLC: Frame 128 arrived at 06:53:04.2439; frame size is 60 (003C hex) bytes.

DLC:. Destinati on = BROADCAST FFFFFFFFFFFF, Broadcast

DLC. Source = Station Ci scl4F2C441

DLC. Ethertype = 0806 (ARP)

DLC:

ARP: ----- ARP/ RARP frame -----

ARP:

ARP: Hardware type = 1 (10Mo Et hernet)

ARP: Protocol type 0800 (IP)

ARP: Length of hardware address 6 bytes

ARP: Length of protocol address = 4 bytes

ARP: Opcode 2 (ARP reply)

ARP: Sender's hardware address = 00EO1EF2C441

ARP: Sender's protocol address = [192.168. 1. 2]

ARP: Target hardware address = FFFFFFFFFFFF



ARP: Target protocol address = [192.168. 1. 2]
ARP:

ARP: 18 bytes frane paddi ng

ARP:

ALH-A F5

- - - - - - - - - - - - - - - - - - - - Frame 1 - DHCPDISCOVER - - - - - =- = = - - = = = - - - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Summary
118 [192.168.1.1] [192.168.2.2] 618 0:00:51.212 0.489.912 05/31/2001 07: 02: 54 AM DHCP: Request,
Message type: DHCP Di scover

DLC. ----- DLC Header -----

DLC:

DLC. Frame 118 arrived at 07:02:54.7463; frame size is 618 (026A hex) bytes.

DLC. Destination = Station 0005DCOBF2F4

DLC. Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

| P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 604 bytes

IP: ldentification = 52

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops
I P: Protocol = 17 (UDP)

| P: Header checksum = 3509 (correct)
| P. Source address = [192.168.1.1]

| P: Destination address = [192.168.2.2]
I P: No options

| P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: Checksum = 0A19 (correct)

UDP: [576 byte(s) of data]

UDP:

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]



DHCP: Cient |P address = [0.0.0.0]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 1 (DHCP Di scover)

DHCP: Maxi num nessage size = 1152

DHCP: Cient identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Paraneter Request List: 7 entries

DHCP: 1 = dient's subnet mask

DHCP: 6 = Dommi n name server

DHCP: 15 = Domai n namne

DHCP: 44 = NetBI OS over TCP/IP name server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Cl ass identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snane fields hold options)

- - = - - - - - - - - - - - - - - - - - Frame 2 - DHCPOFFER - - - - - - - = = = = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary
2 [192.168.2.2] [192.168.1.1] 347 0:00:51.214 0.002.133 05/31/2001 07: 02: 54 AM DHCP: Request,
Message type: DHCP Offer

DLC ----- DLC Header -----

DLC:

DLC: Frame 119 arrived at 07:02:54.7485; frame size is 347 (015B hex) bytes.

DLC. Destination = Station 003094248F72

DLC. Source = Station 0005DCOBF2F4

DLC: Ethertype = 0800 (IP)

DLC:

P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes

I P: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: ...0 = CE bit - no congestion

IP: Total length = 333 bytes

IP: lIdentification = 41

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = 3623 (correct)

| P: Source address = [192.168.2.2]

| P: Destination address = [192.168.1.1]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)



UDP: Length = 313
UDP: Checksum = A1F8 (correct)
UDP: [305 byte(s) of data]

DHCP: Boot record type = 2 (Request)
DHCP: Hardware address type = 1 (10M Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 2 (DHCP Ofer)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |lease tinme = 172571 (seconds)
DHCP: Address Renewal interval = 86285 (seconds)
DHCP: Address Rebinding interval = 150999 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]

DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]

DHCP: NetBIOS Server address = [192.168.10.3]

DHCP: Domain name = "cisco.com"

- = - - - - - - - - - - - - - - - - - - Frame 3 - DHCPREQUEST - - - - - - - - = = = = = = = =

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

3 [192.168.1.1] [192.168.2.2] 618 0:00:51.240 0.025.974 05/31/2001 07: 02: 54 AM DHCP: Request,
Message type: DHCP Request

DLC. ----- DLC Header -----

DLC:

DLC: Frame 120 arrived at 07:02:54.7745; frame size is 618 (026A hex) bytes.

DLC. Destination = Station 0005DCOBF2F4

DLC. Source = Station 003094248F72

DLC: Ethertype = 0800 (IP)

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

IP: 000. .... = routine
IP: ...0 .... = normal delay
IP: .... 0... = normal throughput

IP: ... .0.. =normal reliability
IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
1P . ...0 = CE bit - no congestion

IP: Total length = 604 bytes
IP: ldentification = 54
IP: Flags = 0X



IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = 3507 (correct)

| P: Source address = [192.168.1.1]

| P: Destination address = [192.168.2.2]
I P: No options

ubP: ----- UDP Header -----

UDP: Source port = 67 (BootPs/DHCP)

UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 584

UDP: Checksum = 4699 (correct)

UDP: [576 byte(s) of data]

DHCP: ----- DHCP Header -----

DHCP: Boot record type = 1 (Request)
DHCP: Hardware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops =1

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient |P address = [0.0.0.0]
DHCP: Next Server to use in bootstrap
DHCP: Relay Agent = [192.168.1.1]
DHCP: client hardware address = 0005DCF2C441

[0.0.0.0]

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 3 (DHCP Request)

DHCP: Maxi num nessage size = 1152

DHCP: client identifier = 00636973636F2D303065302E316566322E633434312D4574302F30
DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request specific | P address = [192.168. 1. 2]

DHCP: Request | P address |lease tinme = 172571 (seconds)

DHCP: Paraneter Request List: 7 entries

DHCP: 1 = Cdient's subnet mask

DHCP: 6 = Domai n name server

DHCP: 15 = Donmi n nane

DHCP: 44 = NetBI CS over TCP/IP nane server

DHCP: 3 = Routers on the client's subnet

DHCP: 33 = Static route

DHCP: 150 = Unknown Option

DHCP: Class identifier = 646F63736973312E30

DHCP: Option overload =3 (File and Snanme fields hold options)

- = = = - - - - - - - - - - - - - - - - Frame 4 - DHCPACK - - - - - - - = = = = = = = = = = - -

Frane Status Source Address Dest. Address Size Rel. Time Delta Time Abs. Tinme Sumary

4 [192.168.2.2] [192.168.1.1] 347 0:00:51.240 0.000.153 05/31/2001 07:02: 54 AM DHCP: Request,
Message type: DHCP Ack

DLC: ----- DLC Header -----



Frame 121 arrived at 07:02:54.7746; frane size is 347 (015B hex) bytes.
Destination = Station 003094248F72

Source = Station 0005DCOBF2F4

Et hertype = 0800 (IP)

----- | P Header -----

Version = 4, header length = 20 bytes

I P: Type of service = 00

I P: 000. = routine

I P: .0 .... = normal delay

I P: 0... = normal throughput

I P: .0.. = normal reliability

I P: .0. = ECT bit - transport protocol will ignore the CE bit
IP: ... ...0 =CE bit - no congestion
IP: Total length = 333 bytes

IP: ldentification = 42

IP: Flags = 0OX

IP: .0.. .... = may fragnent

IP: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 255 seconds/ hops

I P: Protocol = 17 (UDP)

| P: Header checksum = 3622 (correct)

| P: Source address = [192.168.2.2]

| P: Destination address = [192.168.1.1]
I P: No options

I P:

ubP: ----- UDP Header -----

UDP:

UDP: Source port = 67 (BootPs/DHCP)
UDP: Destination port = 67 (BootPs/DHCP)
UDP: Length = 313

UDP: Checksum = 7DF6 (correct)

UDP: [305 byte(s) of data]

UDP:

DHCP: ----- DHCP Header -----

DHCP:

DHCP: Boot record type = 2 (Request)
DHCP: Har dware address type = 1 (10M> Et hernet)
DHCP: Hardware address length = 6 bytes

DHCP: Hops = O

DHCP: Transaction id = 000005F4

DHCP: El apsed boot tine = 0 seconds

DHCP: Fl ags = 8000

DHCP: 1... .... .... .... = Broadcast |P datagrans
DHCP: Cient self-assigned | P address = [0.0.0.0]
DHCP: Cient IP address = [192.168.1.2]

DHCP: Next Server to use in bootstrap = [0.0.0.0]
DHCP: Relay Agent = [192.168.1.1]

DHCP: client hardware address = 0005DCF2C441

DHCP: Host nanme = ""
DHCP: Boot file name = ""

DHCP: Vendor Information tag = 63825363

DHCP: Message Type = 5 (DHCP Ack)

DHCP: Server | P address = [192.168. 2. 2]

DHCP: Request | P address |ease tinme = 172800 (seconds)
DHCP: Address Renewal interval = 86400 (seconds)

DHCP: Address Rebinding interval = 151200 (seconds)
DHCP: Subnet mask = [255. 255. 255. 0]



DHCP: Domain Name Server address = [192.168.10.1]
DHCP: Domain Name Server address = [192.168.10.2]
DHCP: NetBIOS Server address = [192.168.10.1]
DHCP: NetBIOS Server address = [192.168.10.3]
DHCP: Domain name = "cisco.com"
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. Catalyst A2{x| 7|2 Zd1m|22i 0|

. DHCP/BootP Zlz{|0| of0|FE 74

. NIC 384 2/ == DHCP 7|5 24|

- NIC 27F E= ZXE NIC E210[H MX|

AT EZ|O| B2 AAS R QIFt 7RI HERT BH
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. Cisco Catalyst 29| x| &= = Cisco I0S DHCP/BootP Relay Agent A~ Z E9fo{ A&

- DHCP A|¢to] of &1t Ct 2 QIE{m| 0| A0 = AlE[R}7| [ 2 0ofl uRPF(Unicast Reverse Path
Forwarding) 2 loi| Mui#&LICt QIE{H O|A 0| M RPF(Reverse Path Forwarding) 7|S 0| &
MstE B2 Cisco BHREIE A4 474 0.0.0.00| SMK| FA7} 255.255.255.255Q!
DHCP(Dynamic Host Configuration Protocol) %! BOOTP(BOOTstrap Protocol) I{Z! 2 AFAl|gt
T A&LCt Ed 2tRE= QIE{H 0|A0 HE[FHAE IP CHO| U= 2E IP A E AMXE
= &LICH o] A= Cisco B2 ID CSCdwol EA3tE|0{ U &LICE31925
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- DHCP Ci[O|E{H{| 0] & O 0| E = AFE EIX| 8L X|BF DHCP &= 2T 2 HIE d3tE[X| ef&LCH
A E2|H AZ &l
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MZX{ DHCP Z2ct0|E U Mo 22|M HAZE S = QIFLICE Catalyst AR[x|0] HAZEE B
DHCP ZZ0|¢ES}t M7t 25 SEIMO 2 HAZE|0] UE=X| &HQISHAMAIL. Catalyst
2900XL/3500XL/2950/35501 Z'2 Cisco 10S 7|t AQ|x|9| B2 XE HEfE XAt siE B
CIE{H|O|A <interface>& EAIEILICH QIE{HO|A QS| HENT} <interface>7} O}l CIE AR 3[M =
EEZ0|&S5IH ZEJ ECjES MY SHX| &£ DHCP E20|01E QT MESHK| et& Lt
Ho| &34

Swi t ch#show interface fastEthernet 0/1
Fast Ethernet0/1 is up, line protocol is up
Hardware is Fast Ethernet, address is 0030.94dc.accl (bia 0030.94dc. accl)

E2|% odZ40| EQIZ| T Catalyst 22|%|2F DHCP E2I0|HE 7tof 2137} ¢ie B Cisco
Catalyst Switches to NIC Compatibility Issues(Cisco Catalyst 22| x|0{|A NIC &M x| 5HZ)
MME ALE35to{ E2/% Bilojof 12 EXIQ 2t El EME HESHAMAIL.

=8t OlolE] 213 @R 2 Qs YT Catalyst AQ|X|2| ZE T} errdisabled AE{Z TEHEIL|CH X}
Mgt LH2 2 errdisable 4EjE A5t = Cisco 10S ZEHE O| Errdisable Port State RecoveryE &t
25t O] dEUM 575t W2 MESIH, ol 4EH2REQ| 5+ o & MS&LCh.
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DHCP Z2}0|1E 7} A|ZHE Y
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SO =R JIXMee{HCIE EHAE

DHCP MBI IP FAE 7} £+ Qi
ME = U&LICH LFEE OSof| CH3H DHCP MM IP FAE £
T eIt

Microsoft Windows 95/98/ME:

1. Startbutton2 Z2!5t 1 WINIPCFG.exe T2 1= AlgigL|C}.
2. Release Allbutton® £ 2!8t Ct = Renew Allbutton® £ 23 LIC}
3. O|X| DHCP ZCIO|MET} IP FAE 7IK2 £ YUES LT
L+ 1P Configuration ]
- Ethernet Adapter [nformation — —

Adapter Address | O0-DO-B7-25E53F
P Address | 5410250154
SubnetMask | 265 255 2550
Default Gateway E4.102.50.1

Q. Releaze Renew

Feleaze Al Fenew Al Mare Info >3

Microsoft Windows NT/2000:

1. 8 ZELE &8 ¥idH Start/Runfield 2Z=0{ cmdE 2{&fLCH
2. 3Y T E X E &0l M commandipconfig/renewal2 A& & LICtH
3. O|X| DHCP 2ZI0|AET}L IP FAE 7HME = U&LIH?
| C WINNT System 32 cnd.exe
Copyright 1985-17?? Microsoft Corp.

C:s>ipconfig

Windows 268868 IP Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix
IP Address. . . . . .
Subnet Mask . . .
Default Gateway .

C:sipoconfig Arenew

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . = cisco.com

IP Address. . . . . . . -« - - - - = Bb4.182_47.137
Subnet Mask . . . . . . . . . . . = 255_.255_255_1%92
Default Gateway . . . . . . . . . & b4.182_47_.129
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X| &QlgtL|Ct. Eip helper-addresscommand= DHCP 22+0|HE /3 AE||0|MHO| QIHIRE
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K. Remove Down SVI Disrupts DHCP Snooping Operation(SVI7} DHCP A+ % =te{2 SEHEHL
ChH

Cisco Catalyst 6500 Series 22| x|0MH £ VLANS AFES = DH
AEN7L AHs o2 MAEILICH o] svIe —'—XH'— DHCP AFEo| SHIE &S0 YAl &S O
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. 0| A E &34 C|HZE access-listE FAI8FLIC} 0| access-liste= HES

C|HZ st olgt P Z|H 2HE{oll &IUSHK| et &L Ct

=24 Au|ago|Md ZE0|M CHE access-listE =38 L|Ct.

access-list 100 permit ip host 0.0.0.0 host 255.255.255.255

exec ZE0|M CHS debug HES l2dsLct.

debug ip packet detail 100

HEEY

Rout er #debug ip packet detail 100
| P packet debugging is on (detailed) for access list 100
Rout er #



00:16:46: |IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, |len 604, rcvd 2
00: 16: 46: UDP src=68, dst=67
00:16:46: |IP: s=0.0.0.0 (Ethernet4/0), d=255.255.255.255, |len 604, rcvd 2
00: 16: 46: UDP src=68, dst=67

0| 2 of0| M= Bt E{7} 2El0|HEZEE| DHCP QA4S SExoz £ Alsicts Zd0| 2EH3t
LICt o] E32 miZle| @ofpt E Alstn mZ! AtAl|= AI StX| f&LICH et llH5"0| SEEIPN
QI &+ QlaLIcH JHE 751 2tREE &4 J e IPHUDP ZE7H U= EEEIHA
E miZ!E DHCPO| A = AlRt&LICH

debug ipudp BH2 2t REE S5 DHCP LE L Z2E FMe =+ JaUct J2u x2l8l 2
IxIE UDP uHa'OI 5’—4‘-0| EMEIEE Z2EM A0 Me o| Clt 7t ehsh 7t Eluct. o]

1 debug ip udp EHE2 &21%0|04 CPU(Central Processing Unit) AFE E0| =2 + U&
LIC}.

exec ZE0{|AM debug B debug ip udp=S 2 EfLICE.

HE =Y

Rout er #debug ip udp

UDP packet debugging is on

Rout er #

00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584
l--- Router receiving DHCPDI SCOVER from DHCP cl i ent

00: 18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

1--- Router forwardi ng DHCPDI SCOVER uni cast to DHCP server using DHCP/ Boot P Rel ay Agent source
| P address.

00:18:48: UDP: rcvd src=192.168. 2. 2(67), dst=192.168.1.1(67), |ength=313

l--- Router receiving DHCPOFFER from DHCP server directed to DHCP/ BootP Rel ay Agent |P address
00: 18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=333

l--- Router forwardi ng DHCPOFFER from DHCP server to DHCP client via DHCP/ Boot P Rel ay Agent.
00:18:48: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

1--- Router receiving DHCPREQUEST from DHCP client.

00: 18:48: UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

1--- Router forwardi ng DHCPDI SCOVER uni cast to DHCP server using DHCP/ Boot P Rel ay Agent source
| P address.

00:18:48: UDP: rcvd src=192.168. 2. 2(67), dst=192.168.1.1(67), |ength=313

1--- Router receiving DHCPACK (or DHCPNAK) from DHCP directed to DHCP/ BootP Rel ay Agent |P



addr ess.

00: 18:48: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=333

1--- Router forwardi ng DHCPACK (or DHCPNAK) to DHCP client via DHCP/ Boot P Rel ay Agent.
00:18:48: UDP: rcvd src=192.168. 1. 2(520), dst=255.255. 255. 255(520), | ength=32

l--- DHCP client verifying |P address not in use by sending ARP request for its own |P address.
00:18:50: UDP: rcvd src=192.168. 1. 2(520), dst=255.255. 255. 255(520), | ength=32

l--- DHCP client verifying |P address not in use by sending ARP request for its own |P address.

2 *E{7} debug ip dhcp server packet B & AF&35101 DHCP ¥ £4l5t1 ME =X &l

2t E Cisco I0S7} 12.0.x.T EE= 12.10| 11 Cisco I0S DHCP MH 7|52 X|#st= @< debug ip
dhcp server packet 38 A8 & < Ql&LICH O CIHI= IOS DHCP MH Z7|sxt ?:.UHI A& 3t
1 DHCP/BootP ZEi|0] o|0|HE 7|52 ER{Ea#wE T sast7| @2t ZdIL|Ct o™ THA|et Ot
7tX|2 2tRE ClHO=E AN 22 2 = icE 2 EX|ol CHet HE et 2™ HM35HK| f&L
Ct. J2iLt C|HE AHS 5T DHCP & 2|2t &2t FES 8T = UELICH EXEC 2E04A
Ct= debug BES =g LCt

ip dhcp M THZ! C[EH

Rout er #debug ip dhcp server packet
00: 20: 54: DHCPD: setting giaddr to 192.168.1. 1.

1--- Router received DHCPDl SCOVER/ REQUEST/ I NRORM and setting Gateway |P address to 192.168.1.1
for forwarding.

00: 20: 54: DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6632. 2e63. .

1--- BOOTREQUEST i ncl udes DHCPDI SCOVER, DHCPREQUEST, and DHCPI NFORM

1--- 0063.6973. 636f.2d30. 3065. 302e. 3165. 6632. 2e63 indicates client identifier.
00: 20: 54: DHCPD: forwardi ng BOOTREPLY to client 00eO. lef 2. c441.

1--- BOOTREPLY incl udes DHCPOFFER and DHCPNAK.

I--- Cient's MAC address is 00e0. lef 2. c441.

00: 20: 54: DHCPD: broadcasting BOOTREPLY to client 00e0. lef2.c441.

1--- Router is forwardi ng DHCPOFFER or DHCPNAK broadcast on | ocal LAN interface.
00: 20: 54: DHCPD: setting giaddr to 192.168.1. 1.

1--- Router received DHCPD SCOVER/ REQUEST/ | NFORM and set Gateway |P address to 192.168.1.1 for
f orwar di ng.

00: 20: 54: DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3065. 302e. 3165. 6632. 2e63. .

1--- BOOTREQUEST i ncl udes DHCPDI SCOVER, DHCPREQUEST, and DHCPI NFORM



1--- 0063.6973. 636f.2d30. 3065. 302e. 3165. 6632. 2e63 indicates client identifier.
00: 20: 54: DHCPD: forwardi ng BOOTREPLY to client 00eO. lef 2. c441

I--- BOOTREPLY incl udes DHCPOFFER and DHCPNAK

l--- Cient's MAC address is 00e0. lef 2. c441.
00: 20: 54: DHCPD: broadcasting BOOTREPLY to client 00e0. lef?2.c441

l--- Router is forwardi ng DHCPOFFER or DHCPNAK broadcast on |ocal LAN interface

oi{ CIHO & SAlol Al

0i24 C|HE SAlofl A& B DHCP/BootP 20| 00|HE U Aol Zfednt ptadsto] &
&t ol HEE AMsE £ &Lt o™ o}g—gamg M-&3tod N E sZEE ZE<? DHCP/BootP
2lgjjo] o o|ME 7|00| M2 % Sstx| ef= /IRIE FEY + A&LICH

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, |len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), |len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3030. 302e. 3030. 3030. 2e30. 3030. 312d. 4574. 30 forwar ded
to 192.168. 2. 2.

I P: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), |ength=308

DHCPD: forwar di ng BOOTREPLY to client 0000.0000.0001

DHCPD: br oadcasti ng BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328

IP: s=0.0.0.0 (Ethernet0), d=255.255.255.255, |len 604, rcvd 2

UDP src=68, dst=67

UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), |ength=584

DHCPD: setting giaddr to 192.168.1.1.

UDP: sent src=192.168.1.1(67), dst=192.168.2.2(67), |ength=604

IP: s=192.168.1.1 (local), d=192.168.2.2 (Ethernetl), |len 604, sending
UDP src=67, dst=67

DHCPD: BOOTREQUEST from 0063. 6973. 636f . 2d30. 3030. 302e. 3030. 3030. 2e30. 3030. 312d. 4574. 30 forwar ded
to 192.168. 2. 2.

I P: s=192.168.2.2 (Ethernetl), d=192.168.1.1, len 328, rcvd 4

UDP src=67, dst=67

UDP: rcvd src=192.168.2.2(67), dst=192.168.1.1(67), |ength=308

DHCPD: forwar di ng BOOTREPLY to client 0000.0000.0001

DHCPD: br oadcasti ng BOOTREPLY to client 0000.0000.0001.

UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), |ength=328

AL FAHE 71X{2 1 DHCP EA|e| 2 & #2l &0l

ST LAN MOHE | = DHCP 2210|21E 4! M 2| Decode Sniffer Trace(AL|IIH FX C|2

2het DHCP 2lE|0| A0|ME Mo 2 L EEIEIREHE T EE DHCP E2t0[|1E & M 9|
Decode Sniffer Trace(A LT £ C|aEYE HAESL|CH

- DHCP W% =X g siSgfL|Ct.

Catalyst A-?—I?‘CIOHH SPAN(Switched Port Analyzer) 7|2 AI&3t04 AL FHE = &edof
CHEF REMIBF LH2 2 Catalyst SPAN(Switched Port Analyzer) 741 6 EX5HAAIL.

>-J



https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#decodingsniffertrace
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#decodingsniffertrace
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#snifferdhcprelay
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#snifferdhcprelay
https://www.cisco.com/c/ko_kr/support/docs/switches/catalyst-6500-series-switches/10570-41.html

et RE0IAM CIHZ 22 I3 C|Z el CHA| ¢

Cisco 2HE{2| debug ip packet detail dump <acl> HHEE AIE5tH A|AR 23 &=
CLI(Command Line Interface)l ZAIE! MA 2! 16TI+2 71X 5= U&LICH I1||:|'|:L Jy=s
AE35t0{ DHCP @ 4l #1018 HAESIT 92| Ol W MMl 374 DHCP 23 =41 &0l 3l
DHCP Mol 28 MY S s&sto] HMA SHof FItE HE 7= &4 sYdt ClHa HE
£ A X|2t m=! A'Il—r [ ol 1672 ZAIELICH THZlo| LIS 2 Ql5t2d™ miZl S wdetat o &L
EP. ol= £5 Ao Lto &Lt

H & A: Cisco I0S DHCP M & #Hu|anyo|M

DHCP Mt CIO|E{H|0|A = EBIZ2 AM=ELICH ERQ REE XA HEXIS FTA Z0|1, &2
xE St UERKT T4 “OID4 Z|Z = Zclo|MEo CHEt =5 HIRIE LICEH Hlé%at
HES/3T o7+ E 4455t ECH0|MEE 52 HERT o7t E é,éi. LICt et S
OH7HE (o ZHIQ! O|8) &= EEIP_I ZMAUESRHT == MEUHESRT) oA T A8l ok ?;I—I
Ct.

DHCPE F#Mste & I o|QF &HZAE! Hadof CHE RIMIEH LI 2 DHCP 7 Xt S 58 &I X5}

MAIR,

version 12.1
!

service timestanps debug uptinme
service timestanps | og uptine

no service password-encryption
I

host nane Rout er
!

enabl e password ci sco

i p subnet-zero

no i p domai n-1 ookup

i p dhcp excl uded- address 10.10.1.1 10.10.1.199
I--- Address range excluded from DHCP pool s.

i p dhcp pool test_dhcp

I--- DHCP pool (scope) nane is test_dhcp
network 10.10. 1.0 255.255.255.0

I--- DHCP pool (address will be assigned in this range) for associated Gateway | P address
default-router 10.10.1.1

I--- DHCP option for default gateway.
dns-server 10.30.1.1

I--- DHCP option for DNS server(s)

net bi os- nanme-server 10.40.1.1

I--- DHCP option for NetBlIOS nanme server(s) (WNS).

lease 0 0 1


https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
https://www.cisco.com/c/ko_kr/support/docs/ip/dynamic-address-allocation-resolution/27470-100.html#h
/content/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcp-server.html
/content/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcp-server.html

l--- Lease tine.

interface EthernetO

description DHCP Cient Network

i p address 10.10.1.1 255.255.255.0
no ip directed-broadcast

I

interface Ethernetl

description Server Network

i p address 10.10.2.1 255.255.255.0
no ip directed-broadcast

I

line con O

transport input none

line aux O

transport input al

line vty 0 4

| ogin

!

end

i e
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