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neighbor 10.1.1.1 maximum-prefix 3000

! --- Drops the peering to 10.1.1.1 when !--- more than 3000 prefixes are received. neighbor
10.1.1.1 maximum-prefix 3000 warning-only

!--- Logs a warning message when the peer sends !--- more than 3000 prefixes. neighbor 10.1.1.1
maximum-prefix 3000 50

l--- Logs a warning message at 1500 and drops the !--- peering when over 3000 prefixes are sent.
neighbor 10.1.1.1 maximum-prefix 3000 50 warning-only

!--- Initially warns at 1500 and re-warns !--- (different message) at 3000 prefixes received. !-

-- However, the BGP Peer is not disconnected.
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host nane Router_A host nane Router_B

! !

i nterface LoopbackO i nterface LoopbackO
ip address 10.0.0.1 ip address 10.0.0.2

255, 255, 255. 255 255, 255. 255. 252

! !

interface Serial0 interface EthernetO
ip address 192.168.1.1 ip address 10.0.1.1

255, 255, 255. 252 255. 255. 255. 0

! !

interface Seriall interface SerialO

i p unnunbered LoopbackO | ip unnunbered LoopbackO
| |

router bgp 200 router bgp 300

no synchroni zation no synchroni zation

bgp router-id 10.0.0.1 bgp router-id 10.0.0. 2

bgp | og- nei ghbor - bgp | og- nei ghbor - changes
changes nei ghbor 10.0.0.1 renote-as
nei ghbor 192.168.1.2 200

| ocal -as 100 nei ghbor 10.0.0.1 ebgp-

nei ghbor 10.0.0. 2 mul ti hop 2




renot e-as 300

nei ghbor 10.0.0.2 ebgp-
mul ti hop 2

nei ghbor 10.0.0.2
updat e- sour ce LoopbackO

nei ghbor 10.0.0.2
version 4

no aut o- sunmary

|
ip route 10.0.0.2
255, 255. 255. 252 Serial 1

nei ghbor 10.0.0.1 update-
sour ce LoopbackO

nei ghbor 10.0.0.1 version 4
neighbor 10.0.0.1 maximum-
prefix 10 80 warning-only

! --- Enables warning message

logging when the number !--- of
BGP routes learned from
neighbor !--- 10.0.0.1 exceeds
eight. no auto-sunmary ! ip

route 10.0.0.1 255.255. 255. 252

SerialO
Router A0 A B2 MSFAL =71 AL Ze S ZdHE wotch o] &AM 2] Verify and
Troubleshoot(&f 21 & 2 A 31Z) MM 9| show and debug B £242 Router BH|A{ &M= A
M AgE 2Eoglct.
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host nane Router_ A
!
i nterface LoopbackO

i p address 10.0.0.1
255. 255. 255. 255

!
interface SerialO

i p address 192.168.1.1
255. 255, 255. 252

!
interface Seriall

i p unnunber ed LoopbackO
!
router bgp 200

no synchroni zati on

bgp router-id 10.0.0.1

bgp | og- nei ghbor -
changes

nei ghbor 192.168. 1.2

| ocal -as 100

nei ghbor 10.0.0.2

renot e-as 300

nei ghbor 10.0.0. 2 ebgp-
mul ti hop 2

nei ghbor 10.0.0.2
updat e- sour ce LoopbackO

nei ghbor 10.0.0.2
version 4

no aut o- sunmary

!
ip route 10.0.0.2

host nane Rout er
!

_B

i nterface LoopbackO
i p address 10.0.0.2
255. 255, 255. 252
1
interface EthernetO
ip address 10.0.1.1
255. 255.255.0
1
interface SerialO
i p unnunber ed LoopbackO
1
router bgp 300
no synchroni zation
bgp router-id 10.0.0.2
bgp | og- nei ghbor - changes
nei ghbor 10.0.0.1 renote-as
200
nei ghbor
mul ti hop 2
nei ghbor 10.0.0.1
sour ce LoopbackO
nei ghbor 10.0.0.1
neighbor 10.0.0.1
prefix 10 80
!--- This forces the neighbor

10.0.0.1 ebgp-

updat e-

version 4
maximum-

session to tear down !--- when
the BGP learned routes from !-
-- the neighbor exceeds 10. noO

auto-summary ! ip route




10. 0. 0.1 255. 255. 255. 252

255. 255. 255. 252 Seriall )
SerialO

Router AO| A =418t S AL =7F AL 2 S =otE ottt Verify and Troubleshoot MM 0|
24 HF Al

=
show and debug B2 £242 Router_BO|A L M5l= AKX A4&S EndiLict
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Ol EM0| AR El 7|50 Had 12 4l 7|27t BGP Command HO|X|0lA AFR2E 4= Ql&LICEH

11 debug BHEE AL 57| 7ol ClH B0l Ciet S HE S HESAMAL.

- show ip bgp neighbor—BGP Q1% C|H}O|A AEfE FE AIELICEH

. show ip bgp summary - 2 E BGP 22| 4E|E FE A|ErLIC}.

- debug ip bgp updates in(C|tH1 ip bgp 2ACI|O|E 2{X[) - BGP YC[0|EQ BEI HEE
gruct.
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9BGP- 4- MAXPFX: No. of prefix received from10.0.0.1 (afi 0) reaches 9, max 10
A& ol 23t £[0{ Maximum-Prefix number(Z|CH HSFAF H5) £E 102 Z05tH EHE{7F O] HIA|
X8 2ZBLICH o A% e 12740 HFAIE MEE m A%auoma'ucr.

9YBGP- 3- MAXPFXEXCEED: No. of prefix received from10.0.0.1 (afi 0): 11 exceed limt 10

0{ X debug ip bgp KGO E&E &35t T 4 &S XHAMS| AHE 4+ U&LICH 2L HFAL
7t =3 71 e Blo|E B ZoM = o] BHEE ASetx| OFEAI2. o & E0{ Router_Bo{ o|0| M
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Rout er _B# debug ip bgp updates in
*Mar 12 07:31:18.944: BGP(0): 10.
igini, metric 0, path 200

©
©
H

rcvd UPDATE w attr: nexthop 10.0.0.1, or

*Mar 12 07:31:18.948: BGP(0): 10.0.0.1 rcvd 10.0.1.0/24...duplicate ignored
*Mar 12 07:31:18.952: BGP(0): 10.0.0.1 rcvd 10.0.2.0/24...duplicate ignored
*Mar 12 07:31:18.960: BGP(0): 10.0.0.1 rcvd 10.0.3.0/24...duplicate ignored
*Mar 12 07:32:20.224: BGP(0): 10.0.0.1 rcvd 10.0.4.0/24...duplicate ignored
*Mar 12 07:32:20.228: BGP(0): 10.0.0.1 rcvd 10.0.5.0/24...duplicate ignored
*Mar 12 07:32:20.232: BGP(0): 10.0.0.1 rcvd 10.0.6.0/24...duplicate ignored
*Mar 12 07:34:19.768: BGP(0): 10.0.0.1 rcvd 10.0.7.0/24

*Mar 12 07:34:19.772: BGP(0): 10.0.0.1 rcvd 10.0.8.0/24
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*Mar 12 07:34:19.780: BG(0): 10.0.0.1 rcvd 10.0.9.0/ 24
*Mar 12 07:34:19. 780:
%BGP-4-MAXPFX: No. of prefix received from 10.0.0.1 (afi 0 ) reaches 9, max 10

*Mar 12 07:34:19.792: BGEP(0): Revise route installing 1 of 1 route for 10.0.7.0/
24 -> 10.0.0.1 to nain IP table
*Mar 12 07:34:19.796: BGP(0): Revise route installing 1 of 1 route for 10.0.8.0/
24 -> 10.0.0.1 to nain IP table
*Mar 12 07:34:19.804: BGEP(0): Revise route installing 1 of 1 route for 10.0.9.0/
24 -> 10.0.0.1 to nain IP table

Rout er _B#show ip bgp neighbor 10.0.0.1
BGP nei ghbor is 10.0.0.1, renpte AS 200, external |ink
BGP version 4, renpte router ID 10.0.0.1
BGP state = Established, up for 00:13:22
Last read 00:00:21, hold time is 180, keepalive interval is 60 seconds
Nei ghbor capabilities:
Route refresh: advertised and received(old & new)
Address family |IPv4 Unicast: advertised and received
| Pv4 MPLS Label capability:
Recei ved 930 nessages, 0 notifications, 0 in queue
Sent 919 nessages, 1 notifications, 0 in queue
Default mninmumtine between advertisenent runs is 30 seconds

For address family: |Pv4 Unicast

BGP tabl e version 30, neighbor version 30

Index 1, Offset 0, Mask 0x2

Route refresh request: received 0, sent 0O

9 accepted prefixes consunme 432 bytes

Prefix advertised 0, suppressed 0, withdrawn 0, maximum limit 10 (warning-only

Threshold for warning message 80%

Connecti ons established 2; dropped 1
Last reset 00:29:13, due to BGP Notification sent, update mal f or ned
Message received that caused BGP to send a Notification:
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
003C0200 00001940 01010040 02040201
00C84003 040A0000 01800404 00000000
180A000A 180A000B 180A000C
Ext ernal BGP nei ghbor can be up to 2 hops away.
Connection state is ESTAB, |/O status: 1, unread input bytes: 0
Local host: 10.0.0.2, Local port: 15668
Foreign host: 10.0.0.1, Foreign port: 179

Enqueued packets for retransmit: O, input: O ms-ordered: 0 (0 bytes)

Event Timers (current tine is Ox3A46EB54):

Ti mer Starts Wakeups Next
Ret r ans 18 0 0x0
Ti meWai t 0 0 0x0
AckHol d 22 9 0x0
SendWhd 0 0 0x0
KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
iss: 2047376434 snduna: 2047376784 sndnxt: 2047376784 sndwnd: 16035

irs: 821061364 rcvnxt: 821062116 rcvwnd: 16188 del r cvwnd: 196



SRTT: 279 ns, RTTG 500 ns, RTV: 221 ns, KRTT: 0 ns
m nRTT: 24 ms, maxRTT: 384 ms, ACK hold: 200 ns
Fl ags: hi gher precedence, nagle

Dat agrans (max data segment is 536 bytes):
Rcvd: 33 (out of order: 0), with data: 22, total data bytes: 751
Sent: 29 (retransnmit: 0, fastretransmit: 0), with data: 17, total data bytes: 349

Rout er _B#show ip bgp summary

BGP router identifier 10.0.0.2, |ocal AS nunmber 300

BGP table version is 30, main routing table version 30

9 network entries and 9 paths using 1341 bytes of menory

1 BGP path attribute entries using 60 bytes of menory

1 BGP AS-PATH entries using 24 bytes of nenory

0 BGP route-nmap cache entries using 0 bytes of menory

0 BGP filter-list cache entries using O bytes of menory

BGP activity 36/101 prefixes, 36/27 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed

10.0.0.1 4 200 932 921 30 0 0 00:15:08 9

&¥&0| o LIk X| T Router_A7t 374H2| 7t HFALE TSECD 7HEStH & 7H7H 12707 X| &
FehLIcH

Rout er _B# debug ip bgp updates in

*Mar 12 07:39:21.192: BGP(0): 10.0.0.1 rcvd UPDATE w attr: nexthop 10.0.0.1, origin i, netric
0, path 200

*Mar 12 07:39:21.196: BGP(0): 10.0.0.1 rcvd 10.0. 10. 0/ 24

*Mar 12 07:39:21.200: 9BGP-4- MAXPFX: No. of prefix received from10.0.0.1 (afi 0) reaches 10,
max 10

*Mar 12 07:39:21.208: BGP(0): 10.0.0.1 rcvd 10.0.11.0/ 24

*Mar 12 07:39:21.212: %BGP-3-MAXPFXEXCEED: No. of prefix received from 10.0.0.1 (afi 0): 11
exceed limit 10

*Mar 12 07:39:21.216: BGP(0): 10.0.0.1 rcvd 10.0.12.0/ 24

*Mar 12 07:39:21.228: BGP(0): Revise route installing 1 of 1 route for 10.0.10.0/24 -> 10.0.0.1
to main IP table

*Mar 12 07:39:21.236: BGP(0): Revise route installing 1 of 1 route for 10.0.11.0/24 -> 10.0.0.1
to main IP table

*Mar 12 07:39:21.240: BGP(0): Revise route installing 1 of 1 route for 10.0.12.0/24 -> 10.0.0.1
to main IP table

Rout er _B# show ip bgp neighbors 10.0.0.1
BGP nei ghbor is 10.0.0.1, renpte AS 200, external |ink
BGP version 4, renpte router ID 10.0.0.1
BGP state = Established, up for 00:19:56
Last read 00:00:56, hold time is 180, keepalive interval is 60 seconds
Nei ghbor capabilities:
Route refresh: advertised and received(old & new)
Address family |IPv4 Unicast: advertised and received
| Pv4 MPLS Label capability:



Recei ved 937 nessages, 0 notifications, 0 in queue
Sent 925 nessages, 1 notifications, 0 in queue
Default mnimumtinme between adverti sement runs is 30 seconds

For address family: |Pv4 Unicast

BGP tabl e version 33, neighbor version 33

Index 1, Offset 0, Mask 0x2

Route refresh request: received 0, sent 0O

12 accepted prefixes consunme 576 bytes

Prefix advertised 0, suppressed 0, withdrawn 0, maximum limit 10 (warning-only)
Threshold for warning message 80%

Connecti ons established 2; dropped 1
Last reset 00:35:47, due to BGP Notification sent, update mal f or ned
Message received that caused BGP to send a Notification:
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
003C0200 00001940 01010040 02040201
00C84003 040A0000 01800404 00000000
180A000A 180A000B 180A000C
Ext ernal BGP nei ghbor can be up to 2 hops away.
Connection state is ESTAB, |/O status: 1, unread input bytes: 0
Local host: 10.0.0.2, Local port: 15668
Foreign host: 10.0.0.1, Foreign port: 179

Enqueued packets for retransmit: O, input: O ms-ordered: 0 (0 bytes)

Event Timers (current tine i s Ox3A4CEA98):

Ti mer Starts Wakeups Next
Ret r ans 24 0 0x0
Ti meWai t 0 0 0x0
AckHol d 29 16 0x0
SendWhd 0 0 0x0
KeepAl i ve 0 0 0x0
G velp 0 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
iss: 2047376434 snduna: 2047376898 sndnxt: 2047376898 sndwnd: 15921
irs: 821061364 rcvnxt: 821062290 rcvwnd: 16014 del rcvwnd: 370

SRTT: 290 nms, RTTG 376 ns, RTV: 86 nms, KRTT: 0 ns
m nRTT: 24 ms, maxRTT: 384 ms, ACK hold: 200 ns
Fl ags: hi gher precedence, nagle

Dat agrans (max data segment is 536 bytes):
Rcvd: 40 (out of order: 0), with data: 29, total data bytes: 925
Sent: 42 (retransnmit: 0, fastretransmit: 0), with data: 23, total data bytes: 463

Rout er _B#show ip bgp summary

BGP router identifier 10.0.0.2, |ocal AS nunmber 300

BGP table version is 33, main routing table version 33

12 network entries and 12 paths using 1788 bytes of nenory

1 BGP path attribute entries using 60 bytes of menory

1 BGP AS-PATH entries using 24 bytes of nenory

0 BGP route-nmap cache entries using 0 bytes of menory

0 BGP filter-list cache entries using O bytes of menory

BGP activity 39/101 prefixes, 39/27 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver I nQ Qut Q Up/ Down St at e/ Pf xRed
10.0.0.1 4 200 939 927 33 0 0 00: 21: 28 12
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Rout er _B# debug ip bgp updates in

*Mar 12 08:03:27.864: BGP(0): 10.0.0.1 rcvd UPDATE w attr: nexthop 10.0.0.1, or
igini, metric 0, path 200

*Mar 12 08:03:27.868: BGP(0): 10.0.0.1 rcvd 10.0.1.0/24...duplicate ignored

*Mar 12 08:03:27.876: BGP(0): 10.0.0.1 rcvd 10.0.2.0/24...duplicate ignored

*Mar 12 08:03:27.880: BG(0): 10.0.0.1 rcvd 10.0.3.0/24...duplicate ignored

*Mar 12 08:03:27.884: BGP(0): 10.0.0.1 rcvd 10.0.4.0/24...duplicate ignored

*Mar 12 08:03:27.892: BGP(0): 10.0.0.1 rcvd 10.0.5.0/24...duplicate ignored

*Mar 12 08:03:27.896: BGP(0): 10.0.0.1 rcvd 10.0.6.0/24...duplicate ignored

*Mar 12 08:03:27.900: BGP(0): 10.0.0.1 rcvd 10.0.7.0/24

*Mar 12 08:03:27.908: BGP(0): 10.0.0.1 rcvd 10.0.8.0/24

*Mar 12 08:03:27.912: BGP(0): 10.0.0.1 rcvd 10.0.9.0/24

*NMar 12 08:03: 27.916: %BGP-4-MAXPFX: No. of prefix received from 10.0.0.1 (afi 0

) reaches 9, max 10

*Mar 12 08:03:27.924: BGP(0): 10.0.0.1 rcvd 10.0. 10.0/ 24

*Mar 12 08:03:27.932: BGP(0): 10.0.0.1 rcvd 10.0.11.0/24

*NMar 12 08:03: 27.932: %BGP-3-MAXPFXEXCEED: No. of prefix received from 10.0.0.1
(afi 0): 11 exceed limit 10

*NMar 12 08:03: 27.940: %BGP-5-ADJCHANGE: neighbor 10.0.0.1 Down BGP Notification
sent

*Mar 12 08: 03:27.940: %BGP-3-NOTIFICATION: sent to neighbor 10.0.0.1 3/1 (update
malformed) O bytes FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF 0060 0200 0000 1940
0101 0040 0204 0201 00C8 4003 040A 0000 0180 0404 0000 0000 180A 0001 180A 0002
180A 0003 180A 0004 180A 0005 180A 0006 180A 0007 180A 0008 180A 0009 180A 000A
180A 000B 180A 000C

*Mar 12 08:03:28.024: BGP(0): Revise route installing 1 of 1 route for 10.0.7.0/
24 -> 10.0.0.1 to nain IP table

*Mar 12 08:03:28.032: BG(0): Revise route installing 1 of 1 route for 10.0.8.0/
24 -> 10.0.0.1 to nain IP table

*Mar 12 08:03:28.036: BGP(0): Revise route installing 1 of 1 route for 10.0.9.0/
24 -> 10.0.0.1 to nain IP table

*Mar 12 08:03:28.044: BGP(0): Revise route installing 1 of 1 route for 10.0.10.0

/24 -> 10.0.0.1 to main IP table

*Mar 12 08:03:28.148: BG(0): no valid path for 10.0.1.0/24
*Mar 12 08:03:28.152: BG&(0): no valid path for 10.0.2.0/24
*Mar 12 08:03:28.156: BG&(0): no valid path for 10.0.3.0/24
*Mar 12 08:03:28.156: BG&(0): no valid path for 10.0.4.0/24
*Mar 12 08:03:28.160: BG&(0): no valid path for 10.0.5.0/24
*Mar 12 08:03:28.164: BG(0): no valid path for 10.0.6.0/24
*Mar 12 08:03:28.168: BG&(0): no valid path for 10.0.7.0/24
*Mar 12 08:03:28.168: BG&(0): no valid path for 10.0.8.0/24
*Mar 12 08:03:28.172: BG(0): no valid path for 10.0.9.0/24
*Mar 12 08:03:28.176: BGP(0): no valid path for 10.0.10.0/24
*Mar 12 08:03:28.184: BGP(0): nettable_wal ker 10.0.1.0/24 no best path
*Mar 12 08:03:28.188: BGP(0): nettable_wal ker 10.0.2.0/24 no best path



*Mar 12 08:03:28.192: BGP(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.196: BGP(0): nettabl e_wal ker 10.
*Mar 12 08: 03:28.200: BGP(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.204: BGP(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.208: BG(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.212: BGP(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.212: BGP(0): nettabl e_wal ker 10.
*Mar 12 08:03:28.216: BG(0): nettabl e_wal ker 10.

.0/ 24 no best path
.0/ 24 no best path
0/ 24 no best path
.0/ 24 no best path
.0/ 24 no best path
.0/ 24 no best path
.0/ 24 no best path
.10.0/ 24 no best path

ocooooo0o0o0
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Rout er _B# show ip bgp summary
BGP router identifier 10.0.0.2, |ocal AS nunmber 300
BGP table version is 87, main routing table version 87

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
10.0.0.1 4 200 965 948 0 0 0 00: 02: 24 1dle (PfxCt)

Rout er _B# show ip bgp neighbors 10.0.0.1
BGP nei ghbor is 10.0.0.1, renpte AS 200, external |ink
BGP version 4, renpte router ID 0.0.0.0
BGP state = Idle
Last read 00:02:43, hold time is 180, keepalive interval is 60 seconds
Recei ved 965 nessages, 0 notifications, 0 in queue
Sent 948 nessages, 2 notifications, 0 in queue
Default mninmumtine between advertisenent runs is 30 seconds

For address family: |Pv4 Unicast

BGP tabl e version 87, neighbor version O

Index 1, Offset 0, Mask 0x2

Route refresh request: received 0, sent 0, maximumlimt 10
Threshold for warning message 80%

Connections established 2; dropped 2
Last reset 00:02:43, due to BGP Notification sent, update malformed
Message received that caused BGP to send a Notification

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

00600200 00001940 01010040 02040201

00C84003 040A0000 01800404 00000000

180A0001 180A0002 180A0003 180A0004

180A0005 180A0006 180A0007 180A0008

180A0009 180A000A 180A000B 180A000C

Peer had exceeded the max. no. of prefixes configured.
Reduce the no. of prefix and clear ip bgp 10.0.0.1 to restore peering

Ext ernal BGP nei ghbor can be up to 2 hops away.
No active TCP connection
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Rout er _B# clear ip bgp 10.0.0.1
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/content/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/xe-3se/3850/irg-xe-3se-3850-book/irg-max-prefix.html
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https://www.cisco.com/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
https://www.cisco.com/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/26634-bgp-toc.html
https://www.cisco.com/c/ko_kr/support/index.html
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