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Server IP | [=] Advertised prefix:
10.0.0.1 10.0.0.0/24
-

eBGP Advertisement for 10.0.0.0/24
Leonger path, less preferred

(10.0.0.0/28)

End Use
i{ Router prefers more precise
advertisement received from attacker.

\ eBGP Advertisement for 10.0.0.0/28
More precise advertisement
lllegal Advertisement

~ Traffic directed to attacker
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Repositories

ROAs fed to router N @

BGP RPKI
enabled router

RIPE NCC Ripe Network coordination center
ARIN American Registry for Internet Numbers
APNIC Asia Pacific Network Information Centre
R _/' LACNIC Latin America and Caribbean Network Information
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AFRINIC African Network Information Centre
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Cisco 8000
' eBGP peer
BOEAEA00 BGP AS 8100
ROAs fed to router @ eBGP CSR1
e
- BGP RPKI enabled 2 }
: 43.230.26.0/24 - Valid advertisement
Validator router 103.10.39.0/24 — Invalid advertisement
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iBGP peer
BGP AS 100

EEZx|

A3: 0| GIZolA= BGP RPKI HZ{LIZ S MWst7| Qs £A19) T8 AS HE U HEALES
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router bgp 100

bgp router-id 10.1.1.1

rpki server 192.168.122.120
transport tcp port 3323

refresh-tinme 900

address-fanmily ipv4 unicast
!
nei ghbor 10.0.12.2
renote-as 8100
address-fam |y ipv4 unicast

route-policy Pass in



rout e-policy Pass out

nei ghbor 10.0.13.3
renote-as 100

address-fam |y ipv4 unicast

/1 *Pass’ is a permt all route-policy.

BGP RPKI A4

Bt P E{E ROA FHAIE BtRE|e] HIZElof CtR2E57| {5 AB7I(IP: 192.168.122.120, ZE
3323)& AME3t04 TCP MlME MEELICH

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server 192.168.122.120

Wed Jan 20 22:54:15.763 UTC

RPKI Cache- Server 192.168.122.120
Transport: TCP port 3323
Bi nd source: (not configured)
Connect state: ESTAB
Conn attenpts: 1
Total byte RX: 4428792
Total byte TX: 1400
Last reset
Ti mest: Jan 20 05:59:58 (16:54:17 ago)

Reason: protocol error

B RE{0|AM ROACIRZE

HE7|= ROA HE E ctEo| MFELICE O] 7HA|= Bt RE7I QElEl SEE ERrY /IsdE
z[astst7| @ F71Me 2 oo|EELICE. o] 20 M= 900 2| M2 & AlZho] £ E|
&LICt o97]ofl EA|El Zd%{H Cisco 8000 2+ E{= 172632 IPv4 & 28350 IPv6 ROAE AS7|0f
M2z Esl&LCH



RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary

Wed Jan 20 23:01:59.432 UTC

Host name/ Addr ess Transport State Ti me

192. 168.122. 120 TCP: 3323 ESTAB 17:00: 21
RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table ipv4

Wed Jan 20 23:09:26.899 UTC

>>>Sni pped out put <<<

Net wor k Max| en Origin-AS Server
10.0.0.0/ 24 24 13335 192. 168. 122.
10. 0. 4.0/ 22 22 38803 192. 168. 122.
10.0.4.0/ 24 24 38803 192. 168. 122.
10.0.5.0/ 24 24 38803 192. 168. 122.
10.0. 6.0/ 24 24 38803 192. 168. 122.
10.0.7.0/ 24 24 38803 192. 168. 122.
10.1.1.0/ 24 24 13335 192. 168. 122.
10.1.4.0/ 22 22 4134 192. 168. 122.
10.1.16.0/ 20 20 4134 192. 168. 122.
10.2.9.0/ 24 24 4134 192. 168. 122.
10.2.10.0/ 24 24 4134 192. 168. 122.
10.2.11.0/ 24 24 4134 192. 168. 122.
10.2.12.0/ 22 22 4134 192. 168. 122.
10.3.0.0/ 16 16 4134 192. 168. 122.
10. 6. 0.0/ 22 24 9583 192. 168. 122.
Ct&& &lghct.

O Mol A= BGP RPKIC| &E ¥4 Bt REO| HXE/IZH 1 E
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RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Wed Jan 20 23:27:37.268 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 30

BGP main routing table version 30

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

D> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

D> 203.0.113.1/24 10.0.12.2 0 0 8100 ?

D> 192.168.122.1/32 10.0.12.2 0 0 8100 ?

as-origin #&£d HALE <loll CIREE & d3tstoid 2 F=
LICE.

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation enable

44515104 2HRE{7} BGP EIOIE O 2= HTALE R34 HAZI0IAM ¥ ROA B

ol CHsH ?:1 st Ml 7HX| & Bl & stLt7F = Atoll & & LICH

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 00: 04:58. 136 UTC
Status codes: s suppressed, d damped, h history, * valid, > Db

i - internal, r RIB-failure, S stale, N Nexthop-

est

di scard



Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path
V> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?
N*> 192.168.122.1/32 10.0.12.2 0 0 8100 ?
EFRE 7t 2[4 o] BE HLE HSFHHM HFA R AA e HEE AT += JUTS 5teq
™ o| BHO| ZELICE Ol SM2 x2[4o| BE HLE ol REdE HEE AE5HX| &£ ol M
O| IEENM dHS= BE MM AFEE = UL E St SHE MISEE 7|2HeE Y

stz|X| ef& LIt

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

HEM &4 HH
HEAMEOM &2 = Ue Ml 7HX] HEf7F AJ& LIt
RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity

Thu Jan 21 00: 04: 58. 136 UTC

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

I* 203.0.113.1/24 10.0.12.2 0 0 8100 7

N> 192.168.122. 1/ 32 10.0.12.2 0 0 8100 ?

- Invalid - YFA7HCHS & 24 & StLHE SF &S LIEFRILICH 1. 8Lt 0l< 2] ROA(Route
Origin Authorization)2} & x|t X| 2, AS-PATHOIA & ASQt Yix|5tE ROA Yile eigLct
. 2. ROAO XIQE %4 Zo|2| 5Lt O o] ROASH URIeHX|E, =|4 Zo|9t LRISE ZE
ROAS| A< X|IHEl x|cH Zo|=Ct ZILICH Origin ASE =7 #201 4 2tei&Lch

- Valid(# &) - RPKI 7HA| E|O|E 0l HF AL & AS 40| ISS LIEHHLICEH

- Not Found - MF A7} R 25t X| 2fHL R &E3HX| o2 HFAtol| @SS LIEHLICH



O Mol ME 2 HF ALt HFAte| & Efoi| CHoll REMIS| D ELICH.
1. 203.0.113.0/24 -

Origin

AS 81002| eBGP I|0{7} O| ZEE A|Z 20 Cisco8000 = =0 YE4Fi&LICt.
o = RE3 Wo2 EAE

AS(8100)= ROA(validator0il A ==4£1)2| origin ASQt Lx|5t2E O HF A
1 2tREo| 2t E EolEo AX|ELICH

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table | in "203.0.113. 0| Max"
Thu Jan 21 00: 21: 26. 026 UTC
Net wor k Max| en Origin-AS Server

203.0.113.0/ 24 24 8100 192. 168. 122. 120
ZAZ7} BGP E|o|E0o| Mx|ElL|C}.

RP/ 0/ RPO/ CPUO: G sco8000#show bgp 203.0.113.0/ 24
Thu Jan 21 05:30:13. 858 UTC

BGP routing table entry for 203.0.113.0/24

Ver si ons:
Process bRI B/ RIB SendTbl Ver
Speaker 31 31

Last Modified: Jan 21 00:03: 33.344 for 05:26:40
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 31

Oigin-AS validity: valid
Ol Z|49o| BGP M5 AO|H RPKIE R&35t2 2 22 & Ho|g0 dEXo=z Mx|E/LCH

RP/ 0/ RPO/ CPU0O: Ci sco8000#show route 203.0.113.0/ 24

Thu Jan 21 00:29:43.667 UTC



Routing entry for 203.0.113.0/24
Known via "bgp 100", distance 20, metric O
Tag 8100, type external
Installed Jan 21 00: 03:33.731 for 00:26:10
Routi ng Descriptor Bl ocks
10.0.12.2, from 10.0. 12. 2, BGP external
Route metric is O

No advertising protos.

2.203.0.113.1/24 - &2 E

&9 eBGP IL|0{0fl A BGP HIAIXIE S35l =415 2
E5HX| et &LICH 203.0.113.1/242 2E2IZ! AS 81002| B

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity invalid
Thu Jan 21 00: 34:38.171 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100

BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 33

BGP main routing table version 33

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EG?, ? - inconplete
Net wor k Next Hop Metric LocPrf Wight Path
* 203.0.113.1/24 10.0.12.2 0 0 8100 ?
JeLt R4 AALZ[0M 22 ROAE O S AL7F ASOf| &£8tCh= W2 10021,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table 203.0.113.1/24 max 24

Thu Jan 21 00: 37: 05. 615 UTC



RPKI ROA entry for 203.0.113.1/24-24
Oigin-AS: 10021 from 192. 168.122. 120

Version: 124211
+=LIE BGP 2 2(AS 8100)2] AS 2 AIX| HE 7} ROA(AS 10021)0flAM = 41El AKX AS g AIX|2F &
x|SR e B 2 MFALE InvalidZ2 EA|Z|D 22 E Eo|8o| Mx|c|X| ef&L|CH

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113.1/24
Thu Jan 21 05:37:26.714 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 32 32

Last Modified: Jan 21 00:03:33.344 for 05:33:53
Paths: (1 available, no best path)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |local pref 100, valid, externa
Received Path ID 0, Local Path ID 0, version O

Oigin-AS validity: invalid

mjo

R

Ojo

A
T

3.192.168.122.1/322 &t

Ol HF A= 712l A= ALO|H ROA ZHA|of| @& LICH BGPOIM O] 5 AHE 'Not found'= MARM &
LICt.

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 192. 168. 122. 1/ 32
Thu Jan 21 05:44:39.861 UTC
BGP routing table entry for 192.168.122.1/32
Ver si ons:

Process bRI B/ RIB SendTbl Ver

Speaker 33 33



Last Modified: Jan 21 00:03: 33.344 for 05:41:06
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |local pref 100, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 33

Oigin-AS validity: not-found
RPKIZ} A& AME{E[2 2 'not-found’ F A7t 22 & El|o|=0f EX|ELICH OFX| 2 BGP7t
RPKI CllO[E{H| 0| A0l SFE|X| £ 2 ol2{8F Sl HFAE FAISHA ELCH.

HZE HFA S

HEE|X| X[ AZEQo|E ERE MFAZL 2% A2 HJt D20 &Hode = UESE =
HE X|Z¢gLict,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as allowinvalid

|
O| ZI|ag|o|MoME BHRE7I ZIM o] BE HArE 6] ZRE MFAE 12{ste= BHH, Ol
invalid' 2 EA|EILIC o] &30 = z|Aato| B2 2 EAIE'203.0.113.1/24'0] E A|E/L|C}.

RP/ 0/ RPO/ CPUO: G sco8000#show bgp

Thu Jan 21 06: 21: 34. 294 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0



BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wight Path
*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
*> 203.0.113.1/24 10.0.12.2 0 0 8100 ?
*> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

O| E2oj| EAIE CHE MEAIE 2= MEE SK|ECE S

2=

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113.1/24
Thu Jan 21 06:23:26.994 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 34 34

Last Modified: Jan 21 06:05:31.344 for 00:17:55

Paths: (1 avail able, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer

8100

10.0.12.2 from 10.0. 12. 2 (192. 168. 122. 105)

best2 E A|=|L|C}.

Oigin inconplete,

Recei ved Path 1D 0,

Oigin-AS validity'

EFREE 043 &7

FotX|
otX| ot2 MFALECt R EE

2t EQ| =& ROA

O O|R 2 EH HF Ao
oA &5 ROAE 78t

netric 0, |ocal pref 100, valid, external, best, group-best
Local Path ID 1, version 34
invalid
A2 MFAME OIX|Y SMHoR ¥ Z5H, AHE 7t58t B2
HEAME M3t

CH &t

I
A
an

'Not Found'2 E A|ElL|C}.

CHEt ROAZH
U&LICH o

Zm|agol

Of&]
£

£ 01

| MAIEIR| SEREFLE AR HLE R|RAE]S
CHE A

192.168.122.1/32'= 047]0f|

0%
0z
=)
Fol

74C> E}CDEH

4A|E_I CHE



RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36:31.041 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

N> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

070 EA|E CHE =5 ROAE 7+8e &= UELICH ol HHE2 '192.168.122.1/32' HFALE AS

81001+ &g LICH

router bgp 100

rpki route 192.168.122.1/32 nax 32 origin 8100
oledet 8ol ek, ™FAte] SEi7F N 'v'2 HEEIC

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 34. 151 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active



Table 1 D: 0xe0000000 RD version: 35
BGP main routing table version 35

BGP NSR Initial initsync version 2 (Reached)

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete
Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled

Net wor k Next Hop Metric LocPrf Weight Path
V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
|*> 203.0.113.1/24 10.0.12.2 0 0 8100 ?
V> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

—

A2 M Sl HFA fREH HAF HE|
YEA E Zohs A2 WM Mdsts O ASE £ gLt 0218 HEHE match 2ollM A
g = Yo X7 Hotes 2YE oY = A&LICh ol doMe HEE HEfS 2E MF

!

= F
AE LURIAIZ| D HF ALl CHEF 7HE X| 22 123452 = MAHEEfLICH

route-policy Invalid

if validation-state is invalid then
set wei ght 12345

endi f

end- policy

router bgp 100
renote-as 8100
address-fam |y ipv4 unicast

route-policy Invalid in



ol Zolle HRE HFA M& 715 %I7} 12345,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp 203.0.113.1/24
Thu Jan 21 06:57:33.816 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RIB SendThl Ver
Speaker 38 38

Last Mdified: Jan 21 06:54:04.344 for 00:03:29
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0. 12. 2 (192. 168. 122. 105)
Oigin inconplete, netric 0, local pref 100, weight 12345, valid, external, best, group-best
Received Path ID 0, Local Path ID 1, version 38
Oigin-AS validity: invalid
g% HRLIEIE S8l HFA 24 HA BE 38
BGP Z{ELE BGP 2% ARLIEIE S5 MTA RA4 A 4EHE CHE 2LRE(R A HA)
o 24 FHA| izt o'IT% = U&LICH O|E A 5t AE7(7F QD 2EE ROAE CHRELESH=
Mg Sall HEXZH (s ZE EHREe 2= HefE L.
Ol= BGP &3 7R LIE[ol| olal| 7Hs gL

ol BHES

>

I &35t 2t E{ 7t 'prefix-validation' M E & iBGP IL|0{2t 3RE = A&LIC.

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation signal ibgp
Cisco 8000 2+ E{7} 221t Z 0| & m|ofof CHEt BGP YHIOIEE HFA REE HAI HE
£ ZatetLch o] Z< ulo|td iBGP EHEl= I0S-XE 2HE{ I LICE.

csr2#show i p bgp 203.0.113.1/24

BGP routing table entry for 203.0.113.1/24, version 14



Paths: (1 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
8100
10.0.12.2 from10.0.13.1 (10.1.1.1)
Oigin IGP, netric 0, |local pref 100, valid, internal, best
Ext ended Conmunity: 0x4300:0: 2
rx pathid: 0, tx pathid: 0xO0

Updated on Jan 21 2021 18:16:56 UTC
Ol #& 7R LIE| O 2 0x4300 0x0000(& ENE LIEILH= 4HIO|E)E A8 35104 O|aE + U&L
CH.

&EfE LIEtLH= 4HIO|EE 2f & StLHE A= 32H|IE 735 9le 2 *elguch

=

. 2- o_u_gl.x OI-%

M5 AF203.0.113.1/242| 7{FLIE|= 'Invalid' 5 Atoll OH & E|= 0x4300:0:2]L|Ct. O|F H| 5tH™
KM 24 FHAI7E QIS0 EF 51 csr2 2HREE 04716 MFAL AE HEHE T[gte 2 AHE Y
2 = JU&Lch
OlM| Z2 M £ = BGP 2|3 F2 LI E|EHAM HFA &2 A 4EHE UR|AZIE O AMEE
£ A&Lct

BGP RPKI 71818 e HE AME

ROA &2 <IEh ¥ Atz

CI=2 RPKI- Observatory0 A & E TE 27t HEXHIE 7|Po 2 &t & 71 X| HE AFElL|Ct
RPKI MACHE £ E RPKI 22| 04t SHE EM& IEL

. L"'z P01| CHaH ROA7I M El B2 BGPOIM e MFALE &2l [ol E&LICH O7Z0] §F
g A2, CIE 52 7I= B3| 2 ROAM| Z&E ASNQ! WX 71&35t0 0|2 YES T MF
ANE P9°* T QULCH.

- ROA7} 5 At ZO|ELCH & maxlen@ 2 M/ EE B2, Ol maxlen7t K| BE 5 AL OF2H0| A

Jtstt ZE M5 A CiEt ROAE MM 5tE At Z&LICH BGPRo| RE MFAE ¢el& A
Ol éEl—ll:-l'.
MF A0l CHEl ROA7 MM E[D MFAF A A7F e HFALL] 5t MFALE &2/ ROAE
HE 5t HFALE FE23HELICH ME-ZE2[E A0 Ci$ ROA EE= 2l ROAS| Z[CHZ 2 M
H.Zg|ZAE ZHSIE & & |o{of §tC}.

- ZEOM HEFAE A75t10 UX|EEBGPOIM O|& L2|X| &t2 AEIQI B AS02| 5 Ao
CHEH ROAE MA&loF SFLICH ASO2 AS ZZ0i| LIEE £ Qlonz MFA X7t £58HE
L|C}.



- SUE HFALE AlEfet= ASNO| 042 7l RIE B2 Z ASNOI| CHal sliE &S Atoi| CHE
ROAE d'dslof FLICt et 2R Eo| St HF AL CHEF 048] ROATL RIE B € &
stLiot Yx|sHe BGP Byt RE#HLICH SUst MTAtol T3t 042] ROAE ME BE35tX|
‘Bg*aI—IEP

| CHEt ROAE MAdstE

A7 ool Chet HFAE st 'B'E CHAlSH0] sliE TF Ao
A%, 'A'= 'B'2] ASNZ L Eof ¢oil E0 |7-|LP 'B'7F AT AL KA E Aot 5 sfjoF ZLCt

XR BGP 2}2E{d| L8t RPKIS| &5 G
Route-Policy® A8 3= CPUO| CH#t ROA YCIO|E &1}
ROA7} 4O|0|E |11 2 E{0] "validation-state is"7} X

2f £l et A
A2 M| e B, U|o|EE M| ROAE 7|Hlo 2 L%ALQI éJEH% I:MI A5t ol 3
gtL|Ct. o|= 2}RE{7} Z|0{0ll BGP REFRESH R & XM&sto =2 M =&=ElL|Ct.

rO
g
9
>
2
[l
=a=

BGP U|O|H7t EA|E! CHZ Of HIAIX|E +=4letH H|OIHIF HFALE CHAl 2L QIHF2 = route-
policy7t =&l MFALE MASE + A&LICH

Jan 22 18:28:41.360: BGP: 10.0.12.1 rcv nessage type 5, length (excl. header) 4

Jan 22 18:28:41.360: BGP: 10.0.12.1 rcvd REFRESH REQ for afi/safi: 1/1, refresh code is 0O
ROAZt ddi|o|EE miotct B2 1Y ClutolA7F SAlO M2 DX X|H X7 ZFELICH 0|
Clul2 = 72 MMo| S5t B *{2|7t WRE Z2 ROA YHI0|E £ ¥ 2 S50t &2 CPU
ZAnp7F g lgrL|ct @17 CIHFO|A @IHFR2 E route-policy0i| "validation-state is" @23 0| Z & | x| ot
2 A< 0|2{8t REFRESH HIA|X|7t L85t K| f&LICt

Q1% C|HFo|A 0l CHEH "soft-reconfiguration inbound always"7} Tt A El 722 BGP REFRESH HIA|X|

o oT
MAE|X| ot x|t EQE A2 AMAMO| EQUS 2T 2 AIMEL|H EQUS CPU AR S 7|CHEt &

2.20] dHEE|0{ Q= O|fE B2 Y L HELCH= "bgp bestpath origin-as use validity' 22
_|

ROA HH[O|E 2 QIEt CPU A& |48t

047|M M= SHE LisHs 7HE E2 Y HMof
¥ $2 22 SXE A8sts 2

£ dE YE| {0l A8 B H22 7}

30

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

0| HH2 SAME RFEFX| A2 2 E ctREHM SXI5HKIE 2[4 o] 27| Z|X| A =5 FLIC
MXIE|7HLE o |4 H 1 E|X| et&L|Ct =”o{e 2| 7|8 53 2 BHO|C} CHE ROA °4E1I |IEZ2 Q5
FE8 49, REFRESH7| HR3tX| otom HA AR IOl RIS 2 %M B2 E AFSE = UA

ElL|CH



AMERE7} invalid' HFALE §{&3t1D AFESHX| f2
T best path origin-as allow invalid Z1X|22f|o|ME Al

=
—
=1
S

A<, best path origin-as use validity 2/0f|
gt

0| A ROA7} HEx|H REFRESH HAIX| 10| 2|¢ 0| B2t ASS 2 UHO|EFLIL. M55

x| 17| 9/3) = BGP 2 M=k o)A RPKI S 2 51| 22 Z27h SUs oh ol chzt o
E HRHC0 Y MBElE 202 IFES QOIHLICH 15X FE 22 MBE B 0=Ct XA XY
s 23t Bl B

RPKl invalid £7} ACHXo=2 =1 ZFof EftslT 2|AA0 2 ¥ee 0|x|X| ef&Lict.

. "bestpath origin-as use validity"&€ At&35t2{™ IBGP B2 & HIXE 20| 2E Z=20f
SHHE RPKI 23 440| Qlo{ok BHLICH 22x| oI 2 B2 route-policy0ll M validation-state E|
AEE AS AP%%* £ A&Lct,

IBGP A2 = 2t E{0l| A ROA Ci|O|E{tH| 0| A 0] CHEH AB E|X| &t &LICH IBGP A2 = RPKI &4
AR LIE|0| M RPKI R 24 E D&LICH O] & 7FLIE| 810| IBGP AR & 4lste B2 aiT
HE MER7I not-found2 MAEEILICE

BGP RPKI HZ2 2| Szt

ZI ROAE QA 2 H|o|Eof CHEt HIZ2 2§ AHEELICH 5 ROAZL & EE IP S Aroll CHEF Z30]
X|2t max_lenO| Ct2 7L} CHE RPKI MEHOM B2 B2, S St QIHAE ZR5HX|0HHZ O| O
O|E{7} &Lt HEZ LHAIETI Y™5tX| o2 HEE 2F M% o| Eetd = U&LCt
10%2| Z1} of 0| HAEELICH 64H|E ESHES 32H|E ESHEECH ZF M2 2| 7HA| H B2 O
2E7F HFLICH QA ZHR]| L Cf|O|E ZHA| 2] I0S-XR HIZ 2| AF&Z(HFO|E)O| Ef|o|20i J&
LICt CHE 2 Y™EE @S E7t O %o 2 & EICtH

32H|E ESE(HIO|E) 64H|E ZEZHE(HIO|E)
IPv4 QI A 74 111
IPve Q= A 86 125
Ele]= 34 53

O] MMM = ROAZ} HIZE|IE AH8dtE WHE HdBst= F 7HX| AlLIE|2 & CHELICH

AlLEE|2 1. 2t E{0] 37H2] RPKI MEH T

64H|E 2t E ZZ M AMoilM ZtZ+ 200,0007H2] IPv4 ROA & 20,0007H2] IPv6 ROAE M3 3st=
372l RPKI MHHE AtEstE EHPEIE 1oid M Ot 5 T2 2|7t 2L F o

20000 * (125 + 3*53) + 200000 * (111 + 3*53)HIO|E = 5,968EF HIO|E
HEE2IE Hitets SO AME CHE 3712 854 HAALZ|0IM SUFH HE Aol CHEH ROA7F S5t

[=J
oleis zkg ZRFSLICH

AlLtEle 2. 2t E ol T+ El B RPKI AH



ROA 9i= BGP ZZMA HZEZE:

RP/ 0/ RPO/ CPUD: Ci sc0o8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:19:57.945 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot
Process
1069 2M 71M 132K 25M T7447TM 50M 74M

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary
Fri Jan 22 17:12:09.073 UTC
Host nane/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 NONE 00: 00: 25 N A
BGP Z ZM|A0|A ROA §i0]| 25MB HIZ22|E& M35l W ZE LIE&LICE

ROAE AtE3l= BGP Z2MA HIZE|:

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host nanme/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nenory detail location O/RPO/CPUO | in $
Fri Jan 22 17:24:14.659 UTC
JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

1069 2M 99M 132K 53M 7447M 50M 102M
BGP Z 2 M|A0|A ROA 10| 25MB HIZ2|E AIE5tE W E LIEG&LICE

ROAE Al&3t= BGP ZE2AMA HEE|:

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host nane/ Addr ess Transport State Ti ne ROAs (I Pv4/ | Pv6)
192. 168.122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUO: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $
Fri Jan 22 17:24:14.659 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

bgp

Process

bgp

Process



1069 2M 99M 132K 53M 7447M 50M 102M bgp

Cisco 8000 2t ?E{= 64H|E OSE A& LICt. IPv4 ROA172796 ROAE 211 ROA28411 Bt &
LICF.

H22|(HFOIE) = 172,796 x [111(21=A) + 53(CHO|E)] + 28411 x [125(21= A) + 53(CH|O|E)].

—_

Olz{8t A& ~27TMBE MZ5tH, Ol o 9l B2 E{2| HIZElolM 2HelEl F7HE Lot
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