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|
ip nat pool net-10 172.16.255.1 172.16.255.254 prefix-length 24
ip nat inside source list 1 pool net-10
|
interface Ethernet0
ip address 172.16.20.2 255.255.255.0
ip nat outside
|

interface Ethernetl



ip address 172.16.39.2 255.255.255.0

ip nat inside

!

router eigrp 1

redistribute static

network 172.16.0.0

default-metric 10000 100 255 1 1500

1

ip route 172.16.255.0 255.255.255.0 NullO
access-list 1 permit 10.0.0.0 0.255.255.255
!

end

ip nat Zr&d BP0l CHE REMIEH LI 2 1P F 4 X|H 3 MH[A BHEE HF T st AL

fjo
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Cisco_ WAN_Router T4

1
interface Ethernet0/0

ip address 172.16.187.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet0/1

ip address 172.16.39.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet3/0

ip address 172.16.79.3 255.255.255.0
no ip directed-broadcast

ip policy route-map net-10

!
router eigrp 1

network 172.16.0.0

access-1list 111 permit ip 10.0.0.0 0.255.255.255 any
1
route-map net-10 permit 10

match ip address 111

set interface Ethernet0/1

!

route-map net-10 permit 20

!

end

route-map 27 HZo| CHE XEM[EH LHE 2 route-map BE MHXM

M
lﬂ
oh

ZotAAR.

& 1: access-list BE 2| log 7| == PBROM|AM X[HE|X| St &LICtlog 7|HET L HE B2 MT
7t EAMEIX| et&LICtH

Cisco-1 2t E{0]| Cli#F 24

version 12.3
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interface Ethernet0

!-- Interface connecting to 10.0.0.0 network ip address 10.1.1.1 255.0.0.0 ! interface Ethernetl
!-- Interface connecting to Cisco_Wan_Router ip address 172.16.79.4 255.255.255.0 ! router eigrp
1 network 10.0.0.0 network 172.16.0.0 no auto-summary ! !---Output Suppressed

Internet_Router 744

version 12.3

interface Ethernetl

!-—- Interface connecting to Firewall ip address 172.16.20.1 255.255.255.0 interface SerialQ !---
Interface connecting to Internet ip address 192.1.1.2 255.255.255.0 clockrate 64000 no fair-
queue ! interface EthernetQ !--- Interface connecting to Cisco_Wan_Router ip address
172.16.187.1 255.255.255.0 ! ! router eigrp 1 redistribute static !--- Redistributing the static
default route for other routers to reach Internet network 172.16.0.0 no auto-summary ! ip
classless ip route 0.0.0.0 0.0.0.0 192.1.1.1 !-- Static default route pointing to the router
connected to Internet !---Output Suppressed

O| oM 2 E|AESIEM Cisco-1 2FRE{2] 10.1.1.10{ A extended ping Bz }90}04 OlE{Lf o]
SAER MEE pingO| A& LICH O] oflol M= 192.1.1.10] CHAN TAE AR EIRELICHRIE{L gt
SEOM F& ol Yot JU=X| & lst7| 2/3H debug ip packet 101 detail %‘%% A8dte &
ot 1 & AQIEO| HAE[R&LICE

Fa: = =25HM 2t RE{ 0 M debug i ip packet detail BHE AI& 3 CPU AFEEO
O &ZtatHA X-|3P5|7-|LP HERZ SHo| &g = A&LICh debug HHS
Traceroute W& 0|3l 2| Using the Debug Command MME FO|2 2= WOl £E&
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Results of ping from Cisco_1l to 192.1.1.1/internet taken from Internet_Router:
Packet never makes it to Internet_Router

Cisco_1# ping

Protocol [ip]:

Target IP address: 192.1.1.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: vy

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1
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Success rate is 0 percent (0/5)
S AICHA|Z] THZ! O] RIE{H Bt E{ ol == SF K| 2 k& LICH.Cisco WAN EHE{0llA 7HA{=2 of2H 2
debug BH2 0|28t EX[7F Y MEF O|F & 20oiELICt.

Debug commands run from Cisco_WAN_Router:
"debug ip policy"
*Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match
*Mar 1 00:43:08.367: IP: route map net-10, item 10, permit

! --—- Packet with source address belonging to 10.0.0.0/8 network !--- is matched by route-map
"net-10" statement 10. *Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1
(Ethernet0/1), len 100, policy routed *Mar 1 00:43:08.367: Ethernet3/0 to Ethernet0/1 192.1.1.1
! -——- matched packets previously are forwarded out of interface !--- ethernet 0/1 by the set
command.

THZ00] net-10 Z4%4 BHofl M BA 2 100+ YR SLICHOIMTHR) 2212 of TiZl0| QB 2t
E{0fl A} 3HX| o2t THR?

"debug arp"
*Mar 1 00:06:09.619: IP ARP: creating incomplete entry for IP address: 192.1.1.1 interface
Ethernet0/1
*Mar 1 00:06:09.619: IP ARP: sent req src 172.16.39.3 00b0.64cb.eabl,
dst 192.1.1.1 0000.0000.0000 Ethernet0/1
*Mar 1 00:06:09.635: IP ARP rep filtered src 192.1.1.1 0010.7b81.0b19, dst 172.16.39.3
00b0.64cb.eabl wrong cable, interface Ethernet0/1

Cisco_Wan_Router# show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.39.3 - 00b0.64cb.eabl ARPA Ethernet0/1
Internet 172.16.39.2 3 0010.7b81.0b19 ARPA Ethernet0/1
Internet 192.1.1.1 0 Incomplete ARPA

CItH arp £240f 0| HE 7} E AIEILIC} Cisco WAN EHRE{E XIAIE &HdE A= n i3S 0|
H 0/1 QIE{H|o|A0f 2Y wordD A= gLIch oA st2dH 2tRE 7t 1 Al5H= 192.1.1.12]
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Config changed on Cisco_WAN_Router:
!
route-map net-10 permit 10

match ip address 111

set ip next-hop 172.16.39.2

O|A| QUE{A Bt RE{0AM S L8 debug ip p acket 101 detail B S AtE35t04 T{Z!0| SHIE BEE
M50 28 &ole £ Ql&L|chEEst mfZlo] watedod ol 172.16.255.1C 2 HHEtE|QioH

ping=l A= AIAE} 192.1.1.10] %E?ﬂ%% EHolg =+ &L
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Cisco_1# ping

Protocol [ip]:

Target IP address: 192.1.1.1
Repeat count [5]:



Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.1.1.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none] :
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/70/76 ms

Results of ping from Cisco_1 to 192.1.1.1/internet taken from Internet_Router:

Internet_Router#

*Mar 1 00:06:11.619: IP: s=172.16.255.1 (Ethernetl), d=192.1.1.1 (Serial0O), g=192.1.1.1, len
100, forward

*Mar 1 00:06:11.619: ICMP type=8, code=0

! --- Packets sourced from 10.1.1.1 are getting translated to 172.16.255.1 by !--- the Firewall
before it reaches the Internet_Router. *Mar 1 00:06:11.619: *Mar 1 00:06:11.619: IP: s=192.1.1.1
(Serial0), d=172.16.255.1 (Ethernetl), g=172.16.20.2, len 100, forward *Mar 1 00:06:11.619: ICMP
type=0, code=0 !/--- Packets returning from Internet arrive with the destination !--- address
172.16.255.1 before it reaches the Firewall. *Mar 1 00:06:11.619:

Cisco WAN 2} E{2| debug ip policy B2 miZ!0| &atHo 2 M L[UZS S 172.16.39.2:

Cisco_WAN_Router0i| A A8zl Cl{a HHE

"debug ip policy"

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match

*Mar 1 00:06:11.619: IP: route map net-10, item 20, permit

*Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1 (Ethernet0/1), len 100, policy
routed

*Mar 1 00:06:11.619: Ethernet3/0 to Ethernet0/1 172.16.39.2

A eteBg 7ltte 2 A5 35E ECEE 2t E5H7| fl6l sHSE ECfEE F i QlEm oA
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