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Cisco |0S Software| M X|HE=IP ZEEZE
5 X|E

T5 of

atad x4

L O

[

7

ol EMoME @z 2t 235 ACL(Access Control List)ol| CHEH X|&] 2! HE 25 7|28 S Elch.
QlZ et ACL2 =zl FH|o| &QIE EEZft HAIMO R 5{85l= SAM CHE ZE MSE EciE
= 51&3%tod XY Qlzgt A0 f[dHu 8ME %456t O AFSELICH

lEgt 23S

Hi3

HER3 elasiA(ingress) X|&Hol| QI=Z2t 25 ACLE 7 &5l{of 5t= E2 S 4 o o|X 2[H

SZRE otREHE E252{s 20| R LICE 0|28 IPv4 & IPv6 ACLE 2|F £A0M 2t
B ClE{m|O|AQt ZH2 B E Qluat FA0f CHE HMAE HFEHLICLS A ACLE FEIERMK E
EHEo] BH gi0l 2 5 51831 7|2 REC 1918, RFC 3330 & AF & x| ZEZE M3 &

LICt.
et B0l M =18t HIo|EHE F 7K HF 2 Lhs = A&LICH

- MY G2 & 3ol 2t *EE Sotsts EciH

BISEIR Bote ERES 22E T2 AM M2IB st 44 B2 S8 MAEUC
HAEel 2HoME Ch 2ol EBiTZ0| 5|5 SMXIZ ¥3ts 2HREES S5 2ELIC

J24Lt RP(Route Processor)= § 82| CIO|E, §5| 2t T2 EZ, ¥4 2t REH AMA
(SSH[Secure Shell]), HEL 3 &2 EEZ/(o: SNMP)2 &7 X2[aHoF &L|Ch &t
ICMP(Internet Control Message Protocol) & IP S M1t Z2 T2 E Z2 RP|A & 2|sHok &


http://www.ietf.org/rfc/rfc1918.txt?number=1918
http://www.ietf.org/rfc/rfc3330.txt?number=3330

(¢]
-

IEUCE DI L2 SR0IMEH KT o122} 2l E| AN AT WRELIC 2 7ix| S2g 0
St ofl @] AHEH2 Q|8 BGP(Border Gateway Protocol) /042!, AKX ZIRE{0IM SEEE Z2ES
(of: Uit 2t & ZHESHGRE] EE= IPv6 over IPv4 E{'d), 0|2 Q% EE= ICMP HIEE 7}0 AlZ
2l EF|O|ABISREO] CHEt DI-EEI |:H|)k|x|('|"|'|_)9|. e 4 HAEE Q|8 Aoz XEHE
ICMP m{Z]iL|Ct,

4>

ok

—

#1: ICMP= DoS(simple denial-of-service) 32301 A+ AISE|H 2R Ft A2 2|5 AAMMDt
& & |o{of gLCt.

D E RPOE &E3tE M5 857 USLICLRPE oérf st ECER BIREE o e £~

&LICHO|2 QI8 CPU A2 0| =11, ZTtxo 2 miZ! Ul ptREl T2 EZ0| A E|o{ MH|A A

EIF e MstLICHRIE A 01I M QIZE} B RE{0f CHEF HBMHIAE TE2ASHH 2 B 240 &
3424

TE Q|F 2" S 2 FEO| 2EEUCL.F £Ad 3H2 |M Qlmet ZH[of AMAE ==
&LICL3 A2 QoA ClE{H o|A0MM AtE AARIAS)S 2 AFA|EILICH

Ol EMoM dHS= EEZ 7|e2 UEST Q=2 FHIE g E st= Clo|E& EE{Zst7|
et ZdelLich iz e Ui LWEY S ESoHX| DHMAIR. QI ZE H3 ACLS| RYUEt =X
2o{H Z2EZN AAT ZF Qmet YH|of BMAE = JAEXIE MESE +E2Z MEHS
= zdo]L|C}

- A .

Sz QIEHO|AE ZEEH ZE 2RH X AR #E Fa
- BE UR 33 FAERH I B3 (ZQUE-F-EZQIE U OHE ML)
- 2| AL0|M HMASME o El= LHF M == MH|A

Ol EMolME QlZetz o|SEX| of= 2 E EcfEE 5 E3Z EciZoletn oot

CHEo 22 OhYeh 7le2 Sl 2ZetE 258 + U&LICH

. ACL(rACL) £=2ICisco 12000 ! 7500 ZSHEZ 2 RPZ &5t ZE Ef=le WEstn MS

Eci=Eo| dg2 FX| o= rACLE X|HELICH IS E ECHEE2 BAM2Z 5{& £|0{0F ot H
rACL2 ZE 2tE{of| HE[ofof gfLICH GSR H Z:HM|A Ko |5 == £loi| CHEH RfAM[EH LK
=2
o

- hop-by-hop E2HRE{ ACLEHRE{= 2R E{2| QIE{m|o|A0 CHEF QIS E ECHEE ${&5t=
ACLE Holsto E5E # QoM ME ERfEE Mot O E ZE EeiE2 HE S BAIH

o
o2 5{2E|oq{of & L|Ct. 0| ACL2 rACLJ—I- =g|Mo 2 QAMSHR|EF M& EffElol ¥EFS O0/x
D2 BIREO ME S0 YA FES 0/F = JU&LCH
Rzl ACLE St o X| HE{RACL2 HERT ofX|of MEE £+ U&LICHMH|A
(SP)°| 32 ASO| JHERIEIRILICEHO| ACL2 QlZB} A SR zérf EHE%
2 ZE{EFLICLHX| QIZEI ACLE T+535t2{™ 0| SZtol AMASHE E/E8RE Z2EE
o elzpt F7t2 FESHA HolsloF g LICHACLE mlo{d o4, n2 o414 %m 2 Qf o
A 2FoM UEXT o] 2128 A(ingress)oll & ELICH 0| EAM0|ME o]
ACLO| 7Higt U 1 =of Cis SHEMo= MHEFLICH

ACL o

Ol2{3t IPv4 T IPV6 AMA S22 B2 ACLO| L8 UHHEIQ! B2 0| ZHTHIHME HAIXIQl of
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E NMBELICholeHEt 7|18 ACL2 EZ4 AIO|E™Y ZAI|[2d0|M MEAE 22 AFE X Ho||040k
gfL|Ct.Ol& IPv4 2! IPv6 EHE0ME F HMHMA B E0| BF EFELICE

IPv4 of

! --- Anti-spoofing entries are shown here. !--- Deny special-use address sources. !--- Refer to
RFC 3330 for additional special use addresses. access-list 110 deny ip host 0.0.0.0 any access-
list 110 deny ip 127.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 192.0.2.0 0.0.0.255 any

access-list 110 deny ip 224.0.0.0 31.255.255.255 any !--- Filter RFC 1918 space. access-list 110
deny ip 10.0.0.0 0.255.255. 255 any access-list 110 deny ip 172.16.0.0 0.15. 255. 255 any access-
list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny your space as source from entering your
AS. !--- Deploy only at the AS edge. access-list 110 deny ip YOUR_ClI DR BLOCK any !/--- Permit
BGP. access-list 110 pernmit tcp host bgp_peer host router_ip eq bgp access-list 110 pernmit tcp
host bgp_peer eq bgp host router_ip !/--- Deny access to internal infrastructure addresses.
access-1list 110 deny ip any | NTERNAL_|I NFRASTRUCTURE _ADDRESSES !--- Permit transit traffic.
access-list 110 permit ip any any

IPv6 O

IPv6 access-liste HHE =& A SESZ XM Z3HoF ELICEH

!--- Configure the access-list. ipv6 access-list iacl !--- Deny your space as source from
entering your AS. !--- Deploy only at the AS edge. deny ipv6 YOUR CI DR BLOCK | PV6 any !---
Permit multiprotocol BGP. permit tcp host bgp_peer_i pv6 host router_ipv6 eq bgp pernmit tcp host
bgp_peer _i pv6 eq bgp host router_ipv6 !--- Deny access to internal infrastructure addresses.
deny i pv6 any | NTERNAL_I NFRASTRUCTURE_ADDRESSES | PV6 !--- Permit transit traffic. permt ipv6
any any

B log 7IYEE AS3Ho] XIME 2 E 20| A4 U CHAOf CHE £7} M HES KIZE 4
UELICEO| 7|RIEE= ACL MT M2 HE UiEt 32 HEE MStX(E log 7|
= ACL &S0 et ot =5t 7‘*% = CPUAIEES £LICt 20 2rdEl 5 I
of 2k CHELICHEES log 7| EE AHE 5T access-list 21 Y x|5t= THZ! ol CHSH Cisco
CEF(Express Forwarding) 22|2/0| H|Z st ElL|CtCi Al O] IiZ!0]| tih = | EHEL|CH

E& ACL 7H4t

et o 2 QIZal ACL2 47H2] MMo 2 T MELICH

Ste AA FAQ HIFHAMR AA L THZI0| 2IF AANAMASE 2AE|lE JAE HE
StE S+ A8 T4 W AFE UX| FFH I RFC 33302 ZEJZO| HRE = AS P4 &
A = 2 X{0|s
= ©

O|&LICHRFC 19182 QIE{HIOIA RESH AA AT} Obl IPv4 O2F A
Z7t2 HMOolEL|CHRFC 35132 IPv6 T4 K| o} 7|Elx{E & O|EtL|CtRFC 2827 2 2118
A LEE x|EE MSE LI
. HAXO R SIRE QR AL EPEIR QL FAR MEE
CQIER FAR LI7HE JIEF 2 E Q7 AA ECfEO| CiEt HE BHEE
- HIRIZE CHd o2 BteBlls dit HE Ecf=ol ciEt 7|B 2 & Eaf=o| EH%F permit 2
lZet ACLe| 2|5 Biel2 & EcliEE BAM2 2 1&g LICtip any for IPv4 & permlt ipv6

any any for IPv6. O| 52 ZE IP ZZEE0| Z0{E S8l {8z 1Z40| —.-_-HI 20| o E 27
O|lME A& AdE = UESF Lt

IL|IC}. 2 E AO|EO
FLICHOIE E01 2|

Hn
Mk
fjo
o
gg
ol
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»
ENIEO


http://www.ietf.org/rfc/rfc2827.txt?number=2827

£ mlo{of CHEt 2F BGP= BAMoZ 5{&E(0{0F gfL|ch elz et 2t B0l ZT HAM|ASHOF ot=
EPE DEZEREET BAHOE EE|o{of FLICLHO|E E04, 04 QlZE} 2t E{0| A GRE E

2 S 28 42 GRE(Protocol 47) BA|Mo 2 5{&3HoF & LIC.OMEI7FRIZ, Z 01 QIZE} Bt
E-|01|A-| IPV4E S¢t IPv6 E{dS S2E B TZEE 41(IPv6 over IPv4) T HAIXMO Z §{Ex|0]
oF gFL|Ct.

ER ACL2 M 8350 HREt Z2EZS AlHE = USLICLER ACL2 Q=2 BIREHE 0|8
= Q= ChYet T2 EZ 0l CHE permit ES 2 A EL|CH A 558 Cisco I0S® Software il A
XeEl= P ZEEZO| BES HES AR how access-list & B S A& 310 ACE(access
control entry) & =& EAISIH 2Qft T2 EZ 0| AHEELICLHZIX| 2 T2 EZ0| CHE &
8 MBS AHA"0P7| HMoj| o MARR E= =2 7E='J— ZAtetD mpebatof ghct.

0 2 £01 0| IPv4 ACL2 GRE, IPsec(ESP) ! IPv6 E{'2Z!(IP Protocol 41)2 5{& 350} 5= X| 04
HE A™SE ol 20| oo

access-list 101 permt GRE any infrastructure_ips

access-list 101 permt ESP any infrastructure_ips

access-list 101 permt 41 any infrastructure_ips

access-list 101 permt ip any infrastructure_ips |og

!--- The log keyword provides nore details !--- about other protocols that are not explicitly
permtted.

access-list 101 permt ip any any

interface <int>
ip access-group 101 in

Ol IPv6 ACLE AI2310{ GRE ! IPsec(ESP)E &&38lofF 3t=X| &Qlg &~ Ql&LCh.

i pv6 access-1list determ ne_protocols

permt GRE any infrastructure_ips_ipv6

permit ESP any infrastructure_ips_ipv6

permt ipv6 any infrastructure_ips_ipv6 |og

!--- The log keyword provides more details !--- about other protocols that are not explicitly
permitted. pernmit ipv6 any any interface <int> ipv6 traffic-filter determ ne_protocols in

L4 T2ZEF Q0| ACLO| B35t B7H0|DE olmal TA B7He Aldsfor HLICHOlzZ 2} 5
2 StolE R HELQIFH AI8El= % FAo7t 2 E|H 2HRE QIEm oA, ZRIE-F-Z O
E EIEL = A 7;|7< =0 O|_u.E|- A—II:Il | /\/\O-IlA-l 7.|o| OHA-”Aol.xl EJ'QL_Ilil- 0|E-|%._|' A
olzma} ACLO| EX{X| 220 M%HEE QA2 FELICtItsE 42 olg{et FAE
CIDR(Classless Interdomain Routing) S22 1 &3}aloF &rL|Ct.

AHE Z2EET FAE AFS5H0{ QTR ACLE 7550 ZRESS 5851 FAS B35 Y
= UELICLACLE 2 25 Qo QIHHAM EY R 2l EcZo| et 1&F Ho{ME
M3 gt

. RFC 1918 &7t ‘|—'T’—3HO|= stoct.
- RFC 333004 "H o= 5-’?— ME T4 S S SHE A4 FA0| IZI2 HEE|o{oF & L|CEH
 AFL UK EHEHE ME5SHoF & LICH(FA S7H2 AS 2[R0 2= THF o] AA T KoM=
oF E{L|c})
MZ MMHE o] ACL2 2 E QladlA(ingress) QE{H| 0| A 0] X& Z|o{of & L|CEH RIS LIS
= XE Y2 F odlof CHEt MAI_% ’E._’F_5|'*'A|°




SRC:127.0.01

DST: any SRC: valid

OST: Fx (any R)

SRC: valid

SRC: eBGP peer DST: external to AS

DST: CR1 eBGF

ACL & EtFASIEl 1]

ACLOI= fragments 7| E7t /IS, 0| 7|HEE E3tEl ZefOHE I X2| SES M5

LICt.O| fragments 7|IE7F @IS ™ ACLO| Layer 3 Bt Y%|5t= H|ZE 7| ueH:LD-IEﬂ QU x|=l o
_EIOI permit = deny 22| W& gr&L|CHE( 00 4 HEQ 4 2HgiS). 2Lt fragments 7|2
EE F7t5t0o{ ACLO| M2 SP EHZ7| Z2i2IHEE HESIHHL S8 ES & + QJé‘LlE} ol
SE2 IPv4 2 IPv6 HMA S5 ZF0IM SLELICH B, IPv4 ACL2 Layer 3 & Layer 4 2 LH0f|
M fragments 7| EE MEE = /UX|EH IPv6 ACL2 Layer 3 2 LHollM fragments 7IHNES AR

g+ A&LICH

ZgOHEE HEHZESHH 7| o||e| ZeiIHEE A& 35t= DoS(Denial of Service) & 4(&
> 0)of et F7txQl £ of|o|o{7} FIHEILICH ACL AlZF Al H|Z=7| Ze{JHEo CHt deny 2

2 A88tH B E H|ET| ZEfIHET} 2B M ASHK| ZELICLEZX|BH REFH MMoE=
ZEfOIHESV HRE &= U222 deny fragment 0| ACLO| U= B2 EE{ZELICH

o€ E0{C}S B E IPV4ACLE 145 AAI2.

access-1list 110 deny tcp any infrastructure IP fragments
access-1list 110 deny udp any infrastructure IP fragments
access-list 110 deny icmp any infrastructure IP fragments



<rest of ACL>

olz{et AEZ|E ACLL| AlZF B 20 F7t5tH F0{ EHE0f| CHet HIZ7| ZE{O3HE AM|A
B3, =23z x| ot 2] = X 7| Ze|2HE = deny fragment 22| Q&S HHX| ot
ACLO| CtE do 2 MEELICE ol ACL BHE2 ot 2t = 2 E Z(UDP(Universal Datagram
Protocol), TCP, ICMP)O| ACLOM HE ol 7t RE{E S7I5tEE 42| 2/ E 0|5t FLict

7

Ol

CHS2 IPveoi| CHEr HI 8 of 2ILCH.

ipv6é access-list iacl
deny ipv6é any infrastructure_IP fragments

IPv6 ACLS| AlZt £ 20] O| &§5F2 F7t6tH Z 0o 2t RE{0] it HIZ7| ZE{OHE M AT HE
ElILICH M 1Z 8 CHE IPv6 HAMA E=2 Layer 3 2 LH0I M fragments 7|HEE AFE 0t
A& LICH

He 340 ZlOHEE ISR 01 2t REHE E2{Yste Wol o|ESH7| =0l o el=et
of E0{= ZefOHEE EERSHH F71MQ 23 £HOo| ME&I0d =2t ACLS| 2lojof3 7
28 URIA7 SHE0| ZOHEE FUE &+ U= Fuct

S0l cHet RtM[EH LHE 2 AMA Ko S5 3 1P ZEfTHEE FESHAAL.

?& Bt

=

Ho

o
|l

_

H3ACLE TEY I OHST 22 T 7hx| F2 918 ¥oig nasHIAlL.

. &E3t permitideny BHE 0| Q= X| HQIFLICLACLE MBS HM 2E LS Z2E
Sallof ot SHIE F4 B7HS deny 202 3 Elofof FLICH
. ACL M52 EHENIC CHELICHACLS T55t7] Holl st=lofol M5 S48 s
&4 1RE0| 75 ol LabollA 0] MHE BlAESHE %ol T4

2]
mo
ol

]

bt
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\*“
i

Cisco 10S SoftwaretlM X|HElE IP TEER

CHS IP Z 2 E Z 2 Cisco 10S Software0i| A X|2&FL|C}.

- 1-1CMP

- 2-I1GMP

- 3-GGP

-4-1P =3l IP
-6-TCP

- 8-EGP

- 9-1GRP

- 17 - UDP

- 20 - HMP

- 27 - RDP
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- 41 - 1Pv4 E{E2E 9| IPv6
. 46 - RSVP

- 47 - GRE

- 50 - ESP

- 51-AH

- 53 - swipe

.54 - Lt=

. 55 - IP 2 &IZ|E]|
.63-2E ZEZ HERA
- 77 - SUN ND
-.80-1SOIP

- 88 - EIGRP

- 89 - OSPF

- 90 - Sprite RPC

- 91-LARP

- 94 - KA9Q/NOS =&t IP over IP
- 103 - PIM

- 108 - IP &=

- 112 - VRRP

- 113 - PGM

- 115-L2TP

- 120 - UTI

- 132 -SCTP

HESHLCHOIZ B ACLE MEXoZ &5 a{H B
5 245t 0 & 0|3l of °H—II:+ 0| II’é!S HH=X10| &
1 EH35 ACLS FE35l= 0 E£%4Q] whe{e A3t |C}

It FO
o
5
Hu
Hn
ML

1. BR ACLE M85 0{ LIEQIMM AIBEE ZEEFS AlHELICEQIZ 2t C|Hto|A0] A
MAsSteE SRl HE ZE2EES d%ékf L% TEELICHO| HA ACLoﬂt Az IP S
72 Z 2 &t anyQt destination] A& F AT} Q& LICH E"% ZEEE &8 20 x5t
E LA FA S5 s O AP%%* —1‘— ?A%LIEP Efi=Zl 5352 5183524 ip any(IPv4)
EE£ ipv6 any(IPv6)E 5185t Otx|2 &o| LWRELICLSEE §Y HEIHM AHE35te

I'II'

Z2EFS FAMYHE RULILL2TS BAoIM B RES BUE 4 s OHE B2 Hols
£ o A EIICH8D: log I9ISE ACL B AleAEol et R8¢ Hu' 8 KBS Rl O
JI9S 8 AL 5HE ACL B S0l CiEt BT 8 M5 347} Sas B9 27 85 471 Ay

A EBiotx|D Bt E CPU AHEE 0| =2 &= /U&LICHES Iog F|HEE AFE3HH access-list
21 Ax|st= ol CHaHl Cisco CEF(Express Forwarding) 2<|&/0| H| & AsHE L Ct.CH Al
O| iZ!o| k=2 H| MetElLICt ERlEg B/ 5t= ol et Z<olth 2 AlZt S¢tlog 71
EE A8 ELCt

2. AHE I AES D Z2 T2 MM RPO| CHEF HA|AE EE{RSH7| AIZFELICEH 1S o
M ACLO |5l ZE{Z2IE mfZlo] AlEr|T HEL|H SHEEle T2 EE 0| Qlz et =40 CHEt
AAE FE% e ACLE FEELICHATAMIMSt OHEF 7R 2 log 7| HEE §HE Tt LR
st= mZlof CHEt RtMIEE HEE X3 E = U&LIChdeny anyE ALE5IH Bt REIE Edle
ol 7|x| ot mZlS Algdsh £~ QI&LICH Ol ACLS| OFX|EF £E2 ST ECHEIC| S EE FE56l
24™ permit ip any(IPv4) EE= permit ipv6 any(IPv6) =0|0{0F B LICH.O| ACL2 7|2 EZ &



B0 UEXT AX|Lol7t Hett 2= =a4zo| H8Elz = BLio
3. A4 FAE MBHLICHSIR o0 st T2 E 22 Betaln| olsiste &7t LEIYS +8st
5}

—
of i ZEEZ0f Ci5H SQIE AAD SEE = UELICLH0E S04 2% BGP H|0|H EE=
S GRE I|0] F4AE BAMOZE 5{8F = UELICEO| HAE s=&5t™H MH|AE SHS
Xl etn e £ + ol l=Zat FHlof et MESHE XMo{g M8E £+ &Lt
4. ACLS| CHY FAE MBHEILICH AE] AFE). LR CIE{S MHIA SZRH(SP)E SE ZEEE
OF ZIREQ| EH SMX| FAE AISSES MEE £ Ql&LICHO| OrX|e BHAlE Z2EE
=]

= —
of CHet EBHEE 318 E + A= FSHX| FL0| HRIE MEtsteE AL

rr

75 of
IPv4 of
Ol IPv4 o= CIE F4 X|HE 7[ge 2 BIREE EE5t= L2t ACLE Eo{ELICt

. ISP &4 282 169.223.0.0/16LIC}.

. ISP QIZ 2} EE2 169.223.252.0/22 ] L|C}.

. BFRE{of CHEF R = 82 169.223.253.1/32]L|C}.

. 2IREE 1|02 21 E{0|MH 169.254.254.1(F A 169.223.252.1)0| Q= T|o{Z ZFLE{ILICTH
EANE[=QIZRt E5 ACLR 0| MEE J|Hto 2 JHeE|L|Ct ACLE 2% m|ofof CHEt Q|
BGP L|0{132 51835t1, SE|AFE LEE N3stH, ZE 2F HHMAZEE QIZEIE ESF L
Ct.

!

no access-list 110

1

AR RN RN RN RN AR RN AR RN RN R

!--- Phase 1 - Anti-spoofing Denies !--- These ACEs deny fragments, RFC 1918 space, !--- invalid
source addresses, and spoofs of !--- internal space (space as an external source).

1

!--- Deny fragments to the infrastructure block. access-list 110 deny tcp any 169.223.252.0
0.0.3.255 fragnments access-list 110 deny udp any 169.223.252.0 0.0.3.255 fragnments access-1|i st
110 deny icnp any 169.223.252.0 0.0.3.255 fragnents !--- Deny special-use address sources. !---
See RFC 3330 for additional special-use addresses. access-list 110 deny ip host 0.0.0.0 any
access-list 110 deny ip 127.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 192.0.2.0 0.0.0.255

any access-list 110 deny ip 224.0.0.0 31.255.255.255 any /--- Filter RFC 1918 space. access-|i st
110 deny ip 10.0.0.0 0. 255. 255. 255 any access-list 110 deny ip 172.16.0.0 0.15.255. 255 any
access-list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny our internal space as an external
source. !--- This is only deployed at the AS edge access-list 110 deny ip 169.223.0.0
0.0.255.255 any !tirrrrrrrrrrrrerrrrrrerrrrrrrprrrrrr bbbl 1--- phase 2 - Explicit Permit !--
- Permit only applications/protocols whose destination !--- address is part of the
infrastructure IP block. !--- The source of the traffic should be known and aut horized

!

!--- Note: This tenplate nust be tuned to the network’s !--- specific source address
environment. Variables in !--- the tenplate need to be changed

!--- Permit external BGP. access-list 110 permit tcp host 169.254.254.1 host 169.223.252.1 eq
bgp access-list 110 pernmit tcp host 169.254.254.1 eq bgp host 169.223.252.1
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrll J--- phase 3 - Explicit Deny to
Protect Infrastructure

access-list 110 deny ip any 169.223.252.0 0.0. 3. 255
|



!--- Phase 4 - Explicit Permit for Transit Traffic

access-list 110 permit ip any any

IPv6 o
O| IPv6 0= CIS 4 X|HE 7|HIo = BIREE E55l= Q=2 ACLE EoiFLICE

. ISPOf| & E ™A MFAF 252 2001:0DB8::/32 ] L|C}.

. ISPOIM HEQT Q= gt FA0 AFRSHE IPv6 HFAI E£2 2001:0DB8:C18::/48LIC}.

. AAIPV6 FATF2001:0DB8:C18:2:1::121 BGP I|o{2! 2tE{7} =0, O] EIREE SHX|
IPv6 &4 2001:0DB8:C19:2:1::F2 I|o{7} ElL|C}.

AElE QlZEl E5 ACLR O|X MEE J|HIo 2 JHEHElL|C ACL2 2|F I|odof CHEr Q|8 CtE

EEZ BGP L0132 31835t1, QtE[AFE ZHE M33tH, ZE 2|F HMAZRE QIZEIE

S ELct

HL |H FH

no i pvé access-list iacl

i pv6 access-list iacl
| T A I A I I O A I |

!-—— Phase 1 - Anti-spoofing and Fragmentation Denies !--- These ACEs deny fragments and spoofs
of !--- internal space as an external source. !--- Deny fragments to the infrastructure block.
deny i pv6 any 2001: 0DB8: C18::/48 fragnments !--- Deny our internal space as an external source.
!--- This is only deployed at the AS edge. deny ipv6 2001: 0DB8: :/32 any
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrirl r——— phase 2 - Explicit Permit !--- Permit only
applications/protocols whose destination !--- address 1is part of the infrastructure IP block. !-
-- The source of the traffic should be known and authorized. !--- Note: This template must be
tuned to the !--- specific source address environment of the network. Variables in !--- the
template need to be changed. !--- Permit multiprotocol BGP. permit tcp host 2001:0DB8:Cl19:2:1::F
host 2001:0DB8:C18:2:1::1 eq bgp permt tcp host 2001: 0DB8: C19:2:1::F eq bgp host
2001:0DB8: C18: 2: 1:: 21 trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrr il r—-—— phase 3 -
Explicit Deny to Protect Infrastructure deny ipv6 any 2001: 0DB8: C18::/48
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr il r—-—— phase 4 - Explicit Permit for
Transit Traffic permit ipv6 any any
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