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Parent Route Prefix control method
BGP BGP
EIGRP EIGRP
Static route Static route
OSPF,ISIS,RIP etc PBR
O| EMOIME 1™ B2 (& 27t I1H A2 E St B2) X PBR(RIBL| &% 27l RIP,
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key chain pfr

key 0

key-string cisco
pfr master

policy-rules PFR

|

border 10.4.4.4 key-chain pfr
i nterface Tunnel O i nterna
interface Ethernet1l/ 0 external
interface Ethernetl1l/2 internal
| i nk-group MPLS

|

border 10.5.5.5 key-chain pfr
interface Tunnel O i nterna
interface Ethernet1l/3 internal
interface Ethernet1l/ 0 external

l'i nk-group | NET
!

| earn
traffic-class filter access-list DENY-ALL
list seq 10 refnane APPLI CATI ON- LEARN- LI ST
traffic-class prefix-list APPLI CATI ON
t hr oughput
list seq 20 refnane DATA- LEARN-LI ST
traffic-class prefix-list DATA
t hr oughput
|
1
pfr-map PFR 10

DP, ICMP S2| Ez=!
S &Lt

match pfr learn |ist APPLI CATI ON LEARN- LI ST

set periodic 90

set delay threshold 25

set node nonitor active

set active-probe echo 10.20.21.1

set probe frequency 5

set |ink-group MPLS fallback | NET

|

pfr-map PFR 20

match pfr learn |ist DATA- LEARN- LI ST
set periodic 90

set delay threshold 25

set node nonitor active

set resolve delay priority 1 variance 10
set active-probe echo 10.30.31.1

set probe frequency 5

set link-group INET fallback MPLS

ip prefix-list DATA
seq 5 permt 10.30.0.0/24

ip prefix-list APPLI CATI ON
seq 5 permt 10.20.0.0/24

Cte& &QlgLic

/lLearn-list for application traffic

//Learn-list for
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R4#show ip route

--out put suppressed- -

S 10.20.0.0/16 [1/0] via 10.0.68.8
S 10.30.0.0/16 [1/0] via 10.0.68.8

R5#show ip route

--out put suppressed- -

S 10.20.0.0/16 [1/0] via 10.0.57.7

S 10.30.0.0/16 [1/0] via 10.0.57.7

EpiZ 2227l YHEH PR2E E2iE MEAE stastn EaiEe E20] Lot ole WX
INPOLICY & EHE MBHEL|CH

R3#show pfr master traffic-class
CER Prefix Statistics:
--out put suppressed- -

Dst Prefi x Appl _I D Dscp Prot Sr cPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
I NPCOLI CY 31 10.4.4.4 Et1/0 STATIC
N N N N N N N N
1 2 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPCOLI CY 30 10.5.5.5 Et1/0 STATIC
N N N N N N N N
4 2 0 0 N N N N
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R4#show pfr border routes static

Flags: C - Controlled by oer, X - Path is excluded fromcontrol,
E - The control is exact, N - The control is non-exact

FI ags Net wor k Par ent Tag
CE 10. 20. 20. 0/ 24 10. 20. 0.0/ 16 5000
XN 10. 30. 30. 0/ 24

R4#show i p route 10.20.20.0 255.255.255.0
Routing entry for 10.20.20.0/24
Known via "static", distance 1, netric O
Tag 5000
Redi stributing via ospf 100
Routi ng Descriptor Bl ocks:
* 10.0.46.6, via Ethernetl/0
Route metric is 0, traffic share count is 1
Rout e tag 5000

Olet O IHK|2 R50IME RAEF S22 = = U2, Ei1 50000] Q= ECt 7|2 F=2
10.30.30.0/24€ A UELICHO|ZEH| 3t R57F 10.30.30.0/2401 CHEH Eci=E 2t 5t= O ME
st 227} ELC PRv2E 2]2| "show pfr master traffic-class"0ll EA|E A% ECH=EE 2l E



R5#show pfr border routes static

Flags: C - Controlled by oer, X - Path is excluded from control
E - The control is exact, N - The control is non-exact

Fl ags Networ k Par ent Tag
XN 10. 20. 20. 0/ 24
CE 10. 30. 30. 0/ 24 10.30.0.0/ 16 5000

R5#show i p route 10.30.30.0 255.255.255.0
Routing entry for 10.30.30.0/24
Known via "static", distance 1, netric O
Tag 5000
Redi stributing via ospf 100
Routi ng Descriptor Bl ocks:
* 10.0.57.7, via Ethernetl/0
Route nmetric is 0, traffic share count is 1
Rout e tag 5000
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R4#show ip route

--out put suppressed- -

O E2 10.20.0.0/16 [110/20] via 10.0.46.6, 02:16:35, Ethernetl/0

O E2 10.30.0.0/16 [110/20] via 10.0.46.6, 02:16:35, Ethernetl/0

R5#show ip route

--out put suppressed- -

O E2 10.20.0.0/16 [110/20] via 10.0.57.7, 02:18:20, Ethernetl1/0

O E2 10.30.0.0/16 [110/20] via 10.0.57.7, 02:18:20, Ethernetl1/0
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R4

interface tunnel 0 /1 Defining GRE tunnel for policy routing of traffic
ip add 10.0.45.4

tunnel source 10.0.24.4

tunnel destination 10.0.25.5

R5

interface tunnel 0

ip add 10.0.45.5

tunnel source 10.0.25.5
tunnel destination 10.0.24.4

border 10.4.4.4 key-chain pfr
i nterface Tunnel O internal /1 Packets would be policy routed



to selected BR using this Tunnel.
interface Ethernet1l/ 0 external
interface Ethernetl1l/2 internal
| i nk-group MPLS
!
border 10.5.5.5 key-chain pfr
i nterface Tunnel O internal /1 Packets would be policy routed
to selected BR using this Tunnel.
interface Ethernetl1/3 internal
interface Ethernet1l/ 0 external
I'i nk-group | NET

R3#show pfr master traffic-class
OER Prefix Statistics:
--out put suppressed- -

Dst Prefi x Appl _I D Dscp Prot Sr cPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
I NPCLI CY @ 10.4.4.4 Et1/0 Rl B- PBR
N N N N N N N N
2 1 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPCLI CY 82 10.5.5.5 Et1/0 Rl B- PBR
N N N N N N N N
1 1 0 0 N N N
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R5#show rout e- map dynani c
route-nap OER_| NTERNAL_RVAP, permt, sequence 0, identifier 436207617
Mat ch cl auses:
i p address (access-lists): oer#l
Set cl auses:
i p next-hop 10.0.45.4
i nterface Tunnel 0 /1 Tunnel is used to PBR traffic to R4.
Policy routing natches: 314076 packets, 16960104 bytes

R5#show i p access-lists dynanmic

Extended | P access |ist oer#l
1073741823 permit ip any 10.20.20.0 0.0.0.255 (315125 mat ches)
2147483647 deny ip any any (314955 mat ches)
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