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- Init-System2 SSD7| /U= |4l BEH AL|X[0| M AFSEILICE. Init-System2 ATA Secure
EraseE A&35t04 EEI0|E 2| 2E ME{0f O|F 02 &LICH.
- eUSB E2t0|E7} U= O 2 AQ{X[2| B2 XMZ HIOIE X[R7| WS A& 50 EEIO|
2ol ZE ME 02 £ =& YUESLICH
EMSHE "t A8 E EE RECIEIE AEE|X| C|AT Q| HIOIEE A MHeE LTiol
HHS AE5tH, CHE 29| B O|0|EE S+5t= X0l oL 27+s35HAH BHELICH.

0| M A0{ A= Cisco Nexus 3000 Series A Q| x|, Cisco Nexus 5000 Series A 2| %|, Cisco Nexus
9000 Series 22| x|, Cisco Nexus 700 Series 22| x| ! Cisco MDS Series A2{X|& ¥5F0| F1
T ZZNAE RF MHE K|, 7|8 A|A” EE= Access BashE ER8 AR CHEEQ| CIE
Cisco Nexus 2| x|0| M 2 SEHLICH AE S ALAXILE AZEQ|0o] 2Z2[AMM 7|5 bash7}
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PID7} 1 Zf 2 BtetstH A|ARIO|IAM eUSB ECIOIHE A5l /S22 QHIO|E X|R7| WS
AH& 3l ok gFLCt.



F340.23.13-C3064PQ-1# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
F340.23.13-C3064PQ-1(config)# feature bash-shell

F340.23.13-C3064PQ-1 (config)#

F340.23.13-C3064PQ-1 (config)# exit

F340.23.13-C3064PQ-1# run bash bash-4.2$ cat /sys/block/sda/queue/rotational 1
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1. AQ{X[0f CHEt 2& HAMA.

2. management0 QIE{H|O|AE S5 TFTP Mol HAM|A - 24X ZZ[ 20| S 2Bt Ct
= OSE S¢ste o 2eefuct

3. 0| ZZMAOM NMHEIZZ AIAHM @ZEI0lo2 XEHE Ald 0l 114 9l 7|E} m}
o eHedl

. ola Z2EHM HEfTL oL ZE2EEHM MA[of| MX[El
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o

Ol =I{H}O| X Bt MX|5t= Zd0| E&LIC
1. 242 S HEE EHHIM ARIXIE CHA| EESH L S AL HMAIL.
2. A9 %7 BEIE|E SQF CTRL-CE AFE3510{ A X|E loader> ZEZEZ MEHErLICEH

1l A1 cmdline recoverymode=1& =38 LICt. switch(boot)# Z & L E0i| A

loader > cmdline recoverymode=1

4. boot bootflash:<nxos_filename.bin>2 £ £&! MxlE A|=HErL|ct.

loader > boot bootflash:nxos.7.0.3.I7.8.bin

5. 22| X|7} switch(bootyt TEZEZ SEIE|LICI. O|ZEZEOM 7'<7|§} AlAE] CLIS clear
nvram CLIE AIE235}04 EIO|MA EES X'||9|o|-_|_ nvraml| 2 E 250{ 02 7|S&LICt &1
:0| ElAE = Intel Core i3-CPU @ 2.50GHz ! 110G SSD7} 4= N9K-C9372TX-E0 A 4=
EIR&LICH X713 AlAR CHE & AlZHBE):
switch (boot)# clear nvram

switch(boot)# init system This command is going to erase your startup-config, licenses as
well as the contents of your bootflash:. Do you want to continue? (y/n) [n] vy



6. 5B A7} 22 E|H ALQIX|E CHA| EEFLICEH

switch (boot)# reload
This command will reboot this supervisor module. (y/n) ? vy

eUSBE A8 3t &RI/TIHHO|M/AIAE] HEEZ M F7I

1. 2& LEE S5 A(xIQ #E|Xt AH™Hol 2318 ct
Hn:Z =% 7|8 AQX| LR 9 Superwsoroilkl O| MXtE e 4 AlAH0| HRIE =
g5t SupervisorBt Mx|&H= Zdo| E&LICH
2. 784 ZE0| M 7|S bash-shell2 &3}t 4l8 bashE AtE350 Bash-ZEZEE =4FL|
CHN3K/9KEH 3HE). CHE Cisco Nexus A x|ofl HM|ASIE{H ClHT E8{a Q10| R Lct)

F340.23.13-C3064PQ-1# config terminal

F340.23.13-C3064PQ-1(config)# feature bash-shell F340.23.13-C3064PQ-1(config)# exit
F340.23.13-C3064PQ-1# run bash

bash-4.2$

N7K-1# load n7000-s2-debug-sh.7.2.1.D1.1.gbin Loading plugin version 7.2(1)D1(1)

HHHHFHSHAHF S H AR A HAH AR H AR AR H SRS RHSH AR RS R A HAHHH A ##H Warning: debug-plugin is for
engineering internal use only! For security reason, plugin image has been deleted.

HH#HHHAH AR A H AR AR HA R AR A H AR AR H RSB H AR H AR AR SH AR SR H B H S HHH#H Successfully loaded debug-
plugin!!! Linux(debug) #

3.sudo suZ FE HMA EHE

At1:0| MRt E ClHO E2{22l2 AL 3HE Cisco Nexus 7000 Series A2 %[0l CHEH O
EHAIE AUE = U&LIC.

bash-4.2% sudo su -

root@F340#

4. Nexus 9000 Series 22| %[0 AX|E AlA EE -|01|A-| o] 7‘*7;}% 2 S 3}34!34 o| Mxl= 43l
g e H3o| HHAcZE 21540k L P 04I% Eof, &% 299 A|AH HEEDHof O CtS
stelg S@stc

N9K-EOR# run bash bash-4.2$ sudo su - root@N9K-EOR#rlogin 1c29 root@sc29:~#

5.fdisk -I2 Z C|AT O] EE 37|E &QlELICt N3K-C3064PQ-10X0{E 512HI0|E 25 37(0f

/dev/sdaBt Q&LICH CI=2 2 & XS AMAIL.

1.2 Cisco Nexus A2|x|0ll= B C|AT 0| 0| UE = UELICEF I &YE +=HE
[ 1 245HoF EL|C} 0 & E04 N7K-SUP20{|= /dev/sda, /dev/sdb, /dev/sdc//dev/imd2,
/devimd3, /dev/imd4, /devimd5 Z//dev/imd60| A& LICH 2o X|27| HALE SHIZ2H &5
o4 2} Zjof Cisl dd =l s=&sloF gFLiCt.



2t 11:Cisco Nexus 9000 Series 2| x|l A ARl ZHE EE{= /dev/imtdblockO,
/dev/imtdblock1, /dev/imtdblock?2, /dev/mtblock3, /dev/mtdblock4, /dev/mtdblock5 !
/dev/imtdblock62 7+ &ILICH, 2ot X|R7| HAE SHIE2H 22 35t24™ 2F 2ol CHaH F7t
xtoie £ 3slislof &tLC}

root@F3404# fdisk -1

Disk /dev/sda: 2055 MB, 2055208960 bytes

64 heads, 62 sectors/track, 1011 cylinders
Units = cylinders of 3968 * 512 = 2031616 bytes
Disk identifier: 0x8491e758

Device Boot Start End Blocks Id System
/dev/sdal 1 5 9889 83 Linux
/dev/sda2 6 45 79360 5 Extended
/dev/sda3 67 1011 1874880 83 Linux
/dev/sda4d 46 66 41664 83 Linux
/dev/sdab 6 26 41633 83 Linux
/dev/sdab 27 45 37665 83 Linux

6. Cl&3 0| 2 E ME{oi| OHIO|EE &&LICH

#1:0| E|AE £ Intel Celeron CPU P4505 @1.87GHz ! 13G eUSB7} &= N3K-
C3064PQ-10X0IMH =& E|A2H, OHIO|E Z 2 MAE ~501F 7 A& LICH

root@F340# dd if=/dev/zero of=/dev/sda bs=512

Fn:UdF FE0ME o] EAM HHE HE HAIXKIE & = U&LICH

7. 5EH A7t 2t E|H AQ|R|, +IHIO|XM EE= A|AHE ZHEESHE CHA| ZEELICH

2t 11:Cisco Nexus 9000 Series ZE& A X|0|M A|AR ZHEED{E CIA| 2E5t2{H
reload module <slot_number> CLIZ ¢|23&fL|C}.

bash-4.2$ exit

F340.23.13-C3064PQ-1# exit
F340.23.13-C3064PQ-1# reload

WARNING: There is unsaved configuration!!!
WARNING: This command will reboot the system
Do you want to continue? (y/n) [n] vy

dd& At&3t0{ /0 RE S| £ ME[440]| OHIO|E ALT]

1. 2& ZEE Sall 24XIe| #EIxt Ao =2 QlErLC.

2. 7+ 2E0{M 7|5 bash-shell2 &3t A& bashE AlE3510{Bash-ZEZEE 3¢
CHN3K/NOK O BF 3HE). CHE Cisco Nexus A Q| x|0fl M ASHE{H C|HT Z22{3 Q!



0%

) Cl{a Ee{aelo| ER 8t A Cisco TACO E2|5tm 2EHA| 4l 3THHIE &St AAI2.

HMA HEHS U2 F rlogin Ic# CLIE

2 1:Bash-promptOll A LC/FMO|| HM|ASIE{H R E
2 &2 52 mAgLCH

oH
LIS LICH OIA| CLIC| #2 ZH g s™dtEdi=

N7K-1# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
N7K-1(config)# feature bash-shell

N7K-1(config)# exit

N7K-1# run bash

bash-4.3$

N9K-EOR# run bash bash-4.2$ sudo su - root@N9K-EOR#rlogin 1c22 root@fm22:~#

3.ClH E2{a2l8 A& 3t= Cisco Nexus 29| %x|2] B2 4™ ¢l AZEQ|o{ HTMO| C|HI
Z£2{3210| bootflasholl SALE[R=X| EelstT EHot X|27| HAHE A ZE0| ClHT E8{a
elg 2E=gLct

3 1:Supervisor L2ENM AFEE == = ClHT E2{2 2! o|0|X|2+ &2l Nexus 7000 Series
AR /0 20| AE8E H ol C|H{a E41Q! o|O|X|7t U&LICL AL XM AREl=
A2 x EQof EZ|A0] LC O|O|X|E AMSELICE

switch# attach module 3 Attaching to module 3 ... To exit type 'exit', to abort type '$.'
module-3# load bootflash:dplug-lc_p476-bin.7.2.1.D1.1.bin Name of debug-plugin from SUP:

' /bootflash/dplug-lc_p476-bin.7.2.1.D1.1.bin' Downloaded debug-plugin to LC: '/tmp/dplug-
lc_p476-bin.7.2.1.D1.1.bin' Loading plugin version 7.2(1)D1(1)

HHHFFHSHA RS R R H HH Warning: debug-plugin is for
engineering internal use only! ######H#SHAHFHAHFHHFHFRFHHAHHHHFHARHHHAFHHHHHSHHAHSHHSH AR SR ISR
Warning: /debug-plugin/.autorun is using deprecated /bin/bash. Please change to /bin/sh
Successfully loaded debug-plugin!!! Linux(debug)#

4. 71 C}Z, Cisco Nexus 7000 Series Line Card2| Z<, It A|AE|0| OfR2EE ¢ x| mnt/pssE
ZA™eIct o|EH 242 mount BHE A& 5104 /mnt/plog(logflash) & /mnt/pss7t & F5t= 2
x|& at&Lct

2t 1:Cisco Nexus 9000 Series Line Card2| Z2<, /dev/immcblk00i| A dd XfeiS s&grL|Ct.

#1:Cisco Nexus 9000 Series Fabric Module2| Z3< /tmpfs,/dev/root, /dev/zramO,
/dev/loop0, /dev/loop1 ! /onfsOl| M dd XS +&stL|Ct.

Linux (debug) # mount | grep plog /dev/mtdblock2 on /mnt/plog type jffs2 (rw,noatime)
Linux (debug) # Linux(debug)# mount | grep pss tmpfs on /mnt/pss type tmpfs
(rw,size=409600k,mode=777) Linux (debug)#

5. O|A| /mnt/plog7} /devimtdblock20 Q41 /mnt/pssZt tmpfsol QU= W2 LE4xd, dd HHE Al
85101 25 OHIO|EE A1 CIHO E8{10QI8 SR, ZE2 CtA| REFLICH

Linux (debug)# dd if=/dev/zero of=/dev/mtdblock2 bs=1024 dd: writing '/dev/mtdblock2': No space
left on device 15361+0 records in 1536040 records out Linux(debug)# Linux(debug)# dd if=dev/zero
of=/tmpfs bs=1024 dd: writing '/tmpfs': No space left on device 23781+0 records in 23780+0
records out Linux (debug)# Linux(debug)# exit



HEHBAHAHAHBAH A A AR HAARA B HAH A AR HAH S AR H AR A R H SR A RS F AR H A H S HE Warning: for security
reason, please delete plugin image on sup.

HEHBAHAHA AR AHAH A AR H A AR A AR H AR AR HAH R AR HAF S AR SRS S AR H S H AR H R E S HE module-3# exit rlogin:
connection closed. switch# switch# reload module 3 This command will reload module 3.
Proceed[y/n]? [n] y reloading module 3 ... switch#

A% 57 & 0S A%
ALX|IE ZCH L CHA| 7{H 2 ZEZ Eof £&EL|CH
loader> ZTE T EO|M S75t2{™H CIS BHAof 2t AIXIE TFTPRE S &8l of g LICt.

1. A9|%12] mgmto QIE{T0|A00 1P FAS MH(EE BE):

loader > set ip <IP_address> <Subnet_Mask>

2. R&stE TFTP M7 CHE MEUol| /e 32 & 2(x|of 7|2 HoIEH0|E €& LICt

loader > set gw <GW_IP_Address>
3. REl ZZMAE $&ELICH AQR|7} switch(boot) ZEZEZ HEIFLICH

2t 11:Cisco Nexus 5000 Series 22| x|, Cisco Nexus 6000 Series 2 2|%|, Cisco Nexus 7000
Series 2 2|%x| & HE o| AARZIAELE O|O|X|E A8 5tE 2 2|x|e] A< O EHAH M Z
AELE 0O|0|X|E S &l5HoF &HLIC}. Cisco Nexus 9000 Series 22| %| 2! Cisco Nexus 3000
Series 2 2|x|2} 22 EHY NXOS O|0|X|E AtEdtE ARI%[Q| B2 Of EAH[o|MH B+ o|O|X]
£ S gJaflof gct.

loader > boot tftp://

4. clear nvram, Init system & format bootflash& =& gtL|C}.

2t 1:Cisco Nexus 5000 Series A2 2|%| 2! Cisco Nexus 6000 Series A %|2| AL
switch(boot)# Z& Z E 0| M nvram k|2 7|8 AFEE £ & LICH

switch (boot)# clear nvram

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of your
bootflash:.

Do you want to continue? (y/n) [n] vy

Initializing the system ...

<snip>

switch (boot)# format bootflash:

This command is going to erase the contents of your bootflash:.
Do you want to continue? (y/n) [n] v

get_sup_active_slot failed with -1

Unknown card

Formatting bootflash:

<snip>



AR %|E CtA| 2EELC}.

switch (boot)# reload This command will reboot this supervisor module. (y/n) ? y (c) Copyright
2011, Cisco Systems. N3000 BIOS v.5.0.0, Tue 06/05/2018, 05:24 PM

ARAX|C] mgmt0 QIE{H|O|AM IP FAE MHE(EE EY):

loader > set ip <IP_address> <Subnet_Mask>

7. 28et= TFTP MH7F CHE MBSO )l B2 2fIX[o] 7|2 HOoIES 0| &E & LICt

loader > set gw <GW_IP_Address>
AR|X|E CtA| 2EEEFL|CE.

#F1:0| B7|(8)= Cisco Nexus 5000 Series 2 2]%|, Cisco Nexus 6000 Series 22| %|, Cisco
Nexus 7000 Series 22| %| £IHHI0|X 2 & £ Cisco Nexus 9000 Series 22| x| £=IHH} 0|
MEBEHAMO| HXE 3T | 25X f&LICE Cisco Nexus 5000 Series &2/,
Cisco Nexus 6000 Series 22|%|, Cisco Nexus 7000 Series 22| x| &I{H}O|X{ 2 & EF =
Cisco Nexus 9000 Series 22| x| £I{H} O|X{ ZE0{|AM O| HXIE &5t 9EHAH =2 ZHLHE
LICt.

loader> reboot

9. REI Z 2 MAE s™-ELICI. A2|X|7| switch(boot) ZEZERZ £EEL|C.

2 1:Cisco Nexus 7000 Series 22| x[2t 20| HE 0| A|AR/ZIAELE O|O|X|E AFEStE &
2| x|e| B o| A0 M kickstart O|O|X|E I§>5H0|= gHLICE Cisco Nexus 9000 Series &9
x| 2! Cisco Nexus 3000 Series 22| x|2 Z2 EF NXOS O|0|X|E A8 5tE ARIX|o| B2
O| EHAHIAM B O|0|X|E F &5t oF & Lt

loader > boot tftp://<server_IP>/<nxos_image_name>

10. Cisco Nexus 5000 Series 22| %[, Cisco Nexus 6000 Series 22| x|, Cisco Nexus 7000 Series

L 9|X| § B o| A|AE/ZIAELE O|O|X|E AF8stE -‘%leol a4 OI EHAM ALXIE EESI
7| {8t B IFX| =7 BAHE +&Hof gLict 2loIP F4A A A-IE OtA3E 75D 7|2
7HIO|E90|E A o|sHof &tL|C}. O] Ztedo| &tE £|H klckstart AAE O|O|XK|E AL K| SALSH

I 28 £ U&Lch

switch (boot)# config terminal Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config)# interface mgmt 0 switch(boot) (config-if)# ip address 10.122.160.55
255.255.255.128 switch(boot) (config-if)# no shutdown switch(boot) (config-if)# exit

switch (boot) (config)# switch(boot) (config)# ip default-gateway 10.122.160.1

switch (boot) (config)# switch(boot) (config)# exit switch (boot)# switch (boot)# switch (boot)# copy
ftp: bootflash: Enter source filename:

11. Cisco Nexus 5000 Series 22| %[, Cisco Nexus 6000 Series 22| x| Z! Cisco Nexus 7000
Series 22| x| $I{H} O|X| 2 & 2| 2 switch(boot)# Z & I E0i M bootflash:<system_image>&
Ql2ABrLICt. O|Z A stH AQx|el RE T2 MATI &2 =IL|C}



switch(boot)# load bootflash:<system_image>
12. A|A” O|O|X|7 HBMeE ECEHAMEMMEM ZTEZE
ME AlZshof Lt

St Aol &A| ClHtolA

1]
e

Sl
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