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interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

AT LR D I LEST0| 2T HHE|UER], S3| AOIE 7H VPN EiEE H3sHs o
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IPSec IKEv1(Internet Key Exchange Version 1) @122 2|8t ISAKMP(Internet Security Association
and Key Management Protocol) 2 & T A 5t24™ crypto ikevt policy B2 AASELICH

ocoo=

crypto ikevl policy 10
authentication pre-share
encryption aes
hash sha
group 2
lifetime 86400

33 F mlojo] & HAo| 2F SYUs Q1F, &t 53}, sl A| I Diffie-Hellman D74 2t =
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VPN E{'d2 E&5t= QIE{H O|AMAM IKEVIS EdStatoF & LICH EIMo 2 QIR (EE 38) ¢
E{H O|AILICH IKEVIE & M35IE4H crypto ikevi enable 194 Z4u|a 80| 2 EO| HE:

crypto ikevl enable outside

E{s 28 F4(LAN-to-LAN 48 Z 21} Ql)

LAN-to-LAN E{'Zo| 32 M T2 0t R ipsec-i2t . IKEV1 A SR 7|18 FA452{™ tunnel-
group ipsec-attributes 43 R E:



tunnel-group 172.17.1.1 type ipsec-121
tunnel-group 172.17.1.1 ipsec-attributes
ikevl pre-shared-key ciscol23

#4 VPN Eci=of cizt ACL 7+

ASAE= IPSec &2 5t2 E 55l 0f 3FE Eeign E371 HestK| ot EEfEE FE5t7| ?lsH
ACL(Access Control List)& At ELICH 518 ACE(Aplecatlon Control Engine)?t L x|5t= Ot H}
2 IS B350 5 ACEQP Ux[et= elH2 = mZlo| E S E[=X] & QlgfLct.

object-group network local-network
network-object 10.10.10.0 255.255.255.0
object-group network remote-network
network-object 10.20.10.0 255.255.255.0

access-list asa-router-vpn extended permit ip object-group local-network

object-group remote-network

#1: VPN EcH=lo] CHEF ACL2 NAT(Network Address Translation) 0| %01 AA 2 FX{X]
P FAE AP LY.

#1: VPN E2iEof CiEt ACL2 & VPN I|o{ 250 Oz 2 z|o{of & LIC.
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AT |2 M d35HoF gFLICH oFO|BIE|E| NAT ﬁ’;'s Cte3| TAE SUSH FAZE BHENSLICH

nat (inside,outside) source static local-network local-network destination static
remote-network remote-network no-proxy-arp route-lookup
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IKEv1 H4& EEE F5I24™ cryptoipsec ikev transform-set HES AFZ & LIC}:

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac
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crypto map outside_map 10 match address asa-router-vpn
crypto map outside_map 10 set peer 172.17.1.1
crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA

2% Ohg 228 WS QEH oA MBE 4 LIt

crypto map outside_map interface outside

ASA /& Hu|aef ol

CHE2 ASAQ| 2|5 Zx|aefo[MeL|Ct.

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0

!

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0

!

object-group network local-network
network-object 10.10.10.0 255.255.255.0
object-group network remote-network
network-object 10.20.10.0 255.255.255.0
!

access-list asa-router-vpn extended permit ip object-group local-network
object-group remote-network

I

nat (inside,outside) source static local-network local-network destination



static remote-network remote-network no-proxy-arp route-lookup

1

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac
1

crypto map outside_map 10 match address asa-router-vpn

crypto map outside_map 10 set peer 172.17.1.1

crypto map outside_map 10 set ikevl transform-set ESP-AES-SHA
crypto map outside_map interface outside

Cisco 10S 2} E| CLI Zdx|aao|M
OIE{H| 0| A T4

Cisco 10S 2t E{ QIE{H[0|A 7} ot & FE K| 8f 2 T2 Ho{T LAN X WAN QIE{H0[A & 7
ooF ZLict o & =™ CtS1 Z&Lch

interface GigabitEthernet0/0

ip address 172.17.1.1 255.255.255.0
no shutdown

!

interface GigabitEthernet0/1

ip address 10.20.10.1 255.255.255.0
no shutdown

L5 2 2F HERT 250, £35] AlO|E Zt VPN E{dE HHstE Ol A&El= HZ4 m|ofoi| CHEF
AZ0| U=X| g ELICE 7|2 HZE S & lst2{™ pingE ALY & UA&LICH

ISAKMP(IKEv1) &2 1M

IKEv1 @201 CHEH ISAKMP "E&E2 71445t 24 crypto isakmp policy T3
LICt o & E™ Ct&1 2 &Lt
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crypto isakmp policy 10
encr aes
authentication pre-share

group 2
#1: IPSecol| & 045t= Z- L|0{0d|Af 0421 IKE HEE Y £ UELICE IKE 40| AlZHE]
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crypto isakmp key ciscol23 address 172.16.1.1



access-1list 110 remark Interesting traffic access-list
access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

#1: VPN EEi=lof| CiEt ACL2 NAT Flofl AA 2 SMX|IP FLE AFSELICEH

#1: VPN EEHElof CHEH ACL2 &= VPN I|o{ 250 O/24 2 =/ofoF & LICH.
NAT ol|e] T4
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access-listofl A &4 VPN EZjEl2 78 £|o{of ghL|Ct.

access-1list 111 remark NAT exemption access-1list
access-list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-list 111 permit ip 10.20.10.0 0.0.0.255 any

route-map nonat permit 10
match ip address 111

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload

HE HE 7

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
mode tunnel
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crypto map outside_map 10 ipsec-isakmp
set peer 172.16.1.1

set transform-set ESP-AES-SHA

match address 110

=]
|EE X|%33tE{™ set ransform-set BH S AT L
=

E Holsfiol gfLICt SAE HEE £ U= mo{
29 SHSHL_|IC

PSec I|0{E& K| 5I2{Td setpeer WHE ARMENL|
o

£ Zolsliof FLict 53 M AES|2t B
C

o
i
18
o2
I
x
>
I
I
mo
k)
o
gh

Orx|2f EHAl= oMol ol =3t M MEE elE{m o|A0l HEst= ZWLIC 0|& HEsE{™

crypto map interface configuration &2:

interface GigabitEthernet0/0
crypto map outside_map

Cisco 10S %|& Zx|ad|o|M

iy

0jo

crypto isakmp policy 10

encr aes

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.16.1.1

2 %|3F Cisco 10S 2t E{ CLI Z x| zf|oldL|Ch.

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac

mode tunnel
!
crypto map outside_map 10 ipsec-isakmp
set peer 172.16.1.1
set transform-set ESP-AES-SHA
match address 110
!
interface GigabitEthernet0/0
ip address 172.17.1.1 255.255.255.0
ip nat outside
ip virtual-reassembly in
duplex auto
speed auto
crypto map outside_map
|
interface GigabitEthernet0/1
ip address 10.20.10.1 255.255.255.0
ip nat inside
ip virtual-reassembly in
duplex auto



speed auto

!

ip nat inside source route-map nonat interface GigabitEthernet0/0 overload
1

route-map nonat permit 10

match ip address 111

!

access-list 110 remark Interesting traffic access-list

access-1list 110 permit ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-1list 111 remark NAT exemption access-list

access-list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255
access-list 111 permit ip 10.20.10.0 0.0.0.255 any
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L pnk ASA01IA‘I_ IPSec E{'d2 AlZfst7| @l &t & EfE M UX|stE WZ! FHI[ 22 A
& = U&LICHO: packet-tracer input inside tcp 10.10.10.10 12345 10.20.10.10 80 detailed 04| & & 0).

1274 &el

ASAO| M IKEV1 1E+74|7+ &5 FQIX| #0l5t24M show crypto isakmp sa B2 /238fLICt. of &

=242 mm AcTIVE AFEN:

ciscoasa# show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.17.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

There are no IKEv2 SAs
ciscoasa#

IKEv1 1EtH|7} Cisco IOSH|IM && S 2IX| & Q1524 show crypto isakmp sa BES ARTFLICEH o4
=242 acTivE ATEH:

Router#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
172.16.1.1 172.17.1.1 QM_IDLE 1005 ACTIVE

IPv6 Crypto ISAKMP SA



Router#

26H A&

ASAO|AM IKEv1 2EHAH|7t & S2IX| = Q524 show crypto ipsec sa BE=S Al
2 9IHI2E 3! o} RHF2 E SPI(Security Parameter Index)& 25 2= A
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ciscoasa# show crypto ipsec sa peer 172.17.1.1
peer address: 172.17.1.1
Crypto map tag: outside_map, seq num: 10, local addr: 172.16.1.1

access-list asa-router-vpn extended permit ip 10.10.10.0 255.255.255.0
10.20.10.0 255.255.255.0
local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current_peer: 172.17.1.1

#pkts encaps: 1005, #pkts encrypt: 1005, #pkts digest: 1005
#pkts decaps: 1014, #pkts decrypt: 1014, #pkts verify: 1014
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 1005, #pkts comp failed: 0, #pkts decomp failed:

#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.17.1.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 8A9FE619

current inbound spi : D8639BDO

inbound esp sas:
spi: 0xD8639BD0O (3630406608)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (3914900/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: O0x8A9FE619 (2325734937)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
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sa timing: remaining key lifetime (kB/sec): (3914901/3519)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ciscoasa#

IKEv1 2EHH| 7} Cisco |OSO‘||A‘| s QK| = 2l5H2{™ show crypto ipsec sa
S22 olieC 2 o} RUtRE SPIE B5 BE Zelict. =#=ol o
encaps/decaps 7P—-—E47F & 7tsHoF g LICt.

oE SH Ch31t Z &L

Router#show crypto ipsec sa peer 172.16.1.1

interface: GigabitEthernet0/0
Crypto map tag: outside_map, local addr 172.17.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer 172.16.1.1 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 2024, #pkts encrypt: 2024, #pkts digest: 2024
#pkts decaps: 2015, #pkts decrypt: 2015, #pkts verify: 2015
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 26, #recv errors 0

local crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/0

current outbound spi: 0xD8639BDO0 (3630406608)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: O0x8A9FE619(2325734937)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2003, flow_id: Onboard VPN:3, sibling_flags 80000046,
crypto map: outside_map

sa timing: remaining key lifetime (k/sec): (4449870/3455)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xD8639BD0 (3630406608)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2004, flow_id: Onboard VPN:4, sibling_flags 80000046,
crypto map: outside_map

sa timing: remaining key lifetime (k/sec): (4449868/3455)

IV size: 16 bytes

replay detection support: Y



Status: ACTIVE
outbound ah sas:

outbound pcp sas:
Router#
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ciscoasa# show vpn-sessiondb detail 121 filter ipaddress 172.17.1.1

Session Type: LAN-to-LAN Detailed

Connection 172.17.1.1
Index 2 IP Addr
Protocol IKEvl IPsec
Encryption IKEvl: (1)AES128 1IPsec: (1)AES128
Hashing IKEvl: (1)SHA1l IPsec: (1)SHAL
Bytes Tx 100500 Bytes Rx
Login Time 18:06:02 UTC Wed Jul 22 2015
Duration 0h:05m:07s
IKEvl Tunnels: 1
IPsec Tunnels: 1
IKEv1:
Tunnel ID 2.1
UDP Src Port 500 UDP Dst Port
IKE Neg Mode Main Auth Mode
Encryption AES128 Hashing
Rekey Int (T): 86400 Seconds Rekey Left(T):
D/H Group 2
Filter Name
IPsec:
Tunnel ID 2.2

Local Addr 10.10.10.0/255.255.255.

Remote Addr 10.20.10.0/255.255.255.
Encryption AES128
Encapsulation: Tunnel
Rekey Int (T): 3600 Seconds
Rekey Int (D): 4608000 K-Bytes
Idle Time Out: 30 Minutes
Bytes Tx 100500
Pkts Tx 1005

NAC:
Reval Int (T): 0 Seconds
SQ Int (T) 0 Seconds
Hold Left (T): 0 Seconds

Redirect URL

ciscoasa#

0/0/0
0/0/0
Hashing

Rekey Left (T):
Rekey Left (D) :
Idle TO Left
Bytes Rx

Pkts Rx

Reval Left (T):
EoU Age(T)
Posture Token:

172.17.1.1

101400

500
preSharedKeys
SHA1
86093 Seconds

SHA1

3293 Seconds
4607901 K-Bytes
26 Minutes
101400

1014

0 Seconds
309 Seconds

(=1
=
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Cisco |0S &&&4:

Router#show crypto session remote 172.16.1.1 detail
Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal,
X - IKE Extended Authentication, F - IKE Fragmentation

T - cTCP encapsulation

Interface:

GigabitEthernet0/0

Uptime:

00:03:36

Session status:
172.16.1.1
Phasel_id:

Peer:

UP-ACTIVE
port 500 fvrf:
172.16.1.1

(none)

Desc:

(none)

ivrf: (none)

IKE SA:

local 172.17.1.1/500 remote 172.16.1.1/500 Active

Capabilities: (none)

connid:1005 lifetime:23:56:23

IPSEC FLOW: permit ip 10.20.10.0/255.255.255.0 10.10.10.0/255.255.255.0

Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 2015 drop 0 life (KB/Sec) 4449870/3383
Outbound: #pkts enc'ed 2024 drop 26 life (KB/Sec) 4449868/3383
Router#
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31 E A23517| Mol Debug Commands and IP Security Troubleshooting - Understanding

and Using debug Commands Cisco &AM CHEt 52 MEE FH IS A AL debug BHEZ AFS

S o=
grct.

IPSec LAN-to-LAN ZHAL7| =4

ASA2} Cisco I0S 7t2| IPSec LAN-to-LAN 1|2 d|0|MH0| R £8HX| RS2 2 &2I152{H IPSec
LAN-to-LANChecker E2 AIE& = U&LICt O] &2 Firepower Threat DefenseM| A show tech EE
= show running-config ASA EE= Cisco 10S 2t E o] HAEQIL|Ct. ZAu|ado|M2 AAtstn ¢35t
7|8F LAN-to-LAN IPSec E{'0| R EEIR=X| B X|E A& LICt *HE 82, Au|ado|Mel ot
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ASA 85318404 A IPSec IKEv1 E{E &
debug BA:

debug crypto ipsec 127
debug crypto isakmp 127
debug ike-common 10


http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
/content/en/us/support/web/redirects/l2l-checker.html
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