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Result String RPC Cause

ok <gstablish-subscription> Success

<delete-subscription=

error-no-such-subscription zdelete-subscription> The specified subscription does not
exist.

error-no-such-option <establish-subscription> The requested subscription is not
supported.

errar-insufficient-resources <gstablish-subscription> A subscription cannot be created

because of the following reasons:
+« Thera are too many
subscriptions.

+« The amount of data requested is
too large.
+ The interval for a periodic

subscription is too small.

errar-other <gstablish-subscription> Some other error.
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e | METCONF [ YANG set “CSR1M00V Madules

Cisco YANG Suite e © NETCONF e @ © @
YANG Set  CSR100DV Modulels) || Cisco-10S-XE-memory-oper X m

MNETCONF Operation pet-config Device [none salected)

) Clear RPC(s)

Name memony-statistic

Nodetype list
& Description The list of software memary poals In the system
i Module Cisco-05-XE-memory-oper

. Revision 2019-05-01

—= Xpath Fmemory-statisticsimemory-statistic
s Prafix PBRGny- 108 - O Pt
! - Namespace htpffegen comingvanalCiseo-105-XE-memony -oper
I Keys * “rame”
! Access road-oniy
i Operations - “got”
Schema Node ld [memory-statistcs/memory - statistic

7| NETCONF 83 MEAI M M4 B

XM7| NETCONF S& MEA T3 E|ME MAM5e{™ IETF-event-notification YANG ZE& AL 235l of
ghoct.

1Bt A Protocols(Z 2 E2) > NETCONF 02He| YANG Suit(YANG £8)0| M AHE &¢I ClHtolA
ot MZAE! YANG MEE MEIEFLICE O] oflof HE YANG MEZE CSR1000VEFD & L|E|'

2EtA|. IETF-event-notifications YANG Module2 2= &fL|C}.
3EH7A|. NETCONF 242 CH& RPCO40F EfL|C}.

4B+ 7. Device(C|HIO|A) EELCHR HF0|M ¢5t= CIHFO|AE MBS CHS Af ZO|LE A B0l M
ClHio|A & d7|E Z2I5HL|C}.

H e o FoilM Start Session(M4M AlZHE 221504 C[HIO|A 2L 2 4d NETCONF Al
C}. 0|Zd2 M™HEI NETCONF MM & of of| lLct.

End Session Datastoses

Waiting for Data...

Sending:
nc:hello xmlns:incs"urn: ietf:parans:xml:ns:netcontfibase: 1.0">. . .</ncihellos
11=]1=

Received message from host
initialized: session-id=09 | server_capabilities=<dict_keyiterator object at Ox7f2acd3fidbé=

METCONF CONNECTED 10.88.247.86:830

o2 EolZtLICt. ietf-event-notification E 2| OF2H2| = =01 M establish-subscription
L EE S LS MEELICH

7TBAH. 2E3], T & YH0|E EE|H 2t YolsoF gfLct.
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XPath ZE{0|= Ct& &4l0] 2{ofof g LICH.
/prefix:xpath
Ol oflof M= XPath HE 7t 7| EAM L2 o7 H-8 AFSELICH
/memory ios-xe-oper:HZ 2| EH|/HZ 2| &H
Tl: XPath EE{0|M "2 Ix|of R2lsHAAI2.
8EAl. update-trigger= 10%(1/100/Z) 2| ZJLIct. 10002| 7|7t 10Z&0iCt MCIO|EE 7t S L
Ct.

9BtAH|. AE 2] ZE| 2! update-trigger 2t 0| A& ZI Build RPCE £ 25t 0| o|O|X[off EAIE A
o e RPC7|' LHEFELICEH

e [ METCONF / YAMG set “CSRI000V" | Modues

Cisco YANG Suite © @ NETCONF

VANG Set CERIOOOV Module(s) iati-event-notifications x

NETCONF Operation {other RPG) Device CSR1000Y {  #% EditDevice | Open Device Window

© Run RPC(s)

Nodes Valua
A B Getl-event-notifcations =
4 Q establigh=subscription

‘ 'PJ input

I | stream YpCyang - push v

t \'-mq‘;:u sh™> 1000 </period>
4 6 fier-type

| - 3 rcS277

4- =¥ ymupdate-filter

4 & ypupdate-fiter

I =3 ypisubtrea

; = ypixpath

| g ypoxpath-Alter Jmemony-ias-se-ope
; -~ =% Gypcnative-filter

.'l & ypupdate-trigger
| b5 yeperiodic
| - g9 yeiperiod 1000 =

o>
r

10EtA. OIX| Run RPC(RPC A&)E Z2/5t1 F7|XQI NETCONF Dial-In 715& 2H& == 2!
Ct.
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sending:

#564
<nc:rpc xmlns:nem"urn: ietf:params:xmlins:netconf:base: 1. 8" message-ids"urniuvid: adBBadal-7770-478a-2c21-6763441b21b6" >
cestablish=subscription xmlns="urn:ietf:params:xml:ns: yang: ietf=event=-notifications">
<strean inlns:yp="urn: ietf:params:uml:ns:yang: ietf-yang-push">=yp:yang-push</streans
=xpath-filter xmlns="wrn:ietf:params:xml:ins:yang: ietf-yang-push”=/memory-ios-xe-operimemory-statistics/memory-statistic</sxpath-filter=
=peeriod kmlns="urn:ietf:params:<ml:ns:yang: ietf-yang-push"=1080</period=
</establish-subscriptions
sincirpe>

L
Received message from host

<txml version="1.0" =

<rpe=reply amlns="urn: ietf:params:xmlins:netconfibase: 1.8" xalns:nc="urn:ietf:params:amlins:inetconf:base:1.8" message-id="urn:uuid: a@8820a1-7770-478a-2e21-676344102106" >
<subscription=result xmlns="urn:ietf:params:xml:ns:yang: ietf=event=notifications” xmlns:notif=bis="urn:ietf:params:xal:ns:yang: ietf=event=-notifications"»>notif=

bis:oks/subscription-results

<subscription-id xmlns="wrn:ietf:params:xml:ns:yang: ietf-event-notifications"=2147483649</subscription-id=

</ rpe-replys

NETCONF rpc COMPLETE

o| o|0|X[= 10&0tCh = AlEl= HE 2| SH ololE 2] of &iL|Ct

Received message from host

=notification xmlns="urn:ietf:params:xmlins:inetconfinotification:1.@">
=eventTime>2021-09-26T22:85: 39. 84Z</eventTine>
=push-update xmlns="urn:ietf:params:xml:ns:yang: ietf-yang-push™s
=subscription-id=214748364%</subscript ion-id>
=datastore-contents-xml=
-memory-statistics xmlns="http://cisco.com/ns/yang/Cisco-105-XE-memory-oper's
-=memory-statistice
=name>Processor</name>
=<total-memory=2129725552«/total-memory=
<used-menory>238127844</used-nenory>
«<free=-penory>1891598508</ f ree-memo ry>
<lowest-usage-1380019302</ Lowest-usages
«<highest-usage=1235622092</highest-usage>
</memory-statistic»
-memory-statistics
=name>reserve Processor</name>
=total-memory=1824dd</total-memory=
<used-memary>32<fused-memory>=
<free-memory>102312</free-memory=
<lowest=-usage=182312</ lowest=usage=
<highest-usage=102312</highest-usages
</memory-statistic»
«“memory-statistic=
«<name=lsmpi_is</name>
=<total-memory=3149488</total-menory=
=used-memo ry>3148576</used=-memo ry>
<free-memory=824</free-memory=
<lowest-usage=B24</lowest-usage»
=highest-usage=412</highest-usage>»
</semory-statistics
</memory-statistics=
=/datastore-contents-xml>
=/push-update>
=</motification=
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YANG Sulte NETCONI Moculaes
Cisco YANG Suite © © ncrconr = € € @
VANG Set | CSR1000V Moduels) istf-svent-notifications x

NETCONF Operation (other RPC, Device CSR1000V ¢ Edit Device |  Open Device Window

Nodes Walue
o (] OEE0NSN-FUCSCAPUON

5 ) input

stream ypiying-push - Iogex

I encoding
= & filtar-type E
' . 3 5277
J - =3 ypupdate-fiter
s & ypupdate-fiter
' =3 ypisublree
J =3 ypoxpath

n_|eh paramamins:yang:ietf-yang

ypexpath-filter fcdp-ios-ve-opercdp
. = cyponative-filter

| 4= & ypupdate-trigger
| = ypiperiodic
4 <% ypion-change

' & veedampening-period ]
|
|
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. NETCONF/RESTCONFZ Al2304 25l= MEATRIME FAIEHL|C)

Ol EMUIME CLIZ M3t AY7| MEAFBIME FY5HE Yol chal dBstx| ot&LICh CHA
YANG Suite0ll A NETCONF RPC H|A|X|& T& 5o T8 A7 A—IHAELEIMO TdstsE YHS

Hoi ELCh.

-_r“HEI MEAFJZMO| ER gRPC ZZEES ASE == U2H E-FA AEZME AISE =
A&LICH gRPC M& Z 2 E 20| M= kvGPB(Key-value Google Protocol Buffers) 2|22 2F x|
ElLct.

YANG SuiteE #=217|2 At85t0{ ME Cto|PotR MEAIRME HAEY = Q&L

HIl 748 MEAFEME Y/E5t2{H Cisco-lI0S-XE-mdt-cfg YANG & & AF&3Hok & LICt.

12 7Hl. YANG Suite 2| Protocols(ZZE 2) > gRPC Telemetry(IP 2 HEEZNIM IP FAS} ZE
X

E 238t Ch3Z Start telemetry receiver for YANG Suite(YANG Suite& EIZIHERZ| $=417| A|IZHE
2250 XIHE IP T4 U ZEO|M =4I CHZ[E A|ZFELICH
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YANG Suite [ ghPC Ty

Cisco YANG Suite © © rcC Telemetry

Listen at IP ad =IP ADDRESS> Listen at port <PORT=

<

Analytics

Explore

Protocols

YANG Suita x
Tiest Manager 3

Servar started on <P ADDRESS> port <PORT
Help

2&tA. Protocols(Z2E E) > NETCONFOHH A2 Z=QI C|HFO|A S 94Z4EI YANG NES AMENS
L|Ct. O] od|oll M= YANG MEE CSR1000VEt gFL|Ct,

324, Cisco-I0S-XE-mdt-cfg YANG ZES ZE=38L|C}

427|. NETCONF %42 edit-configo40F & LILCt.

5EtA. B4l ¥X[E MEAFLICE

6EAl. Cisco-I0S-XE-mdt-cfg E 2| of2H 2| mdt-subscription ‘.= =01 A 0| Zt& ZolaloF gL|Ct
subscription-id, stream, encoding, period ! xpath-filter. =8t = AXtof| CHEt HE: IP &
ZIZEZE.

7EA. ol Zt2 ot oflofl AFS L

= ID: 100

>
Im
!
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Al
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e
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=l 213 Skvgpb
712+ 1000

xpath ZE{: /memory-ios-xe-oper:-memory-statistics/memory statistic



WAMG Suite | NETCONF | YANG set “"CSRIDDOIVT / Modules

© © ncTcon

YAMG Set  CSRI000V Module(s) || ©860-I0S-XE-mdt-cfg X

METCONF Oporation odit-config Dovice  CSR100OV { & Edit Dovico Cpan Dovice
\ J

& vanG T

<f» Build R

i RPC Options. 3

todes WValue <fRC xming="um:infparams:xmins:nétcont:base:1.0" mes "101%»
i <edit-config=
4 & Clsco-I0S-XE-mdt-clg targets
‘ —config-data <running/>
SRR <ftarget>
mclt-subscription <gonfig> )
<mdt-config-dats wmings="hitp:flcisco.comins/yang/Cisco-108-XE-mdt-cfg™>
i g subscription-id 100 < Sreck-auln i
| i <subscription=id=100</subscription=-id=
{ 4= base <bases
I <streamyang-push</stream:
/& stream yang-push <encoding>encade-kvapb</encoding>
- <pariod=1000</pariods
- & encoding ancode-kvgpb <xpaths [Memary- 108 -xi-eparmimony - Slstics m emaony - Sttistic </ xpaths
</basa>
/& source-vrt <mat-recelverss
=) source-address <address>10.88.246.10< [address>
part>S5734d-</port>
é update-trigger-choico =protocol>grpc-tep</prolocol=

di-receivers>

= sub-upd-trig-nond dt-subderiptions
i < fmdt-config -datas
4. =3 sub-upd-trig-periodic =feanfigs
{ 1 < fadit- fi
g period 1000 < L.'r;‘:_l =
' = sub-upd-trig-on-change
i i & fiter-type-choice
| i =% sub-filter-type-none
i a =¥ sub-filter-type-xpath
I | & wpath prory - Statistic
‘= sub-filter-type-tdi-uri
Yolsifof gLct.
YANG Suite | NETCONF / YANG set “CSR1000V" | Modules
YANG Set  CSRI000V Modulefs) | | 1860-10S-XE-mdi-cfg x
NETCONF Operation edit-configy Device CSR1000V (& Edit Device :'l Cpen Device Window

Y
RPC Options. )

Valug <fpe xmings"umclet:params xmins:netconf-base:1.0° message-kd="101">
I —— <edit-config>
- 4 source-address «targat>

ningl>

& update-trigger-choice >
h <config>
- =3 sub-upd-trig-none «<mdt-config-data xmins="http:{/clsco.com/ns/yang/Cisco-10%-XE-mdt-cfg">
<midl-subseriptions
=¥ sub-upd-trig-perodic =subscription-id> 100 < /subscription -id>
1 »
- g period 1000 = mayang=push</stream:
encodinge 2= kg e
=> sub-upd-trig-on-change <period=1000</period=
& fiter-type-cholce <xpath>/memory-kos-xe-oper.memory- statisticsfmemaory-statistic < /xpath>
</base>
I 3 sub-fite <midt-recalverss
-iter-type-none rmdt 5
| 95>10,88.246.10</acldross>
—) Sulby-fiter-typé-xpath <pon>57344 >
. <prolocol=grpe-tep<iprotocols
i o xpath itics/memory -statistic ={mdt-receivers>

i = {meit-subscription>
1 = sub-fiter-type- tdl-uri conbg-data>

| = sul-fiter-type-tdl-tansfam

fee =3 sub-fiter-type-nested-uri =lrpe>
met-receivers
o address 10.88.246.10
&# port 57344 s
& protwcol grpc-tcp

8EA. Build RPC(RPC &) E+FE Z=IgtLCt.

9EA|. Run RPC(RPC A&)E Z=2I8fLCt.



10EHA|. A& 35l Protocols(Z2E Z) > gRPC Telemetry(gRPC EIBIHEEZ)MHM HEE £ 418

Ct

YANG Suite | gRPC Talometry —
Cisco YANG Suite © O JRrRrPC Telemetry i @) @ @
Admin Listen &t IP ad... <> Listen at port <> s Clear output
- Node : marcosHAIN
Setup Subscription E
Path i Cisco-I0S-XE-memory-oper:memory-statistics/memory-statistic
Analytics Key + fname : Processor
Explos ftotal-memory : 2120725552
L Jfused-memory 1 238262192
/free-memary = 1891463360
Protacoes /lowest-usage : 1880819392
fhighest-usage = 1295622002
Test Managor Key : fname : reserve Processor
ftotal-memory = 102484
Help fused-memory T 92
/frec-memory T 102312
fowest-usage = le23lz
/highest-usage = 102312
Key 1 /name : lsmpi_io
ftotal-memory : 3149408
Ffused-memory : 3148576
ffree-memory @ B24
flowest=usage : B24
fhighest=usage : 412
Node : marcosMATN
Subscription : 109
Path : Cisco-105-XE-memory-oper:memory-statistics/memary-statistic
Key i Sname : Processor
frotal-mesory = 2129725952
fused-memory T 238262192
free-memory 1 1891463360
fowest-usage : 1889819352
fhighest-usage ¢ 1295622092
Key : fname ! reserve Processor

YANG Suite® AI&310{ H4E A| FHE HEAFEM T4

Configure a Periodic Configured Subscription with YANG Suite(YANG SuiteE AF&3t0{ 7|3 7
N MHMEAFEME M) MM MHE Wot SUSH ZZMAE 23 A CHO|YE o R MEATFEIM
2 FM5te{H BHEE 22 no-sync-on-start leafO|H false2 A& 3H{oF &FL|C}.

ol o|O|X|= #HA Al +MEl 750f CHEt RPC2 04| LTt

YAMWG Suite | NETCOMF | VARG set "CSR10D0V | Madules

YANG Suite e @ NETCONF v @ €© @
YANG Set  CSR1000V Module(s) Cisco-108-XE-mdt-cfg x m

—_——,
METCOMF Operation edit-config Device CSR1000Y 1_/ ﬁ Edit Device Open Device Window

® Clear RPC(s)

RPC Options.. )'I

Valug sietf:params il nsneteont:base:1.0° message-id="101">
i <edit-config=
4 &, Cleco-105-XE-madt-clg ey
L “runningfs
i - - G
? melt-canfig -data = tirget>
- ¥= mdt-subscription <config=
- | <mdi-conhg-data xming="hitp:/fcisco.comings/yana/Cisco-105-XE-mdi-clg™>
100 - <mdt-subscription=
«<subscription-id>100</subscription-d»
<bases
<SIERM>yang - push</strenm:
yong-push <encoding >encode-kvgpe fencoding
~ <no-synch-on-star>false</no- synch-on-star=
encode-kvaph <upath= ledp-ios-xe-opercdp-neighbor-details/cdp-neighbor- detail=fxpath>
</base>

<mdl-receivenss
<pddress>10.88.248.10</addrass>
«port>5734d</port>

b € update-wigger-choice <protocol grpe=tep</protocols
| s/mdi-recehverss
L 3 sub-upd-trig-none </mdt-subscription>
| <fmdt-config-data>
- =3 sub-upd-trig-periodic <feanfig=
{ < t fige
4 3 sub-upd-trig-on-changn ek canfig

/& no-synch-on-start falae b
i & fiter-type-cholce

= sub-filier-type-none

j = sub-filter-type-xpath

| | ;_1 xpath fedp-ios-xe-opercdg

=¥ sub-=filter-type-=tel-ur




Cte& &Qlghuct.

Ol 442 At 30 ZAT|TB|0l440] MCHE &S 3Ho | BQIFLIC

pd
Mo

Cisco I0S XE2| HAHEZ| MEAT BIMoi| CiEt = (show telemetry ietf subscription all)& FE Al
gruct.

Device# show telemetry ietf subscription all Telemetry subscription brief ID Type State Filter
Eype ——— s 100 Configured Valid xpath

2147483651 Dynamic Valid xpath

show telemetry ietf <subscriptionID> Al HEE ALE5t0 50| CHE HIE HE & LIFELICH.

Device#show telemetry ietf 100 detail Telemetry subscription detail: Subscription ID: 2147483651
Type: Dynamic State: Valid Stream: yang-push Filter: Filter type: xpath XPath: /memory-ios-xe-
oper:memory-statistics/memory-statistic Update policy: Update Trigger: periodic Period: 10000
Encoding: encode-xml Source VRF: Source Address: Notes: Receivers: Address Port Protocol

Protocol Profile —-—-——-------—-—-—-—"——— -~~~
—————————— 10.88.246.10 57344 netconf

show telemetry LIS @14 E A& 35104 = AIXtol| CHEF A2 HEHE & elgfLct.

Device# show telemetry internal connection Telemetry connection Peer Address Port VRF Source

Address Transport State Profile --------------- ————— ——— —— e
——————————————— 10.88.246.10 57344 0 10.88.246.2 grpc-tcp Active

ol oM Hu|aeiold EXME siidste Ol AASE + U= SEE MSELICH

ALl 1. HYHEZ| MEATZIMO| AEH7F SHF2H £AI7|0MH AERIS 25K b= A

o
T

&Rl CHEE 44 SEfE EelgLict

Device#show telemetry internal connection Telemetry connection Peer Address Port VRF Source

Address Transport State Profile --------------"- ————- ———
——————————————— 10.88.246.10 57350 0 10.88.247.86 grpc-tcp Connecting

#EN7} Connecting(P12 &)2! B HAIXIQE =417| AtO|Q| SHIE HZAE SHQISHAAIL.

Device# ping

ANE & ZEJ Hed JeEX] FHlE L

Device# telnet
Ol o= ZEJt G UL 48E = gigLICt ZEE AEHE = Qe wtso| gl k| &l
ot X|™HEI ZETJI SHIEX| EH2I5HAAL.

VRFE A83tE ClHO|AMM FEE MEA T RIMo| CHEH RPCOUIM AA VRF/AA FAE K™
sf{ok gfLict. o] aZloME AA VRF7 X|HE RPCE Ho{ FLC}.



WAMG Suits | NETOONE | YANG set "CSRI000V™ | Modules

Cisco YANG Suite © @ NeTCONF e @) € @

YANG Set  CSR1000V Module(s) | UEiSS0RI0STXEsmdinciy 3 Load Module(s)

\
METCONF Operation wdit-confg Deérvice CSR1000V 1 Opén Dévice Window

-~ ™
& YANG Tree- RPC Oplions. ..

@ Clear RPC(s)

—

<> Buid RPC

lodes Value
i & Cisco-I0S-XE-mdt-cfg
b g5, mdt-confg-data

“urn:istf:params:xmlns:netconf-base:1.0" message-id="101">

4 = mdt-subscrption . = . - =
F < nfig-data xmins="http://cisco.com/nsfyang/Cisco-10S-XE-mdt-cfg”>
Lo g subseription-id 100 o <mdt-subscription>
i <subscription-id=100</subscription-id=
- = base <base
F <ABEam>yang
yang-push <gneoding=
=gource-yre:

&) encoding encode-kvgpb

Fr— =statistics/memaorny-statistic</xpath>
Negmit-intf ¥ I

i €.

update-trigger-choice
~ =¥ sub-upd-trig-none
i - sub-upd-trig-periodic
L g period 1000 < «</edit-config>
i <P sub-upd-trig-on-change [EABe
s & filer-type-choice
=» sub-filter-typa-none
i 3 sub-fiter-typa-xpath

= xpath itics/memory - statistic

L S sub-tler-type-tdl-ud

AUz 2. HEHEEZ MEAIRIMo| MEN7 55K ot B2

Device# show telemetry ietf subscription all Telemetry subscription brief ID Type State Filter
Eype ——-—-- - s 200 Configured Invalid xpath

Device# show telemetry ietf subscription 200 detail Telemetry subscription detail: Subscription
ID: 200 Type: Configured State: Invalid Stream: yang-push Filter: Filter type: xpath XPath:
/memory-ios-xe-oper: /memory-statistics/memory-statistic Update policy: Update Trigger: periodic
Period: 1000 Encoding: encode-kvgpb Source VRF: Source Address: Notes: XPath parse error
'Invalid expression: offset(21)' 58. Receivers: Address Port Protocol Protocol Profile ---------
———————————————————————————————————————————————————————————————————————————————— 10.88.247.89
57344 grpc-tcp

XPath EE{Q| #E0 " Flofl FI /"7t U&LICH SHIE XPath HE{= ChE1t Z&LCH.
/memory ios-xe-oper:H/2 2| &H|/HIZ 2| &7

XPath ZE{of| A & = F7}
Olo4&l = U&L|Ct.

xS 2

on
rlo

__I.L
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YANG Suite E0i| CH8t X|¢0| B3t 2 X HE E= X ZTEHH Eol54AIL.

o e

. DE 7dtEfHEZ, ZTEOeiY 7154 Hu|ag|olM 7F0]|E, Cisco I0S XE Amsterdam
17.3.x
. 7|& X|¥ 8! XM - Cisco Systems
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