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AE3to Tdx o2 CDPE HIEHEE = QU&LICH CDP= 2 o|MOl ALEAHIF HESIA

OiE & HEo| MEE + J&LICH

15. LLDP(Link Layer Discovery Protocol)= 802.1AB0{| ZO|El IEEE ZZ EZQ|LIC}. LLDPE
CDP2t Hlzx&LCH J2{Lt O| ZEEZ2 CDPE X|H5X| et= 7|Et C|HEO|A AtO|o| &%
2342 5T LICt LLDP= CDPLt St Ao 2 FZdlof 5tH, AZEE += gis UHE
fl30] Zst= 2= AE M| O|AM M HIE E3tsH ok g LICH o] g &5tE24H no lldp
transmit 2 no lidp receive QIE{H|0O|A &ZF M7 BHY0{E AJELICH LLDPE HUXMo =
HI& 43}t 5t248 no lidp run 3 83 M3 HH0{E A-AELICH LLDPE 2Fo|X Q1 AFE AT}
HES|3 oiE L HEol| ArSE = U&LICH

16. sdflash0il M & & X[&Hst= £ 2(x|2] B2 EefAlolM £& st no sdflash configuration &
Ho =2 sdflash& HIEH35H6t0] Eot2 Zate = /AU &L
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EXEC AlZt =1}

EXEC B™E0{ aljAd7|7t MMHE SE5H7| ™ol AAEX7F U=AE W7 X| Z|Ch2l= 2t 488 -5t
™ exec-timeout 221 B3 A BHOIE AHELICH &FF §EH§ o Qe vty EEE tty 2FRI0IAM
Mg 202524 exec-timeout BHEO{E AEsHof ELICH 7| 2o 2 102 S oFF &Y
T IR fo™ MMo| edF 0| ZZLCY.

2@l con 0

exec-timeout <&> [X]

kol vty 0 4

exec-timeout <&> [X]

TCP MME 2|E Keepalives

service tcp-keepalives-in 2! service tcp-keepalives-out 13 74 A% HJ0{E AL 5 CHIO



A 0| M TCP M|Moi| CH3H TCP keepalives& M&E & &= U&LICtH O ZAn[azio|M2 C|HIO|AR &
0{7t= QHIRE 221 C|HIO|AMM LR = OFRHI2E 247304 A TCP keepalivesE %*éﬁ}%}f
Cll ALE35HOF B L|Ct. Ol A 5t 49| ¢ B of U= ClHEO|A N A& HMAE = o, 2EH
Cisco 10S XE C|HtO| A0 A MEto| Y&l o148 == EElE AZA0| M 7HELICH.

MHI|A tcp-keepalive-in

MHIA tcp-keepalive-out

2| QIE{H O|A ALS

ClHiolAo| el Edele 221X E= =23 #E| QeI 0]|A 2| CH] L(In-Band) EE= CHY 2|

(Out-of-Band)0l M HM AT LICEH HESXZ SE Soi 22| Zoi|elof AMaE = UZS 2 HES
3 C|Hto|A0i cHY LH S CH] 2| 2| M| AT 25 EXfStE 20| of A Lct

Cllhol A0l CHEH CHOY LY HMIA0H AL Elis 7He QBRI QIE{H| 0|4 B LbE =2 Rz ol
E{m|0|AQLICH Rz QIE{H0|AL S4 ASshs v 221N QEIH0|AE AEIE HBE £
R, OIEE|O|A 0 HAIASH K| RE 4 USLICE 2 Clsol A0l T OIE{H0|AF 22| o
EiT0|AR £7bstm BEl EBIlolg AR S 20| TALICH 2 HElxvt al Eele 9
B LESIT Aol HAS M8 4 2aLICH ClHHOlA0| FX QM 0|AT TAIEIH EaH)
2 ut7 Hii7| /8 SSH, SNMP L syslog®t ZH2 22| Zd|9l Z2EZoM siE QIE{mo|AE

AEE = A&

RIE{m|o[A FZ i

ip =4 192.168.1.1 255.255.255.0

HEZ YAHZL &3

Cisco |I0S XE Software Release 16.6.40{ = 7}E Memory Threshold Notification 7|S & A& 3tH™

ClHiO|AS| HIRE| 5 HEHE 2r3te & QU&LICH 0| 7|S2 HZE| Az &3 & HEE| o<
Of F 7tx| HE ALSELICH

HZ 2| A ZE LBlo|MH= ClHo|A LS| 0{R HZ 27t +EE A EC H 22 LIEHLZ| fIa 2
O HAIR|E ggz LICt. o] ZAxm|2 oM 0i 0| = memory free low-watermark T4 #73 A% &
Ho{E 0| 7|52 MBS HHEst= %“f';.'ca’ Ho{ELICH A8 7tS8 o4 HIZE2|7t XI™E &

HztECH g2 [[H CIHIO|AMAM L 2le MAStT, AFE 7t5 8 048 HIZ 2|7 XIHE QIAHZHEL
5% =OFX|H C|HIO|AO|AM CHA| 2 2lS MAMEt —’F A& LICH.

HEZ2| 048 2 fEO0l3 =2 M|A{ <threshold>
HE 2| 07 2 B0 io <threshold>

ot 42 s SES HZEE MEY = UATF HEE| ofefS AASELICH o] ZAxZ[ze ol

M oflolME o] 7IsE Edstetes WS YT LICH o|ZH ot ClHto|AS| HZE(7F 2F A
2rjoi el ZZMATHAS ZrSELCH
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=

H 22| ollef 2= <if>



CPU YHgf & E

Cisco I0S XE Software Release 16.6.401 = El CPU Azt €& 7|sS AHE5tH ClHO|A Q]

CPU 27t +ME AUAHZIS Z0HE [l O|E .E:.*XI3P0=| gzlg S M.=.I—|EP LAzt S =16t
™ C|HFO|A0IA SNMP E& HIAIX|E MA5t0d £ |—|EP Cisco |0S XE Software0l £ Rising

Threshold(&4& &H|Zf) & Falling Threshold(at2 (A|IZhH) 2l = 7HX| CPU AFE & AIZE XIE &
2ol x| ELct.

O| ol x| 2fo|MofA= CPU &AIZL 2 & HIAIXIE EB|IHStE HAIY B7F X XSHE A8 St
TE dYstes Y ES EoiELICH

snmp-server enable traps cpu threshold
snmp-server host <host-address> <community-string> cpu

Z 2 MA cpu AHIZE R <type> rising <percentage> interval <seconds> [falling <percentage>
interval <seconds>]

process cpu statistics limit entry-percentage <number> [size <seconds>]

Network Time Protocol(HIE|3 ElO|Y Z 2 E Z)

NTP(Network Time Protocol)7} &3] /&8t MH|AE 0

E{E LIEt'd &= U&LICH NTPE AI85te B2 MEE = Ues Al & =
A Q15 S M8stE W0l ELQELICH syslog £%, 0|& 1|':‘=| ’“XH’C—l 39| A RALTHY
oM, 1EtH| Q1EE 2IsH /& Mo o|EStE HS %I VPN 12 E IS Me HEStD HEAQl Al
Zto| 2ot

1.NTP A|ZtCH - NTPE T4 & [ EFUARMI I e 5t H A2t HE BEoiE = UT S AlZHH
E Folof gLIct MHEMo 2 EXfst= UE I M C|HO|A S| AZHTHE F46t= WY
2 ditxo = F 7IX[7} [U&LICH B 7HX] W2 o|™oll= GMT(GreenW|ch Mean Time)z2}
1 8t UTC(Coordinated Universal Time)Z 2 & -IIE-?—JEL C|HIO|AE Fddt= ALt Ct
E Y2 2Z AIZHE HERA ClHto|AE R ete JLICE 0] 7|s0i| CHEr REMIEH LY

82 Cisco ME MBEXM 9| *|71| EZ&E AZtoHoll M ifo._lsa* = A& L.

2 NTP 915 - NTP Q158 T4Iot% AZ|& 2 2= NTP T/of ZFol NTP HIAIXIE 5 &3] T2t
g = A&t
NTP 2152 At&st= ME x| oM
ZCI0|E:

(config)#ntp Q15
(config)#ntp authentication-key 5 md5 ciscotime

(config)#ntp trusted-key 5



(config)#ntp AME 172.16.1.5 7| 5 MHH:
(config)#ntp 215
(config)#ntp authentication-key 5 md5 ciscotime

(config)#ntp trusted-key 5

CIZEl ACLE HEL3 0 CHEF M| A AN|Et

LI E2{= ClHlO|A9 FEHZ X S4lstx| =5 notEl iACL(infrastructure Access Control
Lis)S UEI oM T3 4= Q=7 =4
=1

o
o R E HERZ EBfE0| HERXHIE SitstH L| {3 RHA|7F EH%*OI EIKI Xe=Che 7H'-"% g

&Lct
HES|3 C|HO|AM| §{256H0F 5t LIEQT F= SAEQ| 448 X|H5t7| |8l IACLE 7435t

o MstLCt UHtxo 2 o]zt ¢4 S| ofl= eBGP, SSH 2! SNMPIL|C} T4 A4S &
2510 LIHQEZFIZ &ste 7IEF ZE ECi=E 0| BAIMo 2 HEELICH HELIE S5t 2l
ZZICIHIOIAE MO R §HX| ot B E S ECE2 HA|XMo 2 §{SE/L|CH.

IACLOIM MEste Es = &l EdQut ZHEE Z82 252 #310| U&LICH IACLR HES
3 QZEt ClHIO|AL| THE FTAE A5 o &€H &Y = USLICH IP T4 X|H0o| Eotof O
%= Geof CHEt RIMBH L2 2ot SA IP FA XM B2 IR SHAAL

o| oMl IACL AL o|MUIMHE=E IACL 781 T2 MAE A|&HE [ AR O 2 A3l oF 5t +

ZE Yo

ip access-list extended ACL-INFRASTRUCTURE-IN

—o*E Z2EE Y HESRT 2elol 28 64 518
E <trusted-ebgp-peer> £ A E <local-ebgp-address> eq 179

A E <trusted-ebgp-peer> eq 179 = A E <local-ebgp-address>

51& deny tcp EAE <trusted-management-stations> any eq 22

518 AFE X C|o|E O3 T2 EE S AE <trusted-netmgmt-servers> any eq 161
— B2 E HERI ClHto|Aof CHEF CHE ZE IP ESiEHE HRELICH

ip any <infrastructure-address-space> <wildcard-mask> 715

MM o= HIQlZet C|HtO|AE e ZE 2 -IJHIOIJ\CHI IACLE M&slioF ZLICH of7|ol=
CHE Z 3, 24 ML MIHE, ASA MIHE 2 O|o|E MES| MaHE ddst= 2


https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html
https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html
https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html

ICMP(Internet Control Message Protocol)= IP Mo ZE2EEZE MHA E|R&LICH [FEIM 0| ZEE
20| MESE HAIXIE detHez TCP U IP ZZE S0 FHYIs Y& 0/2Lct HEKI E
HE#E E9Q! ping™ traceroutel M ICMPE AL 5HE B HIEQIT 7| MOHZ Z S 6ts Z0f
= 28 ICMP 2Z0| Ho| 5t X| ef&Lct.

Cisco I0S XE Softwaret|A= O|§ EE= 8 L IEHE ICMP HA|IXIE FHMHoE HEHEEY
£ Qe 7l M3 ELICt o™ ofx|ol A ACE(Access Control Entry) @t & 74 AL Z|o{of 3t O]
ol K| ACL2 AtE5tH A" = = il AH0|M & NMS MM Ping2 31835t 7|Et &
ICMP I{Z! 2 AtEHE = A& LT

ip access-list extended ACL-INFRASTRUCTURE-IN

— ¢l

ok

£ Qe #el AE|o|M 2 Mo ICMP 0|2 (ping)E 3{&&fLICt.
icmp EAE <trusted-management-stations> £ £ 0|2 5{&

icmp A E <trusted-netmgmt-servers> ZE 0|32 5{&

— EE UHESF ClHio|A0f CHEF CHE 2 E IP ESiEE HFELICH

ip any <infrastructure-address-space> <wildcard-mask> 7{§

— s E2iE HE

&8 ip any any

IP ZEflO1HE ZEZ

ZpfOHESHE IP I{Zlof| CHEF ZE{2 Z 2 MHAR QI5 2EoF C|HIO|AM EX| 71 e & £~ &L
Ct. TCP2F UDP THZ!E EE{RI5H7| 5 AHESt= tilojo4 HEJF 7| ZeiaHE|BH Q7| IHE
2IL|Ct. Cisco I0S XE Software0i| M= 78 LS AFE5I0] T HE HAHA SEE 7[ECE X7

ZZto| otl EE g2 &QIgtL|C}. Cisco I0OS XE SoftwareE O|2{et =7| ZZto| ol O HEE

ACLY H|w3tod HItstn 2 E B0]o] 4 EHEIE MEE FAIFLUCH metAM #+4E ACES| 2i[0]0

3 E20IMB £7(7} ot ZefaHE T HIHE LC.

Ol oA Aol M ZE 222/ 192.168.1.18 CHH S 2 5= TCP I 0| 0|8 &of Zeia
MHESIT|™, miZlol Z&E gilojo{4 HEE 7|¢te 2 F #Hmj ACEMIM (A THE 7| Zefa™HE
E ArF|EtLICH 2L LHHX| 2E(E 7|7t otl) ZElaHEE FMAo 2 mZla ACEL| Blolo] 3
HEE 7|gte 2 st= & #Hmi ACEOAM SIS ELICH o] Hx|Teio|Mol= AlLtE2(27F EAIFLICH
ip access-list extended ACL-FRAGMENT-EXAMPLE

12 deny tcp StLF ZAE 192.168.1.1 eq 80


https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html

deny tcp any host 192.168.1.1 eq 22

ZfJHE ®M2[7F HetA0o|X| eictsE §do 2 2lal, ACLOMIM 2045] IP ZEiIHEE 385t
A7t Rk Jauch ZeiaHE oM &Y B X AIARE R3(5tEdE A|EO1|A‘|E A= ALEE
LICt. Ol2{&t O|RZ IP ZEfOHEJ} SANM X+ AFSEH, +8E 2 E IACLO| 2HA T =2
OHEE @AM o 2 ZE{2lsof 3tct. o] of A ACLOIE IP iEHJE’._‘lE_Ql EZEMO ZEEol X
& Elof U&LICE o] A2 7|s2 oI M2l Z|s2t &H Ar&3sHok & LICt.

ip access-list extended ACL-INFRASTRUCTURE-IN
— ZEEZHACEE M85t IP Z2|OHEE HEFLICH

OK

2 Egf

I

B

deny tcp any any fragments

deny udp any any fragments

icmp any any fragments 7{&

ip any any fragments 75

— B E UHES®R3 Cldto|Ao] CHEt CHE 2 E IP EBEE HEELICEH
ip any <infrastructure-address-space> <wildcard-mask> 71§

— &1t EBfE HE

518 ip any any
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AMElsteE Lol CHEr RiMEE LIS 2 HMA Mo S5nt P =
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to rin

ACLOIM ZE{OHE
EHJ_EHEE xF R 3|.AEI

>

IP &4 EE{ZE /et ACL X|H

LI}

Cisco IOS XE 2Z E Q0] 2 Z|A 16.6.40= ol Z&E IP SMHE2 7|Uo 2 P IS %‘H '
5t= Ol ACLE At83tE 7180| FILEIIELICEH IP S M2 oll2 TS 2 X E|E[0{0F %+ 2
EQ|3 CldiolAo] CiEt EoF EXME LHEHLICH MetM W ERIE Satstes L miZlo 2
X| et CcPu il o] Zdo| ERELICH THZ!H IP 2M0| o™ HELZ0i £9F X|o{E Tt 1|
2= AT 7F JAHLE, 2= K] Loem mZlo| o|ls &g HEste = AlE7t USS LIEHE = U
LIt 22 IP SMo| & E mZ!2 HER 3 o X|ol| M EE{2lz|o{of & L|Ct.

0

o

OII -

P

> ok

PSS Z&stE IP Il 2regt EEZE /S =S O[T o M2l ACESH &7H O oM E At

ip access-list extended ACL-INFRASTRUCTURE-IN
—IP SM0| Z&E 1P HZlE HEF LT

deny ip any any any option any-options


https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/en/us/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html

— B2 E HERI ClHto|Aof i CHE ZE IP ESiEHE HRELICH
ip any <infrastructure-address-space> <wildcard-mask> 715

— St EBfE &8

51& ip any any

TTL &t 23S <IgF ACL X|&

Cisco I0S XE Software Release 16.6.40{= TTL(Time to Live) Z{2 7|t Z |P miZl S ZE{RIS

£ ACL X| 0| FILEIQIELICE IP ClO|E| 23| TTL 2t mZl0| AA0 M EH’SQE OI%%*OH ek
ot 24t HER3 ClHo|AHE ZAFELICH 27| 2t2 298 M otct Ch2X|8F TiZ!e| TTLO| 00 =
EF5td mZlo] AFA|Z|o{oF B LICt ICMP AlZh =1t HIAIX|E M5tod T Q| AA0)| M&5tE{™

TTLE 022 ZAA|7{ H{Z! 8 AFA|5t= ClHO|A 7 2 FhLct.

Ol2{8t HIAIXK|o| MM L ME2 0l Z2MAQILICH PR o 5l IP IZ!o| =7} Mo M B2
oA Ol 7|2 =& = UKD BtE of Hol miZlo| =7} Bto ™ ol HIAIX|E MEstn ME
St= Ol AFR 7+ 3t DE CPU ElAAT} ARE £ QI&LICH Ol= DoS 27 HIE{E LIEHL|CE
2t BtE o el =2 HIZ2| IP IHA S & &35t= DoS 3401 Cid|stoq C|HIO|AE Z&talofF &
L|C}.

2 olr —I

ZEME UWER3T S| ofXK[olAM TTL Zf0| £ =2 IP I{Z!2 ZE|ZSt= Zd0o| E4LICH UEQTE
E0tsteE Ol S256HK| &f2 TTL 240 e T3S b5t TERIsHH TTL 7|Ehe| 373 «&o] &t
ErEIL|C},

O| 0|0l M ACL2 TTL Zt0| 6ELCH 22 mZ!E EEe{ A& LICt O|&7H st LiH|7} ZICH 57H2] &2l
HEQ30of Cet TTL BFE 2Z40| XtEHEIL|CT

ip access-list extended ACL-INFRASTRUCTURE-IN

— TTL 20| HIERZE SHtst7|o SE6tX| &f2 IP IS HFELICH
ip any any ttl It 6 75

_ DE HEQ3 C|HIO|AN CHEH CHE 2E |P ECfEE HEELICH

ip any <infrastructure-address-space> <mask> 7§

51& ip any any
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Cisco I0S XE Software Release 16.6.4 0|&f0{ A= MPP(Management Plane Protection) 7|2
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ZrE[Xt7t ClHto|ALF ClHEO|A HM|A HE S FIHE Mo = U&LICH

CIS ool MHE GigabitEthernet0/1 CIE{H|O|A 0| M SSHRF HTTPSEF 513517 25 MPPE & M3t
5te= dedg Ho{&L|C}.
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management-interface GigabitEthernet 0/12 ssh https 31&

CPPr(Control Plane Protection)2 10S-XE I:IHPOI O| 2 T2 MAME &5t= Mo{ B EciH
AMetstm ZAISHZ| Il Mol W M2 7|52 J|gte 2 IEELICH CPPr2 ZHEE Z¢ole or

¢ ClE{H|O|AE D 5t= HE ol ZHEE “E1|°| FHE| D 2|2 LUt 37tX| ZHEE E8IQ! 5t @
E{H| O| A @l Host, Transit & CEF-ExceptionO| {&LICt. EEEF CPProl= CHE 4 22 F7 HEE

o 22 7|s0| & Elof Q&L

1. ZE ZE3 7|5 - 0| 7|58 ME5tH HMEHL =415t K| b= TCP % UDP ZEZ 0|8
she WZE MASHAHL AR & &LICH

2.7 Az M 75 -0l 7Is2 HEE Z22 1P U FolM S8 == XIYEH Z2EZ9|
W2 & Aeterct

E ME35lof #ElE SHa R ClHH oA
i ot | : E 39 elE{Ho|A FHEH| 2|2
E2sls HZlo| ofofis SSHU By Y atesl z2E 20 Ze #al EaiZol ZEELIL.
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Cisco CPPr Z|S0i CHer Rt MIEF LIS 2 ZHEE S22 M E HZstdAI
ZHE| MM 23 3t
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F2|XH= SSH EE = HTTPS(Secure Hypertext Transfer Protocol) 7|5 & AF& 3104 C|HFO|A0d| CH
5t of S5l HOF 2474 M| A B AddE MEE £ Q& LIC Cisco 10S XE Software=
SSHvV2(SSH Version 2.0), 215 % C|O|H & =3& |8l SSL(Secure Sockets Layer) &
TLS(Transport Layer Security)& Ar&35H= HTTPSE X[ ELCH.

oh i

Cisco 10S XE Software= C|HIO|A ZAI|T18[0|4 EE= AZ EQ|o{ O|O|X|E SAtet7| ls 53t
El 2ot 4742 5|8 5= SCP(Secure Copy Protocol) T X[ & LICt. SCP= SSHE AFS &fLCt.

Of o[ x| Zdx| 2 2|0 Mof| A= Cisco I0S XE C|HIO|A0|A SSHE & 5t ErL|Ct.


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ip-routing/b-ip-routing/m_eigrp-route-map.html

ip =M@l O|F example.com

crypto key generate rsa modulus 2048

ip ssh AlZt Z=1t 60

ip ssh authentication-retries 3

ip ssh source-interface GigabitEthernet 0/1
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ip scp Mt 43}

CHS2 HTTPS MH|AE I8 Zm|a2y o] ol Lt

crypto key generate rsa modulus 2048

ip http 2.2F M

SSHv2

SSHv2 7|5& AF2 X7t SSHv2 A
ZR&LICH SSHE |EI°F = A= 0/04
g“—lEP SSHO Ho|El AMEE £ Q= ME %E‘% . =
S35l o1Z2E ClHtol|Ao] °._”F_‘| StAH M AT OS] HZo{E A-E
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ip ssh version 2 0| BA|Mo =2 FHE|X| g2 3 0 10S XEE= SSH 7T 1.998 &3}
g2 = ;1

SCO
2rL|CH SSH BT 1.99= SSHv1 % SSHv2 44 Z&LICH SSHv12 otHGHKR| i 2 A
2 HFE|0] A|lARI| 2 FEFS O|E = U&LICH SSHIt & /gstEl B2 ip ssh version 2 BHES
At&35to{ SSHv1 2 H|g d3tst= R0l E&LICH

O| ol A| Zdx| 2 2i|0| 0| A= Cisco I0S XE C|HFO|A M| SSHV2(SSHv10| HIE MSHE)E &3
ghlct.

SAE 0|8 2l2*H

ip =M@l O|F example.com

crypto key generate rsa modulus 2048
ip ssh AlZk Z=1t 60

ip ssh authentication-retries 3



ip ssh source-interface GigabitEthernet 0/1
ip ssh %1 2
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aaa accounting exec default start-stop group tacacs+
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-17/sec-usr-aaa-xe-17-book/sec-cfg-accountg.html
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access-list 98 permit 192.168.100.0 0.0.0.255
access-list 99 permit 192.168.100.1
snmp-server community READONLY RO 98
snmp-server community READWRITE RW 99
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_simple_network_management_protocol.html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-16-6/snmp-xe-16-6-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-16-6/snmp-xe-16-6-book/nm-snmp-cfg-snmp-support.html
http://www.ietf.org/rfc/rfc3410.txt
http://www.ietf.org/rfc/rfc3412.txt
http://www.ietf.org/rfc/rfc3413.txt
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https://www.ietf.org/rfc/rfc3415.txt
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-16-6/snmp-xe-16-6-book/nm-snmp-cfg-snmp-support.html
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https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/esm/configuration/xe-17/esm-xe-17-book/log-local-nonvol.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-1/command_reference/b_171_9200_cr.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9500_cg/configuring_system_message_logs.html#task_fbn_yb1_m1b
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9500_cg/configuring_system_message_logs.html#task_fbn_yb1_m1b
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9500_cg/configuring_system_message_logs.html#task_fbn_yb1_m1b
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7. ARP 27%0| Ze 8t EBE - ARP & 50| gi= A CPUOIM ®ZI5HoF & LICt.
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— Clutol&of SIS E AMEE £~ U= ZLEQ|SSHE & & LCH
access-list 151 permit tcp 192.168.100.0 0.0.255 any eq 22
—OHE ZE 2A0|M RPRO| SSHE 7{F &fLCH.

access-list 151 deny tcp any any eq 22

— C|Hto|Aof CHEt CHE 2 E ECfE S 5{S & LIct

— Hot MA gl ZAm|Jgf|o|Mof (&

access-list 151 permit ip any any

— O| HNA ZSFE =4 20l MESELCH

ip =4l HMA =5 151
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E|E 2 35l2{™ Access Control ListsE & X35 A A2,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-16-9/sec-data-acl-xe-16-9-book/sec-access-list-ov.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-16-9/sec-data-acl-xe-16-9-book/sec-access-list-ov.html
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access-list 152 deny tcp <trusted-addresses> <mask> any eq 22
access-list 152 permit tcp any any eq 22

access-list 152 deny ip any any any
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Cisco I0S XE Software Release 16.6.401 = El CPPr(Control Plane Protection)2 At& 5} 04
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CPPro= CtE21t 22 ZHEE Z80 B35 7|sk =& ELUCH

1. 2E ZHZ 7|5 - 0| 7ISE ALSotH Wl =Lt +=4l5t X[ o= TCP X UDP ZEZ HILj
= MZE AXstT HAE = A&LICH

2. 7 UAHZ XIH 7|5 - 0| 7|52 AL S5t HEE Z2Q 1P &3 FoM S8 ElE XIHE =
ZEZo| mZ +E MeteLict
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2lst=22 £ 70|A tf|o|E 2|0/E2t T B LICH HWRLE2 CPUOIA THZ!E M|l oF st= CHef
8t 342 Z 2 E] Cisco I0S XE C|HIO|AE E35 & £ Q&LICH.

HoF BGP

BGP(Border Gateway Protocol)= QIE{Ho| 2t & Z|BFULICH M2t 242 T AFE ol WA ELCt
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GTSM(Generalized TTL-based Security Mechanism) 2! BTSH(BGP TTL Security Hack) & CI2


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-plcshp-ctrl-pln-plc-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-plcshp-ctrl-pln-plc-0.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
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neighbor <ip-address> ttl-security hops <hop-count>

BGP I{Z!E 2o TTL 2L 2 &I LICH o] 2t2 25501 X|HE & & M Zf o4 olo ok &L
ct.

MD5Z BGP |01 215

MD5E A23t04 I|01E 2153HH BGP MAo| R 2 HIH ZF IiZ!o| MD5 2 20| MM EILICH §
S| CHOIMAEE ME3H7| {al IP L TCP el Y&, TCP HO|ZE LU &5 F|E AFSELICE.
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22 E{ bgp <asn> neighbor <ip-address> remote-as <remote-asn>
H|O|tH <ip-address> & & <secret>
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Z|CH HFAF TS

BGP ™EF A= et RE{0|AM HIZE[o] MEELICE EtREUM 2780k st= HFAI EES
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-refine-ip-al.html#GUID-AD5F7237-2D0A-4F3E-A46B-B0385A0882D6
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-refine-ip-al.html#GUID-AD5F7237-2D0A-4F3E-A46B-B0385A0882D6
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ip dhcp snooping vlan <vlan-range>
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_urpf/configuration/xe-16-12/sec-data-urpf-xe-16-12-book.pdf
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https://www.cisco.com/c/en/us/td/docs/routers/asr920/configuration/guide/ipaddr-dhcp/17-1-1/b-dhcp-xe-17-1-asr920/b-dhcp-xe-17-1-asr920_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/routers/asr920/configuration/guide/ipaddr-dhcp/17-1-1/b-dhcp-xe-17-1-asr920/b-dhcp-xe-17-1-asr920_chapter_01000.html

interface <interface> switchport
AQX|ZE BE HMA

switchport ZE =0t

switchport port-security mac-address sticky
switchport-security Z|CH <number>

switchport-security 98t <?/gt 2 E>
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/sec/b_173_sec_9400_cg/port_security.html
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ip access-list extended ACL-ANTISPOOF-IN
ip 10.0.0.0 0.255.255.255 any 7{&

ip 192.168.0.0 0.0.255.255 any 7{&
RIE{H|O|A <interface>

IP HA|A & ACL-ANTISPOOF-IN
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ZohE = UELICH

3.IPSM - 2&E SM0| YE 2E IP IZ!2 CPUMIM & 2|z|ofoF & LC}.
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5. TTL(Time-to-Live) Bt & - TTL Z£0] 1 Olﬁfo._l mZlol= E'Y ICMP(Internet Control Message
Protocol) A|ZH ZIHICMP £& 11, 2 E 0) HIAIX|7} {le2 2, CPU XM2|7F =& ElLICT.

6. ICMP 4 E7ts - 2t &, MTU EEt ZEZo =2 25l ICMP @14 E7ts HAIXIE M5t
= =2 CPUNIM &2lgf L ct


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-4/configuration_guide/sec/b_174_sec_9400_cg/configuring_ipv4_acls.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-4/configuration_guide/sec/b_174_sec_9400_cg/configuring_ipv4_acls.html
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ip access-list extended ACL-TRANSIT-IN

ip any any ttl It 6 745

1€ ip any any
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interface GigabitEthernet 0/0
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https://www.cisco.com/web/about/security/intelligence/ttl-expiry.html
https://www.cisco.com/web/about/security/intelligence/ttl-expiry.html
https://www.cisco.com/web/about/security/intelligence/ttl-expiry.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-create-ip-al-filter.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-create-ip-al-filter.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-create-ip-al-filter.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-17/sec-data-acl-xe-17-book/sec-create-ip-al-filter.html
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AAEH

ArEE = A&LICh a2{Lt ACL IP Options Selective Drop 7|S2 O| EEHEIS AXE = QIoH
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ip access-list extended ACL-TRANSIT-IN
deny ip any any any option any-options

518 ip any any



interface GigabitEthernet 0/0
ip access-group ACL-TRANSIT-IN =4I

ol ol x| ACLOIAIS 574l S 1P g Mo = IP TiZ!2 TE|Yste BMe ML ofg 2M8
Zatste WS HRELD

ip access-list extended ACL-TRANSIT-IN
ip any any any &4 eool 7%

ip any any any option record-route 7{
deny ip any any any option timestamp

ip any any any 4 Isr 7{&£

ip any any any &4 ssr 7%

518 ip any any

interface GigabitEthernet 0/0

ip access-group ACL-TRANSIT-IN =2
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ip access-list extended ACL-IP-OPTIONS-ANY

permit ip any any any option any-options


https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html#anc95
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html#anc95

A S ACL-IP-OPTIONS-CLASS

access-group name ACL-IP-OPTIONS-ANY x|

Z2HA ACL-IP-OPTIONS-CLASS
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ZE80000 M& =M EF EF

£ 9| Z(eool)
7ci'E(record-route)

8 EF AR I (timestamp)
31 AB AA HE(Isr)
37 FAsH AA BE(ssr)

ip access-list 2 & ACL-IP-OPTIONS

1€ ip any any M eool
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&8 ipany any &M ssr
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Cisco 10S XE Software Release 16.6.4 0|20 A= CPPr(Control Plane Protection)2 At&35}04
Cisco 10S XE C|HIO|A 9| CPUO| |8t HEE Eoi2l EEE MEtat7ALE AR &= J}&LCH
CPPr2 CoPPQt H|23HX|2t CoPPELt MESHEl EBNE S MIEH5HALE ZHAIE = U&LICH.
CPPr2 &H HEE £l ot 2 EHo|AEtT t= M 7He| 7HHE ZHEE Ei|el 7tH D22
LisLct st QI olAd= ZAE, & L CEF 02| ot QIEH| 0|A T} U&LICEH
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ip access-list extended ACL-IP-TTL-0/1

& ipanyanyttleqO 1

ZeiA B ACL-IP-TTL-0/1-CLASS

access-group name ACL-IP-TTL-0/1 & x|

ip access-list extended ACL-IP-TTL-LOW

permit ip any any ttl It 6

ZoiA Y ACL-IP-TTL-LOW-CLASS

access-group name ACL-IP-TTL-LOW & X|

ip access-list 2 & ACL-IP-OPTIONS

&8 ip any any &M eool

& ipanyany SMHIE F2
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51& ip any any &4 El A AFHY
& ipanyany M lsr
518 ip any any =4 ssr

ZoiA Y ACL-IP-OPTIONS-CLASS


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-plcshp-ctrl-pln-plc-0.html

access-group name ACL-IP-OPTIONS & x|
M B CPPR-CEF-EXCEPTION-POLICY

Z2HA ACL-IP-TTL-0/1-CLASS

\|

A% 80000 <5t
224 ACL-IP-OPTIONS-CLASS
police 8000 conform-action drop
X2 @ CPPR-TRANSIT-POLICY
ZeiA ACL-IP-TTL-LOW-CLASS
police 8000 conform-action drop
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MH|A 2 2123 CPPR-TRANSIT-POLICY
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https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-plcshp-ctrl-pln-plc-0.html

MAd8tL|C}. Cisco I0S XE Software2| 0| ZI2|A

CtZ ol M= o] 7[s4 7|2 12 49
HH 2 ip flow {ingress CH 2! ip route-cache flow L

cap
ol M CIE{H| O] A0 M NetFlowE & 4515
Ch | ip route-cache flow & L|C}.

ip flow-export =24 X| <ip-address> <udp-port>
ip flow-export EH%1 <version>
QIE{H|O|A <interface>

ip & & <ingess|egress>

L

Mol =20| 2 + &Lt

i

CtZ2 CLI2| NetFlow £33 o 2IL|Ct. Srclf £42 AHE5tH
router#tshow ip cache flow IP THZ! 37| 2 (& %! 26662860):

1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480

.741 .124 .047 .006 .005 .005 .002 .008 .000 .000 .003 .000 .001 .000 .000
512 544 576 1024 1536 2048 2560 3072 3584 4096 4608

.000 .000 .001 .007 .039 .000 .000 .000 .000 .000

IP Flow Switching Cache, 4456704H} 0| E

55 &A1 65481 HIE A, 1014683 F7IE

41000680 £2|, 0 E2 < & Almj
g 58 A7t Z0H2E)
HIEM 58 AlZF ZIH60X)

IP 5t2| 22 7HAl, 336520H0|E
110 &4, 16274 HIE 4, 2029366 F7+, 101468301 F7}
0 &4 A, 0 force free 1 3, 15 chunks &7+ last clearing of statistics never

ZZEE 5 Z2? W HOIE T BA(X) RR(X)

o

-------- Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 11512 0.0 1542 0.2 33.8 44.8
TCP-FTP 5606 0.0 3 45 0.0 59.5 47.1
TCP-FTPD 1075 0.0 1352 0.0 1.2 61.1

TCP-WWW 77155 0.0 11 530 1.0 13.9 31.5



TCP-SMTP 8913 0.02430.074.244.4
TCP-X3510.02400.00.060.8

TCP-BGP 114 0.0 140 0.0 0.0 62.4

TCP-NNTP 1200.01420.00.761.4

TCP-other 556070 0.6 8 318 6.0 8.2 38.3

UDP-DNS 130909 0.1 2 55 0.3 24.0 53.1

UDP-NTP 116213 0.1 175 0.1 5.0 58.6

UDP-TFTP 169 0.0 3 51 0.0 15.3 64.2

UDP-Frag 1 0.0 1 1405 0.0 0.0 86.8

UDP-other 86247 0.1 226 29 24.0 31.4 54.3

ICMP 19989 0.0 37 33 0.9 26.0 53.9

IP-Z|E} 193 0.0 1 22 0.0 3.0 78.2

A 1014637 1.2 26 99 32.8 13.8 43.9

Srclf SrclPaddress Dstlf DstlPaddress Pr SrcP DstP I{Z!
Gi0/1 192.168.128.21 2Z4 192.168.128.20 11 CB2B 07AF 3
Gi0/1 192.168.150.60 Gi0/0 10.89.17.146 0016 101F 55
Gi0/0 10.89.17.146 Gi0/1 192.168.150.60 06 101F 0016 9
Gi0/1 192.168.150.60 2Z 192.168.206.20 01 0000 0303 11
Gi0/0 10.89.17.146 Gi0/1 192.168.150.60 06 07F1 0016 1
NetFlow 7|S0l CH8t XtA[EFH LHE 2 Flexible NetFlowE & =5t & A|2.
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HE L3 0| HoF Z4AH

28 ACLOIME QIE{H0IAS Sitsts EiTS o B
o

=
HZSHK| oM, Y HoR Y ZRES, 4 S ojag ERste s TAELU of
S0f, BE EBITS 5185t ACEE SR Z2 zEZ 228 4 U&LICH ol2t Zo|
EBHTE oS MESstol S5 ACER ERetH 2 E84T stelnalol 19 SIE FH2E7} oo
2 YEYI EaTie thetsts ol 20| ELICh BElRE HEE EaiTol RHE Algss o
T 20| TS ACLO Boj 9l AN HEE MESE ACER EIE 45 laLich

IIIIIII IHIO

ZE|XH= show access-list 2! clear ip access-list counters EXEC H&i1} &7 27 ACLS AFE 5t
o QINEHE S8HE A& Melgd = A&LCt.


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ntw-servs/b-network-services/m_fnf-fnetflow.html

CtE ool M= 7|2 7R Tol SMB EZ{ T AlHEst= 27/ ACLL| ZdT|aalo|Me MEELICH
ip access-list extended ACL-SMB-CLASSIFY
ACLS| 7|& L& EdF
smb £ TCP ECHEo &
tcp any any eq 139 7{5
tcp any any eq 445 7{&
ip any any any any 78
JF ACLZ2 M85l Ealfl=l2 A¥d524T show access-list acl-nameS AFSEHLICH

EXEC ™A QILICE ACL ZHR2E{E clear ip access-list counters aciname EXEC H& 2 AF&3510q X|

2 & JUsLch

router#tshow access-list ACL-SMB-CLASSIFY 2t & [P HM[A S5 ACL-SMB-CLASSIFY
10 deny tcp any any eq 139(107 & x|)

20 deny tcp any eq 445 (9 ¥ xI)

30 deny ip any any(1847H & x|)

ACLOIA 22 7|58 BAdstel witlol Chet XHAIEH LIS HMA Ko 25 22 ofshS 2= 3l

AlA_CID_.

PACLE 4XM|A o

PACL2 & 2|x[e| 8f0]o{ 2 22| QIE{m|0[A0MM QlHI2 = W&ot MEE & U&LICH VLAN
e] =

B} H|2 5t H PACLOIME CIREIE|X| &2 ERHE E= f|0|0] 2 EEH=lof| CHEF HAM|A Ko
MZELICH VLAN 81 2t E{ ACLELCI M3tE PACL MAo| 222 BIRE ACLY SY&HLICt

.ACLO| zilojo 2 2IE{H|0|A0f HEE|™H PACLO|2t T EFLICtH

Zu|agoldg =g M IPv4, IPv6 = MAC ACLE 48t 3 Bflojof 2 RIE{H|0]A0f K&
gLt

CHS ool M= o] Z7Isel Huaefo|ME dEST| s BHE &Y AMA SES ASELICH

ip access-list extended <acl-name> permit <protocol> <source-address> <source-port>
<destination-address> <destination-port> !

interface <type> <slot/port> switchport mode access switchport access vlan <vlan_number> ip
access-group <acl-name> in !

PACL Zix|ad|o|Mof CHEF REM|EH LH2 & Configuring Network Security with Port ACLs(Z E.
ACLE UES3 EO 7M)0| ZE ACL MM &E 5 AIAIQ.



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-2/configuration_guide/sec/b_172_sec_9400_cg/configuring_ipv4_acls.html#concept_jqy_fdg_ldb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-2/configuration_guide/sec/b_172_sec_9400_cg/configuring_ipv4_acls.html#concept_jqy_fdg_ldb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sec/b_173_sec_9300_cg/configuring_ipv4_acls.html#concept_hl4_knk_ldb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sec/b_173_sec_9300_cg/configuring_ipv4_acls.html#concept_hl4_knk_ldb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sec/b_173_sec_9300_cg/configuring_ipv4_acls.html#concept_hl4_knk_ldb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/sec/b_173_sec_9300_cg/configuring_ipv4_acls.html#concept_hl4_knk_ldb

Z42| VLAN

EZX VLANZ ZZ| VLANSZ FA45tH E X VLANO| /= C|Hto|A ZH EAlo| 25| AFEHE!
7|2 VLANY stLto| 42| VLANEF Q2 £ /o, Z20|AF0{A ZED Z4Z| VLANS| ZEQ}
SAE = JA&LICH HE|E VLAN2 HAEE X|HstE HERIS 20| MEE = il HERHZ
oM AFSE = &LICtH

o| Zix|a2j|o|M oflof M= VLAN 112 ZE| VLANSZ T4 CHS 7|2 VLAN, VLAN 200 ¢4 &
L|C}t. EEBt O of|of| M= QIE{H|O|A FastEthernet 1/12 VLAN 112] 2| ZEZ FA48FL|C}.

vlan 11 & vian 2]
vlan 20 private-vlan primary private-vlan association 11

interface FastEthernet 1/1 description *** Port in Isolated VLAN *** switchport mode private-vlan
host switchport private-vlan host-association 20 11

747 L|E| VLAN

FZ{FLIE| VLANS 2 A E HX VLANS AIE35IH 7|2 VLANS| Z20|AF0{A ZE Qo=
VLANS| HItHol SAIE &= QI&LICH aeqLt 5 7He| 7{FLIE| VLAN Ato|e| & lo|Lt 7R LIE]
VLANZ} A2[ VLAN AtO|e| & 412 7ts5tX| et&LICH MZ edZdsHok 5t= MHE O &3l sted™
F{FLIE| VLANS AFE3HoF EiLICH 0] Z VLANO| Q= Z7IEF 2 & C|Hto|Aof CHeh A

StX| & LICH O] AlLt2|2E 2RO E HMA 7t58 HEXIL HHUIM AIZE 4 Qi 2
EHO|MEN 2EHIXE XMBste d<ol et |t

o| ool M= Bt HRLIE| VLANES A5t T AQ| x| ZE FastEthernet 1/2E sHZ VLANS| It
2 FAMstLch AR LIE|l VLAN, VLAN 125 7|2 VLAN 202| 2 & VLANQILIC},

vlan 12 private-vlan 77 LI|E|
vlan 20 private-vlan primary private-vlan association 12

interface FastEthernet 1/2 description *** Port in Community VLAN *** switchport mode private-
vlan host switchport private-vlan host-association 20 12
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Bt HZ 2| ol HZE| & B X7 HIH 2HE

l235tod Zt2| QIE{H| O|A XN|BtSet exec AlZF ZIHCLI HMAE lal &

R1E I Z8Hof AAA AL HZ Heh F040] AAA(TACACS+) ALE0{FIR2EI0] AAA ALE0[E

AAA MH AHE
11. SNMP

SNMPv2 HRLIE| 7+ 2 ACL HESNMPv3 +4
12. 22
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4 HotpleElzaES
BGP(TTL MD5, Z|CH HF AL HSFA S8, AAH Z2 ACL)IGP(MD5, THA|E QIE{H 0|4,
a2 _u.IE.|EI 2AA AH|)

5. PE%IOi 2l0|E 2|0/ 74

6. 22t FHRP(First Hop Redundancy Protocol)(GLBP, HSRP, VRRP)

ClOJE{ &2

IP AA 2HE!P Directed BroadcastiCMP Z2|C|= A
3. IP Directed Broadcast A|&t
4. tACL T8(I 1)
ZIE ICMPFEEH IP Ze|lO2HEZH IP SMEE TTL £
5. m& AZIZ AICHES A
ACLsIP ~4& 7|-':EJH ARP ZAAIRLIFHIAE RFPEZE Hot
. ZAEE E2l E 5 (control-plane cef-exception)
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