Nimda HIO|HARRE HERIE EEsi= W
=

=x

|

MM T ALY
2T M
MEEIE FE 24
E7| 7=

H A &

XHElE SSHE

%
I|SHE =|AStetT ANtE Metst= A

0| E Mo AME Nimda(=HCH X|HOo| HEL R0 O|xlE SEE zlAstste WS dHELICHO|
EM0ME F 7HX| FHME CHELICH

- HELFIAYEReH, FUS2 & = UELIN?0{EA 5t T|aer AatE 2| ASE = U
SNe?
- HEXZ 7 oFA Z QL K| I 7L UL Z A& LICH ol Hyl 2l
(o]

LS
B & 4 s Y R}

J|0|'
ﬂIIO
ﬂ
Ko
ok
N
do

o
o
x
=)
.
ok
m
oz
FO
n
o
50
113
r
ful

Ol BME S8 AZEQ o] X St=fo] HiHo 2 SHHE(X| of &Lt

ol 242l HEE S 2 #70| C|Hio|AE ECi2 SHEEIU&LICH0l 2A0l ALSE 2 E Cit
OlAE X7|SHE(7|E) ZL|220lMo 2 AREIASLICH MR LIEZT &S 52 B2, 28
Folol MOl Herg DI2] SRISHAIZ| bHEFLICH

E7| 13

2 TFRIofl CHE AHMI3H LIS 2 Cisco V1% Bl BV 74

fjo
ok
P
9'|_|
>
>
to



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Hi S HE

Nimda wormOi| CHEF HHE HE &= C

=El

Ojo

FRSHAAIL.

i
il

. http://www.cert.org/body/advisories/CA200126 FA200126.html
. http://vil.nai.com/vil/content/v_99209.htm
. http://www.sarc.com/avcenter/venc/data/w32.nimda.a@mm.html

K== S5HE

0| 2 Mol MHE NBAR(Network-based application recognition) &% M0i& Cisco I0S® AZE Q)
0 LHoil M ZEeiA 7|8t ot 7|sS0| ERELICLS S| HTTP URLL| 2 & 220 oidstsE 7Is2
NBAR LHS| HTTP 5t¢|l ZE EF 7|52 AFSELICHLXIHE[E E31F & £[4 Cisco I0S ~AZE 9
01 QT A& ofgfloll 2 eFE[o] L&LICH.

& %|A Cisco 10S 2Z E Qo] HA
7200 12.1(5)T
7100 12.1(5)T
3660 12.1(5)T
3640 12.1(5)T
3620 12.1(5)T
2600 12.1(5)T
1700 12.2(5)T

# 11: NBAR(Network-Based Application Recognition)E& AF& 3l2{8 Cisco CEF(Express
Forwarding)& & /33}35HoF & LICt.

NBARE ZIE[A 12.1EFRE L& Cisco I0S AZEQ|o] ESHFME K| ELICLHE ST 7|8
OfZ 2[7i[0]4d RIA EMOIM "X|RE[E Z2EZ"S HZSIAAIL.

S 7|8t 0bZ! 2 DNBAR(Distributed NBAR)E CHS ZEHZE0IAME AFEE & Ql&LICH

& Z|A Cisco 10S A EQjo] HA
7500 12.1(6)E
FlexWAN 12.1(6)E

242k siiE) ol 7 elst&Al2. o] &

i

NBARE T &&= A< Cisco 1 ID CSCdv06207(SEE T
Of Bt MEh 42 CSCdv062070i MHE a2 LEdo| EHR g =

ACL(Access Control List) F M2 ZE 2|l Cisco I0S 2 ZE 9|0 ZI2[AMM X[ RELICH

Modular QoS(Quality of Service) CLI(command line interface)E AF& 3l 0F 5t £F 40| ZB(0f:
£ ANt ARP E2iT EE= CAR CH&l EE2|IM &£ A& #3), Cisco 10S AZ EQ|o] E2[A
12.0XE, 12.1E, 12.1T & 2 & ZI2[A0|M A 7H5 & Modular Quality of Service Command-Line
Interface?t R LICt ... =g LIt

CAR(Committed Access Rate)2 AI& 3524 Cisco 10S AZ E9Jo{ 22|A11.1CC2t 12.0 0|49
ZE 2ela7 EELoh


http://www.cert.org/body/advisories/CA200126_FA200126.html
/content/v_99209.htm
http://www.sarc.com/avcenter/venc/data/w32.nimda.a@mm.html
//www.cisco.com/en/US/docs/ios/12_1t/12_1t5/feature/guide/cbpmark2.html
//www.cisco.com/en/US/products/sw/iosswrel/ps1833/products_feature_guides_list.html
//www.cisco.com/en/US/products/sw/iosswrel/ps1833/products_feature_guides_list.html
//www.cisco.com/en/US/products/sw/iosswrel/ps1833/products_feature_guides_list.html
https://tools.cisco.com/bugsearch/bug/CSCdv06207
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/qcfmdcli.html
//www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/qcfmdcli.html

L& 24550 ZOHE MEHsHE WY

O| M40 M= Nimda HO|2HAE 2 AFAIA = U= A HEoil| CHsll ZFEfstH dY st Hiol2dA
e F% £0|7| let BE MSgch.

. O] worm2 MIME 2LC|2/x-wav R&9| O|H Y M
:SMTP(Simple Mail Transfer Protocol) AH{0{| CHS &
2|2 FI}EFLICtreadme.exeAdmin.dll

- Javascript &l=0| & M5tE HEjoiq Z¥E ¥ MHE B M5t MS01-020 (o IE 5.0 EE= IE
5.01(SP2 M|2l)ol| M dHEH LA EZEZ ol Ff 8t IE(Internet Explorer) HAE AL E Y
WORMO| 242 = Q& LICHE:NetscapeE EEFR M E ALE SF7{Lt IE0I M JavascriptE HI
g -st8kHLE SP 11od IEE x| L|C} Cisco NBAR(Network-based application recognition) &
A&3t0{ readme.eml T+ LO| CI2 2 EE|X| t = § ZE{ A LICICHS 2 NBARE F45t= 0
L.

Rout er (confi g) #class-map match-any http-hacks
Rout er (confi g- cmap) #match protocol http url "*readme.eml*"

EpjElE & Foil= E2iZ 2 H 7|5t 7Lt Policy Based RouteE AE45t0] ZPE S AE
E ZLIEHEE = Jauct ™A #3#Ho o= "ZE B|=E" WORM XtEHE 2
O ZZ|A| 0|4 QI A] Sl HMA Ko| S5 A S FEFMAIL.

Saff MutE = A& LchE
Yol = OlHYE AIEsIES

H Tl

- Ol worm2 11IS 32| YEHE A|AH] Ztof Mo E = UELICHFE ZE Red 112 Z0HE Y
El z[ekMd g ok 835ledm AT 3HK|DH O|F0i MS00-078 oA THx|Sh F|FMH T o2&t |CH.El
0] MEEl g w7t TMEE AL2EHL|CH" I E Bl E(Code Red)" WORMS 2 @18t %ng

C 3 =2 CPUAEE MZ|UESRZ 7|8t ol Z2|7|0|MH QA Sl HMA Ko SEES ALE S
04"z LE B|=E" WORM X}E

Rout er (conf i g) #class-map match-any http-hacks

Rout er (conf i g- cmap) #match protocol http url "*.ida*"

Rout er (conf i g- cmap) #match protocol http url "*cmd.exe*"
Rout er (conf i g- cmap) #match protocol http url "*root.exe*"
Rout er (conf i g- cmap) #match protocol http url "*readme.eml*"

EZf=2 028t Fol= EcH= 2 7|5t 7Lt Policy Based RouteE AMEH5H0{ ZIQE SAE

E ZLEHEY = QJ*LIEP A -_rL‘4°| o= "2 BE" WORM AtEHS 2[5H HE {3 7|8t
OHE 27 0| 214 3 °”MIA Moi =85 AES HFXSHAAL KT HMEt TCP S7(3HAIZ
(SYN) THZ!O|ZE A 5tH ZAET E EIXIt ofX|EH HESIZE 50| Xt Yiloz A
ot HE 2SE = UESLICLSYNSE ST MEteEM EH S8 Z0tste W2 E HEl
7| ZE0l Y2 TCP &2 SutetX|2t TR = obELIchZdx[a 20| o = Using CAR
During DOS Attacks(DOS 37 & CAR A&)2| "Rate Limiting for TCP SYN Packets(TCP
SYN IjZ! &£ & X-”ol-)“ MMS 2R 5HAAI2 ARP AZHO| 20| HIEY I EXE 2o F|=
42 £ A& ARP(Address Resolution Protocol) EZHZE 11245l AA|2.ARP EEHEE rate-
limit $t24™H CtS S F&Lich

ol
A
474
=

class-map match-any arp
match protocol arp
!
!
policy-map ratelimitarp
class arp
police 8000 1500 1500 conform-action transmit exceed-action drop violate-action drop

O CHE o] EAE #3 LAN QIE{mo|A0f £3 WMoz XMZalof FLICHHIEXF oM 5

Q%I- 7‘<l:I- ARP AE X-IX-I%| 78I'%=II-|_||_—_|._

=g
. Active DesktopO| & M3tE EFA 7|0 .eml EEE .nwsE Z X EA|50{ WORME E4HE =


http://www.microsoft.com/technet/security/bulletin/MS01-020.mspx
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
http://www.microsoft.com/technet/security/bulletin/MS00-078.mspx
//www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800a73e9.shtml
//www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800a73e9.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml
//www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_tech_note09186a00800fb50a.shtml

ol&LICHZ |2 Ao 2 W2K/ME/W98). 12{™ THUMBW.DLLO| S Alsistm IE HE U
o Mo [} 2t README.EMLE C}R2Z2E352{10 AT &LICHE]: QoM HESIE CHE
NBARE AtE3510{ readme.emlE CI22E6HX| &t =5 EE{ZELCH

- WORM2 OHEE E2t0|EHE Sall &4tE = U&LICHHERZ EEI0|EE DHE e 4= Al
A2 DiEE =2tol=22t 512 CIEE|of Qe ZE TS HUAZ = U&LICHR:ZHE
AAEIO|M TFTPE AI83610{ ZME|X| o2 3AERZ AU MEE 4 QT = TFTP(Block
Trivial File Transfer Protocol)(ZE 69).2t FE{0ll CiEt TFTP HMAE HE AEE = UK
ol chZE Yadlole 27t 2E £ AUR). 2tRE M Cisco 10S 2 ZE 9|0 HT
12.0 Ol & A&st= Q= Cisco 1I0S 2 ZEQ0{E M5t BIRE{Z O|0|XK|E ©E57| 2
ol &4 FTP(File Transfer Protocol) & AIEE =+ UELICH.NetBIOSE AHTHELICH NetBIOSE=
LAN(Local Area Network)2 510 ER 7t gigLIct S41 AA™A= ZE 137,138,139 &
4458 A0 NetBIOSE ZE{R5HoF & LICH.

. O] X|HO|= CHE A|AEIE ZHAIZ|7] I3l O|HY S ELi= Ol AF&l| SMTP A ZTIS AFSEL
CHE: HEQZ LIE 2 E£29| SMTP(Block Port 25).POP(Post Office Protocol) 3(ZE 110
IMAP(Internet Mail Access Protocol)(ZE. 143)2 AF235t0 A MY S AMS = AR 2
E 250i HA|AE eIt iELCH HEXIE SMTP MHE 58 ZE 250 4 = /&
L|C}.Eudora, Netscape %! Outlook ExpressE AIE35t= AM& K= AFA| SMTP QIEIE 74K
A0 ZE 258 AME50{ Ol RHIRE HAS MESEE 0| HUE =Y = glgLIct =5
Al M EE= Z[EF HIZLIE S| AH8 75 Eol| A5 ZALE XM E5Hok & = JU&LICH.

. Cisco CallManager/OfZ 2|71[0|M M HEIE: HIER 30l S5t 2|t L Call Manager OHZ
2[A 0| M7t U= AEXtE HEO|2HA &H4AtE SX|5t2{™ CHE2 &5 oF & LICt.Call
Managero| A Z 3= A|ARIZE B ot M= ¢ £|H Call Manager ME{OIM E2I0|EE 378 A
= ot ElLICt.Nimda HFO|HAE HA 57| 2|5H Cisco CallManager 3.x &! CallManager
Applications Server0i M Nimda Virus& A= X2 WHELICH

. CSS 1100001l A Nimda HIO|2{A ZE{ZIEl: CSS 110002 AFE 3= AFHE A= NIMDA HFO|2
AE X|2247 CSS 110000 A Nimda HFO|2HA EE{2lol MS & X|&E waekoF g LICt.

- Nimda HFO|2{A0f CHBt Cisco CS IDS(Secure Intrusion Detection System) SEfEl: CS IDSO|
= F 7R 74 247t U&LICHSLIE EAE MAMIE = HIDS(EAE 7(8 IDS)Qt HIE S
3 M7t 9l NIDS(MIE ST 718 IDS)QILIC}. S Cf Nimda Htol2{A0f CHE waloz S
rLlch RRMIE M HE = x| &2 Cisco Secure IDS Response to the Nimda
Virus(Nimda Virus0ll_Cisco 2 0t IDS7} o{H| CHSSI=X))E & EZFHA AL,

2 HE

- HE {3 7|8 ojEF2|F| 0] Q1A Gl HHA Kol S5 A835104 "I E Y =" WORM AHE
. "I E Y E(Code Red)" WORMLE Qlgt &t HIE Gl =2 CPUALEE XE|

. DOS 84 & CARAIE

. Cisco H ot X 5l X

. 7|& X[ 2 F£M - Cisco Systems



//www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a00800941e4.shtml
//www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a00800941e4.shtml
//www.cisco.com/en/US/products/hw/contnetw/ps789/products_configuration_example09186a008009421a.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps4077/products_tech_note09186a0080093f4d.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps4077/products_tech_note09186a0080093f4d.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps4077/products_tech_note09186a0080093f4d.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps4077/products_tech_note09186a0080093f4d.shtml
//www.cisco.com/en/US/products/hw/routers/ps359/products_tech_note09186a00800fc176.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800a73e9.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_tech_note09186a00800fb50a.shtml?referring_site=bodynav
//tools.cisco.com/security/center/publicationListing?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	Nimda 바이러스로부터 네트워크를 보호하는 방법
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	배경 정보
	지원되는 플랫폼
	피해를 최소화하고 결과를 제한하는 방법
	관련 정보


