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Rout er 1#debug ip packet detail
| P packet debugging is on (detail ed)

Rout er 1#ping 172.16.0.12
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/6/8 ns

Rout er 1#

Jan 20 15:54:47.487: |P: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng

Jan 20 15:54:47.491: ICMP type=8, code=0


https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

!--- This is the ICMP packet 172.16.12.1 sent to 172.16.0.12.
!l-—- ICMP type=8 corresponds to the echo message. Jan 20 15:54:47.523: |P. s=172.16.0.12
(Serial0), d=172.16.12.1 (Serial0), len 100, rcvd 3 Jan 20 15:54:47.527: ICMP type=0, code=0

!--- This is the answer we get from 172.16.0.12. !--- ICMP type=0 corresponds to the echo reply

message.
!--- By default, the repeat count 1is five times, so there will be five
!--- echo requests, and five echo replies.
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ICMP
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0 echo-reply
SHX T ENIEO=UEEE E/W1=3AE L BI7I2=Z2EE2 TY E/}3=XE

3 27}4=EHHel U2 DF ME 5= A4 Z2 A

4 source-quench

5 redirect code 0 = redirect datagrams for the network 1 = redirect datagrams for the host 2 = redi
datagrams for the type of service and network 3 = redirect datagrams for the type of service anc

6 alternate-address

8 echo

9 router-advertisement

10 router-solicitation

11 time-exceeded code 0 = time to live exceeded in transit 1 = fragment reassembly time exceedec

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect
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Routerl#

!

interface SerialO

ip address 172.16.12.1 255.255.255.0
no fair-queue

cl ockrate 64000
!

Router2#

!

interface Serial0

i p address 10.0.2.23 255.255.255.0
no fair-queue

cl ockrate 64000

!

interface Seriall

ip address 172.16.0. 12 255.255. 255.0
!

Router3#

!

interface Serial0

i p address 172.16. 3. 34 255.255.255.0
no fair-queue

!

interface Seriall

i p address 10.0. 3.23 255.255.255.0
!

Router4d#

!

interface SerialO

i p address 172.16. 4. 34 255.255.255.0
no fair-queue

cl ockrate 64000
|

Router10| A Router4 & pingshl 2 & A|2.

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 172.16.4.34, tineout is 2 seconds:

Success rate is 0 percent (0/5)
Aot

Rout er 1#debug ip packet
| P packet debugging is on



A1 debug ip packet 0| ZZ2HM ZILE{0|M AFSE B2 CPU AFS E0|
gLCt M2t AZtet 88 XMotLt HIES{T STHo| 2h g == U&LCt
Rout er 1#ping 172.16.4.34
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
Jan 20 16:00: 25.603: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:27.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:29.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:31.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:33.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Success rate is 0 percent (0/5)

Router10l M AlE|E BIRE T2 EE0| gleaz

" HAIX| 7} gLt

Router10 &

Rout er 1#configure terminal
Enter configurati on conmands,

1}

Rout er 1#debug ip packet detail

one per
Rout er 1(confi g) #ip route 0.0.0.0 0.0.0.0 Serial0

I P packet debugging is on (detail ed)

Rout er 1#ping 172.16.4.34
Type escape sequence to abort.

line.

Sending 5, 100-byte |ICMP Echos to 172.16. 4. 34,

uuu
Success rate is 0 percent (0/5)
Jan 20 16:05
sendi ng
Jan 20 16:
Jan 20 16:
rcvd 3
Jan 20 16:
Jan 20 16:
sendi ng
Jan 20 16:
Jan 20 16:
sendi ng
Jan 20 16:
Jan 20 16:
rcvd 3
Jan 20 16:
Jan 20 16:
sendi ng
Jan 20 16:

30.659: | P:
05:

05:

30.
30.
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32.
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05:
05:

32.
32.

703:
731:

05:
05:

32.
32.

735:
739:

05: 32. 743:

Rout er 2#debug ip packet detail

| CVP type=8
s=172.16.0.12 (Serial 0),

| CVP type=3
s=172.16.12.1 (local),

| CVP type=8
s=172.16.12.1 (local),

| CVP type=8
s=172.16.0.12 (Serial 0),

| CVP type=3
s=172.16.12.1 (local),

| CVP type=8,
Router20i M FSd0| A Z E|A=X| & lgfLct,

s=172.16.12.1 (l ocal),

code=0
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code=0

code=0

code=1

code=0

ti meout

d=172.

d=172.

d=172.

d=172.
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End with CNTL/Z.

is 2 seconds:
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34
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1 (Serial0), len 56
(Serial0), len 100
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| P packet debugging is on (detail ed)

Rout er 2#
Jan 20 16:10:41.907: |IP: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable
Jan 20 16:10:41.911: | VP type=8, code=0

Jan 20 16:10:41.915: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:41.919: ICMP type=3, code=1
Jan 20 16:10:41.947: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 41. 951: | VP type=8, code=0

Jan 20 16:10:43.943: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 43.947: | VP type=8, code=0

Jan 20 16:10:43.951: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10: 43. 955: | VP type=3, code=1

Jan 20 16:10:43.983: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 43.987: | VP type=8, code=0

Jan 20 16:10:45.979: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 45. 983: | VP type=8, code=0

Jan 20 16:10:45.987: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10: 45. 991: | VP type=3, code=1

Router10| I{Z!E Router20i SHI2H| B X|2F Router27t &4 172.16.4.340{ M ASHE WS
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Router2 2! Router30{| A RIP(Routing Information Protocol) & & 433} &FL|Ct

Rout er 2#

router rip

network 172.16.0.7
network 10.0.7.23
Rout er 3#

router rip

network 10.0.7.23
network 172.16.0. 34
A1}

Rout er 1#debug ip packet
| P packet debugging is on

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.4.34, tineout is 2 seconds:

Jan 20 16:16:13.367: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:15.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:17.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:19.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:21.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Success rate is 0 percent (0/5)

Router12 I{Z!2 Routerd2 451 X|0 Routerd= &S CHA| M&5HK| o8& LICt.
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Rout er 4#debug ip packet
| P packet debugging is on

Rout er 4#

Jan 20 16:18:45.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:45.911: |P: s=172.16.4.34 (local), d=172.16.12.1, |en 100, unroutable

Jan 20 16:18:47.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:47.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:49.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:49.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:51.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:51.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:53.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:53.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable
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Rout er 4(confi g) #ip route 0.0.0.0 0.0.0.0 SerialO

OIFl Y0l MZ HMAE 4+ YLiC

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 172.16.4.34, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/35/36 s

el ol& SH

_|_
§
>.
sl
I
2

A B E5tR| ot = AELCt O 0dol A= Router10i A Router4 & ping3stzd

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
uuu

Success rate is O percent (0/5)

2IREl0| 2Ht22 2 T 2| sHZES s &EFLICH Router20d ping2 AlT &LC.

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns
2ro| oflofl M EA|= Router22t Router3 7He| EA|ILICH Router32| £|& QIE{H|0|A 7 SR EIU



Rout er 3#show ip interface brief
Serial0 172.16. 3. 34 YES manual up up
Serial 1 10.0. 3. 23 YES manual adninistratively down down

Ol ZrEtstA sliiZde = U&LICH

Rout er 3#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z

Rout er 3(confi g) #interface seriall

Rout er 3(confi g-i f)#no shutdown

Rout er3(config-if)#

Jan 20 16:20:53.900: %1 NK-3-UPDOMN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: % NEPROTO 5- UPDOAN: Li ne protocol on Interface Seriall
changed state to up

access-list @&

O| AlLtZ|20ME &Y EZf=I8 OIE{H|0|A Serial02 S8l Router4ofl S0{Z &= Ul &LICH

Rout er4(confi g)# access-1list 100 permit tcp any any eq telnet
Rout er 4(confi g) #interface serial0
Rout er4(config-if)#ip access-group 100 in

Rout er 1#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z

Rout er 1(confi g) #access-1list 100 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 1(confi g) #access-1list 100 permit ip host 172.16.4.34 host 172.16.12.1
Rout er 1( confi g) #end

Rout er 1#debug ip packet 100

| P packet debugging is on

Rout er 1#debug ip icmp

| CMP packet debugging is on

Router4 £ pingdll £ &A|2.

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICVWP Echos to 172.16.4.34, tineout is 2 seconds:
uuu

Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng

Jan 20 16:34:49.287: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:49.291: |Cw: dst (172.16.12.1) administratively prohibited unreachable
rcv from172.16. 4. 34

Jan 20 16:34:49.295: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng

Jan 20 16:34:51.295: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng

Jan 20 16:34:51.367: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:51.371: | CWMP: dst (172.16.12.1) administratively prohibited unreachabl e
rcv from172.16. 4. 34



Jan 20 16:34:51.379: |IP: s=172.16.12.1 (local), d=172.16.4.34 (SerialQ), len 100,
sendi ng
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Rout er 4(confi g) #access-1ist 100 permit icmp any any

ARP(Address Resolution Protocol) X
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Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:04:05.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
sendi ng

Jan 20 17:04:05.171: |IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
encapsulation failed.

Jan 20 17:04:07.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
sendi ng

Jan 20 17:04:07.171: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
encapsul ation fail ed.

Jan 20 17:04:09.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
sendi ng

Jan 20 17:04:09.183: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
encapsul ation fail ed.

Jan 20 17:04:11.175: |IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
sendi ng

Jan 20 17:04:11.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
encapsul ation fail ed.

Jan 20 17:04:13.175: | P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,
sendi ng

Jan 20 17:04:13.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100,



encapsul ation fail ed.
Success rate is 0 percent (0/5)

Rout er 4#
O| ool M= "3t Aluy IHIAIXIE 215K pingO| 2 &3tX| et &LICH &, 2t RE{= 0{H QIE{H o|A
oM Izl M&Eatof st=Xx] &1 UX|TF o{=H dHof st=X| L x| ZELICI O] B

ARP(Address Resolution Protocol)°| it drAl2 o|sH sl ok &fLCt.

ARPE Bf0]0 2 FAMAC FA)E d0[03 FA(P FA)0| OHESIE O AFEEE Z2EZ QL
Ct. show arp BHES ALE5t04 0|8 &g = JU&LCt

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000. Oc5d. 7a0d ARPA  EthernetO
Internet 172.16.100.7 10 0060. 5c¢cf 4. a955 ARPA Et hernet O

"HEst At EXMZ Sot7HK|B O|#Hoi= debug arp BEE A3 ELICH

Rout er 4#debug arp
ARP packet debugging is on

Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:19:43.843: |P ARP: creating inconplete entry for |P address: 172.16.100.5
interface EthernetO

Jan 20 17:19:43.847: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d,
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:45.843: | P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d,
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:47.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d,
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:49.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d,
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:51.843: | P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d,
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Success rate is 0 percent (0/5)

0| £242 Router4 7} I|Z!2 HEEIHAE 5104 O|C{H HE EIWAE FA FFFF.FFFF.FFFF2
M&stE 274 EoiELIct 0497|A4 0000.0000.00002 Routerd 7+ CHA 172.16.100.52| MAC F4A
E 3t=rte= ol0|JLICE o] ool ARP7F LEE|E S2t0lE MAC FAE ZE22E,
0000.000.0002 OIEMIOIA ol 00| % gEI HEEI|AE Z7|lo| RtE qug AN2stn
172 16.100.501 L 5t= MAC TAE E&LICH 8E0| 812 show arp E&0f| IP =401 =5t
= MAC TA7} 288t 7402 T AE/LC}.

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface

Internet 172.16.100.4 - 0000. Oc5d. 7a0d ARPA Et hernet 0

Internet 172.16.100.5 0 Incomplete ARPA

Internet 172.16.100.7 2 0060. 5cf 4. a955 ARPA Et hernet 0

AtTof Hs £l AlZHO] I oz S8 &=0| ARP HO|EHM AMHELICH MAC FA7t

Lt
ARP E1I0I%01I lom "3t o2 Qlsl ping0| AmiEfLICH



Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 0 percent (0/5)
23 S 71 =2|7HLE X[ Alzto] ZI HIERIF oM e 27t BE3HK| E&LICH &E pingE A
oto4 O| 7|24t E #HAY & U&LICH

Rout er 1#ping

Protocol [ip]:

Target | P address: 172.16.0.12
Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]: 30

Ext ended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 30 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 1458/ 2390/ 6066 ns

2% ping B0l CHEF XFMIEH LHE 2 &% Ping 2! 2 % Traceroute B O[HE HESIMAIL.

Ol ool M AlZH =1t 7F B 716HH pingoll A3 @& LICH.

iz &5 AlZhol 2% o|4folct

H’T"
0|=I

10.0.0.0/24

o 10.0.0.1 10.0.0.1 172.16.0.12

Router1 Router?
17216.012

10.0.0.0/24

=1 s

Tl

TS

Router10l LAN QIE{H|O|AE F7}EFLICH

Rout er 1(confi g) #interface ethernet0
Rout er1(config-if)#ip address 10.0.0.1 255.255.255.0

LANS| AE||0|M0i| M Router1 £ ping2 =3 & &= A& LICH Router10i M Router2 £ ping2 =3 &
= &Lt 5+ X2 LANS| AE| 0|0l M Router2 2 ping2 =& & = gi&LICt


https://www.cisco.com/c/ko_kr/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html

Router10{|A Router22 ping2 =3&& =+ 0|, 7IEMOo 2 g il QIE{H| 0|A 9| IP FAE ICMP
(o]

EH9I0| AAFTAR A|.2;|.7| [[H Ii|
f

2 .
3o mZlol SESHok st F o| weie pELCH

Rout er 1#debug ip packet
| P packet debugging is on

SE{0l| A A}-_%%PEH CPU Al

ZA1: debug ip packet BYES 2H 2 i
StLt HEXHZ SEHo| dragh £~ Ql&Lch

[[l-El-A‘l Al7l-o|- A—I'— 7(.| |__|. |_-||

&

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.

Sending 5, 100-byte |ICVMP Echos to 172.16.0.12, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/7/9 ns
Rout er 1#

2t E4201 o] M LANO]| CHEt HE 7t gi&LICH Ol WE

Ol Zot& = U&LICH

Jan 20 16:35:54.227: |P. s=172.16.12.1 (local), d=172.16.0.12 (Serial 0),

Jan 20 16:35:54.259: |P: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0),
LICt LANOIAM THZ! S AlZ B

Ol &3 o= ME = WZlo| AA T=AT1172.16.12.10|2 2 &5 &t
O|M35tE4™ &% ping2 AFS3HoF & LCH.

Rout er 1#ping

Protocol [ip]:

Target |P address: 172.16.0.12

Repeat count [5]:

Dat agram si ze [ 100]:

Ti meout in seconds [2]:

Ext ended conmands [n]: vy

Source address or interface: 10.0.0.1

Type of service [0]:

Set DF bit in I P header? [no]:

Val idate reply data? [no]:

Data pattern [ OXABCD]:

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Jan 20 16:40:18.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial 0),

sendi ng.

Jan 20 16:40:20.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial 0),

sendi ng.

Jan 20 16:40:22.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial 0),

sendi ng.

Jan 20 16:40:24.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial 0),

sendi ng

Jan 20 16:40:26.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial 0),

sendi ng.
Success rate is O percent (0/5)

o|goll= A4 FAT110.0.0.120 &SR] &Lt JlH A2 M& & x|g
LICt o]l X E i Z25tEd™ Router22] 10.0.0.001 Z2 & F7+ELICE 7|

A7t pingel &40 8EHE EUlE YT otok E*I—“:P.

| en

| en

l en

l en

l en

| en 100, sending

|l en 100, rcvd 3

100,
100,
100,
100,

100,

FAE|R| et &
ingE! IZIHPOI

T,



F2 ™ Oi7[SE AA

mfZlo| et Efol TIQstH 2B E QIHEHE EJI“*'OHA-I ZlE MY stcdn AT ELICH sliiE 7HA|

ElO|20M dX[etE 52 X2 + ol 42, W2 & 2Emo|lA o A3 CH7[Hoi CHZ st

H M2 7|& ZICHEILIcH Y8 B2 o MEIELLch 22U MElEls T2 HIg 2o 4=
o

CHZ|go| E&alix|e Lol IS XMHet Zu[aefoldat SFHE HEXHIE AASstAAIL. &
CHZ|€ ol = =t JllH;'OI FAE LIt

QIE{m|o|A 7} 7+E Solx = Ci7|F o] BLof Afx|E[o] CIHtO|AE pingE 4~ Si&LICt show
interface BY 2 A& 5t0{ &3 A X E &g + &Lct

Rout er 1#show interface Serial0/0/0
Serial0/0/0 is up, line protocol is up

MIU 1500 bytes, BW 1984 Kbit, DLY 20000 usec,
reliability 255/255, txload 69/255, rxload 43/255
Encapsul ati on HDLC, | oopback not set
Keepal i ve set (10 sec)
Last input 00:00: 02, output 00:00:00, output hang never
Last clearing of "show interface" counters 01:28:49
Input queue: 76/75/5553/0 (size/ max/drops/flushes);
Total output drops: 1760
Queuei ng strategy: C ass-based queueing
Qut put queue: 29/1000/64/1760 (size/ max total/threshol d/ drops)
Conversations 7/129/256 (active/ max active/ max total)
Reserved Conversations 4/4 (allocated/ max all ocat ed)
Avai | abl e Bandwi dth 1289 kil obits/sec

! -—- Output supressed

£330 EAE QAot Zo| 2= 7| A&7t =&LICH UER C7 | AKX EXIE sHZEStE{ T
Troubleshoot Input Queue Drops and Output Queue Drops(&l23 CH7 | AFA| &l £33 CHo | AHA|
X H2)E FEHAAI2.

i

traceroute HH

traceroute BH2 THZ!0| SMXIZ O|SE M ANZE A& 5t= A2 E AMSt= ol AFSELICEH T
HFO|A(Od: EP E{ E=&= PC)7} UDP(User Datagram Protocol) HIOIE-IZLE” Al-’”*% 74 SAEQ
XI-EE| IE =& -Ig_%:' L|E|—

374l diolE{a e ELHEC, 242 TTL(Time-to-Live) ZE Zt0| 12 MM /o] Q&LICH TTL 40|
10|94, HIo|E{a 0| Z29| & HM 2t Eol| =& 5t= HA| "AlZh ZopElLICH O~ o of 2k
Eie Clo|[E{a#o| B2 E[}S 2 LIEILHE ICMP TEM(Time Exceeded Message)2 2 S & L|C}.

at I b ey 22 MH™E £ CHE 3 719 UDP HIA|X|7F & Elo] & MM 2HE{7F ICMP TEMS
o A WZlo| MK 2 CHE cHatol =2 e K| A& ELICh o|248t Cl|olE
:LF-.:HE> EH’:SF iAEOHH KRR §f2 L E| HMASE{D A|=5t2 2 ICMP Port Unreachable
Messages/t BH&tE| 1, Ol HAZAE = Q= X EE LIEHLICE O] O|HI E = Traceroute T2 124
o Z=E LIEHLICY,

-I>r

I SHM2 mZlo| chatol =8t B2 E FX5t7| 28 ZH ICMP Time Exceeded Messagel| &4
=
=


https://www.cisco.com/c/ko_kr/support/routers/800-series-routers/products-tech-notes-list.html
https://www.cisco.com/c/ko_kr/support/routers/800-series-routers/products-tech-notes-list.html

Rout er 1#traceroute 172.16.4.34

Type escape sequence to abort.
Tracing the route to 172.16.4. 34

1 172.16.0.12 4 nmsec 4 nsec 4 nsec
2 10.0.3.23 20 nsec 16 nsec 16 nsec
3 172.16.4.34 16 nmsec * 16 nsecC

Jan 20 16:42:48.611: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48. 615: UDP src=39911, dst=33434

Jan 20 16:42:48.635: |P: s=172.16.0.12 (Serial 0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 639: ICMP type=11l, code=0

!--- ICMP Time Exceeded Message from Router2. Jan 20 16:42:48.643: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.647: UDP src=34237, dst=33435 Jan 20
16: 42: 48. 667: | P: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20

16: 42:48. 671: |1 CWP type=11, code=0 Jan 20 16:42:48.675: |P: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.679: UDP src=33420, dst=33436 Jan 20 16:42:48. 699

IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.703: | CW
type=11, code=0

TTL=12 MEEl= mfZl ol & Hmf A[HAJLICH & A 2FRE(0] B2 Router2(172.16.0.12)&=
22 AT AA(172.16.12.1)2 S8=11 ICMP HIAIX|Z CtA| M&ELICH Ol= TEM(Time
Exceeded Message)0il S & LIC}.

Jan 20 16:42:48.707: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48.711: UDP src=35734, dst=33437

Jan 20 16:42:48.743: |P. s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 747: ICMP type=11l, code=0

!-—- ICMP Time Exceeded Message from Router3. Jan 20 16:42:48.751: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48. 755: UDP src=36753, dst=33438 Jan 20
16:42:48.787: |IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20
16:42:48.791: | CWP type=11, code=0 Jan 20 16:42:48.795: IP: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.799: UDP src=36561, dst=33439 Jan 20 16: 42: 48. 827

I P: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.831: |CW
type=11, code=0

TTL=29! Router3(10.0.3.23)0| = S Ut T2 MA T} 2hA88tL|C},

Jan 20 16:42:48.839: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16: 42: 48. 843: UDP src=34327, dst=33440

Jan 20 16:42:48.887: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 891: ICMP type=3, code=3

!--- Port Unreachable message from Router4. Jan 20 16:42:48.895: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.899: UDP src=37534, dst=33441 Jan 20
16: 42:51.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28, sending Jan 20
16:42:51.899: UDP src=37181, dst=33442 Jan 20 16:42:51.943: |P: s=172.16.4.34 (Serial0),
d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:51.947: |CMP type=3, code=3

TTL=30|%4 Router40i| O+ & LY AZAELICH O|Ho|l= ZETJI & 5tK| &t 7| HE 01, Routerd= 7
=3, SMX| Y E7 HAIX|, ZE=322 ZE L& E7} ICMP HA|X|& Router1 2 CtA| M&EL
CH.



CHE Eofl= traceroute WA £240f LIEIY = = EXA7F LH |0 U&LICH

IP Traceroute ElAE 2X}

=2 ks

o
nn msec Zt oM XIHE ol 2 HTIL E=5t= Ol 22 AlZh(E2[x) L Ct
: Z2H A7 &1}
A gzld ZX|E(0d: access-list)
Q AA AKX (CHA O] LT B0 A B))
I AEX7FEHAEE BEH
U IE 44 27}
H SAE 44 27}
HEL/Z HEL/3 44 27t
P .\.LEEE O=|7=| 7|.
T Timeout(AlZt ’<J—)
? ot = ol IHZl 9
Performance
ping 2! traceroute BHESZ RTT(&SF AlZHE 2 = U&LICt oz M2 Bl SEHS W=
Ol 228t AlZHILICE ol @30 CHEr X|od2 CHEFM o 2 meter = Ql&LICt 3HX|BF o|2{8t =
xle ds Hotol AFSE HE 2 HeESX| et&LCh.
IiZ! CHAO| Bl RE AIA|Ql A2 O| IHZ!I2 T2 M|A MEtE|o{ofF S LICH T2 MMz o] IZle| H
EHE XI5t SEE CHA| _‘?'_LHO|= gLICt Ol BIRE S =2 S E7} oblL|ct Mol BtREE
HZl 2 2t Est7| fa +FEucH EEHE ping2 ZM™ MHIAZ NS ELICE

0| MH35t7| 2I5H Router10llA Router22 2| ping2| 04| IL|C}.

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns
RTTE of 422X ULICH Router20i M LT Zz M4 EfM 7|58 &/E3HEH ¥ Router10d| A
Router22 ping2 =& & L|Ct.

Rout er 1#ping 172.16.0.12

Type escape sequence t0 abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 24/25/28 s

| S20i4 RTT7H 27 E7Hi& LT 2H2ERE 8E5| A8 B0I22 pingoll SE8HX| of %
O| MULICH Bt RE{E Sutets ECHZE AIS5IH EIRE 52 H 2= HAEY +
ol



i7 Router1 \7

Bt 2E

Mfny

S5 Eg)T

T2 EZf o] WA MEE|D ML JHE £ 2t E ol ols XalgLich 718 WESI
HlMe o|E Mg},

| - | e_l T |

Router1 Router? Router3

72 HES
3 3 2RE

Router10i A Router3S ping&L|C}.

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 10.0.3.23, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/32 s
EZ{E2 Router2& 7{A O|X| Wt 27| TeHELICH EFRE20IMH Z2MA &YX 7|52 g4
LICH

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sending 5, 100-byte I CWMP Echos to 10.0.3.23, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/36 ns
Aol 72| ei&LICt Router20d A %! 0| O[A| QIE{HE efleoi M M2|x|7| M= ULCt

debug EH AIE

debug BHE A 5t7| ol Debug B Cist 52 HEE HESHAAIL.

it
u>|'

O| EMoiM AFB E|l= CHE Bt debug BHEE2 ping E_E traceroute BHE2 AL ¥ [f o 0| &
M=Kl 2oiELICE ol Y2 BA siZo| ==20| 2 & U&LIcH adL Z2HM #FEoMeE
CIHOE MS3HA M%ﬁH F gHLICH CcPU7L ”E%PXI PLE Z2 M A ME mfZlo| B2 FdRoleE
C|HFO|A 7} .=|71I EHEl £ Q& LICH debug BEO| EHEE'MI Olx|l= SgE 2|4 86t H 7K


https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

YHo| UL &t 7Hx| YH2 HMA SFE AE5i0d ZLIEHZYE & Ef
LICt.

=
jo
I
ol
rr

o& SH Ch31t Z &L

Rout er 4#debug ip packet ?

<1-199> Access |i st
<1300- 2699> Access list (expanded range)
det ai | Print more debuggi ng det ai

Rout er 4#configure terminal
Rout er 4(confi g) #access-1list 150 permit ip host 172.16.12.1 host 172.16.4.34
Rout er4(confi g) #z

Rout er 4#debug ip packet 150
| P packet debugging is on for access list 150

Rout er 4#show debug
Generic | P:
| P packet debugging is on for access list 150

Rout er 4#show access-list
Extended | P access list 150
permit ip host 172.16.12.1 host 172.16.4.34 (5 matches)
O| Z1x|28y|0|M0i M= Routerd4 7} access-list 1500 Y x|t CIHHZ HIA|X|2F QIMEFLICE.
Router10{| A pingst2 Of HIA|X|7} EA|ELICH

Rout er 4#

Jan 20 16:51:16.911: |IP: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.003: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.095: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.187: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:51:17.279: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100

12 ac tX| ¥e=z of EX|ofl CHEr siiEH 2 Router40ll A LI X| 8f&
g =2 = E=|‘.:'_‘| EF%% F7bgfuct.

Rout er 4( confi g) #access-1list 150 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 4( confi g) #access-1list 150 permit ip host 172.16.4.34 host 172.16.12.1

1}

Jan 20 16:53:16.527: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.531: |IP: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.627: |IP: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.635: | P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.727: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

N
°

L|C}.



Jan 20 16:53:16.731: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.823: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.827: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:53:16.919: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:53:16.923: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

debug BRO| J&2 ILFE= I CHE WH2 debug?t THE! £ debug HIAIX|E HIHER!SE T show

Rout er 4#configure terminal

Rout er 4(confi g) #no logging console
Rout er 4(confi g) #1logging buffered 5000
Rout er 4(confi g) #°z

Rout er 4#debug ip packet
| P packet debugging is on
Rout er 4#ping 172.16.12.1

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.12.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/ 36/ 37 s

Rout er 4#undebug all
Al'l possi bl e debuggi ng has been turned off

Rout er 4#show log
Sysl og | oggi ng: enabl ed (0 nessages dropped, O flushes, 0 overruns)
Consol e | oggi ng: di sabl ed
Moni tor 1ogging: |evel debugging, 0 nessages | ogged
Buf fer | oggi ng: |evel debugging, 61 nessages | ogged
Trap | ogging: level informational, 59 message |ines |ogged

Log Buffer (5000 bytes):

Jan 20 16:55:46.587: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:55:46.679: |P: s=172.16.12.1 (Serial 0), d=172.16.4.34 (Serial0), len 100
rcvd 3

ping 2 traceroute FHE2 LHERT HMA XM E SHASt= Ol MEE = U=
LICt 3t ALE5t7| O E&LICH O] & BHE2 UWESLIT AX|L|0{7} HE| At

el HE

. Extended ping 2! Extended Traceroute &3 0|3}
. Technical Support - Cisco Systems
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o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



