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HYUHYIE M85t ZE Eo 7|52 T™EgLICH

Cisco WLCM+£ Cisco Aironet LAP, Cisco WCS(WireIess Control System) 2! Cisco Wireless
Location Appliance2} &7 t= 5o Ol T 2|E1ZH 2 ClolH, &4 Y HIC|2 o EE|7Ho|ME
X|ggfct
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. Cisco 2811, 2821 &! 2851 ISR

. Cisco 3825 2! 3845 ISR
o| &0 X|HEl ISRO| ot CHE ISRO| LIEFLEHE WLCMO| AAHE|X| f&L|CH2HIE sHES 0]
E AF&5tof ghct.

A1 WLCME U ERT ZE &£ 0| MTF X|HEILICH Cisco 2821 L Cisco 2851 ISROA AL &
e ‘BA: EVM £ 20| K[HEIX| &f&LICH

=l

&3 &Y 2hRE MA[o] Cisco WLCME SHLEH AR[E = U&LICH

st WLCMO]| CHEE 2 J1K| 2| A AZEQo] F AFEE Q& LCt.

||=|
Im

ISROIA WLCME Q1415 24T ISR A Cisco 10S® Software Release 12.4(2)XA1(EHRE &
fllod) ok S AtE3sHofF g LCt

WLCMOAIM & EHAIE Hado|l=8 £ AU&Lnt?

Cisco WLCM2 “xlEl 256MB CompactFIash HZ 2| 7t=9t &7 L 2 EIE|L|CH CompactFlash
HZE| Ft=ols 2E 20, Linux 7{'9, Cisco WLCM & AP Al3H I}l 9l Cisco WLCM RA40|
|0 AU&LICH.

Cisco WLCME| CompactFlash M2 2| 7ZtE= 3% A7t 2 7tsELict

WLCM & A8 7l of¥

WLCM2 Z2E ISR £ E0|M RS nAM7t E7IsELICLZHEED 2ZE2| OIR(222 & &
M|74)2 Cisco 3745 Router & Cisco 3845 ISRO{| M B X|&ElL|C}.

WLCMO A X|REIE LAP

Cisco Aironet 1000, 1100 &! 1200 A|2|Z= & EZ & 3dl= 2 E LWAPP X|& Cisco Aironet AP7} X|&
ZlL|Cc. HWIC-AP OlE—l.\L‘”OV\ FlE= R K| o

WLCMAHM 114 o|Hlo]| HMAE = Q1T

Ol ofl &t S&LICHCisco WLCM EHE O] Iz 2|F 114 O/ ZE= X|HEIX| A &LICHNM-
WLC(WLCM EE)0ll= LHRMo 2 SAE EIRE| (AT % o[ ZET} StLIEF U2,
NM THEto| Q|8 714 O|HY! ZE = H|EAISIE|0] AFRE £ Qi LCt.

WLCMS| & E}l &2l

ISR A show version S Al&510{ WLCMO| 2t RE{0{| M QAL T SHIE2H MHX|Z|RI= X &
QIgfLCt.

2800-ISR-TSWEB#show version

Cisco IOS Software, 2800 Software (C2800NM-ADVSECURITYK9-M), Version 12.4(11)T,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.



Compiled Sat 18-Nov-06 17:16 by prod_rel_team
ROM: System Bootstrap, Version 12.4(1lr) [hgluong 1lr], RELEASE SOFTWARE (fcl)

2800-ISR-TSWEB uptime is 50 minutes
System returned to ROM by power-on
System image file is "flash:c2800nm-advsecurityk9-mz.124-11.T.bin"

This product contains cryptographic features and is subject to United States

and local country laws governing import, export, transfer and use.

Delivery of Cisco cryptographic products does not imply third-part y authority

to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws.

By using this product you agree to comply with applicable laws and regulations.

If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.
Processor board ID FTX1014A34X

2 FastEthernet interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

1 cisco Wireless LAN Controller(s)

DRAM configuration is 64 bits wide with parity enabled.
239K bytes of non-volatile configuration memory.
62720K bytes of ATA CompactFlash (Read/Write)

Configuration register is 0x2102
WLCM2| &4 EHE &2 P{M service-module wlan-controller slot/port status &S A& EHL|C}.

2800-ISR-TSWEB#service-module wlan-controller 1/0 status
Service Module is Cisco wlan-controllerl/0

Service Module supports session via TTY line 66

Service Module is in Steady state

Getting status from the Service Module, please wait..

Cisco WLAN Controller 3.2.116.21

WLCMS| 2 & AAMX EHE 37| 25 service-module wlan-controller 1/0 statistics WS Al
g+ U&LCH

2800-ISR-TSWEB#service-module wlan-controller 1/0 statistics
Module Reset Statistics:

CLI reset count = 0

CLI reload count = 0

Registration request timeout reset count = 0
Error recovery timeout reset count = 0
Module registration count = 4

Zol el ch2n 22 2F I EAIEUCH

Routert#service-module wlan-controller 4/0 status
Service Module is Cisco wlan-controller4/0



Service Module supports session via TTY line 258
Service Module is trying to recover from error
Service Module status is not available

Or this:

Router#service-module wlan-controller 1/0 status

Service Module is Cisco wlan-controllerl/0

Service Module supports session via TTY line 66

Service Module is failed

Service Module status is not available

O 2R 9| Hel2 tE ] MY = A&LICto| EXME O AtA|S| s Zst2{™ TAC #H|O|AE 0
=

HAIL.TAC 7|0|AE HedH Cisco?t 7 &2t 7i[fE & &5t oF & LICHCisco TACO E2|5t2{H 7]
= K|S E XA,

WLCMo1| CHEt AEA[EH LHE 2 = £15t21™ show sysinfo BE 2 AI=ELIC.

(Cisco Controller) >show sysinfo

Manufacturer's Name. . ..o v it ittt ettt et e e Cisco Systems, Inc
Product Name. . . .ttt ittt ettt et ettt e e e eeeeeeenn Cisco Controller
Product VerSioN....cecceeeececccccccssccccccsccsnss 3.2.116.21

RTOS VeI SIO0M . « vttt ettt et e e e et et et et et e eee e 3.2.116.21
Bootloader VerSion. .. .....u it e eeneneneennnn 3.2.116.21

= 10 B T I L Y Y= DATA + WPS

System Name. . ..o vttt ittt et ettt et WLCM

System LoCatiom. ..ttt ittt ittt e e e
System Contact..... ... i i

System ObJeCtID. o vt vttt ettt et et et e e e 1.3.6.1.4.1.14179.1.1.4.5

= o Lo Il = = = 60.0.0.2

System Up Time. . . .i v ittt ittt ettt ettt et e eee 0 days 0 hrs 39 mins 18 secs
Configured CoOUNtEY . . v vttt ittt ettt e eeeeeaen United States

State of 802.11b Network. ....... ... Enabled

State of 802.1la Network. ......... i nnnn. Enabled

NUMDEY Of WLANS . & v v ittt ettt e e e e e ettt e e e e eeeenn 1

3rd Party Access Point Support................... Disabled

Number of Active ClientsS.........iuiiimmnnnnnnn 0

CLI 1|32 o|M o HAII M =H5E W'

CLI x| 22i[o|4d OtHALE ALE5t0d WLCME MB(EE 72U 2 MAEYE F)ez 788 m
-7|1& At&stod Hmaefo|ME -7 LICH:

047|M adming =23i5t= CHL |M XF Fad
245l 0 EnterE Z2IgfLICHA

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

System Name [Cisco_e8:38:c0]: adminn

!--- The user enters adminn instead of admin.

Enter Administrative User Name (24 characters max): -
!-—- In order to make the corrections, the user enters -.
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//www.cisco.com/en/US/support/tsd_contact_technical_support.html

System Name [Cisco_e8:38:c0] (31 characters max): admin
!--- The user 1s again prompted for the system name and !--- then enters the correct system name
admin.

LAP7t ISR WLCMOI| SEEIX| &S - IR E 2ISME HISE WLCM

NM-AIR-WLC6-K9 &! NM-AIR-WLC6-K9= WLCMO{|E ZE2 & 0"‘)&47} N3 ELICto|2 2laf
WLCNMO| Cisco/Airespace AP A @15 E|X| et &L|CH2006H 28 1R E 20063 3 227 K|
Hi& & WLCMO|| &0l OIEILICLMZE Z2MA 2F 7L SHIE O_I’éH% WLCNM & x|oi| 5 A5}
X ZHELICLEZRE CIEM7I RSA 7| ELX|E M E3I2 2 LWAPP 7|8t AP7F WLCNMOY| 7+
19188555t X| ZELICH

Zic o2lg B XRSHAAIL.FN - 62379 - Wireless LAN Controller Network Module O]
Cisco/Airespace Access Points2 QIS E|X| &S - StES0] 3 d|0|= 0 CHEt REM|EF HE . o] &
C 2o 2 Y, IS e HERa ZE B HSE 2l Ugd HS 7} & E|o] l&L|Ct.

LAP7} WLCMO|| S§EIX| &t & - A|AE Al7to] MEE|X| &

WLCM2 AlAE AlZh 2w 2 T d8liof & LICh S22 &5t 7{LE NTP A-H:HE ASot
WLCME F 8 + U&LICHAIZH S 7 DHEX| o2 82 LAPE WLCMO|| SSEIX| et& L
CHCLI OFHAROIAM AJAE AlZH S I E U=stErE HIAIXRIZE EAIELICEH "*WQP AlZtE =ist
X gte® chg A1 HIAIXIZF EAIFELICH

Warning! No AP will come up unless the time is set
Please see documentation for more details.

AtE =522 F45E2{T WLCM CLIOA o] BHEE Al=-gfL|Ct

(Cisco Controller) >config time manual <MM/DD/YY> <HH:MM:SS>

WLCMOA NTP AMHE ALESIE S sto{T Chs BHE A

i
T
n

config time ntp server <index> <IP Address>

WLCM2| H|ZHZ S

WLCMoi| 23 215}7] -.—|%,_+ oF 5 7} & Al
Mo 2 ChA| MEstE WeLichols
sflok &2 o|o|gtL|ct,

2 WLCMoi| 23 01st= 7 UEt -2 WLCME 7
LCMe| A Am| 2ol Mo| MEEED MEFH T4

=M

WLCME 2% 7|EZ[o =2 AMMEHESHE Bdol CHEr XFMSH LIE2 WLCME 7|8 MEoZE [MdH™
g HZSAAL.

Cisco WLCM LED

Ct2 Eof= Cisco WLCM LED®t o|O|7} Lt EE|o] Q)& LLCt.

LED o|Oj
CF CompactFlash H 22| Zt=7} g4 & EiQIL|Ct.
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N |2EOI A EIAEE SABOD SRElolA A
S8+ etk
PWR |ZIEE8 &0 A#o0l SZEl

HE & Hello] Hago|= aluf

Yagole Z2MA Foil Fadolz Z2MAN B2 Olxls E P | 277 LAl + A&
Cho| MMoMeE 27F HAIX[e| e|Ojet 2 F & KHst HEEESE Yadlol=sts Sl Chal
AEELICH

3E oed TE AI-TFTP MHERE 8' G&—TFTP M7t &g SEi7t ot B2 0] 2
F HAIXIZ EAIELLCH MBI TFTP MH[A7F A8t E|o] 4=XK] & lF L ct.

- A 0l TS Al - AHe| 2 FF: rw% XE = lgLch.™E SE - 0S IO TFTP M
o| 7|2 CIHEE|H iz B 0| 2F HAIX|7t ZAIELICHO| 2FE M7H5IE{™ TFTP MH
o| 7|& C|HEg|o o|0|X| ZtUS %AE.H_IEL

. &chAlo]| A& 3= 8¢ TFTP Failure! - TFTP Ao 2171 QI [ o] 27 7 e M ghL|ch &
2 TFTP M e H&8E = e ool 37|of AMgto| U&LICHEHE TFTP HtH REZIEIE
ASELICHAIS 7tS8 B2 &2 TFTP A | EEIE|I7F U& LTt CiscoH| M= Tftpd32 HH
2.0 TFTP MHHE M &3%t= Zd0| E&LICHO| TFTP MHE CtR2EC52{H Tftpd32E & =5t
AAI2.

- &x| tE|MO0| A 7{=[7HL}t o|0IXK|7t &4 ElR&LICt - AZEQ01E Yad0|=
F7t A& =™ o|0IXK|7F &4 E 4 U&LICHCisco 7| X[ BoISHMAIL.

WLCMOM HH0{E Yzl o|=5t= HEdol CHEt XM LI 2 Cisco WLAN Controller 28 4
ZEQ0] I 0|EE R EEAIAIL.

rolI

FEOE 2

CDPE EA51% £+ oI

A& A= 3750 ISROY| A x| El WLCMOi| A CDP(Cisco Discovery Protocol)& &&stg = gig Lt
CtZ HIAIX[ZF LEEHE LICE

(Cisco Controller) >show cdp neighbors
% CDP is not enabled

AEXL7L CDPE EA38H517| 23l config cdp enable WS A&SHX|TH 04 5| S LT HIAIX|7}
E AIELICH

(Cisco Controller) >show cdp neighbors
% CDP is not enabled

Ol Cisco {1 ID CSCsg67615 HEILICH 3750G S& FM LAN ZHEE2{= CDPE X|&3HX|
SLX|Bt o] ZAEE {0l CHSH CDP CLI BE 2 M8E == A&LICHO| XM= 4.0.206.00 M sHZAE L
Ct.

ip-helper T4 3 ip-forward TEE & H S AI2350{ LDAPE WLCMO| S5 &L
C}.

WLCME ArE5tH LAPOIM IP MER EEEFHAEE S8 WLCME AMSL 7|7t o{& &Lt 0]
£ WLCMO| ISRQ| 5!H WHoi| S & El= WA dutMo 2 | AP CHE IP MEUo| Qe WANE
2 HE AE) 0| HelLct 83Mo =2 IP MERH HECIHAE HAME +25E{™ ip helper-
address 2l ip forward-protocol udp 1223 H2de ASEFLICtH
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Qdlxo 2 o|g{s WHo| 2 FAXQI IP HEEIHAE Z |2 MEsHLE 2iolste 7
ULICEWLCTI LAPO] CHA| 8235 st2{™ o] 220 WLC t|'E| CIE{H|O|A R THESHOF & &
L|C}.

ip helper-address &2 LAP7} 012 El QIE{m|0|A of2iol| x| &l oF 5+, ip helper-address &
2 wLce| 2| ClE{H o|AE 7t2|7{0oF &Lt

ip helper-address <Management Interface of the WLC>
ip forward-protocol BE 2 3 74| oi[o|4 B Lt

ip forward-protocol udp 12223

WLCM 24 siZ &3

Ol M40 M= WLCM ZAT|Io|Mo| BHE s1Z5ts Ol AL 8 4 2l debug TS MB 8L
=3

CIH HHEES A8 35tod ZHEEE(0l| LAP S5 &gt
CtS debug BHEE AFE 6104 LAP7F WLCMO| S§ E|l=X| #f lgtL|ct.

. debug mac addr <AP-MAC-address xx:xx:xx:xx:xx:xx> - LAPO{| CH&F MAC 4 CIHZE 74
grulct

- debug Iwapp events enable - LWAPP O|HIE 2! @ & HA|X|S| C|HOE F T LICH

. debug pm pki enable - 2ot M2 B Z|X} ZEQ| C|HOE FAELICH.

CH2 2 LAPZF WLCMOi| SEE [ debug Iwapp events enable B232| 29 of IL|C}.

Mon Mar 12 16:23:39 2007: Received LWAPP DISCOVERY REQUEST from AP 00:0b:85:51:5a:e0
to 00:15:2c:e8:38:c0 on port '1'

Mon Mar 12 16:23:39 2007: Successful transmission of LWAPP Discovery-Response to
AP 00:0b:85:51:5a:e0 on Port 1

Mon Mar 12 16:23:52 2007: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0 to
00:15:2c:e8:38:c0 on port '1'

Mon Mar 12 16:23:52 2007: LWAPP Join-Request MTU path from AP 00:0b:85:51:5a:e0

is 1500, remote debug mode is 0

Mon Mar 12 16:23:52 2007: Successfully added NPU Entry for AP 00:0b:85:51:5a:e0
(index 49)Switch IP: 60.0.0.3, Switch Port:

12223, intIfNum 1, vlanId 0 AP IP: 10.77.244.221, AP Port: 5550,

next hop MAC: 00:17:94:06:62:98

Mon Mar 12 16:23:52 2007: Successfully transmission of LWAPP Join-Reply to
AP 00:0b:85:51:5a:e0

Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

Mon Mar 12 16:23:53 2007: Received LWAPP CONFIGURE REQUEST from AP 00:0b:85:51:5a:e0
to 00:15:2c:e8:38:c0

Mon Mar 12 16:23:53 2007: Updating IP info for AP 00:0b:85:51:5a:e0 --

static 0, 10.77.244.221/255.255.255.224, gtw 10.77.244.220

Mon Mar 12 16:23:53 2007: Updating IP 10.77.244.221 ===> 10.77.244.221 for

AP 00:0b:85:51:5a:e0

Mon Mar 12 16:23:53 2007: spamVerifyRegDomain RegDomain set for slot 0 code 0
regstring -A regDfromCb -A

Mon Mar 12 16:23:53 2007: spamVerifyRegDomain RegDomain set for slot 1 code 0
regstring -A regDfromCb -A

Mon Mar 12 16:23:53 2007: spamEncodeDomainSecretPayload:Send domain secret
WLCM-Mobility<bec,73,45,ec,a2,c8,55,ef,14,1e,5d,99,75,£2,£9,63,af,74,d9,02> to



AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Config-Message to

AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB'
Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB'
Mon Mar 12 16:23:53 2007: AP 00:0b:85:51:5a:e0 associated. Last AP failure was due to

AP reset
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event

Response to AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 0!
Mon Mar 12 16:23:53 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event

Response to AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 1!
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:e0

CH=2 2 LAPZF WLCMOI SSE [ debug pm pki enable B3 £249]| of /L|LC}.

Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:

L=San Jose,

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
O=airespace Inc, CN=000b85515ae0,
MATILTO=support@airespace.com

Mon Mar 12 16:30:40 2007:

L=San Jose,

sshpmGetIssuerHandles:

O=airespace Inc, OU=none, CN=ca,

MAILTO=support@airespace.com

<issuer>

<subject> C=US,

Cc=US,

locking ca cert table
calling x509_alloc()
calling x509_decode()

ST=California,

ST=California,

for user cert

Mon Mar 12 16:30:40 2007:
00:0b:85:51:5a:e0
12 16:30:
12 16:30:
12 16:30:
12 16:30:
12 16:30:
12 16:30:40

Mon Mar 12 16:30:40
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:
>bsnDefaultRootCaCert<

Mon Mar 12 16:30:40 2007:
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007:

Mon Mar 12 16:30:40 2007:
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007:

Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:

Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:

Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:
2007/03/12/16:30:40

Mon Mar 12 16:30:40 2007:

40
40
40
40
40

2007:
2007:
2007:
2007:
2007:
2007:
2007:

Mon Mar

Mon Mar
Mon Mar
Mon Mar
Mon Mar

Mon Mar

sshpmGetIssuerHandles: Mac Address in subject is

sshpmGetIssuerHandles: Cert is issued by Airespace Inc.

sshpmGetCID: called to evaluate <bsnDefaultCaCert>
sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert<
sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert<
sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert<
sshpmGetCertFromCID: called to get cert for CID 2816f436
sshpmGetCertFromCID: comparing to row 0, certname
sshpmGetCertFromCID: comparing to row 1, certname
sshpmGetCertFromCID: comparing to row 2, certname
ssphmUserCertVerify: calling x509_decode()
ssphmUserCertVerify: failed to verify AP cert

sshpmGetCID: called to evaluate <bsnOldDefaultCaCert>
sshpmGetCID: comparing to row 0, CA cert

sshpmGetCertFromCID: called to get cert for CID 226b9636
sshpmGetCertFromCID: comparing to row 0, certname
ssphmUserCertVerify: calling x509_decode()
ssphmUserCertVerify: user cert verfied using

sshpmGetIssuerHandles: ValidityString (current):

sshpmGetIssuerHandles: AP sw version is 0x3027415,



send a Cisco cert to AP.

Mon Mar 12 16:30:40 2007: sshpmGetCID: called to evaluate <cscoDefaultIdCert>

Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 3, CA cert >bsnDefaultBuildCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 4, CA cert
>cscoDefaultNewRootCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 5, CA cert >cscoDefaultMfgCaCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 0, ID cert >bsnOldDefaultIdCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 1, ID cert >bsnDefaultIdCert<
Mon Mar 12 16:30:40 2007: sshpmGetCID: comparing to row 2, ID cert >cscoDefaultIdCert<
Mon Mar 12 16:30:40 2007: sshpmGetCertFromHandle: calling sshpmGetCertFromCID /()
with CID 0x15bdc76e

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: called to get cert for CID 15b4dc76e

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 1, certname
>bsnDefaultRootCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 2, certname
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 3, certname
>bsnDefaultBuildCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 4, certname
>cscoDefaultNewRootCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 5, certname
>cscoDefaultMfgCaCert<

Mon Mar 12 16:30:40 2007: sshpmGetCertFromCID: comparing to row 0, certname
>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetCertFromCID: comparing to row 1, certname
>bsnDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetCertFromCID: comparing to row 2, certname
>cscoDefaultIdCert<

Mon Mar 12 16:30:44 2007: ssphmPublicKeyEncrypt: called to encrypt 16 bytes

Mon Mar 12 16:30:44 2007: ssphmPublicKeyEncrypt: successfully encrypted, out is 192 bytes
Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: called to encrypt 196 bytes

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: called to get key for

CID 15bdc76e

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 0, certname
>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 1, certname
>bsnDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 2, certname
>cscoDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: match in row 2

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: calling RSA private_encrypt
with 196 bytes

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: RSA_private_encrypt returned 256

Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: encrypted bytes: 256

H elE5& #elste ClHa BE:
WLCMOI A & Q15 0| o & CHZ X S3st=X| & lstedH CHS debug BEE AFSELICH

. debug aaa all enable - 2 AAA HIA|X|Q| CIHHOE F & LICE
debug pem state enable - &3 Zt2[X} 4B} A|ARIO| C|HOE F T LICH
debug pem events enable - =& #t2|X} O|HIES| C|HOE FFELICEH
- debug pm ssh-appgw enable - O Z Z|71[0|M H|O|EQ|0|e| C|HOE F & LICt
- debug pm ssh-tcp enable - =21 #2|X} tep 22| CIHE FAELICH.
Ct=22 CH2 debug B 0| MEZE £=24/L|Ct.



(Cisco Controller) >debug aaa all enable

User userl authenticated
00:40:96:ac:e6:57 Returning AAA Error 'Success' (0) for mobile 00:40:96:ac:e6:57
AuthorizationResponse: Oxbadff97c

structureSize. .. ...t e e 70

resultCode. ... ...ttt e e 0

ProtocolUsed. . ittt it et e e e e e e 0x00000008

ProXyState. . ot e e e e e e e e e 00:40:96:AC:E6:57-00:00

Packet contains 2 AVPs:
AVP[0l] ServiCe—TyYD . v vttt ettt ettt et e eeeeeeean 0x00000001 (1) (4 bytes)
AVP[02] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

00:40:96:ac:e6:57 Applying new AAA override for station 00:40:96:ac:e6:57
00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57 source: 48,

valid bits: 0x1 gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1 vlanIfName: '', aclName:
00:40:96:ac:e6:57 Unable to apply override policy for
station 00:40:96:ac:e6:57 - VapAllowRadiusOverride is FALSE
AccountingMessage Accounting Start: 0xa62700c
Packet contains 13 AVPs:
AVP[0L1l] USer-Name. . o vttt ittt e ettt tte e e eeeeaenn userl (5 bytes)
AVP[02] NaS—POTt .. u ittt ittt ettt et eeeeeennn 0x00000001 (1) (4 bytes)
AVP[03] Nas-Ip-AddressS . . v v v ittt it tteeeeeeeeeaenn 0x0ad4df4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier.......... ..., 0x574c4331 (1464615729) (4 bytes)
AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)
AVP[06] Acct-Session-Id........uuitmmmmmnnnennn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes)
AVP[07] Acct-Authentic.......... i, 0x00000002 (2) (4 bytes)
AVP[08] TUNNELl - Ty . v v vttt et e e e ettt e e e e eeeen 0x0000000d (13) (4 bytes)
AVP[09] Tunnel-Medium—TyPe. « v v vttt eeeeeeneennn 0x00000006 (6) (4 bytes)
AVP[10] Tunnel-Group-Id. . ... ...t iimmeneeennnnnn 0x3330 (13104) (2 bytes)
AVP[11l] Acct-Status-TypPe. ..t ii ittt tieeenennn 0x00000001 (1) (4 bytes)
AVP[12] Calling-Station-TId.........uuuuunneennn 10.0.0.1 (8 bytes)
AVP[13] Called-Station-Id...........iiieiienenn.. 10.77.244.210 (13 bytes)
when web authentication is closed by user:
(Cisco Controller) >
AccountingMessage Accounting Stop: 0xa627c¢78
Packet contains 20 AVPs:
AVP[01l] USer-Name. . o v vttt ittt et ettt e e e eeeeenn userl (5 bytes)
AVP[02] NaS—POTt .. vttt ittt ettt et teeeeeeeen.n 0x00000001 (1) (4 bytes)
AVP[03] Nas-Ip-AddressS . .« v ittt ittt et eeeaenn 0x0ad4df4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier.......... ..o, 0x574c4331 (1464615729) (4 bytes)
AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)
AVP[06] Acct-Session-Id........uuitimimmnnnnnnn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes)
AVP[07] Acct-Authentic.......... .o, 0x00000002 (2) (4 bytes)
AVP[08] TUNNELl - Ty . v v vttt et e e e ettt e e e eeeeen 0x0000000d4 (13) (4 bytes)
AVP[09] Tunnel-Medium—TyPe. « v v vttt eeeeeeneennn 0x00000006 (6) (4 bytes)
AVP[10] Tunnel-Group-Id. . ... ...t iimmnneeennnnnn 0x3330 (13104) (2 bytes)
AVP[11l] Acct-Status-Type. ..t ii ittt tieeenennn 0x00000002 (2) (4 bytes)
AVP[12] Acct-Input-Octets....... ... 0x0001820e (98830) (4 bytes)
AVP[13] Acct-Output-Octets.......... ... 0x00005206 (20998) (4 bytes)
AVP[14] Acct-Input-Packets........ ... 0x000006ee (1774) (4 bytes)
AVP[15] Acct-Output-Packets..........c.iiinnn.. 0x00000041 (65) (4 bytes)
AVP[16] Acct-Terminate-Cause..........c.ooeueuenn.. 0x00000001 (1) (4 bytes)
AVP[17] Acct-Session-Time..........oviievenenn.. 0x000000bb (187) (4 bytes)
AVP[18] Acct-Delay-Time. .. ...ttt eeeenennnnnn 0x00000000 (0) (4 bytes)
AVP[19] Calling-Station-TId.........uuuumunnennsn 10.0.0.1 (8 bytes)
AVP[20] Called-Station-Id...........oiieiienenn.. 10.77.244.210 (13 bytes)



(Cisco Controller) >debug pem state enable

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to START (0)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
AUTHCHECK (2) Change stateto L2AUTHCOMPLETE (4)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Change state to WEBAUTH_REQD (8)
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1

WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_NOL3SEC (14) Change state to RUN (20)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0

START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0

AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0

L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0

START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0

AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0

L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
DHCP_REQD (7) Change stateto RUN (20)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0

START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0

AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0

L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:34 2007: 00:16:6f:6e:36:2b 30.0.0.2
DHCP_REQD (7) Change stateto WEBAUTH_REQD (8)

(Cisco Controller) >debug pem events enable

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Initializing policy

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4)Plumbed mobile LWAPP rule on AP 00
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Adding TMP rule

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Replacing Fast Path rule

:0b:85:5b:fb:d0

type = Temporary Entry on AP 00:0b:85:5b:fb:d0, slot O,

interface = 1 ACL Id = 255,

Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

WEBAUTH_REQD (8) Successfully plumbed mobile rule (ACL ID 255)

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Deleting mobile policy rule 27

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57

Adding Web RuleID 28 for mobile 00:40:96:ac:e6:57
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8)Adding TMP rule



Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

WEBAUTH_REQD (8)ReplacingFast Path rule type = Temporary Entry

on AP 00:0b:85:5b:fb:d0, slot 0, interface = 1 ACL Id = 255,

Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1

WEBAUTH_REQD (8)Successfully plumbed mobile rule (ACL ID 255)

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Removed NPU entry.

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8

DHCP %td& &elste ClH BE:

DHCP Z20|ME A M €SS #Qlott{™ OIS debug BEE ASELICH

- debug dhcp message enable - DHCP £2}0|1E & 50f CHst C|HZ HEE E A5t DHCP

mZlo| MEfE ZLIE{ZELICY.
- debug dhcp packet enable - DHCP Z{Z! il HE & ZE AIEFLICEH
Ct=22 0|48t debug BEo| ME E=24QL|Ct.

(Cisco Controller) >debug dhcp message enable
00:40:96:ac:e6:57 dhcp option len,including the magic cookie = 64
00:40:96:ac:e6:57 dhcp option: received DHCP REQUEST msg
00:40:96:ac:e6:57 dhcp option: skipping option 61, len 7
00:40:96:ac:e6:57 dhcp option: requested ip = 10.0.0.1
00:40:96:ac:e6:57 dhcp option: skipping option 12, len 3
00:40:96:ac:e6:57 dhcp option: skipping option 81, len 7
00:40:96:ac:e6:57 dhcp option: vendor class id = MSFT5.0 (len 8)
00:40:96:ac:e6:57 dhcp option: skipping option 55, len 11
00:40:96:ac:e6:57 dhcpParseOptions: options end, len 64, actual 64
00:40:96:ac:e6:57 Forwarding DHCP packet (332 octets)from 00:40:96:ac:e6:57
-- packet received on direct-connect port requires forwarding to external DHCP server.
Next-hop is 10.0.0.50
00:40:96:ac:e6:57 dhcp option len, including the magic cookie = 64
00:40:96:ac:e6:57 dhcp option: received DHCP ACK msg
00:40:96:ac:e6:57 dhcp option: server id = 10.0.0.50
00:40:96:ac:e6:57 dhcp option: lease time (seconds) =86400
00:40:96:ac:e6:57 dhcp option: skipping option 58, len 4
00:40:96:ac:e6:57 dhcp option: skipping option 59, len 4
00:40:96:ac:e6:57 dhcp option: skipping option 81, len 6
00:40:96:ac:e6:57 dhcp option: netmask = 255.0.0.0
00:40:96:ac:e6:57 dhcp option: gateway = 10.0.0.50
00:40:96:ac:e6:57 dhcpParseOptions: options end, len 64, actual 64

(Cisco Controller) >debug dhcp packet enable

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREQUEST (1), IP len: 300,

switchport: 1, encap: 0xec03

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: dhcp request,

client: 00:40:96:ac:e6:57: dhcp op: 1, port: 1, encap Oxec03,

old mscb port number: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Determing relay for 00:40:96:ac:e6:57
dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50,

dhcpRelay: 10.0.0.10 VLAN: 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Relay settings for 00:40:96:ac:e6:57
Local Address: 10.0.0.10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0.50,

VLAN: 30, port: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP REQUEST msg
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREQUEST,

htype: Ethernet,hlen: 6, hops: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: O



Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, wvyiaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 10.0.0.10

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP request to 10.0.0.50,

len 350,switchport 1, vlan 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300,

switchport: 1, encap: Oxec00

Fri Mar 2 16:06:35 2007: DHCP Reply to AP client: 00:40:96:ac:e6:57,

frame lend4l2, switchport 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP ACK msg
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREPLY, htype: Ethernet,
hlen: 6, hops: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 0.0.0.0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 server id: 1.1.1.1
rcvd server id: 10.0.0.50

TFTP Yad|o|=& &Qlste ClHa HH:

. show msglog - Cisco Wireless LAN Controller Cl|O|E{H|O|A 0] 7| S & HIAIX| 22 & EAIFLI
Ch&50] 1571 0|42l B2 oMol EAIE! HIAIXKIE EAIStEHE HIAIR|IZF E A LICH
- debug transfer trace(CIHH1 ©& £&) - & = ¢aolol=o| C|HOE FHELICH.
CH= 2 debug transfer trace &3 2| o &/L|C}.

Cisco Controller) >debug transfer trace enable

(Cisco Controller) >transfer download start

o T TFTP

{0 T = L RV Y=Y Code

TFTP Server IP. ...ttt ittt ittt et e eieennn 172.16.1.1

TFTP Packet Timeout............ i, 6

TFTP Max Retries...... ..ttt 10

TEFTP Path. .ottt e e e e e e e e e e e e e e e d:\WirelessImages/

TFTP Filename. ... ...ttt ittt ettt eieeeaeeenn AIR-WLC2006-K9-3-2-78-0.aes

This may take some time.

Are you sure you want to start? (y/n) vy

Mon Feb 13 14:06:56 2006: RESULT_STRING: TFTP Code transfer starting.
Mon Feb 13 14:06:56 2006: RESULT_CODE:1

TFTP Code transfer starting.

Mon Feb 13 14:06:59 2006: Still waiting! Status = 2

Mon Feb 13 14:07:00 2006: Locking tftp semaphore, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore locked, now unlocking, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore successfully unlocked, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:02 2006: Still waiting! Status =
Mon Feb 13 14:07:05 2006: Still waiting! Status =
Mon Feb 13 14:07:08 2006: Still waiting! Status =
Mon Feb 13 14:07:11 2006: Still waiting! Status =
Mon Feb 13 14:07:14 2006: Still waiting! Status =
Mon Feb 13 14:07:17 2006: Still waiting! Status =
Mon Feb 13 14:07:19 2006: tftp rc=0, pHost=172.16.1.1 pFilename=d:\WirelessImages/
ATR-WLC2006-K9-3-2-78-0.aes pLocalFilename=/mnt/download/local.tgz

Mon Feb 13 14:07:19 2006: tftp = 6, file_name=d:\WirelessImages/

N = S S G G



AIR-WLC2006-K9-3-2-78-0.aes,
Mon Feb 13 14:07:19 2006:
Mon Feb 13 14:07:19 2006:
Mon Feb 13 14:07:19 2006:

RESULT_STRING:
RESULT_CODE: 6

TFTP receive complete...

Mon Feb 13 14:07:20 2006: Still waiting!
Mon Feb 13 14:07:23 2006: Still waiting!
Mon Feb 13 14:07:23 2006: Still waiting!
Mon Feb 13 14:07:23 2006: Still waiting!
Mon Feb 13 14:07:25 2006: RESULT_STRING:
Mon Feb 13 14:07:25 2006: RESULT_STRING:
Executing backup script.

Mon Feb 13 14:07:26 2006: Still waiting!

Mon Feb 13 14:07:29 2006: Still waiting!
Mon Feb 13 14:07:31 2006: RESULT_STRING:
Writing new bootloader to flash disk.

Mon Feb 13 14:07:32 2006: Still waiting!

Mon Feb 13 14:07:33 2006: RESULT_STRING:

Executing install_bootloader script.

Mon Feb 13 14:07:35 2006: Still waiting!
Mon Feb 13 14:07:35 2006: RESULT_STRING:
Mon Feb 13 14:07:36 2006: RESULT_STRING:
Mon Feb 13 14:07:36 2006: RESULT_STRING:
Writing new Code to flash disk.

Mon Feb 13 14:07:38 2006: Still waiting!
Mon Feb 13 14:07:41 2006: Still waiting!
Mon Feb 13 14:07:42 2006: RESULT_STRING:

Executing install_code script.

Mon Feb 13 14:07:44 2006: Still waiting!

Mon Feb 13 14:07:47 2006: Still waiting!
Mon Feb 13 14:07:48 2006: RESULT_STRING:
Writing new APIB to flash disk.

Mon Feb 13 14:07:50 2006: Still waiting!
Mon Feb 13 14:07:51 2006: RESULT_STRING:

Executing install_apib script.

Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:54 2006: RESULT_STRING:
Mon Feb 13 14:07:56 2006: RESULT_STRING:

Executing install_apib script.
Mon Feb 13 14:07:56 2006:
Mon Feb 13 14:07:59 2006:

Still waiting!
RESULT_STRING:

Writing new APIB to flash disk.
Mon Feb 13 14:08:00 2006:
Mon Feb 13 14:08:00 2006:

Still waiting!
RESULT_STRING:

Executing install_apib script.

Mon Feb 13 14:08:03 2006: Still waiting!
Mon Feb 13 14:08:03 2006: RESULT_STRING:
Mon Feb 13 14:08:03 2006: RESULT_STRING:
Mon Feb 13 14:08:03 2006: RESULT_STRING:

ip_address=172.16.1.1
upd_get_code_via_tftp = 6

(target=268435457)
TFTP receive complete...

extracting components.

Status = 2
Status =1
Status =1
Status =1
Executing init script.
Executing backup script.
Status = 2
Status =1
Writing new bootloader to flash disk.
Status = 2
Executing install_bootloader script.
Status = 2

Writing new RTOS to flash disk.
Executing install_rtos script.
Writing new Code to flash disk.

Status 2
Status =1
Executing install_code script.

Status = 2
Status = 1
Writing new APIB to flash disk.

Status = 2

Executing install_apib script.

Status = 2
Status = 1
Status = 1
Status = 1
Status = 1
Writing new APIB to flash disk.

Executing install_apib script.

Status = 2

Writing new APIB to flash disk.

Status = 2
Executing install_apib script.
Status = 2

Writing new Cert-patch to flash disk.
Executing install_cert_patch script.
Executing fini script.

extracting components.



Mon Feb 13 14:08:04 2006: RESULT_STRING: TFTP File transfer is successful.

Reboot the switch for update to complete.

Mon Feb 13 14:08:06 2006: Still waiting! Status = 2

Mon Feb 13 14:08:08 2006: ummounting: <umount /mnt/download/> cwd = /mnt/application
Mon Feb 13 14:08:08 2006: finished umounting

802.1X/WPA/RSN/PMK 7H-&lofl CH#t ClHH1 HE:

. debug dot1x all enable - 802.1X C|HZ HEE EZAIgfLICLCHS2 ol HHo| ME &
(Cisco Controller) >debug dotlx all enable

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLING_STATION_ID(31) index=1
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_TIP_ADDRESS(4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_SERVICE_TYPE(6) index=7

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_FRAMED_MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA EAP Packet created request = 0Oxbbdfe944.. !!!!
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Received EAP Attribute (code=1, length=24,id=1, dotlxcb->id = 1)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00000000: 01 01 00 18 11 01 00 08 38 93 8c 47 64 99
el d0 ........ 8..Gd...

00000010: 45 41 50 55 53 45 52 31 EAPUSER1
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Skipping AVP (0/80) for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLING_STATION_ID(31) index=1
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_TIP_ADDRESS(4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_SERVICE_TYPE(6) index=7



Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_FRAMED MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA EAP Packet created request = 0Oxbbdfe944.. !!!!
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Received EAP Attribute (code=3, length=4,id=1, dotlxcb->id = 1)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00000000: 03 01 00 04
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57 Skipping AVP (0/80)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLING_STATION_ID(31) index=1

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_IP_ADDRESS(4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_SERVICE_TYPE(6) index=7

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_FRAMED MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57
Adding AAA_ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:05 2007: 00:40:96:ac:e6:57

AAA EAP Packet created request = 0Oxbbdfe944.. !!!!
Fri Mar 23 21:35:05 2007: 00:40:96:ac:e6:57

AAA Message 'Success' received for mobile 00:40:96:ac:e6:57

debug dot11 all enable - 2tC|2 & 20| CIHZE

show client summary <mac>—MAC FAHE ZCI0[HE0| Cift L HEE &
22 0| BHFo| ME E2LCt.

(Cisco Controller) >show client summary

Number of ClientsS...... ..ttt 1
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:e6:57 AP0015.63e5.0c7e Associated 1 Yes 802.11la 1

o e



. Cisco Wireless LAN Controller H&d &

- Cisco WLAN Controller Network Module 7|5 7I0|E.

. WLCM(Wireless LAN Controller Module) Z1I|218|0|M of

- EMIANTHEEH E 918 Hu|ago[M o

- WLAN HEEH(WLC)E AEE EAP 215 7T a0]|M o
. 7|& x| 2 B XM - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/3.2/command/reference/clic1.html#wp2433099?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_4/12_4x/12_4xa/boxernm.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00807112e2.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	무선 LAN 컨트롤러 모듈 문제 해결
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	배경 정보
	문제 해결
	ISR에서 WLCM을 인식하지 못함
	WLCM에서 플래시를 업그레이드할 수 있습니까?
	WLCM 핫 스왑 가능 여부
	WLCM에서 지원되는 LAP
	WLCM에서 고속 이더넷에 액세스할 수 없음
	WLCM의 상태 확인
	CLI 컨피그레이션 마법사에서 수정하는 방법
	LAP가 ISR WLCM에 등록되지 않음 - 잘못된 인증서로 배송된 WLCM
	LAP가 WLCM에 등록되지 않음 - 시스템 시간이 설정되지 않음
	WLCM의 비밀번호 복구
	Cisco WLCM LED
	컨트롤러 펌웨어 업그레이드 실패
	CDP를 활성화할 수 없음
	ip-helper 주소 및 ip-forward 프로토콜 명령을 사용하여 LDAP를 WLCM에 등록합니다.
	WLCM 문제 해결 명령

	관련 정보


