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dotll vlan-name Emp vlan 3
!

dotll ssid Employee

vlan 3

authentication open eap
eap_methods

authentication network-eap
eap_methods

authentication key-management
wpa

mobility network-id 3

|

interface DotllRadio0

interface Tunnel3
description mGRE for
employees

ip

255.

no
ip
ip

packets

tunnel source
Loopback3

tunnel mode gre
multipoint

address 10.10.3.1
255.255.0

ip redirects

mtu 1476

dhcp snooping
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no ip address

no ip route-cache
|

) mobility network-id 3

encryption vlan 3 mode ciphers \

tkip
|

ssid Employee
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interface Tunnell72

description to_wireless_clients

ip address 172.16.1.1 255.255.255.0
ip helper-address 10.1.1.11

no ip redirects

ip dhcp snooping packets

tunnel source Loopbackl00

tunnel mode gre multipoint
mobility network-id 172
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interface DotllRadio0
no ip address
no ip route-cache
!
encryption vlan 172 mode ciphers tkip
!
ssid light
vlian 172
authentication network-eap eap_methods
authentication key-management wpa
mobility-network-id 172
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1. Supervisor 7200{A1 A VLANE ‘4’435t 11 VLAN Ci|O|E{#H| O & 0f| F=T}HEFLICH.
c6506-t (config) #interface vlan 45
c6506-t (config-if) #ip add 172.16.2.1 255.255.255.0
c6506-t (config-if) #no shut
c6506-t (config-if) #end
c6506-t (config) #vlan 45
c6506-t (config-vlan) #state active
c6506-t (config-if) #end

2. EZ& 3 7|7HH|E QIE{H0]|AMM VLANS 5 8tL|C},
c6506-t (config) #interface range gig 1/1-4
c6506-t (config-if-range) #switchport mode trunk
c6506-t (config-if-range) #switchport trunk encap dotlg
c6506-t (config-if-range) #switchport trunk native vlan 201
c6506-t (config-if-range) #switchport trunk allowed vlan 201,45

)

)

)
c6506-t (config-if-range) #mls gos trust dscp
c6506-t (config-if-range) #spanning-tree portfast
c6506-t (config-if-range) #channel-group 1 mode on
)

c6506-t (config-if-range) #end

3. EZ3 QEm0o|A0MH VLANO| & E|H ZE #M'd QE{H 0|20 M RIS 22 HEELICH
c6506-t#show run interface port-channel 1
1
interface Port-channell
switchport
switchport trunk encapsulation dotlg
switchport trunk native vlan 201
switchport trunk allowed vlan 45,201
switchport mode trunk

no ip address
end
c6506-t#

4. Yl CIE{H|O|AE S35l Catalyst 6500 WiSMO|A S QIE{H|O|AE M
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MONITOR  WLANs  CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP

Controller Interfaces Mew...

General [:: Interface Name YLAN Identifier 1P Address Interface Type Dynamic AP Management

Inventory ap-manager untagged 17220235139 Static Enahbled Edit

Interfaces management untagged 172.20.225.138  Static Nt Supported Edit

Metwork Routes service-port T 192.168.2.22 Static Net Supparted Edit

Internal DHCP Server virtual A 11141 Static Net Supparted Edit

QIE{m|0|A O|E1 VLAN IDE 236t 1 Apply(A12)E 2|8t
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MONITOR  WLAN: CONTROLLER WIRELESS SECURITY  MAMAGEMENT  COMMAMDS  HELP
Controller Interfaces = MNew < Back | apply |
General Interface Name [vianss
Inventory
Interfaces [} VLAN Id s

X3P T4 HE 2 DHCP M HEE 9245t T ApplyS @28fLicH

Iitl Srarems Save Configuration  Ping | Logout Refres
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Controller Interfaces > Edit < Back Apply
General

Inventory General Information

Interfaces I:% Interface Name wlands

Metwork Routes

Inkernal DHCP Server Interface Address

Mobility Management VLAN [dentifisr F:s

Mabality Groups

Muobility Statistics IP Address |1.'l‘2.16.2.2
Spanning Tree Netmask |255.255.25ﬁ.ﬁ
Ports Gateway |132_1|5_z.1

Master Controller Mode
Physical Information
MNetwork Time Protocol
Qo5 Profiles The nterfacs is attached to a LAG.

DHCP Information

Primary DHCF Server [CEREL]
Secondary DHCP Sarver ID.U.ﬂ.D

Access Control List

ACL Name [Fone =]
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Cisen Srarens Save Configuration  Ping  Logout  Refresh
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WLAN Admin
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AF Groups VLAN
1 secure-1 Dissbled  802.1% Edit Remgye DR

Anchors
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sia Snsnins Save Configuration Pig | Logout Refrezh
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wiaks WLANS > Mew < pack | apply |
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Save Configuration | Ping  Logout  Refresh
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