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NAS/LAC

1

version 12.0

service timestamps debug datetime msec
service timestamps log datetime msec

!

hostname as5300

!

aaa new-model

aaa authentication login default local
aaa authentication login CONSOLE none
aaa authentication ppp default if-needed group tacacs+
aaa authorization network default group tacacs+
enable password somethingSecret

1

username john password 0 secretdme

!

ip subnet-zero

!

vpdn enable

1

isdn switch-type primary-5ess

1

controller T1 O

framing esf

clock source line primary

linecode b8zs

pri-group timeslots 1-24

1

controller T1 1

framing esf

clock source line secondary 1
linecode b8zs

pri-group timeslots 1-24

1
controller T1 2

framing esf

linecode b8zs

pri-group timeslots 1-24

1
controller T1 3

framing esf

linecode b8zs

pri-group timeslots 1-24

1
interface Ethernet0

ip address 172.16.186.52 255.255.255.240
no ip directed-broadcast

!
interface Serial023

no ip address




no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!

interface Seriall23

no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!

interface Serial223

no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!
interface Serial323

no ip address

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer rotary-group 1

isdn switch-type primary-5ess
isdn incoming-voice modem

no cdp enable

!
interface FastEthernetO

no ip address

no ip directed-broadcast

shutdown

!
interface Group-Asyncl

ip unnumbered EthernetO

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
async mode interactive

peer default ip address pool IPaddressPool
no cdp enable

ppp authentication chap
group-range 1 96

!
interface Dialerl

ip unnumbered EthernetO

no ip directed-broadcast
encapsulation ppp

ip tcp header-compression passive
dialer-group 1

peer default ip address pool IPaddressPool
no cdp enable

ppp authentication chap




ip
no
ip
ip
!
tac
tac
!
lin
lo
tr
lin
au
au
mo
lin
lin
1

end

local pool IPaddressPool 10.10.10.1 10.10.10.254
ip http server

classless

route 0.0.0.0 0.0.0.0 172.16.186.49

acs-server host 172.16.171.9
acs-server key 2easy

e con 0

gin authentication CONSOLE
ansport input none

e 1 96

toselect during-login
toselect ppp

dem Dialin

e aux 0

e vty 0 4

HGWI/LNS

ver

!
hos

!
aaa
aaa
aaa
aaa
aaa
ena

!
ip

1

!' D
ac
p

lo
1lc
12

ac
p

te
lo
12

ac

service timestamps debug uptime
service timestamps log uptime

vpdn enable

vpdn-group DEFAULT

virtual-template 1

vpdn-group POP1

virtual-template 2

vpdn-group POP2

protocol 12f
virtual-template 3
terminate-from hostname NAS

sion 12.0

tname access-9

new-model

authentication login default local

authentication login CONSOLE none

authentication ppp default if-needed group tacacs+
authorization network default group tacacs+
ble password somethingSecret

subnet-zero

efault L2TP VPDN group
cept-dialin
rotocol any

cal name LNS
p renegotiation always
tp tunnel password 0 not2tell

cept-dialin
rotocol 12tp
rminate-from hostname LAC

cal name LNS
tp tunnel password 0 2secret

cept-dialin




local name HGW

lcp renegotiation always

!
interface FastEthernet0/0

ip address 172.16.186.1 255.255.255.240

no ip directed-broadcast

!
interface Virtual-Templatel

ip unnumbered FastEthernet0/0

no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPool

ppp authentication chap

1

interface Virtual-Template?2

ip unnumbered Ethernet0/0

no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPoolPOP1l
compress stac

ppp authentication chap

1

interface Virtual-Template3

ip unnumbered Ethernet0/0

no ip directed-broadcast

ip tcp header-compression passive

peer default ip address pool IPaddressPoolPOP2
ppp authentication pap

ppp multilink

1

ip local pool IPaddressPool 10.10.10.1 10.10.10.254
ip local pool IPaddressPoolPOPl 10.1.1.1 10.1.1.254
ip local pool IPaddressPoolPOP2 10.1.2.1 10.1.2.254
ip classless

no ip http server

!

tacacs-server host 172.16.186.9

tacacs-server key not2difficult

1

line con 0

login authentication CONSOLE
transport input none

line 97 120

line aux 0

line vty 0 4

!

1

end

NAS/LAC TACACS+ 744 n} 2l

key = 2easy

# Use L2TP tunnel to 172.16.186.1 when 4085555100 is
dialed
user = dnis:4085555100 ({
service = ppp protocol = vpdn {
tunnel-id = anonymous
ip-addresses = 172.16.186.1
tunnel-type = 12tp




# Password for tunnel authentication
user = anonymous {
chap = cleartext not2tell

##4#

# Use L2TP tunnel to 172.16.186.1 when 4085555200 is
dialed
user = dnis:4085555200 {
service = ppp protocol = vpdn {
tunnel-id = LAC
ip-addresses = 172.16.186.1
tunnel-type = 12tp

# Password for tunnel authentication
user = LAC {
chap = cleartext 2secret

##4#

# Use L2F tunnel to 172.16.186.1 when user authenticates
with cisco.com domain
user = cisco.com {
service = ppp protocol = vpdn {
tunnel-id = NAS
ip-addresses = 172.16.186.1
tunnel-type = 12f

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

HGW/LNS TACACS+ 744 2l

key = not2difficult

# Password for tunnel authentication
user = NAS {
chap = cleartext cisco

# Password for tunnel authentication
user = HGW {
chap = cleartext cisco

user = santiago {
chap = cleartext letmein




lcp { 1}
ip { }

service ppp protocol

service ppp protocol

}

user = santiago@cisco.com {
global = cleartext letmein

lcp { 1}
multilink { }
ip { }

service = ppp protocol
service = ppp protocol

ppp protocol

service
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