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TS MSBELICH CHE&2 o] BY

LHE HHz{ofl HIAIX|E 22 5tE4™ outer logging buffered Z4I| 2 2i[0|MH &
<#root>
| oggi ng buffered no | oggi ng buffered

grsdo|22 M HIAIX|7} O|F

ow logging . EA|E|= 5 ] HAIX|=
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H:H 27|18 57| ™ol A xtol S8 HZ 27t UK EHRUSHMAI2. A8 758 HIZE|E show proc mem £
24™ Cisco |0OS HHEE AFSELICt.

nologging buffered O WHE2 HIH At S FA5tT 2& (7122 ol HIAIXIE &LCh.
UNIX Sydog ME{oll HIA|X| 2Z

syslog Mt A E 0 HIAIXIE 22524 logging router configuration B2 S AFSEFLICH o] BHo| A #E2 Ct3 ot Z&Lch
<#root>
| oggi ng <i p-address> no | oggi ng <i p-address>

logging0| BE2 24 HIAIXRIE 41T sydog MH SAEE AIHBILICH < ip-address> Q& SAEQ| IPFAQLICE Ol BHES
T ol A™stH 22 HAIXIE =25t sydog MH S5 ZHd &L

nologging O E&2 X|IHE F49| sydog MHE syslog S S 0i| A AFA|EFLICH.

7|BF AR ElH 2

CIHO &3 gdof ZxE £ AUTS Eo|d o Eti0lEf AZ EL)0{(0d: HyperTermina)E Mg LICH o 2 S0 5t0|H
E{OlollM 2 E=/8tTransfer CHS € 225t 1 Capture Text A s S M2 MEHELICEH XA LIS S0l E O] A
BAE S22 HXME HASMAR CHE EOID (IEBO0IE AZEQo{E AZEQ0{ MEME RS MAIR.

CHS HWHE A8 5t0d L2|T (msec) EFUA R T servicetimestamps & & A3HgFLICH.

<#root>

router(config)#

service tinmestanps debug datetinme nsec


https://www.cisco.com/c/en/us/support/docs/routers/2500-series-routers/17521-capture-text-hyperterminal.html
https://www.cisco.com/c/en/us/support/docs/routers/2500-series-routers/17521-capture-text-hyperterminal.html

router(config)#

service tinmestanps | og datetine nsec
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rauter 121 roLter 122 router_123

router_ 12201 L EE HMA SE2 CIS 2 &LICH
<tfroot>

access-list 105 permt icnp host 10.10.10.2 host 10.1.1.1 access-list 105 permt icnp host 10.1.1.1 host

Ol HMA 222 3AE router121(IP F2 10.10.10.2)01 M ZAE router 123(1P F4 10.1.1.1)C2 J2|1 CIE weo=
ICMP(Internet Control Message Protocol) A2 S| & LIct A E o= WEHS R E 5{&aHok gLICh JHX| oM e
ICMPI{Z!E &AE = U&LIch

router_1220{| M 5tLto| QIE{H|O| AN MEF T & AQ|EE A|HELICH &, Z!E 7FE A= Cisco 10Se| oM = i sHE QIE{H| O]
AR F5E ol ClHaB 8 & U&LICH CIH0iA 0l248 T2 "d="2 EA|E/LIC}. C}E QIE{m|o|A0AM WHE AL RS of
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<#root>
router_122(config)#
interface virtual -tenplate 1

router_122(config-if)#



no i p route-cache
router_122(config-if)#

end

O|A| o|0d debugip packet & 2| El access-list(access-list 105)2

<tfroot>

router_122#

debug i p packet
2 M7HE LS &, o] F QIEHo|lAo 2E mZ 0| O|M T AT ELICKHl 2

detail 105 IP packet debugging is on (detailed) for access 1list 105 router_122# 00:10:01: IP: s=10.1.1
7_é,|

O|A| C}2 QIE{H 0| A(router_122)lM & A2

T AtE). debug ip packet

<#root>
router_122(config)#
interface serial 3/0
router_122(config-if)#
no ip route-cache
router_122(config-if)#

end
router_122# 00:11:57: IP

s=10. 10. 10. 2
(Virtual-Accessl),
d=10.1.1.1
(Serial3/0), ¢g=172.16.1.6, len 100, forward 00:11:57:
| CVP type=8
, code=0 ! -- ICMP packet (echo) from 10.10.10.2 to 10.1.1.1 00:11:57: IP:
s=10.1.1.1

(Serial3/0),
d=10. 10. 10. 2
(Virtual-Accessl), ¢g=10.10.10.2, Ten 100, forward 00:11:57:

| CVP type=0



, code=0 ! -- ICMP return packet (echo-reply) from 10.1.1.1 to 10.10.10.2 00:11:57: IP: s=10.10.10.2
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at7LE S2ot= ol CHEr CIHZ E3E W5t of&LICh

ZUR ClH o ZHEFE T3S ’é‘#E“AIO Ol AlLtE|2 & TEia EAM AR, CHS(trabol)oll EA|E! Bt RE{0= HDLC Zi&3HE
dsts F 7HC| QIE{H| 0] A (serial serial 3)7t A& LICH

2 E QIE{H 0|AMM debug serial interface = 41El HDLC ZIYEt0|2 & #2352 normacommandE AFEE 4= & LICH 5 QIE

HO|A0M ZHEto|EE #HEE & AU&LICH

<#root>
traxbol#
debug serial interface

Serial network interface debugging is on traxbol# *Mar 8 09:42:34.851:

Serial 0: HDLC

myseq 28, mineseen 28*, yourseen 41, line up ! -- HDLC keeplaive on interface Serial 0 *Mar 8 09:42:
Serial 3: HDLC

myseq 26, mineseen 26*, yourseen 27, line up ! -- HDLC keeplaive on interface Serial 3 *Mar 8 09:42:

QIE{HO|A U3 5 301 CH Z7HR CIHOE 85 gfLict &, CIE{H 0|4 serial 301 CHE C|HZBH EAIEILICH B debug

ﬁ I

interface <interface typeinterface number >2 AFS &L

<#root>
traxbol#
debug interface serial 3

Condition 1 set

Z 745 LI show debug condition 7 &4 SENQIX| #Ql5tE{H HHEE AFSELICH QE{H0|A U3 #H5 30| T2 T HE
o

2lL|C]

L


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#debug
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#debug
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#debug
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#debug
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-16/sec-data-acl-xe-16-book/sec-acl-ip-log.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-16/sec-data-acl-xe-16-book/sec-acl-ip-log.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_acl/configuration/xe-16/sec-data-acl-xe-16-book/sec-acl-ip-log.html

<#root>
traxbol#
show debug condition

Condition 1: interface Se3 (1 flags triggered) Flags: Se3 traxbol#

O|X| QIE{m|O|A serial 30| CHEF CIEHZBF EAIE LICH

<#root>
*Mar 8 09:43:04.855:
Serial 3: HDLC

myseq 29, mineseen 29%, yourseen 30, line up *Mar 8 09:43:14.855:

Serial 3: HDLC

myseq 30, mineseen 30%*, yourseen 31, line up

ZZHE C|H 2 undebug interface <interface_typeinterface number> £ M 745t24H 0| WS A EtLICH ZHE EE|HE AM7Hst

=
7| ™ol CIH3E = /ol FE&LCHH: 25 CIHI A AL8). ol =Z0| M7HE m CltH £30| FFet= W YKIst7|

<#root>

traxbol#

undebug interface serial 3

This condition is the last interface condition set. Removing all conditions can cause a flood of debug

y

Condition 1 has been removed traxbol

O|X| QIE{H|O|A serial 02 serial 3 250l CHE CIHHI7F EAIE|=X| #Qlg 4 &L

<{froot>
*Mar 8 09:43:34.927:
Serial 3: HDLC

myseq 32, mineseen 32%, yourseen 33, line up *Mar 8 09:43:44.923:

Serial 0: HDLC

myseq 35, mineseen 35%, yourseen 48, line up
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<tfroot>

arielle-nrp2#
debug atm packet interface atmO0/0/0.1
!I--- Note that you explicitly specify the sub-interface to be used for debugging ATM packets debuggi



Di spl ayi ng packets on interface ATM)/0/0.1 only

arielle-nrp2# *Dec 21 10:16:51.891: ATM0/0/0.1(0): VCD:0x1 VPI:0x1 VCI:0x21 DM:0x100 SAP:AAAA CTL:03 O

o

Z70| MEE ZE atm debugging Q/E{H|0|A S A F A< gtRE7F HX|
Z=9|of7

totedm st 2HE{ol ATM 519 QIE{H|0|A =7} &t
= £ Ql&LICH am ClH{Zofl CHet ZH2E H A F {L|
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<#root>
arielle-nrp2#

show debuggi ng condition

Condition 1: interface ATO/0/0.1

(1 flags triggered) Flags: AT0/0/0.1 ! -- A condition for a specific interface. arielle-nrp2#

debug at m packet

ATM packets debugging is on Displaying all ATM packets arielle-nrp2# *Dec 21 10:22:06.727:

ATMD/ 0/ 0. 2

(0): ! -- You see debugs from interface ATM0/0/0/.2, even though the condition ! -- specified ONLY ATO
ATMD/ 0/ 0.1

(0): !--- You also see debugs for interface ATM0/0/0.1 as you wanted. VCD:0x1 VPI:0x1 VCI:0x21 DM:Ox1
s HE
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