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» Cisco Finesse

+ UCCE(Unified Contact Center Enterprise)
+ UCCX(Unified Contact Center Express)
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» Cisco Finesse 9.0(1) - 11.6(1)
« UCCX 10.0(1) - 11.6(2)
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Finesse BOSH %1 O|3H

XMPP O|3H

XMPP(Extensible Messaging and Presence Protocol)(Jabber2t = &)= Z2t0|1E M 2 9|
HEf 7|gt Z2EEZLICH XMPPE A& 3t M3 eXtensible XML(Markup Language) Ol O|E{2]
2 FES & AEE[o|M CHE AEE|Z #E2H HMEE - QU&LITH XMPP/Jabber= IM(IAH
E HAIE) & Zaj|&4A ofZ 2|7 0| Mol M HE| AFSELICH.

2 E XMPP QE{E|= s JID(Jabber ID)Z2 Al ELICEH



JID = “userB1@domainB/homepc”

JID = “userA1@domainB/laptop”

XMPP Client A1

F N
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dp——p-  XMPP Client/Server Connectian

A XMPP Server/Server Connection

XMPP
Server A

/ JID = “domainA”®
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XMPP

JID =
Server B

“domainB”

XMPP

JD =
Server C

“domainC”

XMPP Client B1 XMPP Client B2

JID = “userB2@domainB/work”

v

XMPP Client C1

JID = “userC1@domainC/pda”

JID &A K™ #|Al: user@domain/resource
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2. <presence>: B 7t x| &&, 042 Zoi H Al
3. <ig>: HE/AHE - LY/ISH
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XMPP H|A|X| of

<message to='personl@example' from='person2@example' type='chat'>
<subject> Team meeting </subject>
<body>Hey, when is our meeting today? </body>
<thread>A4567423</thread>

</message>
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O 2 XMPP over TCP(Transmission Control Protocol)& X|#3tX| o222 B E XMPP ECfE2
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1. Z2ZEIHA ZE2EEZ): XEP-002501 Ho|E! M| HIO|EE st BH=XMOI HTTP 27%: Jabber
HTTP Polling

2. Long Polling2 BOSHzt1 &= & L|Ct. XEP-0124: HTTP Binding and extended by XEP-0206:
XMPP Over BOSHO{| ‘do|El BIgEh £ MEsHX| oL o2 STIHTTP LE/SH ¥E 28

O = AI&5l0{ & AEE| 79| ZI =3 ¢utsF TCP ¢1Z22| o|0|E M| ZEH|O|EstE S Z2EE
LCt.
Finessee= AMB{ ZEE ™0 O =22 0|1 ECiE 2t0|=20|2 2 BOSHE +&&L|Ct.

o

C
BOSHE AI&3dt= OIf = AH7I 20| U= SA CHEE E27t gitts AtddE 2H 57| fai A
Ct. AMeHoll 22tolAEof CHEF To|E 7} RIS W X| SE ol XIHE AR X|HE O SHL2
EMHSELICH 10| SEHE HE FA IAU2 ME22 2F S &Lt

Finesse A3 & %EPOIO*E(”‘ O EZ2|7|0|M)= 30&0ICt TCP ZE 7443% %6H <22HE BOSH

AHE AHErLICh 30% 0o Finesse Notification Servicel A H|0|ET} gle B2 %*Eé! ISLEIES
£ 200 OK 2 (He|) 2l 8E ==0| Z&E HTTP ga; HudL|Ch o2l MH|A]| of0|ME E=

CHeH(S &) OIHIE ZXH 0450 CiEF YUCIOIET} /= B CIOIE{= Finesse & 2£H0[ EE FAl
M&ELU o

i

Finesse XMPP R%J/2& o

rir
2t
C

0| ool M= BOSH 422 MA5t7| {5l Finesse 22+0|21E 2} Finesse AMH 7ol 2] &
M XMPP HIAIX| 2 H S Hoi ELICH

Finesse client request:
<body xmlns="http://jabber.org/protocol/httpbind" xml:lang="en-US" xmlns:xmpp="urn:xmpp:xbosh" hold="1"

Finesse server response:
<body xmlns="http://jabber.org/protocol/httpbind" xmlns:stream="http://etherx.jabber.org/streams" authi
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1. Finesse & 22I0|¢1E0|= TCP ZE 74432 S35l Finesse AMH{of CHgt A HTTP @14
(http-bind)O| X E|of QIS LIC}H O] MEXR A= BOSHO| 71 MEZX A2t #fLch.

2. Finesse & MH|AE JEH B, S3 Soil CHet YH0|EE HAlsteE ZRllE4 MH[AY
LICF.

.22 MH|AM UO|0|ETI e AR HTTP SE 220l XMPP HIAIX|Z AE| UCIO|EE A
85104 http-bind 230l SEH&fL|CH.
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Finesse XMPP H|A|X| & XMPP =& O|3H

Finesse= XMPP A2 XEP-0060: Publish-Subscribe = 7348 L|C}. O] AFZF2| S22 XMPP A{t
(L& MH|A)7FXMPP = E(& )0l AAE HEE 72 S =20 7t E AEE[ol XMPP O]
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Finesse Notification AMH|A = E% XMPP . =0f 7} E! of O|MEof| 7l BOSH HIA|X|E S5l
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Finesse Web Services Developer Guide0l 22| El Y& Finesse API_Z{&|= XMPP == IL|C}. o
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Send Error Report(2F E10 A ELH7]) (M EHH
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https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide
https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide
https://developer.cisco.com/docs/finesse/#!rest-api-dev-guide

04 1: Pidgin2 AF&35t04 Finesse XMPP == 27|
1EHAH|. XMPP 22I0|E Pidging CI2 2E=3504 MX|&fLC}.
2EHA|. Accounts(017H2 E) > Modify(8) > Basic(7|2)2 2 0|85t 212 SME 7 4E

. ZZEZ: XMPP
« M&X} O|F: ZE 0l|0|ME Q| LoginID

« £ Ql: Finesse MH{2| FQDN

o SIAAIKE EARL-EHIAE S 2E 22 MY £ A&LICHL
- HZHS: of0|ME H|ZHS

« Remember password(H|ZHZ 7|d) & QIE



£ Modify Account

Basic | Adyanced | Proxy
Login Options

Protocol:

Username:
Domain:
Resource;

Password:

User Options

Local alias:

@ Remave

W XMPP

47483648

finl.ucce.local

test

| Remember password

L New mail notifications

Ll Use this buddy icon for this account:

__ Create this new account on the server

E——
-

Cancel ‘
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UCCXel 32 EeteX 4ol #Z = 60X7t X|LHH o o|MEIH 20k 4 Ef7t ELICH &E 3
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UCCES| B2 HO|HMET} HEEIRKE Y 7HLE EEt* X7t =& [ Finesse?t B X|5t= Ol Z(CH
120% 7t 42|31 CTI Mol ZA| 230t &S 27| ™ol 607t CHZ & LICH 2™ CTI M
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st= ol &cH 18071 AZ! £ &L ucexet &2l of|0|ME & Logout(210H) AFEH CHAI
Not Ready(ZH| o+ &) &E{i2 EEL|CH.

~ 2t 1: UCCEL| CTI 944 &l{Al £H| ot & i 232012 AEff SZ2 PG /LOAD O{7H #H4=0f Q]
5l Mo{ElLIC}. Unified Contact Center Enterprise 2! Hosted Release 10.0(1)2] & 2|A HE
of (h23H /LOAD OH7H B4~= UCCE 10.058E{ . O|& AF &|X| ef&LC

UCCE Finesse Desktop S2r0i| CHEt AFAIBH LHE 2 Cisco Finesse & 2| A& AM2| Cisco Finesse
oll = x| HI7HLIE & oA Desktop Behavior AME X SHAAIL.
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ClHa &3 MHA 23

N 20 2xiE xiHes Sotolgt ClwT Bl 212 AEHUC 27 MHE % ClHaE
S LCt.

N &1 Finesse 9.0(1)dl= ClH 2l 22 0| ei&LICh ClH gl 2Z 0] Finesse 9.1(1)0]]
CEItELICH ZH 2 Mt stE ZEMAE 9.1(1)0l A Finesse 10.0(1) - 11.6(1)2+ CHE
LICt o] ZZM|A0] CHEF LHE 2 Finesse 2| & AMH|A 7184 710|288 HZEFHAAIL.

CHS 3 Z0| UCCX(Unified Contact Center Express)2| 22 MH|A ClH{1 238 & A318ct
<#root>

admin:

utils uccx notification-service |og enable


https://www.cisco.com/c/ko_kr/support/customer-collaboration/finesse/products-maintenance-guides-list.html
https://www.cisco.com/c/ko_kr/support/customer-collaboration/finesse/products-maintenance-guides-list.html

WARNING! Enabling Cisco Unified CCX Notification Service Togging can affect system performance
and should be disabled when Togging is not required.

Do you want to proceed (yes/no)? yes
Cisco Unified CCX Notification Service logging enabled successfully.

NOTE: Logging can be disabled automatically if Cisco Unified CCX Notification Service is restarted.

CH= 1 ZHo| UCCE(Unified Contact Center Enterprise)2| 22! MH|A C|HH1 2 3 (Finesse
Standalone)& & 33t gfLICt.

<#root>
admin:

utils finesse notification |ogging enable

Checking that the Cisco Finesse Notification Service is started...
The Cisco Finesse Notification Service is started.

Cisco Finesse Notification Service logging is now enabled.

WARNING! Cisco Finesse Notification Service logging can affect system performance
and should be disabled when Togging is not required.

Note: Logging can be disabled automatically if you restart the Cisco Finesse Notification Service

0|248 21 /desktop/logs/openfire ZLH0i| /20 0|& 0| debug.log&ILICH,

o|Ox|ofl EAIEl CHE &3 MH|A(Openfire) debug.loge ClA3 &3 &7 o O|ME PCOl IP &
o Z EQ} http HIRIE S E AIELICY.

HOLXNN000KN!1:34:21 [Session-1, SSL_NULL_WITH_NULL_NULL] received @ sent @
2017.84.14 21:34:21 REQUEST /http-bind/ on urg.zclinsc.jz:ti‘scrver.nlu.SeLec\(hannzi(unnettorSSelett(hennelHttD{unnet\lu“@2d-- 6@ 00CIOLIO00IN; 744 F<-> N0000CDNLX : 45805
2017.94.14 21:34:21 scope null||/http=bind/ @ o.e.j.s.ServietContextHandler{/http-bind,null}

2017.94.14 21:34:21 context=/http-bind| |/ @ o.e.j.s.5ervietContextHandler{/http-bind,null}

2017,94.14 21:34:21 sessionManager=org.eclipse, jetty,server.session.HashSessionManager@l76{e4#STARTED
2017.94.14 21:34:21 session=null

2017.94.14 21:34:21 session=null

2017.84.14 21:34:21 servlet fhttp-bind||/ -> org.jivesoftware.openfire.http.HttpBindServiet-1643193
2017.04.14 21:34:21 chainsnull

2017.04. :?1 HTIPBlndLUq HTTP RELV[!!%SafbeP

.ndr Sld- 34453(he rxdn 164053266 =
o address: 10919032000LX0000K 00NN .+ € isco, com/desktop id: 3445afbe presence

p g (=]
<¢ xmlns="http://jabber. 0!‘9!9!‘0\0(01.&395 hﬂ.‘bh “sha=1" node="http://jabber.cisco.com/caxl" wver="VNCEfNwv(xeGFIfDIIpLryVIRwH="/>

=/presence> rid: 1640853266
2017.04.14 21:34:21 suspended cl-rq.ecllpse.jetty.server.nlo.SeleClI:nanne1Eonnectnrsse'{ectl:nanne'lhltp[nnnecl:nn@?@
2017.84.14 21:34:24 Launching thread for f127.8.0.1:44667

2017.84.14 21:34:24 Launchino thread for f127.8.0.1:44656

ol

OlO|X|of EA|E RAH OFX|Y &4 Oms= MIA0| 04715 & SEfUS LIEHLICH

2017.04,14 21:34:26 Exiting since queue is SR el il

2017,04.14 21:34:26 Session (id=3445afbe) was] last active ® ms ago: 1001003@ XIOOMXXXXXXKXXXXcisco.com/desktop
2017.04.14 21:34:26 time=1492185866851,]ID=1 ymsgs_drop=@,bytes_sent=3748
2017.04.14 21:34:26 time=1492185866851, Jiu-mamaa@xxxxxxxx XHXXXNcisco. com{desktop msQs_ sent-4 ,MSQs_ queue-a msgs_drop=0,bytes_sent=3748

Openfire7t 7 MME oM 60E Lol &EH 3 230t20| EE[7HE + U2 Finesses O|®
T E 2555 ALE36to BX| 2022 CTI MHE MEE = U&LICH OIEEF XM Ol23E
o| ANl S22 UCCEZQ| LOAD(Agent Disconnect) Al 210t AHof 2t &2t &Lk ucceXxo|
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Finesse 22}0|A1E 7} http bind HIA|X|& Finesse MHE M&ESHX| fem™ 2= MM 7tS Alh
2 EASID MM E7|8 EAE = A&LICH

2017.06.17 00:14:34 Session (id=f382a015) was Tast active 0 ms ago: 1001003@xxXXX.XXXX.XXX.Cisco.com/de
2017.06.17 00:15:04 Session (id=f382a015) was Tast active 13230 ms ago: 1001003@xXXXX.XXXX.XXX.C15CO.CO
2017.06.17 00:15:34 Session (id=f382a015) was Tast active 43230 ms ago: 1001003@xXXXX.XXXX.XXX.C15CO.CO
2017.06.17 00:16:04 Session (id=f382a015) was Tast active 63231 ms ago: 1001003@xXXXX.XXXX.XXX.C15SCO.CO

2017.06.17 00:17:04 Unable to route packet. No session is available so store offline. <message from="pu

ol2{8t 21 /desktop/logs/openfire ZL{0l| U2 info.logeHs 0|&0| X HELICH Finesse B2t
O|AE 7} http HIQIE MIAIX|E Finesse MHE M&35HX| of2 AL, 2= MMo| HIZMEEUS
2 LIEHd &= J}&Lct

2017.06.17 00:16:04 Closing idle session (id=f382a015): 1001003@xxxxX.XXXX.XXX. cisco.com/desktop
after inactivity for more than threshold value of 60
2017.06.17 00:16:04 A session 1is closed for 1001003@xxXXX.XXXX.XXX. cisco.com/desktop

H MHA 23

0|28t 2= /desktop/logs/webservices &0 /2 H O|F 2 Desktop-webservices.YYYY-MM-
DDTHH-MM-SS.sss.logLICt. Finesse 22t0[AE 7t X[ El AlZt LHOA hitp HIQIE HIA|IXIE
Finesse MHHZ T&35HX| ot 2= of0|™ME ZYEAE AEE £+ QA /1 60F Foi =
EA 78 2302 0| g = JUSS EAIFE = A&t

0000001043: XX.XX.XX.XXX: Jun 17 2017 00:16:04.630 +0530: %CCBU_Smack Listener Processor (1)-6-PRESENCE
0000000417: XX.XX.XX.XXX: Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-UNSUBSCR
0000001044 : XX.XX.XX.XXX: Jun 17 2017 00:16:04.631 +0530: %CCBU_Smack Listener Processor (1)-6-AGENT_P
0000001051: XX.XX.XX.XXX: Jun 17 2017 00:16:35.384 +0530: %CCBU_pooT1-8-thread-1-6-AGENT_PRESENCE_MONIT
0000001060: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.632 +0530: %CCBU_CoreImpl-workerl2-6-PRESENCE DRIVEN LO
0000001061: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.633 +0530: %CCBU_CoreImpl-workerl2-6-MESSAGE_TO_CTI_SER
1, workmode : 0, reason code: 255, forceflag :1, agentcapacity: 1, agentext: 1001003, agentid: 1001003,
0000001066: XX.XX.XX.XXX:: Jun 17 2017 00:17:04.643 +0530: %CCBU_CTIMessageEventExecutor-0-6-DECODED_M
ski1l1GroupNumber=-1, skillGroupPriority=0, agentState=1 (LOGOUT), eventReasonCode=255, numF1tSkiT1Group
duration=null, nextAgentState=null, f1tSkillGroupNumberList=[], f1tSkillGroupIDList=[], f1tSkillGroupPr
msgID=30, timeTracker={"id":"AgentStateEvent","CTI_MSG_RECEIVED":1497638824642,"CTI_MSG_DISPATCH":14976
Decoded Message to Finesse from backend cti server
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« 0f0|ME HFE|Q Finesse AMH{ | 2 E WHE Q|3 C|HFO|A/QIE{H| O|A 0| M T 8 X|Qd
= izl AMKIE =olst o),
- Traceroute= A2 & &Ql5t1 x| & Ql5t= Ol FEFLICH
- Microsoft® Windows® PC: tracert {Finesse Server IP | Finesse At FQDN}
- MacOH|A® traceroute {Finesse At IP | Finesse AH{ FQDN}
- Cisco I0S® £~ Z EQ 010 M CIE{H[0|A SHE &ele = JU&LICt show
interfaces

 ol2d 7| AR 9l E3d CHy|od AlK| ER{E 4 EIS A X SHAIAIL.

« E|AE of0|ME0f CHE Finesse 22I0|E 218 £ E&LICH Seto|ME ZaE S Al
MR Yo 2 = &E £ JU&LICH
1. HEIRXM Q¥ E€ 2
- Firefox ¥ &
- Microsoft Edge ¥ &
- Chrome ¥ &
2. Finesse M| 0| X|0{ A Send Error Report(2F 21 M ELH7|) HEE 21 Finesse A
H 238 £ZgLIC 2= /desktop/logs/clientlogsoll Q& LICEH,
3. X7} gr st £ https://<Finesse-FQDN>/desktop/locallogE &3l 212l5t1 238
= &lgrct.

Z2I0|ME = 120ICH Finesse M0l 21245l04 EE|ZE &l L E T Bi0|HA|E A AHELICE.

<PC date-time with GMT offset>: : <Finesse FQDN>: <Finesse server date-time with offset>:
Header : Client: <date-time>, Server: <date-time>, Drift: <drift> ms, Network Latency (round trip): <RT

2019-01-11T12:24:14.586 -05:00: : finl.ucce.local: Jan 11 2019 11:24:14.577 -0600: Header : Client: 201
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https://www.wireshark.org/download.html
https://www.cisco.com/c/ko_kr/support/routers/800-series-routers/products-tech-notes-list.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://firefox-source-docs.mozilla.org/devtools-user/web_console/index.html
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://learn.microsoft.com/en-us/archive/microsoft-edge/legacy/developer/
https://developer.chrome.com/docs/devtools/
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of et X|HElE Bt/ A - E AFS LT

AMER T EZEZ0|M CHS E=0| JUeEX| Zlghct.

« QX oz So/H|C|2 AEZ|Y, WebSocket 9173, AFE XAl X[ CRM(LZ A #2) o 2
CIO|E S1 Z2 CHE AA|ZH %% ZZOYME XEMoZ A= CHE gHolut &2 7t
Sghich

- BoEE= A2 o Bto| Yo Lt

- HEIRX FHAE HIEEsI&LIct

. QEHSOIHEIRKXE AY 50|17 Z2FU0| BY [ HEIRXE X &S

4. AFEH HHM EZE

SEH 0| Finesse0llM 220t et7| Tol| HFEE HM ZEZ MEMEX EE AFEH HHE 2
MY Eto|H7t o2 X2 X| & elgLch.

5. 22I0|ME HAFEL| CPU E= HZE 2| #F =A:

« 0f0|ME EZI2X{7} Microsoft Windows Remote Desktop Services, Citrix® XenApp®  Citrix
XenDesktop® Z2 B8 BZ0M MElE B HEle X H50| HEIRKXE SAlo A%
st AL AH ol et galxjE x| HeEUE

. 2HIE2 H22| L CPU 2|AATL AFERE £0f 2 LA E|QR=X| &HelsL|ct

- AFE AL MAEE =X FHe

ozt

- Windows PowerShell Get-Counter W& - CPU A|Zt2| %, AIE 7l M2 2|2
MB L A+ S2 HIZ22[e| %E 2Z0tCt & 2l: Get-Counter -Counter
"\Processor(_Total)\% Processor Time","\Memory\Available MBytes","\Memory\%
Committed Bytes In Use" -Samplelnterval 2 -Continuous

- PowerShell€ Al&3104 Windows A& 7I2EE 2= CH&l Windows s ZLIE

£ A8E + &Lt

- Task ManagerE At&3t0d ™ MAMe 2 Je|n T2 MAHEE 2to|E CPU 2 H|
2E SHE 2 4 AsLict
- Mac:
- A cPUlt HIZEIE 2 2l6t= Terminal Top E&: top
- Z2MA EQI A CPUMSELE HH: &9l-0CPU
L EZEAMA EQ U IR AFREY X A9 -0 MEM
- Activity Monitor& AI235t0d A MAHAAMOZE 2|1 T2 MAEE 20| CPU 2
HZE SHE &g &= A&LIC
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https://learn.microsoft.com/en-us/powershell/scripting/windows-powershell/starting-windows-powershell?view=powershell-7.3&viewFallbackFrom=powershell-6
http://%20https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.diagnostics/get-counter?view=powershell-5.1
https://techcommunity.microsoft.com:443/t5/ask-the-performance-team/bg-p/AskPerf
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https://support.apple.com/guide/terminal/welcome/mac
https://ss64.com/osx/top.html
https://support.apple.com/guide/activity-monitor/welcome/mac
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2E METIE| 71X N 7{8H AEH0I M Finesse QIAIE S E|AEELICE
7. Mt EE= 2EI0|HELQINTP A

+ Finesse HIAIXF MEHO| A utils ntp & EHE 2 Q1504 NTP M 7|5 0[ 4 0|5+ 2IX| = IFL|Ct
- 220|ME 2ZO0MH EEB[ZE & HESRF B0|[HAIE =HelgtLct

X - 2E o|o|ME | 40| S Aol ZZLICHAMEH & EX)).

1. Cisco Unified Communications Manager CTIManager AMH|A 9174 27| UCCX& 2 E
CTIManager M3 A7t B2 E|7{LUt S8 E9 UCCX Of|O|HEof| H| & ZtA WL @ 77} EAIE L
Ct. UCCE MO|TME = O] 22 W7t M HHLHE 2 = IXIE S3HE HO|TENAH MO ZE 2t st
x| 2Lt

« CTI 32 A2 AF8E|= CUCM ME{0 M Cisco CTIManager MH|A 7} A& E|=X| & QIEL
Ch.
« Cisco CTIManager AH|A 7} Event Viewer - Application logs(O|HIE H04 - O Z2[7|0|M 2
1) Sl crashz=X| & 21501 crash3= K| & 1FLICt.
- RTMTOIM O|HE Ho{ 238 £ 5l24™ System > Tools > Trace and Log Central >
Collect Files > Select System Services/Applications > Event Viewer-Application Log=
O|S &L,
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« CLIOIAM O|HIE Fo{-oiEE|7|0|M 28 +%l5t24H: file get activelog
/syslog/CiscoSyslog* abstime hh:mm:MM/DD/YY hh:mm:MM/DD/YY

« CLIOIM ZO{ H=E

E H
—=

S At 30 HxT ool o|=

core.<ProcessID>.<S|gnalNumber>.<ProcessName>.<EpochTime>

E 24M utils core active list(FEZIE| Z0{ M F5)

0d|: core.24587.6.CTIManager.1533441238
ELM, &7 S8 A2 &7 AU2FE A-E + Ut

2. Finesse/UCCX Notification Service7} & x| | 7Lt

. O|HIE Ho{-oZZ|H 0|M 220l L2 MH|

EHolgLc

. 2| AHIAT} BE FOIX| &
- 2Z MH[AT BRE|I= Alzt

=
[ |

. 2] MH|A T} A|RHE! A|ZF & QI mhel A
HIA AlZbE]

- SEE sl

/desktop/logs/openfire/*.hprof

SE&LICH
AL

& elst AL MH|ATH S XZIREX]

o=z=
LT =

QIX| &ol: QEIZIE| MHIA 28
&0l mt el ZM activelog /desktop/logs/openfire "Openfire & X|

M activelog /desktop/logs/openfire "HTTP HIRIE A

dFMEH A2l MH|A HZ2 2 HE &0l ot 55 activelog
« = MH[ATITCP ZE 74430i M EB{EE £l Ci7|st D A=X] 2 QIELICE show open

ports regexp 7443.*LISTEN

Ol&{3t Z30l M JHSEHA| 2QIBLICHOIE HE e 205t

gEHe =32l Moy



of7|5td o|0| 21018t AFEredo| 74 W 7HA HYL Finesse @17 & 7| HIAIX|7F EAIE).
- Cisco BH{1 ID CSCva72280 - =2 El XML 2XA}0i| CHt Finesse Tomcat Z! Openfire &
=
- Cisco BH{Z1 ID CSCva72325 - UCCX: HZ &l XML ZXt0f CHEt Finesse Tomcat 2!
Openfire S &

S E0| o|AE|E B2 Cisco Finesse Tomcat and Notification ServiceZ CHA| A|ZHgFL|Ct. O g
2 HELI CIRE F20p HHEEIH, OZEX| 22 B2 Finesse AMB{0|A O|O|ME ¢1ZEE CHA|

UCCES| EtA:

- R EI2IE| MH|A &X]| Cisco Finesse Tomcat

« REIZIE| MH|A &X| Cisco Finesse €& MH|A

« utils service start Cisco Finesse Tomcat

+ utils service start Cisco Finesse Notification Service

UCCX EtA:

- fEIZ|E| MH|A &X| Cisco Finesse Tomcat

« FEZIE| MH|A BX]| Cisco Unified CCX & & AMH|A
« utils service start Cisco Finesse Tomcat

« QEIF|E| MH|A Cisco Unified CCX &2 MH|A A|Ef

Fiddler AFS

M

Fiddler§ Td5t= A2 et BAHE olslistX| 21 Fiddler7t 2 S35t= & 4l2 O|sHSHK| 2t M
£ CtA of2d2 =Hdo| 2 = U&LICH FiddlerE Finesse 22H0|HE (¥ E2H2 )2 Finesse A{H
AP0|01| Q= F7HRHman-in-the-middle) ¥ Z = A|IL|C}. Finesse 22t0|Q1E 2} Finesse AH{ Zt2o|
HZo| E5 522 Hot HAIXIE 27| {6 Fiddler ZAT|28|l0|Ad0fl EXrAd0| 85 o ASHELIC.

QIHFX4O1 Fiddler 2

Fiddler= Finesse Z2}0|21E 2} Finesse AMB{ ALO|0f| /22 2 Fiddler OHZE|AH| 0|2 Q1B A7}
ZIQ 3t B E Finesse TCP ZEO| CHEH MEE QS MHE A5l oF FL|Ct.

Cisco Finesse Tomcat AH|A 215 A

1. Finesse ARt M TCP 8445(L/EF & UCCE 443)
2. Finesse 7tXt MH{ TCP 8445(2/5E= UCCES 443)

Cisco Finesse(Unified CCX) &€&l MH|A Q15 A

1. Finesse | A|Xt AME{ TCP 7443
2. Finesse 7t At AHH{ TCP 7443

Finesse MHHE CHAISt0] QIBAME SXMoZ MA524H Fiddlerd CHEH HTTPS & % siS
stafioF BLICE 7|2 Moz g3t E|o] UX| %L—lEP.

fjo
Mok
0x


https://tools.cisco.com/bugsearch/bug/CSCva72280
https://tools.cisco.com/bugsearch/bug/CSCva72325

HTTPS &% sl 50| 2 E|X| o2 B9 L& MH|A0 CHet =7| B'd 42 0| E A= X[E http Bt
Rl EefE2 EA|Z|X] et &LICH Fiddlers CHE &S0 EAIRfLICH

Tunnel to <Finesse server FQDN>:7443

4r Progress Telerik Fiddler Web Debugger

GeaEdge
s Replay - b Go ¥ Sream 5§ Decode  Keep: All sessions - B Any Process 34 Find [l Save
= Fisuf  Frot_. HaEt UKL Body Cachi. Conbént-.. Proceds Cofmments
7 200 HITP Tunne i finduooedorak 7443 ] fredo..

J2{™ Fiddler7} A&t Finesse Q15 ME ZCI0IE0|M AlEISHOF & LICH 0|28 QLIS ME A
=)

tol
2g = 9l= B2 Finesse 21010| ¥ 3tE 42 MY, HHE S += gigLct

Establishing encrypted connection...

1910 91B M QIS £2tstE 20| A | o FRE USH ABME HELL KM 25
S= Wzistol HLc
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ZF9|: M3 E oAl ZAL|z2l|o|Me A& Bt E0olM Windows 7 x642| Fiddler
v5.0.20182.28034 for .NET 4.5 and Mozilla Firefox 64.0.2(32H|E)0i| CH3H AMSElLIC} ol
&t Mit= Fiddlere| ZE HH, 2 E HEtRX £ ZE HFE 28 M2 Letste = o
&LICt HWERIII 78 FQ 242 ZE ZHu|ado|MHo| =AM J&2 olatishoF & LICH At
Mgt LI 2 Fiddler 34| EME HZ5AA2.

1EtA. Fiddler Ct22E

2CHA[ HTTPS &= sl

= ools(E) > Options(&4) > HTTPSZ 0|55t Decrypt
HTTPS traffic(HTTPS E2H=|

Options [E.&
General| HTTPS Cnnnecmns'Gatewaz.r:ﬁ.ppearance|5cripmg:Extensions|Performanoe Toolks

Fiddler can decrypt HTTPS sessions by re-signing traffic using seff-generated certificates.
+'| Capture HTTPS CONNECTS [ #Actions

/| Decrypt HTTPS traffic

...from al processes i Certificates generated by CertEnroll engine
Ignore server certificate errors (unsafe)
Check for certificate revocation

Protocols: =client=; ssl3;tls1.0

Skip decryption for the following hosts:

Help Note: Changes may not take effect until Fiddler is restarted. [ oK Cancel

3CHA|. Fiddler R E QB ME AMEEX| 2= E1 HAIX| 4X7F LEILICH Yes(0)& ME4ELICE

ATHA| B MIAIX] 4 X7} D22 "DO_NOT_TRUST_FiddlerRoot...& LIEFLHE CA(CIS 7|29
0|=<HE Mx|stedn gLCt o] QIS ME MXISHAIZNELIT?" Yes(0d)E MEAELICE

S5EHA|. HAFE| E= HEtRX QB M AE ME A0 Finesse AlAIRF L 7HUXF QAIBME =822
ZJtErLICH ZE 8445, 7443 2 (UCCERt 5HE) 4432 & QIELICE 0 & =01 Firefox0l M=
Finesse Operating System Administration H O|X|0{M QIEME CtREE=SHX| b1 ZHEHSHA| O] &
U2 =8 = JUsLct

Options(&44) > Find in Options (search) > Certificates(2!& A) > Servers(A{t) > Add
Exception(0d|2| &F7t) > Location(?IX]) > 5 Finesse AME{0i| CHEH 2t24 L E 0] https://<Finesse
server>:portE 23 L|C}.


https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler
https://docs.telerik.com/fiddler/configure-fiddler/tasks/configurefiddler

Certificate Manager X

Your Certificates People Servers Authorities
You have certificate] aad security Exception [——
I You are about 1o override how Firefox identifies this site. -]
Legitimate banks, stores, and other public sites will not ask you to do this. -
(Mot Stored) _
Senver
(Mot Stored) |
Location:  hitps/Minlucce.local:3445 Get Centificate
(Mot Stored)
Certificate Status
tNDt StC-FEdJ This site atternpts to identify itself with invalid information, Vigw...
(ol Stored) Unknown Identity
{Not Stored) The certificate is not trusted because it hasn't been verified a5 issued by a trusted authority using a seécure signature,
(Mot Stored)
(Mot Stored)
| Permanently store this exception
(Mot Stored) *
LConfirm Security Exception Cancel

OK

6Tt Al Finesse0ll 2121511 http HF 1Y HIA|X|7} Finesse 20|21 E0{| A FiddlerE & 3H
Finesse AMHHE Lt7t=X| & QlghL|Ct,

MZBE oflollH XS 570 HIAIX|E Finesse MBHOIM SE 8t hitp HIQIE HAIXIE EAIELICH &

B HIA|X|= HA|X| 220 BHEHEl 1571HI0|E O] H|O|E{E ZE & 8ILICH E20i= of0|ME O|H
E ot zt2dEl XMPP AO[0|E7F Z & E|0{ /& LICH =T http-bind MIA|X|= Finesse E2H0|HE O
M 2R X2t Finesse MO 8E & BX| 2 &LICE Ol= HTTP Z34t7} nuli(-)0| 8 2& 9
HEOIE 7t null(-1)2] B & lg = A&LCt
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v 1 GeoEdge
) %9 Replay - b Go Stream Fl Decode | Keep: All sessions - B Any Process 4 Find [ Save BB (D) @8 Browse - G Clear Cache ,']’ Teawizard | [ Tearofi | MSDN Search. @ & Online X
# Result  Prot... Hest

Body Cachi.. Content-.. Process Comments Custc = | () Statstics) A Inspectors | £ autoResponder | !mlmmlJ Log | [] Fiters| = Timeine
15 flava... fr Headers | TextView | SyntaxView | WebForms | HexView | Auth Cookies | [ Raw ISON | X0dL

POST hites:/ Tinl.ucce, Ioﬂl 7443/ http-bind/ WTTP/L. 1
Hest: finl.ucce., 1«3%
user-Agent : Mozilla/s, o (-rmduf NT 6.0; WowEd; rvi62.0) Gecke /20100101 Firefox/62.0

6. 200 HTIPS finl.uccelocat..
6. 200 HTTRS  finl.ucceocal
6. 200 HTTPS finl.uccelocat..
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4¥6.. 200 HTTPS finluccelocat.. /desktop/thrdparty/.. 244 text/html  firefo... Pragma: no-cache

4¥6.. 200 HTTPS fdesktopfthrdpartyf.. 731 texthamil  frefou. [Cache-Control: ne-cache

4%6.. 200 HITPS fdesktop/thrdparty/... 01 text/aml  firefou.. <body xmlns="http://jabber .org/protocol Mhttpbind” sid="3117c5ef" rid="2779414706" >

€46, 200 HITPS [desktop/thrdparty/.. 1302 textml  frefo...

4¥6.,.. 200 HTTPS finl.ucceiocat.. fdeskiop/thrdparty)... 307 text/himi  firefo...
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4%6.. 200 HTTPS Idesktop/thedpartyl... 569 text/ami  frefo... Transiormer | Headers || Textuiw | Syntocview | mageview | HexVew | WebUew | Aulh | Cachng | Cookes
6. 200 HTTPS [fdesktopfthrdparty/... 910 text/haml  firefo... Baw ISON | xML
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fun-suoo m.mwuqe... 1,176 textmil  frefo... hanins="hitp: fabber orgipetocalpubsubievent><itsms nodo="Mnesse/opeUserd 7483648 ><tem ids"28a30421-060¢-

200 HITPS
L 1 TIPS fin pithemefing.., mageigl  frefo.. (4 752-8a1d-5adbdac 748771 7 ><nolification xmins="hitp.ljabber. orgiprotocolpubsub™&R; Updatelgt.
. 200 HITPS finl.uccelocat... 720 text/hami  firefo... ":i‘t’:l::g;
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. 200 HTTPS fnl.uccelocat.. [MnessefapiUses/a7.. 20 no-ca.. appicatio.. frefo.. Bl macha Typekgt: 151 media Typesat
. 200 HTTRS rnlume bocat.. /gadgets/makeRequ.. 340 no<ca.. appicatio.. frefo.. &t pendingStatodgl &It pending Statesgt.
200 HTTP e e kool o Fref &t rokesgt,
. 200 HITRS rnlul:u'lxd'... fgadgets/makeRtequ... 340 no-a.. applcation. frefou. &:'}"’ M;“"“g‘ VA froloBgt:
200 HTTP mmwmc ,Jsuu:mlxl 8 no-ca.. textipan  frefo.. P
b6.. 2 HTTP 44 fired SiwraplipOnincominglgr OPTIONAL &R fsrapll pOnincomingSqt:
6. 200 HITP ﬂe(«:trmame fsuc(e-;strt 8 no-ca.. lext/pln  frefo.. ::I’::::gﬁg;hm;u;mm -
stalodgt RE gt
?Lw 1371 St o | Al stoteChango TimeRgt2015-01-11T23.56.54 78328it istateChangeTimeSgt
f6.. 202 HITPS fnl ucce.ioca... ﬁt&se.faq)\-'l.rserﬂ? " 0 no-ca.. apphcatio.. firefo.. it toamidigt SO00SH eamidagt:
" [ 2 HTT finl ak... desktop/theme/fine. 673 mage/gf firefo. At N Lt Mathsdi A
B6..| 200 HI'IF‘S |i11 ucoeocat... [http-bnd/ 57 textfxml.,  frefo.. | SltunigtiinesselapiUsen’d 742364880, -’U"ﬂgl
2 &t fusorkgt:
(6. 200 HTTPS Sit/datasgl.
HITES &t eventSgl PUTAI feventsgt,
= &l |07 1404 2-6b3c-4855-04c! TocBalt, lafig.
(6. 200 HTIPS finl.uccekocat.. [fnessefapySysteml. 232 no-ca.. appicatio.. frefo.. lllswrn-&g}kmm:’upu’UsuMHWﬁﬂfmmu&g
®6..[200__HITPS _finluccelocat_jhty 57 Textxml___fesio._ B po ssage>body’
LI HTIPS _fnl.ucce.ocak... /hitp-bnd] 1 | E
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<body xmins="http://jabber.org/protocol/httpbind'><message xmins="jabber.client” from="pubsub.fin1.ucce local"
to="47483648@fin1.ucce local" id="ffinesselapi/User/4 7483648 47483648@fin1.ucce local_ K7hYF'><event
xmins="htip://jabber org/protocol/pubsub#event”><items node="ffinesse/api/User/47483648"><item id="26a3e421-9d0c
4752-8a1d-5adbdac/4a 7717 ><notification xmins="http.//jabber.org/protocol/pubsub"=&it,Updatedqgt;
&t data&gt;
&lt,user&qgt;
&lt;dialogs&gt, /inesselapiyUser/4 745364 6/halogs&lt/dialogs&gt
&t exdension&gt; 1000581t /exdension&gt
&lt:firstNameé&gt; Isaac&lt; /firstName&gt;
&t lastName&gl, Newton&lt, lastName&gt,
&lt;loginld&gt;4 748364 8&t;loginld&gt;
&t loginName&gt isaac&ltloginName&gt;
&lt;mediaType&gt; 1&lt;/mediaTypedqgt
&lt;pendingState&gt, &lt./pendingStatedagt;
&lt;roles&gt
&lt;role&gt Agent&lt; /role&gt;
&lt./rales&gt;
&lt:settings&gt;
&ltwrapUpOnincoming&gt, OPTIONAL &It AwrapU pOnincoming&at;
&lt;/settings&gt;
&l state&gt, READY &It /state&at,
&lt;stateChange lime&gt, 2019-01-11T23:96:54. 76326t /stateChange Time&gt;
&lt:teamld&gt; S0008t; teamld&qgt;
&lt;teamNamed&gt, Maths&lt. feamNamedgt
&lt;un&gt;finesse/api/User/4 74836484t /undgt;
&lt/userdqgt;
&lt/data&gt;
&ltevent&gt, PUT &It /eventégt
&lt;requestid&gt, 0711 4a42-6b3c-4555-a4c9-afd0abbe 7ccbalt frequestidagt;
&It source&gt. /finesselap/User/47483648&It /sourcedqt;
&t /Update&gt; </notification=<fitem></items></event></message></body>
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Windows Update

Performance Information and
Tools

-

System Properties

| Computer Name | Hardware | Advanced System Protection | Remote
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