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mZ! =X 7|52 ASR1000, ISR4000, ISR1000, Catalyst 1000, Catalyst 8000, CSR1000v !
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<#root>
debug platformcondition ipv4 10.0.0.1/32 both

--> matches in and out packets with source
or destination as 10.0.0.1/32

debug platformcondition ipv4d access-list 198 egress

--> (Ensure access-Tist 198 is
defined prior to configuring this command) - matches egress packets corresponding
to access-Tlist 198

debug platformcondition interface gig 0/0/0 ingress

--> matches all ingress packets
on interface gig 0/0/0

debug platformcondition nmpls 10 1 ingress

--> matches MPLS packets with top ingress
Tabel 10

debug platform condition ingress

--> matches all ingress packets on all interfaces
(use cautiously)

ZSHE X7H0| +HE = OIS CLI BB 2 AF8350d E81E TS Al&FEhLICH
<tfroot>

debug platformcondition start

<#root>
debug pl at form packet-trace packet 1024
-> basic path-trace, and automatically stops
tracing packets after 1024 packets. You can use "circular" option if needed
debug pl at form packet-trace packet 1024 fia-trace -

> enables detailed fia trace, stops
tracing packets after 1024 packets



debug pl at form packet-trace drop [code <dropcode>]

-> if you want to trace/capture only
packets that are dropped. Refer to Drop Trace section for more details.

0| Cisco I0S-XE 3.x EE|lA0M=E M2 £ 7|58 AlZH5tE{™ debug platform

packet -trace enable BT & LICt Cisco I0S XE 16.x EEIAMHAME [ 0|4 0| 7|5

Ol ER3atx| f&LICH

e mZ! FMg MUHEstedHE S ¥ S LU= ELICH
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<#root>
clear platform packet-trace statistics

--> clear the packet trace buffer



<#root>
clear platformcondition al

--> clears both platformconditions and the packet trace configuration

WY E A
Lo 28 HE5HY| I Ol BUS MSH £ FYE £ U B £H ALY oIS
gLt
= .

<#root>
show pl atform condi ti ons

--> shows the platform conditions configured

show pl at f orm packet-trace configuration

--> shows the packet-trace configurations

show debuggi ng

--> this can show both platform conditions and platform packet-trace configured

FHEAME WIS FHRlets BHE2 O30 &L
<#root>
show pl at f orm packet-trace statistics

--> statistics of packets traced

show pl at f orm packet-trace sunmmary

--> summary of all the packets traced, with input and
output interfaces, processing result and reason.

show pl at f orm packet-trace packet 12

-> Display path trace of FIA trace details for the 12th packet in the trace buffer



W2 A 7l £ WS WYy s T CIHI QIZAHE ASELICH ZHR Cli
Jelzate ot g VlHo 2 EEE WY 4 Ut V52 MBFLIC
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« IPFA20OAT

» ACL(Access Control List)

- QIE{mo|A

EcfE HEQlasla £= olasls)

olgfet z7d2 HE{7I WiZ ol ME == fIx[t A7 EolghLct.

ol ofloll Al AHR El= EBIZIO| B 172.16.10.2~172.16.20.22] ICMP T{Zof| CHal Q1A Yo
E SUE TR CHOE sttt &, FHstaX ot= ECiEHE MEELIC o] EEfEE
M=i37| QIsH AR R 4 )i ChYFE 40| Lt

<tfroot>
ASR1000#

debug platformcondition

?

egress Egress only debug
feature For a specific feature
ingress Ingress only debug
interface Set interface for conditional debug
ipv4 Debug IPv4 conditions
ipv6 Debug IPv6 conditions
start Start conditional debug
stop Stop conditional debug
ol i Chg 22T Zo| ML SEZ AL8stod T4 HolgfLich
<#root>
ASR1000#

show access-list 150

Extended IP access Tist 150
10 permit icmp host 172.16.10.2 host 172.16.20.2
ASR1000#

debug platformcondition interface gig 0/0/1 ipv4
access-1list 150 ingress



<#froot>
ASR1000#

debug platformcondition start

<#froot>

ASR1000#

show pl atform condi ti ons



Conditional Debug Global State:

Start

Conditions

GigabitEthernet0/0/1 & IPV4 ACL [150]
Feature Condition Format Value
_______________________ |_______________________ | N,
ASR1000#

QOfstH, Ol 2 XZ K| ME L /R&LICEH
<#root>
access-1list 150 permit icmp host 172.16.10.2 host 172.16.20.2

debug platformcondition interface gig 0/0/1 ipv4 access-1ist
debug platformcondition start

7! 5 A8

Direction

ingress

150 i ngress



101 CHalf XFAIS| A

Tzl F5e SEH W =85 IEfmolA(0: B EE

<#froot>
ASR1000#

debug pl at form packet-trace

?
copy Copy packet data
drop Trace drops only
inject Trace injects only
packet Packet count
punt Trace punts only
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<{froot>

debug pl atform packet-trace packet <pkt-size/pkt-num [fia-trace | summary-only]
[circular] [data-size <data-size>]

Ol BF9| 7|9=0f CiEh dH2 Chst Z&Lich

rir
rot
|'II
0
Ral
m
[
2
i
Ral
o
!
r
_ITI_

« pkt-num - Packet Number(ZHZ! #13)

* summary-only - 2 9f ClIO|E{ Bt ML= X|HFLICH 7|24 2 2 H0[Eet 7|5 B2
OlE{E 2 F A st= AYULc

. fia-trace - A2 O|0|E{ ME 2|0o] FIA £x2 MEHK o Z 3L},

+ data-size - Z2 O|0|E H{I{2| 3 7|E 2,048~16,384H}O|EJ}X| R|HE £ Ql&LICH 7|&
2 2,048H} 0| EQIL|LCE.

<#root>

debug pl atform packet-trace copy packet {in | out | both} [L2 | L3 | L4]
[ size <num byt es>]

« L2/L3/L4 - iZlo| SAZE AFElE IRIE RIEE + A&LICH 2llofo] 2(L2)7F 712 fIxIY
LICE.
- size - SAtElE SO 2|0) & X|HY =+ U&LICE 7222 645 LI
Ol oMz 2742 C|H = 2tof| M MEfet ECfZlol Cia TH! £ g d5tste Ol A 8El=

BE UL

<tfroot>
ASR1000#

debug pl at form packet-trace packet 16

7! £ Hu|adol/ME HEsedH ohs BE S U= Lch

<tfroot>



ASR1000#

show pl at f orm packet-trace configuration

debug platform packet-trace packet 16 data-size 2048
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F ClHZa 2! £ Zu|aefol[dg 25 2™ show debugging BEE 2E =

AA

H1 Mk

o>

<ffroot>
ASR1000#

show debuggi ng

| OSXE Condi ti onal Debug Confi gs:

Condi tional Debug d obal State: Start

Condi ti ons

Di rection
______________________________________________________________________ |_________
G gabi t Ethernet0/0/ 1 & 1 PV4 ACL [ 150] i ngress
| OSXE Packet Traci ng Confi gs:
Feature Condition For mat Val ue
_______________________ |_______________________l________________________________
Feature Type Subnode Level

| OSXE Packet Tracing Configs:

debug pl atform packet-trace packet 16 data-size 2048



M0 EE EECHI EY
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mjZ! =% x| 20|43t Bl O[EIE K| E4H clear
platform condition all B& 3

29ofstH, o] x|z oM ClolElE WZ! =M gEstat7| s XIZNHR| ASEIR&LICH

[e]l]

<#froot>

debug pl at form packet-trace packet 16

2! FHg AH&ste= o|ada = HE

U2 =0 Z2EeE Holstm mZlo MEEl= Al7|E HolgfLIch o & Eo{ ClH E3HE
OIE{m| 0| A g0/0/0 O|ZB|AE TZ0| QUE{T0|A g0/0/02] 24 FIAC| TEE mf Yx|Z 4]
2 Qe A(ingress)oM siE X X| wdlstE 2E A MEI7H FEFELIC
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=x2 Elct21t 22 M 7HK|

172.16.10.20 A 172.16.20.22 5742| ICMP

i CHS BHE2 AI8E = &Lt
<#root>
ASRL1000#

show pl at form packet-trace statistics
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Packets Traced: 5

I ngress
I nj ect
For war d
Punt

Dr op
Consunme

O O O ur o

ASR1000#

show pl at f orm packet-trace sumary

Pkt

I nput Qut put State Reason
0

G 0/0/1 G0/0/0 FWD

1 G 0/0/1 G0/0/0 FWD
2 G 0/0/1 G0/0/0 FWD
3 G 0/0/1 G0/0/0 FWD
4 G 0/0/1 G0/0/0 FWD
ASR1000#

show pl at f orm packet-trace packet O

Packet: 0
CBUG ID: 4
Summary
I nput . G gabitEthernet0/0/1
Qut put . G gabitEthernet0/0/0
State : FWD
Ti mest anmp
Start : 1819281992118 ns (05/17/2014 06: 42: 01. 207240 UTQ)
St op : 1819282095121 ns (05/17/2014 06:42:01. 207343 UTQ)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.20.2
Pr ot ocol o1 (1CQwP)

ASR1000#



S 2o F£ o|E MIELICH o] of

olzt E2{0iA 5742] THZ!0l FHEID 22 QIE{H 0|4, H QIE{H 0|4, AE) W HZ &7
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mZI2 MY S 2I5H o 2f/cH7 (ol F7HE[o{ o] B4 QIEHO|AE Sl CHg S22 MY
FWD| ¢,
={L|CH
HE |mZ!2 FP(Forwarding Processor)0il A RP(Route Processor)(ZIEE Z&i2h)Z ELHEIL|CH
AR i Z!0| FPOI A AF M| EILICE AFA| O|Roll CHE REMIEH LIS S 3top{™ FIA Mg A& A
Lt, T MK 72 EE AL& St 7L, datapath CIHHE AFS&LICH.
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FIA =%

FIA= THZ!0| elael|A E&= o|adA & stLtE EE [ QFP(Quantum Flow Processor) 2
PPE(Packet Processor Engine)0il M =AM o 2 M™AE|= 7|5 S8 ZEELICEH 782 AlAH
of M E Zu|2elo|M tlo|EE 7|8t = B LIC MatA FIA X2 miZlo| ME[E M AAES
Sitste W7ol 55 olstiste ol =&0| Lot

FIAE AIE35t0{ IfZ! £ E gd3ststed™ o Z4m|2dy|o|M Cllo|EHE X &3l oF & LICt.
<#froot>
ASR1000#

debug pl at form packet-trace packet 16 fia-trace

Tz &5 A5
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O|

<#root>

ASR1000#

A A0 A
172.16.20.22 571 2| ICMP IHZ,

MR CH2 FIA 52 B85t Ol ABElE B
Zig 2Lt

show pl at f orm packet-trace sumary

kt  Input

Gi0/0/1
Gi0/0/1
Gi0/0/1
Gi0/0/1
Gi0/0/1

A WNROT

ASR1000#

OQutput State Reason
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD
Gi0/0/0 FwD

show pl at f orm packet-trace packet O

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State FWD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTO)
Path Trace
Feature: IPV4
Source : 172.16.10.2
Destination : 172.16.20.2
Protocol 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT
Timestamp : 3685243309297
Feature: FIA_TRACE
Entry : 0x82011a00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Timestamp : 3685243311450
Feature: FIA_TRACE
Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Timestamp : 3685243312427
Feature: FIA_TRACE
Entry : 0x82004b68 - IPV4_OUTPUT_LOOKUP_PROCESS
Timestamp : 3685243313230
Feature: FIA_TRACE
Entry : 0x8034f210 - IPVA_INPUT_IPOPTIONS_PROCESS
Timestamp : 3685243315033
Feature: FIA_TRACE
Entry : 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp : 3685243315787
Feature: FIA_TRACE
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Entry : 0x80321450 - IPV4_VFR_REFRAG
Timestamp : 3685243316980

Feature: FIA_TRACE
Entry : 0x82014700 - IPV6_INPUT_L2_REWRITE
Timestamp : 3685243317713

Feature: FIA_TRACE
Entry : 0x82000080 - IPV4_OUTPUT_FRAG
Timestamp : 3685243319223

Feature: FIA_TRACE
Entry : 0x8200e500 - IPV4_OUTPUT_DROP_POLICY
Timestamp : 3685243319950

Feature: FIA_TRACE
Entry : 0x8059aff4 - PACTRAC_OUTPUT_STATS
Timestamp : 3685243323603

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 3685243326183

ASR1000#

QIE{mo|A 2t HAZBE FIA 22

ZSlE AR C|HOE &d3ststH TS CIHZO| FIAY| ZIs2 2 FIHEILICH 2IE{H 0|A MM
MElstE 7ls = Mol el A EE{7F MASHH M- E|o{oF & LICH o|& E0{, Z7HE EE0]
M AP NAT FAE A5l 0k SHEX| AFE NAT TAE A28l o StEX| 048 E X|Z5HofF EFL|Ct.
ol & olapA wWeko 2 M5l El ZeiE ZHE ClHZol Cidt FIAS] 7|5 =2 EoiE L
C}.

<f#froot>

ASR1000#

show pl atform hardware qf p active interface if-name G gabitEthernet 0/0/1

Ceneral interface information
Interface Name: G gabitEthernet0/0/1
Interface state: VALID
Platforminterface handle: 10

QFP interface handle: 8

Rx uidb: 1021

Tx uidb: 131064

Channel : 16

Interface Rel ationships

BGPPA/ QPPB i nterface configuration information
I ngress: BGPPA/ @PPB not configured. flags: 0000
Egress : BGPPA not configured. flags: 0000

i pv4_i nput enabl ed

i pv4_out put enabl ed.

| ayer2_i nput enabl ed

| ayer 2_out put enabl ed.
ess_ac_i nput enabl ed



Features Bound to Interface:

2 GC FIA state

48 PUNT | NJECT DB

39 SPA/ Marnot server

40 et her net

11FM

31 icnp_svr

33 ipfrag_svr

34 ipreass_svr

36 ipvfr_svr

37 ipvevfr_svr

12 CPP | PSEC

Protocol O - ipv4_input

FI A handl e - CP:0x108d99cc DP: 0x8070f 400
| PVA_I NPUT_DST_LOCKUP_I SSUE (M
| PVA_I NPUT_ARL_SANITY (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

| PVA_| NPUT_DST_LOCOKUP_CONSUME (M

| PV4_| NPUT_FOR_US_MARTI AN (M

| PV4_I NPUT_| PSEC CLASSI FY

| PVA_I NPUT_I PSEC_COPROC_PROCESS

| PV4_I NPUT_| PSEC_RERUN_JUWP

| PV4A_I NPUT_LOOKUP_PRCCESS (M

| PVA_I NPUT_I POPTI ONS_PRCCESS (M

| PV4A_I NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 1 - ipv4_output

FI' A handl e - CP: 0x108d9a34 DP: 0x8070eb00
| PV4_QUTPUT_VFR
MC_QUTPUT_CGEN_RECYCLE (D)

| PV4_VFR_REFRAG (M

| PVvA_QUTPUT_I PSEC_CLASSI FY

| PV4A_QUTPUT_I PSEC_COPROC_PRCCESS

| PV4A_QUTPUT_I PSEC_RERUN_JUMP

| PV4_QUTPUT_L2_REWRI TE (M

| PVA_QUTPUT_FRAG (M

| Pv4A_QUTPUT_DROP_PCLICY (M
PACTRAC_QUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 8 - layer2_input

FI' A handl e - CP: 0x108d9bd4 DP: 0x8070c700
LAYER2_INPUT_SIA (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

LAYER2_| NPUT_LOOKUP_PRCCESS (M
LAYER2_| NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 9 - layer2_output

FI' A handl e - CP: 0x108d9658 DP: 0x80714080
LAYER2_QUTPUT_SERVI CEW RE (M
LAYER2_QUTPUT_DROP_PCLICY (M
PACTRAC_OUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 14 - ess_ac_i nput



FIA handl e - CP: 0x108d9ba0 DP: 0x8070ch80
PPPOE_GET_SESSI ON

ESS_ENTER SW TCHI NG

PPPOE_HANDLE_UNCLASSI FI ED_SESSI ON

DEF_| F_DROP_FIA (M

Q' pEth Physical Information
DPS Addr: 0x11215eb8

Submap Tabl e Addr: 0x00000000
VLAN Et hertype: 0x8100

QCS Mode: Per Link

ASR1000#

3 7|soil siE &Lt

£ 1: CBUG_INPUT_FIA 2 DEBUG_COND_INPUT_PKT= EHE0| &&=
7

U5 ClH



Ol MMM dHstE WAEH FHElE 2 WS SAF L HEE £ Q&LICH ol ooM= 213
oA 28 (172.16.10.2~172.16.20.2)01| M =|CH 2,048H}0|E 9| THZ! 2 S| Atet= WS Eof FLICH
Tt &7t BH2 oS0 &L

<#root>

ASR1000#

debug pl at form packet-trace copy packet input size 2048

21 SALE DiZlo] 3 7|E 16~2,048HI0|E & |elL|Ct.



<tfroot>
ASR1000#

show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 14

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp
Start : 1819281992118 ns (05/17/2014 06:40:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:40:01.207343 UTO)

Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 4458180580929
<some content excluded>

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 4458180593896

Packet Copy In

a4934c8e 33020023 33231379 08004500 00640160 0000ff01 5fl6acl0 020laclO
01010800 1fd40024 00000000 000184d0 d980abcd abcdabcd abcdabcd abcdabcd
abcdabcd abcdabcd abcdabcd abcdabcd abcdabcd abcdabcd abcdabed abcdabced
abcdabcd abcdabcd abcdabcd abcdabcd abcd

ASR1000#

25 LR

Drop trace Cisco |I0S-XE Software Release 3.11 O|&0{| M AFE & 4= & LICt AMA|E ThZlo]
CHH M EiZ] X2 g MHstELIct 0| 7|sel £ 32 o1 #&LUct

- MEiXMo = B AKX ZEof CHEt X el EEE XIHE = JU&Lct

- AKX OHEE Z&{5t7| IH T E= QIEH|O|A =74 Q10| AL & = U&LICH.

« &K O|HE XM= miZ! ol =Ho| ofL|E2t &FA|| ApABH =XEE of0lELct Jg{Lt ZHS
IHMEHHLE CHS ClH O HAIE 98t BEME MS35t7| fIsi 29F diolE, F& d|o|E & mfZl
=2 9H7'(.|ol- A OIAL_||_—_|.
= H- T AAHEH

<tfroot>

debug pl at form packet-trace drop [code <code- nunp]



AX|| 3 E & show platform hardware gfp active statistics drop detail B2 £240f E 1 El AHA|| ID2}
|

<ffroot>
ASR1000#

show pl atform hardware gfp active statistics drop detai

I D
Global Drop Stats Packets Octets
60
IpTt1Exceeded 3 126
8
Ipv4Aci 32 3432

Drop Trace A|LIE[22] 0f

172.16.10.20 A 172.16.20.22 2| EEHZS Atx||5l2d™H ASR1K2| Gig 0/0/0 QIE{TH| 0| A0] O]
ACLE ME%rLICt.

access-1list 199 deny ip host 172.16.10.2 host 172.16.20.2
access-1list 199 permit ip any any
interface Gig 0/0/0

ip access-group 199 out

oM 273 SAEZ 0| EBfEIE AtK|stE ACLO| A El AEHod| A Of drop-trace Z4I|1

<#froot>

debug platformcondition interface Gg 0/0/1 ingress

debug platformcondition start

debug pl atform packet-trace packet 1024 fia-trace



debug pl atform packet-trace drop

172.16.10.204 A 172.16.20.22 5742| ICMP & m{Zlg EL|C}.
ACLOil olaH AR El ol2{8t ThZIS Z{BtLich,
<#root>
ASR1000#
show pl at f orm packet-trace statistics
Packets Summary
Matched 5
Traced 5
Packets Received
Ingress 5
Inject O
Packets Processed
Forward O
Punt 0
Drop 5
Count Code Cause
5 8 | pv4Ac
Consume O
ASR1000#
show pl at f orm packet-trace sumary
Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
1 Gi0/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
2 Gi0/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
3 Gi0/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
4 Gi0/0/1 Gi0/0/0 DROP 8 (Ipv4Ac)
ASR1K#

debug pl atform condition stop

ASR1K#

show pl at f orm packet-trace packet O

Packet: 0O CBUG ID: 140
Summary
Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0



State : DROP 8 (1 pv4Acl)

Timestamp

Start : 1819281992118
Stop : 1819282095121
Path Trace

Feature: IPV4

Source : 172.16.10.
Destination : 172.16.20.
Protocol 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x806c7eac

Lapsed time: 1031 ns
Feature: FIA_TRACE
Entry : 0x82011c00
Lapsed time: 657 ns
Feature: FIA_TRACE
Entry : 0x806a2698
Lapsed time: 2773 ns
Feature: FIA_TRACE
Entry : 0x82000170
Lapsed time: 1013 ns
Feature: FIA_TRACE
Entry : 0x82004500
Lapsed time: 2951 ns
Feature: FIA_TRACE
Entry : 0x8041771c
Lapsed time: 373 ns
Feature: FIA_TRACE
Entry : 0x82013400
Lapsed time: 2097 ns
Feature: FIA_TRACE
Entry : 0x803c60b8
Lapsed time: 373 ns
Feature: FIA_TRACE
Entry : 0x806db148
Lapsed time: 1297 ns
Feature: FIA_TRACE
Entry : 0x806a0c98
Lapsed time: 78382 ns

ASR1000#
Mol 3 HE £

Inject and punt packet trace 7|52

£ FHot7| @lsl FItHE

ns (05/17/2014 06:42:01.207240 UTC)
ns (05/17/2014 06:42:01.207343 UTC)

N

- DEBUG_COND_INPUT_PKT

- IPV4_INPUT_DST_LOOKUP_CONSUME

- IPV4_INPUT_ACL

- IPV4_INPUT_FOR_US_MARTIAN

- IPV4_OUTPUT_LOOKUP_PROCESS

- IPV4_INPUT_IPOPTIONS_PROCESS

- MPLS_INPUT_GOTO_OUTPUT_FEATURE

- IPV4_MC_OUTPUT_VFR_REFRAG

- OUTPUT_DROP

- IPV4_OUTPUT_ACL

AR&LICH
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<#root>

ASR1000#

debug platformcondition ipv4 172.16.10.2/32 both
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ASR1000#

debug platformcondition start

ASR1000#

debug pl at form packet-trace punt

ASR1000#

debug pl at form packet-trace inject

ASR1000#

debug pl at form packet-trace packet 16

ASR1000#

ASR1000#ping 172.16.10.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 14/14/15 ms
ASR1000#

Ol|A| punt & ZAutE &FQIE 4= nject trace rA&LILCEH.



<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt I nput Qut put State Reason

0 I NJ. 2 G0/0/1 FWD

1 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
2 I NJ. 2 G0/0/1 FWD

3 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
4 I NJ. 2 G0/0/1 FWD

5 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
6 I NJ. 2 G0/0/1 FWD

7 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
8 INJ. 2 G0/0/1 FWD

9 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
ASR1000#

show pl at form packet-trace packet 0

Packet: O CBUG I D: 120
Summary
| nput D INJ. 2
Cut put : G gabitEthernet0/0/1
State . FWD
Ti mest anmp
Start : 115612780360228 ns (05/29/2014 15:02:55.467987 UTC)
St op : 115612780380931 ns (05/29/2014 15:02:55. 468008 UTC)
Path Trace
Feature: |PV4
Sour ce » 172.16.10. 1

Destination : 172.16.10.2
Pr ot ocol 1 (1 aw)



ASR1000#
ASR1000#

show pl at f orm packet-trace packet 1

Packet: 1 CBUG ID: 121
Sunmmary
I nput : G gabitEthernet0/0/1
Cut put : internal 0/0/rp:0
State : PUNT 11 (For-us data)
Ti mest anmp
Start : 115612781060418 ns (05/29/2014 15:02: 55. 468687 UTC)
St op : 115612781120041 ns (05/29/2014 15:02:55. 468747 UTC)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.10.1
Pr ot ocol o1 (1 CQwP)
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<#root>

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#debug platform condition start

Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#
Router#show plat pack pa 0
Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTO)
Stop 1 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 17 (ubP)
SrcPort 1 2640
DstPort : 500

I0Sd Path Flow: Packet: 0 CBUG ID: 674
Feature: INFRA
Pkt Direction: 1IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: 1IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination 1 172.18.124.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping

Source : 10.118.74.53(2640)



Destination : 172.18.124.38(500)
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<#root>

Router#show platform packet-trace packet 2
Packet: 2 CBUG ID: 2

1 OSd Pat h Fl ow

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK 1 2346709419
SEQ : 3052140910
Source 1 172.18.124.38(22)

Destination : 172.18.124.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346
Summary

Input : INJ.2
Output : GigabitEthernetl
State : FwD

Timestamp



Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)

Stop 1 490928038567 ns (06/29/2020 13:31:30.807911 UTC)
Path Trace
Feature: IPV4(Input)
Input : internal0/0/rp:0
Output : <unknown>
Source 1 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)
SrcPort 1 22
DstPort : 52774
Feature: IPSec
Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 172.18.124.55
Local Addr: 172.18.124.38

LFTSHZ! =X

LFTS(Linux Forwarding Transport Service)= CPPOIM TS E|= THZ S 10Sd 0]2/2] oHEE|A|I0|Me 2 T ot TS HFHLIE LIt
LFTSTZ! £ FoolMe 42 £ 23401I OlzHgt miZlof CHEt £ HEE FIIMELICH LFTSFH HEE 7IMe ol 22
Bt 71 Au|adio|M2 gi&gLICt CHS2 NETCONF ol Z (A o|Mof cist HEE miZlol Chet LFTS £ ol £3 of Lt
<#root>
Router#show plat packet-trace pac 0
Packet: 0 CBUG ID: 461
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start 1 647999618975 ns (06/30/2020 02:18:06.752776 UTC)
Stop 1 647999649168 ns (06/30/2020 02:18:06.752806 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 6 (TCP)
SrcPort : 65365
DstPort : 830

LFTS Path Flow. Packet: 0 CBUG | D 461



Feature: LFTS

Pkt Direction: 1IN
Punt Cause : 11
subCause : 0

AH2X} Ho| EE{of 7|4gt Tf3l =X DiH UX|(ASR1000 EHZ 0Tt s

Cisco IOS-XE & Z|A 17.3.101 A= UDFAHS AL Ho| ZH) IZetE 7|8 e 2 5t IZ 9| @l ZE
mZ! Uz HI7HLIE Ol ASR1000 ME 0| FIHEIRELICH ELM E&E L2LIL4EIEH FEO| LH7
%! ofE ol 7+—°*LIE+. CHS oM E L3 Q8 T2 EZ F|c{ollM 26HI0|E S| L EZMEE] A|AHS
2HIO|Eof YUx|5t= UDF HelE Eof FLIC

ol URIAIZ|7| I3 Mz 2
Ol W= g Yl¥roz Roist

b
e AL XF Ho| TiE 0x4D29]

udf grekey header outer 13 26 2
ip access-1ist extended match-grekey
10 permit ip any any udf grekey 0x4D2 OxFFFF

debug plat condition ipv4 access-Tist match-grekey both
debug plat condition start
debug plat packet-trace pack 100
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o] ool ME QIE{H O|A AA NAT(Network Address Translation)7t 224 A{E51(172.16.10.0/24)01 CHEH ASRIK (Gig0/0/0)2] WAN ¢!
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0

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace
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<#root>

ASR1000#

show pl at form packet-trace sumary

Pkt  Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FwWD
1 Gi0/0/1 Gi0/0/0 FwWD
2 Gi0/0/1 Gi0/0/0 FwWD
3 Gi0/0/1 Gi0/0/0 FwWD
4 Gi0/0/1 Gi0/0/0 FwWD
ASR1000#

show pl at f orm packet-trace statistics

Packets Summary

Matched 5

Traced 5
Packets Received
Ingress 5

Inject O
Packets Processed
Forward 5

Punt 0

Drop 0

Consume O

ASR1000#

show pl at f orm packet-trace packet O



Packet: 0 CBUG ID: 146

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp

Start : 3010217805313 ns (05/17/2014 07:01:52.227836 UTO)
Stop : 3010217892847 ns (05/17/2014 07:01:52.227923 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x803c6af4 - IPV4A_INPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 942 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 568 ns

Feature: FIA_TRACE

Entry : 0x803c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feat ure: NAT

Direction : INto QUT

Action . Transl ate Source
O d Address : 172.16.10.2 00028
New Address : 192.168.10.1 00002

Feature: FIA_TRACE

Entry : 0x8031c248 - IPV4_NAT_OUTPUT_FIA

Lapsed time: 55697 ns

Feature: FIA_TRACE

Entry : 0x801424f8 - IPVA_OUTPUT_THREAT_DEFENSE
Lapsed time: 693 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns



Feature: FIA_TRACE
Entry : 0x82014900
Lapsed time: 444 ns
Feature: FIA_TRACE
Entry : 0x82000080
Lapsed time: 88 ns
Feature: FIA_TRACE
Entry : 0x8200e600
Lapsed time: 1457 ns
Feature: FIA_TRACE

IPV6_INPUT_L2_REWRITE

IPV4_OUTPUT_FRAG

IPV4_OUTPUT_DROP_POLICY

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 7431 ns
ASR1000#

3l 2 0 - VPN

Of ool A& 172.16.10.0/242 172.16.20.024(2Z A A MHEW) 7ol 22 = EB{EHE E355t7| 2/ ASRIKE Cisco 10S 2t
E{ Ztoll AtO|E CH AtOIE VPN Ef'd0| AHZE LIt

Hge
X 7

25 7

Gig 0/0/1 QIE{H| 0| A0l A 172.16.10.2011 A1 172.16.20.22 E2& VPN EZHEE FHslE Ol AIRElE Z3HE = 2 g3
TaEold ULt

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace
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<#root>
ASR1000#

show pl at f orm packet-trace sumary



Pkt Input Output State Reason
0 Gi0/0/1 Gio/0/0 FwD

1 Gi0/0/1 Gio/0/0 FwD

2 Gi0/0/1 Gio/0/0 FwD

3 Gi0/0/1 Gio/0/0 FwD

4 Gi0/0/1 Gio/0/0 FwD

ASR1000#

show pl at f orm packet-trace packet O

Packet: 0 CBUG ID: 211

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwD

Timestamp

Start : 4636921551459 ns (05/17/2014 07:28:59.211375 UTCO)
Stop : 4636921668739 ns (05/17/2014 07:28:59.211493 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 622 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 320 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 1102 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4A_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 586 ns

Feature: FIA_TRACE

Entry : 0x803¢c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x80757914 - MC_OUTPUT_GEN_RECYCLE

Lapsed time: 195 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4A_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns



Feature: |PSec

Resul t : | PSEC_RESULT_SA

Action . ENCRYPT
SA Handle : 6

Peer Addr : 192.168.20.1
Local Addr: 192.168.10.1

Feature: FIA_TRACE
Entry : 0x8043caec
Lapsed time: 9528 ns
Feature: FIA_TRACE
Entry : 0x8043915c
Lapsed time: 355 ns
Feature: FIA_TRACE
Entry : 0x8043b45c
Lapsed time: 657 ns
Feature: FIA_TRACE
Entry : 0x8043ae28
Lapsed time: 888 ns
Feature: FIA_TRACE
Entry : 0x80436f10
Lapsed time: 2186 ns
Feature: FIA_TRACE
Entry : 0x8043b45c
Lapsed time: 675 ns
Feature: FIA_TRACE
Entry : 0x82014900
Lapsed time: 1902 ns
Feature: FIA_TRACE
Entry : 0x82000080
Lapsed time: 71 ns
Feature: FIA_TRACE
Entry : 0x8200e600
Lapsed time: 1582 ns
Feature: FIA_TRACE
Entry : 0x82017980
Lapsed time: 3964 ns
ASR1000#

‘dsofl ojx= B

IPV4_OUTPUT_IPSEC_CLASSIFY

IPV4_OUTPUT_IPSEC_DOUBLE_ACL

IPV4_IPSEC_FEATURE_RETURN

IPV4_OUTPUT_IPSEC_RERUN_JUMP

IPV4_OUTPUT_IPSEC_POST_PROCESS

IPV4_IPSEC_FEATURE_RETURN

IPV6_INPUT_L2_REWRITE

IPV4_OUTPUT_FRAG

IPV4_OUTPUT_DROP_POLICY

MARMOT_SPA_D_TRANSMIT_PKT
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