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Device Security Mode |Enu:r1,r|:uteu:| V|
Incorning Transport Type™® |TLS V|
Cutgoing Transport Type TLS il

() Enable Digest Authentication
Monce Validity Tire {rnins)* 00

Secure Certificate Subject or Subject Alternate Mame |S1p-cr

L
| Incorning Port® 5061

[_JEnable application level authorization

] Accept presence subscription
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(] Accept unsolicited notification
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[ Transmit security status
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SIP V150 Outbound SDP Offer Filtering * |Llse Default Filter i
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Device Security Mode |En|:r1_.rpted Vl
Incaring Transpart Tvn,r|:u3"c |TLS Vl
Qutgaing Transport Type |TLS Vl
[|Enable Digest Authentication

Monce Validity Tirme (rnins)® 600

Secure Certificate Subject or Subject Alternate Name |cvp1.dcloud.cisca.com |

Incoming Port® SO61

[_JEnable application level authorization

] Accept presence subscription
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] &coept unsolicited notification
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[ Transmit security status
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5. H=| 74 SIP Trunk Security Profile -r*l SecureSIPTLSForCube.

rSIP Information

Destination
[ Destination address is an SRY
Destination Address Destination Address IPvE Destination Port
1* [198.18.133.226 || 5061
MTF Preferred Criginating Codec™ Flilulaw i
BLF Presence Group® | Standard Presence group V|
ISIP Trunk Security Profile® | SecureSIPTLSfarCube | |
Rerouting Calling Search Space |< Mone = v|

6. 22l save AT CI 2 Rest & Il save P44 A2 M2 EHLC}H

Trunk Configuration

B Save x Delete % Rezet '::} Acled Mew

Status
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The configuration changes will not take sffect on the trunk urtil s resst iz performed. Uses the Resst button or Job Scheduler 1o sxeculs the reset.
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8. 22! cvp-sip-Trunk CVP E-E 3 741|180 I 0| X|E LT
9. Of2E AT E 35109 siP Information A 2! B4Z3 pestination Port =& 5061 .
10. Y48 sIP Trunk Security Profile =%l SecureSIPTLSForCvp.

r SIP Information

Destination

[ pestination address is an SRV

Destination Address Destination Address IPv6 Destination Port

|| 5061

1* [198.18.133.13

MTF Freferred Originating Codec® Fliulaw
BLF Presence Group® Standard Presence group V|
ISIP Trunk Security Profile* SecureSIPTLSforCyp hd |

11. 22 save 1T CIF Rest & §8H save 44

Trunk Configuration

LE Save x Delete % Reset |:|']= acled Mew

Status
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The configuration changes will not take effect on the trunk urtil a reset is performed. Uze the Reset button or Job Scheduler to execute the reset.
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1. CHZ 0l 232! cisco Unified Serviceability Interface.

2. |E:'||'*—'|'| Tools > Service Activation.

gl Cisco Unified Serviceability

CI5CO  Eor Cisco Unified Communications Solutions

Alarm «  Trace - | Toole + | Snmp * CalHome *+ Help -

Service
Activation

Control Center -
Feature Services

3. CUCM MHE MEISIT co.

ervice Activation

Select Server

==

Server”| cucm1.dcloud.cisco.com--CUCM Voice/Video ~ || Go

4. =X Cisco Certificate Authority Proxy Function = 2251 save MHIAE E/ESIEILICEH 28] ok &0
ot
Security Services
| Service Name Activation Status
Cisco Certificate Authonty Proxy Function Deactivated
[] Cisco Certificate Enrollment Service Deactivated
5. MH|A T} /St E|A=K| = QI CHS  cisco Unified CM Administration.
Cisco Unified Serviceability
Cisco Unified Reporting
Cisco Unified CM Administration
Disaster Recovery System
- Cizen Unified Serviceahility m
6. CUCM ZtZ|0o] 2221 system > Security > Phone Security Profile & B # 2 x|0f| CH&t & x| 2 ¢oF
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Svztemn wf| Call Routing * Media Rezources +  Advanced Festures +  Dewi
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DatesTime Group
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DHCP b

LDAP k

SAML Single Sign-On
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Service Parameters
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Licensing k SIP Trunk Security Profile

Geolocation Configuration CUMA Server Security Profile
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Phone Security Profile (I -1o0f1) Rows per Pagel 50 'I

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I 'ﬁ'}’l ='|

I- Name “ Ceszcription Copy

Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

8. T2l O|E 2 C}S 22 B4 cisco Unified Client Services Framework - Secure Profile O] O|0|X|04] FE A|
E CHZ of7iH~E 9448 CFR save HO| X[ 2] 1% AFEHO] Q& LICE

Svstem *  CallRouting *  Media Resources = Advanced Festurez = Device = Application = User

—Status

® 8dd successful

—Phone Security Profile Information

Product Type: Zisco Unified Client Services Frameworlk

Device Protocol; SIF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted ;l
Transport Type™® |-|-|_5 |

M TETP Encrypted Config

r Enable Oauth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |En,r Mull String -]
Key Order® [rsa only B
RSA Key Size (Bits) ¥ [z048 -
EC Key Size (Bits) |{ MNane = -]

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

—Parameters used in Phone

SIP Phone Port™® [5op1

Sawve | Delete | Zapy | Feset | apply CnnfigJ add Mew |

9. 7Cn_'|§|'7| I:|I:||-O|ﬁ EET&'% Aé"gx—]lgi gggn_l' —?— Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Seltings L4

10. 22l Find AHE 7t58t 2 E ™3 7|8 LIE5t2dH™ o|0|ME M35 7|8 E&8IgrLIC.

11. 0'||0|X'| E & |_'|-l_1-| E'”OM_ J_L|O|7(|7|- °4E|=|I|—| |-_-|'. 7;(<|'7| Certification Authority Proxy Function (CAPF)
Information MM E FH X SIAMA|R. LSCE MX|5HE2{™ certificate Operation 3= Install/lUpgrade 2!
Operation Completes by & & M2 HZEELICT

— Certification Authority Proxy Function {(CAPF) Information

Certificate Operation® Install/Upgrade ""’l
Authentication Mode * By Mull String “ |

Authentication String

Key Order® [RZA Only v

RSA Key Size (Bits) ™ | 2043 v |

EC Key Size [(Bits] At
| Operation Completes By |zoz1  |jo4  [[16 ||12 | (vvvriMm:DDiHH)

Certificats Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. 7‘|'7| Protocol Specific Information MME 7|_§:|'_75_3|'QA|9_ H_7 Device Security Profile =4 2l cisco Unified

Client Services Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode® | None |
Packet Capture Duration ||:|

BLF Presence Group® |Star||:|ar|:| Presence group v|
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec™ 71i1iulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hv|

Ferouting Calllng =earch Space Cisco Unified Client Services Framework - Secure Profile

13. 22| save H|O|X|2| 1% Er0f J&LICH HE A 0| d3Hez MY EJ=X] &lstn

Reset.



System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

H

14. HY 0| U2 Reset 2 S 2FYS = lgfLCt

I

Device Reset

r Reset Information

15. O O|ME EIH}OIA7} CUCMO]| CtA| & 1 SEE[H A H|0|X|§ MZE 1X|1 LSC7t 83
Mo 2 MX|EIA=X| &QIELICH 23 certification Authority Proxy Functlon (CAPF) Information A4
, Certificate Operation CHX 2 2 A E[0{0F B LICt. No Pending Operation 2! Certificate Operation Status CF

2O 2 MMEl upgrade Success .

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation™® ! Mo Pending Operation "

Authentication Mode ¥ By Null String

Authentication String

Generate String
Key Order* RSA Only
RSA Key Size (Bits)* 2048
EC Key Size (Bitz)
Operation Completes By 2021 |04 |16 |[12 | (YYYY:MM:DD:HH)

I Certificate Operation Status: Upgrade Success
Mote: Security Profile Contains Addition CAPF Settings.

-~

16. CHHIE HX5AA|I2. CUCME2 AI25l0{ SIPE E55tE O AF2E CH2 of|0|™ME CiHfo|A
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g E35t7] Ia 7-13



& QlgrLict.

e

3 .
TLS 4Z0| S‘i%% EHoIgfLCt.

S

TLS M|4A40| SFLtEH 24

.’srz 34X CUCM(198.18.133.3)0ll M= SIP S 4401 CHEH &4
U&LICH &-d3tE SIP 20| 1e™ SIP TLS ¢4Z40]| ei&LICt.
2. CVPOl| 21915t Wireshark® A|ZHgtL|Ct.
AlsiStod CUBES| SIP 415 &{Z|E &

3. Z4EH MIE{ HE 2 E|AE XMSHE AU},
4. CVP M2 2 o|sELICt WiresharkOlA O] ZE{E

QlgfLict.
ip.addr == 198.18.133.226 && tIs && tcp.port==5061



CeRc RE Res=E=F oz [Eaaan

[ [ip-addr == 158.18.133.226 &4 tis &3 tep.port==5061]

Ma. Tirne Source Destination Protocal  Length Info
2409 63.18637@ 198.18.133.226 198.18.133.13 TLSv1.2 173 Client Helle
2411 63.183691 198.18.133.13 198.18.133.226 TLSv1l.2 1153 Server Hello, Certificate, Server Hello Done
2414 63.188871 198.18.133.226 198.18.133.13 TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2415 63.20823828 198.18.133.13 198.18.133.226 TLSv1.2 6@ Change Cipher Spec
2416 63.283063 198.18.133.13 198.18.133.226 TLSv1.2 123 Encrypted Handshake Message
2419 B63.287388 198.18.133.226 198.18.133.13 TLSv1.2 614 Application Data
2421 63.255349 198.18.133.13 198.18.133.226 TLSv1.2 635 Application Data
2588 63.495588 198.18.133.13 198.18.133.226 TLSv1.2 1867 Application Data
2565 63.585008 198.18.133.226 198.18.133.13 TLSv1.2 587 Application Data
2 o =
2Ql: SIP over TLS ©17Z40| MH (A& LI7H? CHEFO| "0d"2l Z4 CVPS} CUBE Zto| SIP &13
7t eF&stCh= Zd0| &340 & QlE Lt
o = = ; o T = ==
5. CVP2I CVVB 7F2| SIP TLS A S Qg LICH SUet Wireshark MM CtS HEE AAE
LICE.
ip.addr == 198.18.133.143 && tls && tcp.port==5061
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mae RE Re==sFss[EaaaH
[ [ip.addr == 198.18.133.143 && tis && tcp.port=="5061]
Mo, Time Source Destination Protocol  Length Info
249@ B3.358533 198.18.133.13 198.18.133.143 TLSv1.2 171 Client Hello
2494 §3.36@224 198.18.133.143 198.18.133.13 TLSv1.2 1285 Server Hello, Certificate, Server Hello Done
2496 63.365714 198.18.133.13 198.18.133.143 TLSw1.2 321 Client Key Exchange
2498 63.485567 198.18.133.13 198.18.133.143 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
2581 63.434463 193.158.133.143 193.18.133.13 TLSw1.2 129 Change Cipher Spec, Encrypted Handshake Message
2583 63.442731 198.18.133.13 198.18.133.143 TLSv1.2 631 Application Data
2585 63.446286 198.18.133.143 198.18.133.13 TLSv1.2 539 Application Data
2586 63.472883 198.18.133.143 198.18.133.13 TLSv1.2 1@e3 Application Data
2566 63.512889 198.18.133.13 198.18.133.143 TLSv1.2 715 Application Data
41 4O a o
&rQl: SIP over TLS 2Z0| EEIR&LI7H? CHEO| oY B2, E22 CVPL CVVB Ato|2)
=lro = =
SIP A&7t etHE S Eeletrt
= o S S A | A =
6. CUBE2| CVPE AF835l04SIP TLS 4 E &eled =& /&LICH vCUBE SSH M2 2 0|S 36t
o o == = =
1 ChHE BEE A-stod 2ok sip A5 E FHQlgfLct

show sip-ua connections tcp tls detail



& 0l: CVP2} SIP over TLS 24Z40| A
AlS 7} OHABICHE 7d0| &

Cisco Finesse

Agent

Agent Mame

HMEL|77}? CHE o] "of" el AL
=240 & I-E!I_IEL

CVP2} CUBE 7t2| SIP

RlE A4S0l gl o2 MOH(TH7| & &2)7t A

!\.': Not Ready

Ready

State ® EBreak



9. §EH 20| o1 St &= et ELICH 22 Answer T2

M
s
mjo
>
o
Iy
r
ful

Incoming Call from 3227046971

Customer Name Michael Littlefoot

Customer Email michael.littlefoot@decloud.cisco.com
Customer Address -
0o:03 Gall Reason

Mortgage Informat... - Adwvisor Services

Advisor Services

10. S3t7+ A E A AZGELICH

11. CVP2Q} CUCM Zt2e| SIP A5 2 #0152 CVP MM 2 0|5 35104 Wireshark0il A O] ZE{E
AlEhLICEH
ip.addr == 198.18.133.3 && tls && tcp.port==5061

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZe BPRE QRes=FTIS[EFaaan

[ [ip.addr == 198.18.133.3 &8& ts && tcp.port==5061

Mo, Time Source Destination Protocol  Length Info

| 22887 657.375539 198.18.133.13 1198.18.133.3 j TLSv1.2 172 Client Hello

| 22889 B57.376159 198.18.133.3 198.18.133.13 TLSv1.2 1514 Server Hello
2209@ 657.376159 198.18.133.3 198.18.133.13 TLSw1.2 1242 Certificate, Certificate Request, Server Hello Done
22893 657.3808313 198.18.133.13 198.18.133.3 TLSv1.2 1330 Certificate, Client Key Exchange
22895 657.392428 198.18.133.13 198.18.133.3 TLSv1.2 323 Certificate Verify
22098 657.431871 198.18.133.13 198.18.133.3 TLSv1.2 129 Change Cipher Spec, Encrypted Handshake Message
22100 657.432498 198.18.133.3 198.18.133.13 TLSvi.2 129 Change Cipher Spec, Encrypted Handshake Message
22182 657.448345 198.18.133.13 198.18.133.3 TLSv1.2 583 Application Data
22184 B57.441387@ 198.18.133.3 198.18.133.13 TLSv1.2 sa7 ﬁpplication Data
22187 657.5@9253 198.18.133.3 198.18.133.13 TLSv1.2 1195 Application Data

&l 2= SIP SA10| TLSE S35 CUCM(198.18.133.3)1F S AIEHL|77H? CHEFO| "of"Ql B2
CVP2} CUCM Zte| SIP &A1& 7} otMSICE Zd0| &=40 & QlEL|C,

= A

TLS7t AHE|X| &f2 B9 CUBEOIAM CHE BHEE A=™lstod ClHI TLSE & d3tstod EXME s
ggrch

« Debug ssl openssl errors
« Debug ssl openssl msg
« Debug ssl openssl states
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