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sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/private/nginx-
selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

3. nginx.conf I+ & TEIEFLICEH

worker_processes 1;
error_log logs/error.log C|HH1

OHIE {
worker_connections 1024;

}

http {

mime.types Z &

default_type application/octet-stream
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keepalive_timeout 65;

MB{

8096 ssl =2

server_name ~.+;

ME Z=2Alo| AEE|E= dns &I} ==

2 T2 <DNS _Server IP:PORT>;
proxy_read_timeout 86400s;

proxy_send_timeout 86400s;

client_body_timeout 86400s;

keepalive_timeout 86400s;

HI CONNECT Fof| CHet Y ZEA|
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proxy_pass https://$http_host;

proxy_http_version 1.1

proxy_set_header 1184|0|= $http_upgrade;
proxy_set_header 12 $connection_upgrade;
proxy_set_header ZAE $host;
proxy_ssl_certificate <nginx_selfsigned_certificate>;
proxy_ssl_certificate_key <nginx_certificate_key_path>;
proxy_ssl_trusted_certificate <WsConnector CA 21& A{>;
proxy_ssl_protocols TLSv1.2;

}

#ssl

ssl_certificate <nginx_selfsigned_certificate_path>;
ssl_certificate_key <nginx_certificate_key_path>;
ssl_session_cache 3 :SSL:1m;
ssl_session_timeout 5m;

ssl_ciphers =&:!aNULL:!MD5;
ssl_prefer_server_ciphers 74 &

}
}
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a. NGNIX Zix|18|o]410| SHIE K| & QlgtL|ct.
nginx -t

b. nginx MEH{E CHA| A|Zf&tE{H

systectl restart nginx

c. nginx HXE =Qlsted™

nginx -V

d. nginx& &X|5t24™

systectl stop nginx

e. nginxE A|&f&tE{H

systemctl A|lEf nginx

0
ok

FLICH systectl & Ef nginx
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