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ANSEE FHE A

FHAHEAY 4 E" Finesse 21 &%l

Finesse 22t0|HE

=M 1: Send Error Report(2F ETM ELHZNE EH ZEI0|HE 22 £ EIshL|CEH

SM2FFT 2D MY

Finesse A{H1

FMM¥alcvpaicvwB 23 £E

CVP &35t AMH

CVP VXML(S4 XML) O Z Z|7[0| M

CVP OAMP(Operations and Administration Management Portal)

Cisco CVVB(Virtualized Voice Browser)

CUBE 2! CUSPO]| CHSt FAM M I 23 ¢ Fl

TE(SIP)

_,

o

¥&* MY Y UCCE 21 £

SetTrace &

=M ™Y 3 PCCE 23 %

ZF& MH™ gl cUIC/Live Data/IDS 21 £ &
SSHE EIACIREL

RTMTE2 EOCI{EE

VoS2| 1§Z! ZHX{(Finesse, CUIC, VVB)

eyl

to ~Eote g™

OII
rr

0| 2 M0 M= Cisco Unified CCE(Contact Center Enterprise)0il A FXg MH
of CHal AHerL(Ct.

AMNH T AE
QF A

2 FAof et X|Ag Efstn JIe™H FEELICH

- Cisco UCCE(Unified Contact Center Enterprise)
. PCCE(Contact Center Enterprise) I 7| X|

- Cisco Finesse

- Cisco CVP(Customer Voice Portal)



. Cisco VVB(Virtualized Voice Browser)

- CUBE(Cisco Unified Border Element)

- Cisco CUIC(Unified Intelligence Center)

- Cisco SIP(Unified Session Initiation Protocol) Proxy(CUSP)

MBElE 78 24
ol EMol HEE Otg AZEof HEE T8t 2 FLiCh

. Cisco Finesse &Z|A 12.5

. CVP MH E2|A 125

. UCCE/PCCE ZZ|Aa 125

. Cisco VVB &Z|A 12,5

. CUIC &2lAa 125
Ol EMo| HEE= & 3 2t 32| C|HIO|AE ECHE R MHEIR&LICE O] A0l AFEE 2 & C|Ht
Ola= X7IHE(Z7I2) AI|ado|/Me =z AIE.*EI%SLIEP. M HERXFT &S 82 ) 2E
HHPo| Al B2 0|2 5 KISHAIZ| v LICE.

Z3 4 U Finesse 21 =&
Finesse #CI0|HE
Finesse 2CI0|AME 23§ +%&st= B 7tX| 40| U&LICH

=M 1: Send Error Report(2F E1M ELH7|) B S35l Fct0|HE ZEa8 &t

1. &S EOQIFL
2. 83t == 0|C|o] O|HIE Fof & FH oA EX7H st B2, dEHBHA finesse A3
& QEZ ML ZM2|o = Send Error Report(2F E1 M ELY7|) 23 E E=2I5T S X|

3. §EHE Mo R M&E 2EOE &elgtuCh HIAIKI.
4. 2ot0|ME 21 &= Finesse MHE MEEILICEH hitps://x.x.x.x/finesse/logs2 £ O|S5t1 &2


https://x.x.x.x/finesse/logs

HHEo =z 2aQlsrL|C}.

5. clientlogs/ C|EHE 2| ot 2ol M 2O & =& &LICt
Directory Listing For /logs/ - Up To /

Filename Size Last Modifi
drdpactygadget Mon, 22 Feb 2021 23:06:32
agmin/ Tue, 12 Jul 2022 18:52:53
sli log a.8 kb Mon, 22 Feb 2821 22:59:1@

Wed, 17 AUg 2822 15:35:52

entionil
gMd2: 897 22 4™

1. https://x.x.x.x:8445/desktop/locallog2 £ O|S & L|C}.

2. 87 BEZ2 A83%tod 210l F=IEc
Local Storage Logs

Browser Info: Mozilla/5.@ (Windows NT 10.8; Wind; x64) AppleWebKit/537.36 (KHTML, like Gecko)

2022-08-17 10:58:06.332 -0500 &FETIL :
Chrome/183.0.5068.114 Safari/537.36
Finesse local logs : local storage is empty!

3. Cisco Finesse Agent Desktop 212! H|O[X|7} FRILICt. o|O|HMEE 2 QIFLICt

Cisco Finesse

sumchani

EUCPOLIS

ECZXI 202 MEEHUCL 2a3E =

74
=

ofn
Jfu
il
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Hu
>

4. DE OfO|ME HIATE A3 E20|


https://x.x.x.x:8445/desktop/locallog)

£l5t24™ https://x.x.x.x:8445/desktop/locallog2 £ 0|S 3510 BIAE m U0l LIS SAE L
Ct. save &7t 242 I8t Tt AL|Ct

=4 3: gl Hetex 24

1. &E 0| 210I5tH F128 =2 HetRX 2&2 Lot

2. Console &2 MEHEHLCY.

3. HEIR X E2&0M LR E EQIELICH LHES HAE LUZE AT save IE&LICH.
il Giseo Finesse @”"‘“"“"" -

Team Perfermance

Billing
Agent Name Stmte Time in State Extension Actions
Jahn Cena & Raady 256:57132 G000002
v
w O i i o £ *®

]

5.HE®3 O|F o|HE
alill Gisco Finesse _';ha_ P g

4. HEQ3 S MENSIT 2
HE =
=
|

Team Perlormance

Home Fas bloschoed cooiies Blocked Fagpaits

Al | FAch¥HR 15 CS5 lmg Media Ford Do WS Waom Mandes Onb
—
Bty

Agent Mams Stute Time in State
£1)

L)

John Cena & Ready 257:21:23
My History

F 1Y

Taam Duts

Ciueus Data

Finesse A
M 1: UI(AL2 X QIEJH|0|A) - ¥ MH|A(ES) 3 F7F 2

1. https://x.x.x.x/finesse/logsS £ O|&3t1 22| HEo = 2l LCt
2. CIEE{2| webservices/

cpenfire) Tus, 82 Aug 2822 BO:45:58 @
cpenfireservice/ Thu, OF May 2020 02:38:80 O
reale’ Wed, 17 Aag 02D 0d:ERIE1 O
Tomoats Sat, 13 Asg 1822 23:91:81 @

Sun, 14 Asg 2822 B7:41:43 @

3. ObX|9F & MH[A 238 +&EfL|CH orx|2t f = siixl| ot S MEHEFLICH of): Desktop-


https://x.x.x.x:8445/desktop/locallog)
https://x.x.x.x/finesse/logs

Webservices.201X-..log.zip. It 213 & 225}

Size Last Modified
4732.1 kb Sun, 14 Aug 0121 @7:40:54 GHT

Filename

Desktop-webservices 2022 -AK-10Tad-45-32 955, log.zip
Desktop-wabservices. 2922 -08-14T08-48-54 953, log Sea73.1 kb Wed, 17 Aug 2822 16:26:44 GMT

4. CtE E 208 FEELICHAILEI01 et EPE) ol & E0f, &2 MH|A EX|el B2
openfire, 215 EX|2| B realm 21, APl 2X2| A< tomcatlogs7F & LILCH.
# 1 Cisco Finesse M 218 +&ot= HE Y2 SSH(Secure Shell) & SFTP(Secure
File Transfer ProtocoI)E AP-‘?——l-" 7"°'L—|EF S APSSHH B MH|A 2380 ot 2t
Fippa, openfire, Realm & Clientlogs2} Z EPY T T &Lt

Io
H o
rn
-E.
HU
Ll

= T H2

<AL

=M 2: SSH 3! SFTP(Secure File Transfer Protocol)& S3f - T8 4

1. SSHE A}275}0q Finesse Mol 22 Q18FL|C}.

2. et 208 sEstcd{H ol BHS UHFLICE o] BH2 242t St 238 +&ELICH

207t Y2 EE|= SFTP AMHE AlEstets HAIXIZF 2 AIELICH

desktop recurs compress reltime hours 2

file get activelog

3. 0|38t 2= SFTP M A=20of HZEE/LICE. <IP address>\<date time
stamp>\active_nnn.tgz 037|A nnn2 7! & 4|9] EPo'/\E”Eo'L—IEP
4. tomcat Context service, Servm ! 4 Eil E ol e 7‘7} 22 £3E5t2{™ Cisco Finesse

2% A% 2 CVP 2 CVWB 21 4F
CVP &3} AMH

1. CVP CallServer 7|2 FM BHdtc 2 CHE 29| EXE " = U&Lct oLt
SIP(Session Initiation Protocol) H[A|X[of| CHet AbA|EH LIS S EE{™ SIP £
DEBUG Bl 2 MXstoF gLct.

2. CVP CallServer Diag 2 & O|X| URL(http:/localhost:8000/cvp/diag)2 Ol & LICt.
#1: 0| HO|X|= CVP CallServerdf CHEH 8%t HEE NMBotH S ALIZ|RQE sHESH=

ol oH* |8&Lct.
3. AMH{0i A com.dynamicsoft.DsLibs.DsUALibsE ME{gHL|C} 21% 4H 2 A2l Q=
EEC2 M

rk

A=


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
http://cvp.cc.lab:8000/cvp/diag

org.springframewaork:,

org.springframewark,

SIFP

arg.apache

RFET

SUBSYSTEN SIFIMOUT

P o namicsoft Dslibs DslUJALibs

L
Infrastructure
I"F
JETAIL: rimea.
— |Ch
\GE_HANDLI g4
bSGELS
4. Set(d™) HE S ZE/gLch.
II".I1I: ST
|HPT_JDEIC:
|HF'T_C.&LL_HEG:
|HF'T_EI.-'3-.TCH:
oet
5. &M £=Z0| SHIEA HHEEUJ=X| &elste{H £ FolAM olef2 A3 EFLCH ClHO A
MelLct.
arg . sprirgtrameseark L R [&]
S CEBLE: 41
oro apache ERROQR o
RPT CEBILIG |
= Y ‘4’% u]
coim, dynamicso™ Dalibks Dallal b CEBLCE [&]
rmslructsres 2w u]
R CIEELCE 41
T & IFF 2 Lu]
[ Y] CEELR 41
MSGBLS IF O [n}
6. =M E RHE5t= B C:\Cisco\CVP\logsHlAM 2 & F&eD EX7H &dlE AZHE 7|&ES
ECVPEO JLI-OE% MEHNSH |}
» Local Disk (C) » Cico » CVP » logs » w & : j £
Mame Date mo T‘ ed Type Size
&5
CVP.2022-08-1 /.00 log 202
CVP.2022-08-16.00.log 0, A
is R T

CVP VXML(Z4 XML) of ZE2|FH 0| M

0 E& A<20[|X|2t VXML Mi{ o E2|7H|0|Mo| F& =& F040F FLICt BHH, Cisco K|
07t ™5 x| et = &t =2l A2 HE K| et&L ot

VXML M of Z2[70|M 2O & $+T5tE{™ VXML A{H{ ot2He| §7 of Z2|70|M CIHEE[Z 0]
SELICH ol & E™ Ct3 1 ZH&LICH C:\Cisco\CVP\VXMLServer\applications\{application2| O|&



Nogs\ActivityLog\= 1235t &8 238 &gt

« applications » BillingQueue » logs » Activitylog ’

actnaty log2021-07-29-16-29-46.bct

1 WA AF T AF AT AF &

CVP OAMP(Operations and Administration Management Portal)

CHEEC | 82 OAMP X ORMQ| 7|E FX £Z2 Xl 2 & #elg mefstrlol] SELICH 1
Bl =M B E £0{0F stE B2 0] 2 Ye ddste HHle oS 24Ut

1. B4 %CVP_HOME%\confloamp.properties

N
|=|

. E& %CVP_HOME%\confloamp.properties

onmgr.traceMask=-1

ongr . | ogLevel =DEBUG

or g. hi bernate. | ogLevel =DEBUG
or g. apache. | ogLevel =ERROR

net . sf. ehcache. | ogLevel =ERROR

3. 12|10} Z+o| £ & OPSConsoleServerE CHA| A|ZH&FL|CEH

FYgd 5=
sy M L
H““ﬂ7F eiLich Msofl OlxlE D20l WML 1 oio
3| A +
1 M50l Dlxls Yol M2 = AME £ HAIKI  ClHI  Clo[Ef#HIolA £7 +
2t2|=0x01011000
x| T+
N - = SYSVL_Zm|ago|M +
A= =7} Rd= 0] 0452 = St = X4 — = =
2 ooo'” BI_I- o_l_——l o= T Xl-klll_l- T |:H|A|7§| E—“:Hj- EllolE'lH'Ilolﬁ _/'\_g +
2t2|=0x05011000
x|l Fd+
SYSVL_ZI|ad|o|M +
3 M50l 2 YES Olxls APME £5 HAIKIYUIC  ClHa CHE &Fed+
CllOlE{M[Ol A 47 +
2 2|=0x05111000
7|E} +
3| T +
MHE(CC)+
M=o = odEre g|xl= st = x4 | A|K|2 SYSVL_ZI[azio|M +
4 ‘” I:||'| S = Dlxl X|'k” = D‘” | | L—l E-“:H:- EH%k_ar?J N

Ct.

BULK_EXCEPTION_STACI

TRACE +
GlO|EHI0] A 27 +



CIO[E{H|O|A MEH +
DATABASE_PO_INFO +
el +

TRACE_METHOD +
TRACE_PARAM=0x17371C
00

7|Et +

BRI FE+

MH(CC)+
SYSVL_Zx|ladolM +
CHE & +
BULK_EXCEPTION_STACH
TRACE +

ClOIE{HIO|A =5 +
CllO|E{H| O] A MEH +
DATABASE_PO_INFO +
el +

TRACE_METHOD +
TRACE_PARAM=0x17371C

5 7HE S MlEh =5 HAX|LICH ClH

Cisco CVVB(Virtualized Voice Browser)

CVVBOIAM £X 1 U2 Cisco VVB 7+ 24 51| A|AE L EHAHO| E#EE 7|86t 2 oY
L|C}.

Cisco VVBO|= 5 7tX| £ 74 247 U&LICH

. MADM Z12t1 st Cisco VVB "&#Z|" £
. Cisco VVB "AIZI" £x:E MIVR 212t &
MEE s3E 74 240 +=HE HE BEE xIHE = U&LICH

=C|

23 ‘/I\‘ |:|‘cr>‘|1

[

. CIHZ - 7|8 EE22 HREAE
. XDebugging 5 - AE =M g St M ol



aliili.  Cisco Virtualized Voice Browser Serviceability (EENREIR Cisco VWE Sendceability »
CISCO  For Cisco Virualized Voice Browser

Adminéstrator  About L

Aarn Trace Tools  Help

Trace Configuration - Cisco Virtualized Voice Browser Engine

L] Save é’ Restore Defaults (18 Check Al 17 UnCheck All
Status

@ Ready

Select Jensce

Seluct Sendce * [Engine ][ Go

Trace Ousput 2ettings
Masmurn Mo, of Eilgs * 300

WMasimum Fite Stz (KB) * [10485

| Trace filter Setting

Sublacility Debugging “Debuggingt HDebugging? HDubugging3 #Debuggingd *Debugging®
WIBRARIES
LIB_CFG O (m] D O [m (m]
LIB_EVENT O (m] D %] a ]
LIB_JOBGC O m] D O (] O
LIB_NmI O a O O [ O
LIB_LICENSE O (m] O O O a
LIB_MEDIA [m] m] O O ] (m]
Le_AMI O a O O | ||
LIB_SERVLET ] m] O 0 0 (m]
uB_Te [m} ] O O [u] =]
WANAGERS
dn: Z25HM ZEEl A|ARI0| M Xdebugging5E AF8SIESE AHE + gi&LIC
S Elaiof st 7 Yebsiel 2= AFIQULICH CVVB 917l Ao| 7|2 x5 £ FL CiR ol
=M E siZdsts o S= Lot ZLE-II—P S ALtE|20] CHEt =X Bl S #HZEsHoF st < A
MMHO|E AAH 2 Z20AUS AFES Pt d0| E&LICH

olE o| Z2E& gF4dstslor 3= AlLIEIR
7127fvVvB Qldr 2 77} &A4stEIL|CE
El £l 2 E35+ 9 ag|
AppAdminVVB :gpl)[;/:\gmm Cisco VVB Serviceability 2! 7|E} 2 H[O|X|E S5 & &2
0|c|o{vVvB glc|lo{ d™ == O|Clof M& &3 EA
SMHEZIX{VVB S3t XMl g7 22X
MRCPVVB Cisco VVB &% 2 20{| A ASR/TTS &2 X
£3} xNlo{vvB SIP A% & Xl 20 AAIELICH

1. CVVB 7|2 | 0| X|(https://X.X.X.X/uccxservice/main.htm)E Q1 Cisco VVB AMH|A 712 M
HO|X|2 o|s&LCt &2 Aoz 2190l

alwil,  Cisce Virtualized Veoice Browser Serviceability Tl =
CISCO  ror Cisco Vinualized Volce Browser

Marm  Trace Tools  Help

Administrator  About  Logout

2. M ZH > ZRTQ


https://X.X.X.X/uccxservice/main.htm

ahiali,  Cisco Virtualized Voice Browser Serviceability

CISCO  ryr Cisco Virtualized Voice Browser

F—l
Alarmf Trace | Tools Help

Configuration

3. 5 AlLtE|20] CHaH &-5tE T2 ES MEIS T Enable(E2 43 HHES E=ELICt ol E
£04SIP 224 EX|ol| CH3H M= CallControlvVVB Z 2t U & M3l 1, ASR/TTS(Automatic
Speech Recognition and Text to Speech) &% &1 at#4El 2A|oi CH3 A= MRCPVVB =
EntUg gMsHELICE

alimhi,  Cisco Virtualized Voice Browser Serviceability
cisco For Cisco Virtualized Voice Browser

Alarm  Trace  Tools Help

Log Profiles Management

— Profiles

O MediaVwB

O DefaultvvB

O AppAdminyVEB

O voiceBrowservVe
_@Callt:nntmIWEl

T MECHWWE

Enable

4. 283 HES E=IctH d3 HAIX|7F ZAIELICH



alimhy  Cisco Virtualized Voice Browser Serviceability

CISCO  Fyr Cisco Vitualized Voice Browser

Alarm Trace  Tools  Help

Log Profiles Management

Status
|7® CallControlVVB log profile configurations have been enabled successiully.

P |

(4

5 M7t RiEl &= fL|Ct cvvBe &7H M3 El= RTMT(Real Time Monitor

Tool)& At&3stod EO8 +&ELIct
6. ClA3 &0l M Cisco Unified Real-Time Monitoring Tool Ot0|2& 2§ LICHER 8 B2
CVVBO{M O| EE CIR2EEELICH.

Host IP Address: 101010 30| |

| ok | | cancel | | certificates |

0]
FH
>
mn
rr
ox
40
o
ol
x
0
HL
als
1y



Add the Cerkificate o Trust Store

The Certificate from the sernver is not trusted.

This could be hecause the certificate is self-signed or
the certificate is coming from a malicious server.

Please view the CertiNncate 1o confirm s authemticity
before proceeding to add it.

aAccept f Reject this Certificate ¢

Authentication Reguired

A username and password are being regquested by https:'cwhb.cc.lab:8443
User Name: ladmin |
Password; |---------| |
| ok | | cancer |

10. TimeZone(A|ZtCH) @/ 71 &
RTMT 2 CHA| A|ESHMAIL.

Timezone data version mismatch m

2 There is a mismatch betweaen timezong version on this RTMT and the seneer you are indng 1o connect.

Do you want 1o update the timezone tables on this RTMT 1o match 1o that of the server now 7
This will need a restart of RTMT.

Note: Choosing “"No™ would et you launch RTMT with curren timezone version,
bt you may face some issues related to mismatch in time,

| wes || mo |

11. Default configuration(7|2 Z4I|22i[0|M)2 MENSH HEI2 F 1 OK(ER)E 2=

MELSE o 2|7 LIk

Sclect Configuration 4|
Configuration List:
Ciarallt

Description:

| ok | | cancel




12. Trace & Log Central@ MEH3t CHS

Collect Files&

el ul- L) =

Real Time Monitoring Tool Feorcisee Vitualized Voice Broms

Swrsiem

1| E Trace & Log Central

Svstam Summary
Svstam Summary
Searvar

sk Usage

E Critical Services

[Fafmarmance
Farfarmancea

Tools

Alert Central
Trace & Log Central
i

LIPS R E et N

13. G U= M HollM ATIS M=

[ SelectWWB Servcesispplications |

Fearmarrmance Log Wiewear

i ] Trace & Log Cantral
5 [ Remote Browse
[™ collect Files
D craery Wizard

[™ Schedule Callectiar
D Local Browse

&= [ Real Time Trace
[™ collect Crash Dum
[ Sollect Install Logs
[ Audit Logs

[ Salact all Sarvices an all Sarvars

Maime Al Servars |1 el ce lak
Adminlstration |1 ||
Cluster Viesw Dasrmon 1 [
DB Parfmon Countar Service [ [
Database [ []
Erglne =) =
SHMP Java sdapter 11 [
Vaoice Subagant [ [
| = Back || Mzt = | | Finish | | Cancel

14. ChZ 0ol M Next(CHS)E CHA| 2

=gt



Collect Files =l

[ Selact Systerm Semndcesipplications |

[ ] Select all Sarvices an all Servars

Marme Al Servers |1 ewwbcelab
Boot Logs [ [
Cizco AMC Service
Cisco AMC Saervice alertlog
Cisco AMC Service CallLog
Clsco AMC Service Devicelog
Cisco AMC Service FPPRLogG
Cisco AMC Sarvice ServarLog
Cisco AMIZ Service ServicelLog
Clsco AHL Webh Service
Cisco Abor Transaction Spooling
Cisco Audil Evenl Sarvice
Cisco Audit Logs
ClEco CAR Wakh Service
Clisco CCh DEL YWWeb Librany
CHEco ok NS Wek Library
Cisco CCh PD Weh Service
Cizco CCMADMIn WYeb Service
Cisco CChRealm Webh Service
Cisco CoMSarvice Wab Sanvica
Cisco CCMUsar Weaeb Sarvice
Zizco CDF
Clzco CDOF Agent
Cisco CallManager Cisco IP Phone Semices
Cisco Carlificate Changa Matification
Cizsco Certificate Change Motification Service
Cizco Change Credential Application
Cisco Common User Inteace

P IS N PR B S

1 O
1 O

[ <Back | nea> | [ cancer |

15. Relative Range(&H H?)& M=st T H X El S3F AlZhE #ElE AlzhE MEELICH

Collict Fike Options:
ColbEction Tirme

2 Aabsolute Ranges

| = Relatve Range |

Files Genarated in the last | B0 - Inmm“ - |

16. Download File Options(It ¥ CHR2 £ = F )0 A Browse(30t27))& 225t Hot= CIE
EC|IE MEHELICH save TS 228 OIS GV (|8 SE/EILICH



Look In: |[tracefiles

~| =l (@] (=] [88l[e=

3 EMSLogFile

Folder name: |C:_'i.u5er51jdnelevnlaad51Exercise1_201 7-05-15_07-00-42racefiles |

Files of Type: | All Files - |
I Open I | Cancel I
17. 25 Mo B Finish(0l &) HHE S S2/8HLICH
- Collect File Options:
- Collection Time
2 Absolute Range
Select Reference Serve ime 2 ||||-|I lient:{GMT-5:0Eastern Davylight Time-America/New_ York -
From DatesTime | SMEeMT - 7:03 Ak | -
To DatesTime [511517 - 8:03 AM =]
™ Relative Range
Files Generated in the last |80 ~ | Minutes ~ |
Download File Options
~|

Select Partition
Download File Directory
1 Zip Files

‘@ Do Mot Zip Files

[ Uncompress Log Files

[Act'r.-e Fartition

[_1 Delete Collected Log Files from Server

MMote: The result file can be found in the directory named =MNode Mame= created under
the user specified directory structure. The File Name is as specified by the user.

Iﬁ‘ Next = _l Cancel

_ | Browse

18. 21 ot g +EELICH RTMTO| &l HIAIXI7F ZAIE W7 K| Z[CHEILICH




= NN e |

[ Trace & Log Central Collect Files in progress for node cwwb . cc.lab
B Remaote Browse
B Collect Files Downloading results into CilsersijdoelDownloadsiExercisel_2017-05-15_|
D Query Wizard Completed downloading results into ... Cilsers\idoe\Downloads\Exercise1_|
D Scheduls Collection Downloading files for node cwwb.cc.lab
B L B Downloaded stdout log from the node: cwhb . co.lab

Iy peal Browse Downloaded Cisco001MIVRO24 log from the node: cwhb cc lab
[ Real Time Trace Downloaded GC.log from the node: cwwb.cc.lab

D Callect Crash Dum
[ collect Install Logs
[y Audit Logs

Collection Sumimap™ =7+
HostHame: cwwh.cc.lab
MNo.of files Collected: 3

NCDI"I"IFJIE!IEU downloading for node CWD.CC.IEDI

19. 0| M%

rt
M
inl
Hu
o
ofn
o
r
o

20. Tl 238 lom FHuct siE &5 2 & 224™ \<time stamp>\uccx\logMIVR &EE O|
SotAAlL.
£ 2: SSH U SFTP A8 - % S

1. SSH(Secure Shell)Z VVB MtB{oll 22 QI8rL|C}.
CEQTt 28 £E5ic{H ol e QEdstLct 2OV 9EEH 2a7 YdEEE|E SFTP
MEHE AlHESIEIE HAIX|7F & A|5|

N

|' file get activelog /uccx/log/MIVR/*

3. 0|24E 2= SFTP M B2l HEELICt. <IP address>\<date time
stamp>\active_nnn.tgz 037 |M nnn2 71 4|0 EfUAEHZ QL |C},

CUBE %! CUSPO| CHiEt FH Y A 23 =3
FE(SIP)

1. 2O EHUARIE M 22 HiHE Tastsc

#conf t

service tinmestanps debug datetinme nsec
service tinmestanps |og datetine nmsec
servi ce sequence-nunbers

no | oggi ng consol e

no | oggi ng nonitor

| oggi ng buf fered 5000000 7

end
cl ear | ogging
Zn: =25 M Cisco I0S® AZEQ o GWE 75 STHo| WAiE 4 Q&L

2.0l MSE 53t E&0IM A gio| MeHE CIHIE XMEIF & U i =T EHEY



term

LICt 32{Lt Ciscodl M= Cte2 HEELUCH 2 208 24 HIH 7t ol syslog MHE
I.

| oggi ng <sysl og server ip>
| oggi ng trap debugs
debug BHEE B Hofl 5tLHA M5t ZF BH CHZ 0l CPU ALSES & QIgfLCH

show proc cpu hi st

FI: CPUZHCPU A8 82| 70-80%71 K| B7H5tE A5 2t MEIA ¥ol 2igol 37| 5
THEFLICH HEkM GW7H 60%0 TEE B9 %7} CIHIE B 495H8tx| DHIAIR

ClE ClaE gMsHsrct.

debug voi p ccapi inout
debug ccsip ness
After you make the call and sinulate the issue, stop the debuggi ng

. EME Rz
. FME HIE gL

#undebug al

CBEOE &t

len O

show ver

show
show

run
| og

s

. CUSPO{|A SIP X ZL|C}.

(cusp)> config

(cusp-config)> sip | oggi ng

(cusp)> trace enable

(cusp)> trace | evel debug conponent sip-wire

. E=XE REELc
CREEH E2ZE T

+7

. CUSPOIM ALERHE T EELICHO: HIAE).
.CUSP ZFZE0|M o] Au|zdio|ME FIFEfLICH

user nane <userid> create
user nane <userid> password <password>
user nane <userid> group pfs- privusers

.CUSP IP =20 CHEF FTP. O|T EHA[O|AM Halgt AHE X} O|S(EIIAE) L HIUHS E ALSE

LICH.

. CIEE 2| /cuspl/log/trace 2 B ZEELIC}.
.21 <filename>& 7t SLIC}

2% 448 2 UCCE 21 7
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#F1: Diagnostic Framework Portico 2! System CLIO1| CHEF XFA|EH LI 2 Cisco Unified
ICM/Contact Center Enterprise MH|A 7t &4 7I0|E, 2IE[A 125(1)2 ZIEt EF HE FX
SHAAIL.

CHREE2| UCCE ALIEZIRE EBHEREE I 7
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&3 XkMIEH LI& 2 Cisco Unified ICM/Contact Center Enterprise /2|4 12.5(1)2] AH|A
7124 7I0|E0M F xx-l ol MME B XSHAAIL.
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CTISVR(CTISVR) 2l 2 & 2{|'l! 30| B CiscoOllA HE St HES HX|AEZ| BlEe MY5
x| et &Lct CTISVRE] 45; EES EIXI/\EEI'— OXF8°'L_||:}

1. UCCE 00| E PGOA BlIX|AE 2| B 7|(Regedit)E LICH,

2. HKLM\software\Cisco Systems, Inclicm\<cust_inst>\CG1(a &
b)\EMS\CurrentVersion\library\Processes\ctisvr@ £ 0|5 & L|C}.

i, Regrstry Editor

File Edt View Favorites Help
w Cigco Systems, Inc. # || Name Type Data
w ICHA a5 (Default) REG_SZ (value not set)
12.3 s EMSAIILogFilesMax REG_D'WORD (77355400 (2000000000
CertPon 3 EMSBreakOnExit REG_DWORD (00000000 (1)
Cisco 55L C nnfiguratinn 4 EMSBreakOnlnat REG_DWORD D D000000D (0]
w citi . % EMSDebugBresk REG_DWORD 0000000 (1)
|I;-Ej A ¥ EMSDisplayToScreen REG_DWORD (00000000 (D)
i 3 EMSEnableGlobalExceptionHa.. REG_DWORD 0000000 (1)
E':—:HP B | o eMsForwardLevel REG_DWORD 00000001 (1)
= EMS T2 EMSGenerateSmallMemonyDu.. REG_DWORD 20000001 (536870913)
= CurreniVerson 74 EMSLogFileCounthax REG_DWORD (00002710 (10000)
3 Library ab| EMSLogFileLocation REG_5Z logfiles
. Processes 13 EMSLogFilaMax REG_DAWORD OB 380 (30000000
ctisvr 13 EMSHTEventLogLevel REG_DANORD (00000002 (2)
nm [ % EMSTraceMask REG_DANORD DDOO000FE (243)

3. EMSTraceMaskE & H S2l5t 1 22 8= A& gL}


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_01001.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_0110.html

Value name:

|EMETracaMask
Value data: Base
|f8| ‘e Hexadecimal

) Decimal

oK

4. Ok(EHQHE E2istn dIX|2EE| HET|IE E&LICH CFS2 UCCE 72 24 FHg MY
st= EAHIULICHRTR ZZ M AT 02 AFS E).

SetTrace =&

*"f:"%PE ol 228t Aol M Diagnostic Framework PorticoE @1 Z2[At AFE X2

Al ynified ICM/CCE Diagnostic Framework Portico

CISCQ

Heostname: 12UCCE-RA.chase.com Address: 21

2. Commands MMM Trace(FM)E 0|F3t04 CtS 2 MEHELICE SetTraceLevel ILICtH



3. SetTraceLevel #0IM 7T A9 78 MENFFLICI

DL -
...:-’__':-—_-__‘_,..-r-"""
'-':||'s.':';|$' Unified ICM/CCE Didgnustic Framework Portico

Hostname: 12UCCE-RA.chase.com Address: ::1

4. Submit(ME)S =&t 2t = |

Uil ynified ICM/CCE Diagnostic Framework Portico

2ol M| A|X|7F EAIELICEH

Hostname: 12UCCE-RA.chase.com Address: ::1

£ TE 32 MYHLICHL EXVF MEEH FY 25
J ME dYe mE S| Folsok ghct. Bild 29t o
Yta 2 0| 32 gsoll ¥ 0|E = /AUGLICH JTAPIGWO A

|

2a 3

1. Diagnostic Framework Portico2| Commands A 440{ A TraceZ O|S 3t 11 ListTraceFileg
ENst|C}
= .



2. ListTraceFile Z0{ A Component, FromDate 2!

| ToDateE
MXE MEHSE O Submit(ME)2 2 2lELict.

e ErLICt Show URL(URL EA)

& D)e

@ Unified ICM-CCE-CCH Diag... *
], H

CISCO

h x
Unified ICM-CCE-CCH Diagnostic Framework Portico

Hostname: Sprawler115.PCCEMEA.cisco.com Address: ::1

3. 2HO| dERE|H zIP 21 mo| /I 7t ZEHE OK HIAIXIZF EAIELICH
'ki,";',: Unified ICM/CCE Dia{in_t;_stic Framework Portico
Hostname:

FUCCE-RaA chasecom Address: 1

PCCEOl= & i
CLIZI 2OE &

MMSHE |'7(‘" Eol 9
7|E I:II-I:H

|C}. Diagnostic Framework Portico 2= A|AE]
I UCCE &tgoll= MEEIX| ef&Lct
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LUnified CCE Administratiol

Enter your password

2. Overview(7i 2)->Infrastructure Settings(2/Z 2} -&)->Log Collection(21 +%|)2 2 0|53}
04 Log Collection(21 4=%!) H 0| X|& JdLIC}.



bl ynified Contact Center Enterprise

CISCO |
Qverview

Inventory
License Management
Device Configuration
Application Gateways
Peripheral Gateways

Chverview

Log Collection

Deployment Settings
Command Execution Pane

3. Log Collection T 0| X|0i| A Trace Levels(F*1 Bll'H)& 2 2!5tH Trace Levels(FH &f|'dl) Cist
A A7 DEILICH
-;'I';él;' Unified Contact Center Enterprise Management L ten
Lo Collection

= 4 O i Lo Colipction Schaduln®

- S Torn Eredl Tim Dasintedey [Fh
B canavsz iz B canerses 120 30 min
o CLE Firmite
Cii CnC

w P
Temoi Lifetds

4. Trace Level(F™ ti|#l)E Detailed on CCE(CCEM|AM MEAIEHZ M1 CM L CcVPoil CH
3 No Change(#14 9i2)2 IOIZ E OS2 F£X ££&2 Yolo|E gLt



Trace Levels

Component Current Level Set Level To

CCE Marmal Mo Change j
i Marmal Mo Change j
WP Maormal Mo Change j

5. Yes(o)& 22istod Z1E &QIELICH

e

Lpdate Trace Levels Cancel

B R TR T

6. EM 7t ZHEEl & Unified CCE Administration(Unified CCE Z2|)& &1 System(AlAH]) > 2

a3
7. Components #0lX CCE & CVPE *._‘"5—'13* |—| Ct.
8. MAEt 2O & AlztE MEELICHZI2 2|2 308).
9. Collect Logs(2 £Z&)E Z2!5} LYes(oﬁlI) Z2lstod T3t o
Ol AIZHEILICH ZBL7| Mol & 2 7ICl2|MIL.
Start Tirs End Tima Duraticn Companants.

10. &t 2 £|™ Actions(%f ) @0{| A Download(CI22E) HES £
1l e

ST U2 22 E8LCH save HsHE /X0 U= zip

%= A3 3l CUIC/Live Data/IDS 21 4%

SSH
1. CUIC, LD 2! IDSQ| SSH W™ E(CLI)oll 22 Q18hL|ct.
2.CUIC #3d 21 E +Z&l5lg{H HE s AMELIC

file get activelog /cuic/logs/cuic/*.* recurs compress reltime hours 1
file get activelog /cuic/logs/cuicsrvr/** recurs compress reltime hours 1
file get activelog tomcat/logs/*.* recurs compress

3.LD 23l 238 +75t7| Qs WS Agsct

file get activelog livedata/logs/*.*

Siipw Sastus Ao



Ol

4.1d 2B 2O £F57| Q5 HIS AISHSEH|C]

o o

file get activelog ids/log/*.* recurs compress reltime days 1

5. 0|48t 2a& SFTP M Z=2of X{ZHEL P <IP address>\<date time
stamp>\active_nnn.tgz 0{7|A nnn2 7! E4|0| EfUARIZ Q11 |C},

RTMT

1. OAMP H|O|X|0{ M RTMTE Ct2EELICH https://<HOST ADDRESS>/oamp0il 2 1 2/8f L
Ct. 07|A HOST ADDRESS= MHQ| IP FAlLC},

2. Tools > RTMT plugin download2 O|SgfLICt. E22{1Q12 CHR* 2 =6t04 AX[ELCY.

3. RTMTE Al&tstm 22|t A1 BHOZ Mol 2118

4. Trace(£A) % Log Central(21 ME&)E F ¢ 28t C+Z Collect Files(Tt Y +=E)E F H

ZEBLCH

XM MH|Ao0f CHEt o|2{et B & £ &LICH CUIC, LD 2! IDSo| CHet ZE MH|A/MEHE
EHSHoF gFL|Ct.

Collect Fileg

| Select CUIC Senvices/Applications |

[#¥1 Select all Senvices on all Servers

Mame | All Servers
1 [Intelligence Center QAMP Service IF
Intelligence Center Perfmon Senvice [#
Intelligence Center Reporling Sendce s
Intelligence Center SMMFP Java Adapler Senice ¥
Intelligance Center Samviceability Senice [s

LD :



= .::':

CE Live Data Cassandra Senvice
CE Live Data MGIMNY Senace

CE Live Data Socket 1D Sarvice
CE Live Diata Storm Senaces
CE Live Data Web Senvice

\ CE Live Data Zookeeper Senice

EIEEE

IDS :

Collect Files

Tomcat

f.:lm Eanln::aauﬂ_ﬂawnar ﬂalummanapm

Cisco Sandceability Reporer DeviceReport

Cisco Seniceability Reporder PPRReport

Cisco Sendceability Reporter ServerReport

Cisco Seniceability Reporter SeniceRapornt

Cizco Stored Procedure Trace

Cisco Syslog Agent

Cisco Tomcat

Cisco Tomcat Sacurity Logs

Cisco Tomecat Stats Sendet

Cisco Trace Collection Service

Cisco Trust Venficalion Senice

Cisco UXL Web Sendce

Cigoo Unified Mobile Voice Access Sendce

Cisco Unified OS Admin Web Senice

Cigsco Unified OS Platiorm AP

Cisco Unified Reporting Web Senice

Cisco User Data Sendces

Cisco WebDialer Web Senvice

Cisco WebDialerRedirector Web Senvdce

Cron Logs
: mmr—ﬂmﬂmm 30

m ]

) ) (o o 3

6. IZHM EII-IQP °*771| 'iI'RI- X AlZHE MHEH510d save 22 RILICH.
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Z! Z§%{(Finesse, CUIC, VVB)

1la. @H 7 &

232 utils network capture 22 CHS 1} Z4&LICH

Synt ax:

utils network capture [options]

options optiona

page, nuneric, file fname, count num si ze bytes, src addr, dest addr, port
num host protocol addr

options are:

page
- pause out put

numeri c - show hosts as dotted IP

addr esses

file fnane - output the information to a file

Note: The file is saved in platfornicli/fnane.cap

fname should not contain the "." character
count num - a
count of the nunber of packets to capture
Not e: The maxi mum count
for the screen is 1000, for a file is 100000
size bytes -
t he nunber of bytes of the packet to capture
Not e: The maxi mum
nunmber of bytes for the screen is 128
For a file it can be
any nunber or ALL

src addr - the source address of the

packet as a host nane or |PV4 address

dest addr - the

destination address of the packet as a host nane or |PV4 address

port

num - the port nunber of the packet (either src or dest)
host

protocol addr - the protocol should be one of the follow ng:
ip/arp/rarp/all. The host address of the packet as a host nane or |PV4

address. This option wll display all packets to and fromthat address.

Note: If "host" is provided, do not provide "src" or "dest"
1b. 2E E2H= 2%




LRl ZHR{ 2 I ? BE FLHAMEZE 37(2| ZE IHHE packets.capOl2t= ZX{ Tt
of &=Zlsh & 9l ||_'_|- O|=A| 5t24 &t2| CLIO|A A2 ELICH utils network capture etho
file packets count 100000 size all .
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oz Hx™ste "ol E&LICH

Zt ZEOo|M Stlo| E23Fh Mu|A0f CHeF RtM[E LI 2 aliT 74 40| ST o CHet
TCP X UDP ZE A& MEME HZISHAAIL.

&P 14456075 - PuTTY. Sl o

I24™ 'host SMS AI85101 EH SAEMM LIl E
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utils network capture ethO file packets count 100000 size all host ip !10.1.1.1
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http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
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K SR HXE SX|SIe{HE Ctrl 7|12 2D FIEE0|MH CE SFELICE ag{H X T2 A
A7t BRE|TD X HEZo| A ZHZ! 0| FIHE|XR| b & LT

P 1AERENTS - PuTTY

O| 2tedo| 2 Z | ZHX| mU2 'activelog platform/clii' &[0l MHB{oi| K4&HElL|C}

6. MM X =&

X It A2 M Q| "activelog platform/cli/" %[0l MZHEILICE. CLIE S8l SFTP MHZ EE&=
RTMTE At83t0 22 PC2 WS MEE = AU&LIC 4a. CLIZ Sl AA T2 SFTP
MHZE ™S

ClS HHEES A& 504 file get activelog platformiclilpackets.cap SFTP AH{04| packets.cap It L&
&gt

L= M| MHEE 2 E cap IFUE $=Z&5t24H file get activelog platform/cli/*.cap2 AFHE &
L|Ct

ObX|S9f 22 SFTP A IP/FQDN, ZE, Ar&Xt O|F, HIZHEZ L CIHED EEE XL
Ct.



"2 14486075 - PuTTY

CLIE SFTP MHZ o] Y M&0o| H& E= AU E LIEFLICEH

4b. RTMTE AI&3t0{ X mtUdE 24 PCE MEELICEH

RTMTE Al&t&FLICH. 2Z PCoi| dx|Z|X| ot B2 VOS Administration(VOS & 2[) H 0| X[
M H&st T2 MxIsta Applications(0HZ 2|71 0| M) ->Plugins(&2112!) HIF2 o|S &L
Ct.

System(A|AR]), Trace & Log Central(F3] 3 21 MEZ)Z xl2i= Z 28t CHS Collect
Files(t +=&)E 5 H Z=lgLct A Hul HFolM CHS 2 E=IFLICH
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