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securely with UCM using the MIC when associated with a secu
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securely with UCM using the MIC when associated with a secu
CAPF-tnst Cisco Rool CA_J099 019333567Hcalecicl Trust Salf- RSA Coico_Root_CA_Z09% Cco_Root_CA_Z0%9 08/10/209%  This certificate was used 1o sign tha MIC installed on Cisco an
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pEeC sucmidiest test.com, &difack 162538631300 4ab61355T5E Identity Salf- RSA  cucmldtesttest.com cucmidtest.tost.com 0%/30/2028  Self-signed certificate generated by systom
ITLReCovary I[ILRECOVERY cucmldtest F7cea?Boldeiberilafials0isdbl6e Identity Saif- RSA  cucmldtesttost.com ITLRECOVERY_cucm1dtast 05/01/2028  Soli-signed certificate gonerated by systom
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| temcat EACMI4best. 1St com_36a7EE0000000000004 Identicy A~ RSA  cucmidtest.test.com S-WINZOOGR2- CA 100472025  Cartificate Signed by 5-WINZO0SRZ-CA I
tomcat-ECOSA  cucmidtest-EC test.com $0dboedcdobena0if?? 16b059diad  Identity  Self- EC  cucmldtest test.com cucmldtest-EC. tast.com 05/30/2028  Self-signed certificate generated by system
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CUCM Administrator2 CUCMO|| 22915t 2 0|S 504 User Management > User Settings > Access Control Group Add New £ 22|
CHZ Access Control Group(HAM|A Ao 2&)S M gFLICkcuCcM_AXL_Group.
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Access Control Group Configuration
G Save

Status

Status: Ready

Access Control Group Information

Name* CUCM_AXL_GROUP

5 N———

Available for Users with User Rank as * | 1 - Default User Ran

Save

@ *_ indicates required item.

0|01l Standard AXL API Access 4438 HMA Ao{ T F0i AEgeS eFELic

== =2 o



alimle  Cisco Unified CM Administration

CI5€0 o Cisen Unified Communications Selutions

Sysam v CMlRouting »  Madis Resscscas v Adascad Faatures v Dwice » v Uswer w  Bulk v Hap v

Access Control Group Conflguration

o 3 o (D) cor o e

Status ol
@ Status: Ready Cependency Reconds

- Accass Cr o

Hama* OUCM_AXL_GROUS

Available for Users with User Rank as * | 1 - Default User Rank =

AXL 1 E0i APl HAM| A EHE

Name™® CUCM_AXL_GROUP

Role Assignment

Standard AXL API Access

[ Assign Role to Group ]
[ Delete Role Assignment]

Save

Application User(0§Z 2|71 0| AFZ XHZ User Management > Application UserO| S50 2 2 2|5t 1Add New A 8HLICIAX Luser. 2
M CHS o|™of MAMEt HMA KMo{ 2ES EEELICH

vl Cisco Unified ©M Administration
L —

B = CINMMIRG T NIRRT AMSMMISEILA < DRME T ANSINGN = LGN LBSMSET T BSAFWAVEG < e T

=

P >
@ Find and List Access Control Groups — Maozilla Firefox O >
L
- =
aar _ E
— e O & https://10.106.113.229/ccmadmin/userGroupFindList.c ﬁ —
3 Find and List Acqoss Comtral Croumps
———
. FEE) bweman [ 1] Cuar i ssemme [V cune
e ———— Ererre er—p— = S
- T5uEacit Uves Rai =
oyt Erosmes Sempten % rvesse s
tvmst Dut-arsiming mETER
ot Usariaten hetastes | Mesess Contrmt drawe (4 - 30 or30) e e Poge 1o | |
ROP——— L = | i | (g v | [ | (=
f— — - =
RN — e [T r— 1
Bt t L Isd Devide Anaudimtian - R "
=i == [ ] :
i PP [ hima e mube Paints === -
sErcesesDnreIe?
T Ty v— .
s Duviess Rt 1 Slandard CCH Ao Uvers 1
Stumsusn CoW ea vaan i
P — f
| Blaegans GCM Peae Amestirten f
e ] Mandaes SO Rand Sery i
P — f
| Saegans GEM Serves Hpmtrery 1
.o | Tamdast £0 Supas temn L
T3 Cantestad uvem trarims P PR f
et ] Sarbard CTT dawwy Eub Hymiaery 1
| Trdact CT1 Amee Cab Pam Montenmy f
Siandars ETY dbees a8 Rnsacding f |
Sresiated S0 | Samand CTI e Catimg Numire Mrdmninn n .
e | Sltant 1 e Sartn ot o v . |
Fitnasrs CTT Aees Contost of Fracas supparting Connasted Hise sad saet p
Vi Bl | o Biamdnd ET e &amtmsl 34 Fimmms pugpeties Rotmes Mede 1 |
Snrsbars CTT dbws, Racagtn o ST Ky et 1 =
| O Satera s e . =
7 | e o i e ]
T = T L r T ——— " |
naes

u ]

CH

MBAEd 3

I
ot

I AX

-

a

hl

CUP A& XHE THE 1 Third Party Application Users 2!Admin-3rd Party API 5 7+ X| @38h2 &= 8FL|C.



O @ hitps

//10.106.113.229/ccme

s I —

Fimd and List Access Control Groups

Eait Credential
Sawctan CoarAs ik Aoa Sxece [T e

e — @

Rardard Preserce grovp

Access Control Group (2 - 32 oF34) oS ——
ser R 1-Defeu User Rari -
o3 dezzss Corirmd Gemuz miers | hame v | begies min v a2 Fira | [Cimar Fimee | 0 |[ =
Mama * e
ety
Rarcard COM Sead Omh
Standard £CH Sene
fwatabis Fratizs Randard CTH Servee M
A
CAPF
- T Faty feptasten Users
v Datads Sulect 8 || Ohear M || B33 Salectied | Ciose
Ct2 2 AF83stod cMSHl M cucM ! Cisco Unified Communications Manager IM & Presence Service(IMPS) 215 AMof| CHet CI1Z M &2l
2 g4t

callbridge ucm verify <enable/disable>

callbridge imps verify <enable/disable>

imps

AlS510q callbridge & Q18 LICH.



callbri
ning in

LIU31Te

cupbun.c
n I = enabled
hours .

O|X| CMSO1| A callbridge ucm add <hostname/IP> <axl_user> <presence_user>2 AF& 3104 0|0l A8k cUCM FQDN(Fully Qualified
Domain Name) 2! AF& X} AXL 2 CUPSE F7+EFLICH.

axl_user = CUCM S| AXL AFS A}

presence_user = 0|70 A48t CUP AF& &}

rr
A
10
o
o
r
ini

O|Ml cMS7I CH2 1} Z2 Yo 2 CUCM MHIAE A5t

callbridge ucm <hostname/I P> ax|_service status

callbridge ucm cucm14test.test.com ax|_service status




callbridge imps <hostname/I P> <presence_user> presence_service status

whb3> callbridge imps impnew.test.com cisco presence_service status

ME 7ts8 MH|AE cucMIt cMS7HAXL & Z2|EA Mu|Ao Cis M2 AMEStchHE A2 o|0lghLch.




[k

CUCMO]| LDAP(Lightweight Directory Access Protocol) At& X7t S718+E|0] {204 CUPSOH| AT ACIO|EE/LICH AR}
=SSt # A ALS X} DS Jabber IDE 7HA{0F 5, JabberOll M ZR|ZEAE C|0|ESI AT SUE ALSAH IDE &
of 2¢lsHof gLict.

Webappt Jabber 2CHO|QIE 7t0| ZB|&EA SR E <8t cucMm M& | o|M
cucMmof LDAP7 T+ =|o1 Q{o{oF & LIC}.

LDAP A|AE:

LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

@ Please Disable LDAP Authentication Before Making Changes on This Page

—LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type

| Microsoft Active Directory v |

LDAP Attnibute for User ID | chAMAccountMame
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rLDAP Directory

LD&P Configuration Name ® ADDOTZ40

LDAP Manager Distinguished Mame * | administrater@tese.com

LDAP Password * sas seann
Confirm Password * s Lebehehe

LDAF User Search lee. OU=Acano,DC=test, DC=com

LDAP Custom Filter for Users < hone = -
Synchronize ® users only O users and Groups
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— LDAP Server Information
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